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Abstract

Secret sharing schemes and polynomial interpolation - their link is by now

historic. This thesis uses and develops noncommutative models of interpo-

lation and subsequently extends the original Shamir scheme of 1979 [32] in

several instances.

Using first left-oriented quaternion polynomials, also present are two novel

schemes which use free quaternion polynomials.

The schemes exhibited, though making no use of the numerous advancements

of secret sharing schemes, may be themselves conceivably advanced in much

the same way that the Shamir scheme has. Thus the groundwork for schemes

with noncommutative polynomials is founded.
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Chapter 1

Introduction

The concept of a secret sharing scheme, however clear, is without strict math-

ematical formalism. A secret sharing scheme is a means of mathematically

separating a piece of confidential information among a group of participants

such that only valid subsets may, in unison, reconstruct this secret informa-

tion in its entirety.

Almost all schemes involve one privileged individual, the dealer, who stands

outside the bounds of confidentiality and knows all information to begin

with, the secret included. The dealer is responsible for generating and then

distributing to each participant their own derived fragment of the secret,

known as a share.

The exact form according to which the secret is rebuilt varies between schemes.
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CHAPTER 1. INTRODUCTION

But that being said, there is a common preliminary specification which will

be our focus: the (n, t)-threshold scheme. Having a total number of partic-

ipants t, it allows any subset of size equal to or greater than the threshold,

n, to pool their shares and reconstruct the secret. Threshold schemes exem-

plify a type of access structure - a system of determining which subsets may

reconstruct the secret.

Threshold schemes were the first developed, with both Shamir [32] and Blak-

ley [6] in 1979. The former uses Lagrange interpolation to reconstruct a

secret polynomial of degree (n − 1) from n points. The latter uses the in-

tersection of n hyperplanes of dimension (n − 1) in n-dimensional space to

discover their unique, hidden common point.

The applications of secret sharing schemes are primarily within the sphere of

cryptography. One is secure key management, wherein a cryptographic key

is separated as a secret among many servers to reduce the vulnerability of

any individual to attack, as well as providing backup in case any servers are

compromised [17]. Such is useful for both military and large-scale finance

operations. Medical as well as military purposes also exist for confidential

image sharing [5].

Another application is secure multi-party computation, wherein a group

wishes to compute a common result without each participant revealing the

full extent of their own input information [21], [14], [13]. For instance, in
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CHAPTER 1. INTRODUCTION

a particular model of multi-party computation, each participant shares their

own input via a scheme to the other participants, who then all compute using

their secret shares, which then may be recombined into a complete computed

value via helpful algebraic properties.

From this example we see secret sharing schemes having found themselves

among the list of essential cryptographic primitives - like cryptosystems, hash

functions, digital signatures - those basic blocks used in the construction of

other, more complex cryptographic protocols. Secret sharing has likewise

received a great deal of attention, with hundreds of results and schemes

being published since its beginnings [33].

Understandably, for while the schemes of 1979 may have initiated and allowed

certain protocols, they nevertheless had their shortcomings. Among advance-

ments are the possibility of sharing multiple secrets at once [34],[30], shares

that are reusable [11], [22], and different access structures [4], to name but

a few.

Of the many ways of constructing secret sharing schemes - like using vector

spaces and matrices, the Chinese Remainder Theorem, or systematic block

codes [34] - perhaps the most common means is through polynomial inter-

polation. Indeed, the original Shamir scheme set something of a precedent.

But polynomial interpolation is itself a worthy topic of interest, having a

fairly long-standing history - its manifest inception being the work of Edward
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CHAPTER 1. INTRODUCTION

Waring in 1779 [37].

And so it is that with interpolation we rebuild a polynomial based only on

something incomplete: finitely many of its points or values in some precise

relation to it. We rely upon the forceful context of the theorems and axioms

these polynomials exist within to ensure the rest. The essence of interpolation

is thus in determining a whole from its parts.

Given this broad appeal, the applications of interpolation have become far

too numerous to list exhaustively. Apart from secret sharing schemes, we’ve

computational uses, like Karatsuba’s algorithm which allows the fast multi-

plication of two natural numbers [24]. Yet more uses abound in engineering,

e.g., in determining the performance of a diesel engine [2].

The advancements of polynomial interpolation are likewise numerous. As

far as the present thesis is concerned, however, those relevant are where

interpolation takes place in more general circumstances than polynomials

over fields, finite or otherwise.

Given our aims, it’s first necessary to fully articulate the 1979 Shamir scheme.

1.1 The Shamir Scheme

As in [32] we see the scheme has two phases, though outlined perhaps

vaguely. We presently formalize it.

4



CHAPTER 1. INTRODUCTION

1.1.1 Setup

For this (n, t)-scheme, where 2 ≤ n ≤ t, let U1, ..., Ut be the participants, and

let S ∈ N be the secret information. (Where N denotes the set of natural

numbers, including 0.)

The scheme actually works with polynomials over the finite field Fp, where

p is some prime larger than both n and S.

The dealer defines an (n−1) degree polynomial f(x) ∈ Fp[x], with coefficients

chosen randomly and uniformly, except that the constant term is taken to

be S. Thus, f(x) = an−1x
n−1 + · · ·+ a1x+ a0, and a0 = S.

The dealer then evaluates yr = f(r) for r = 1, ..., t, and privately sends (r, yr)

to participant Ur, for every r.

1.1.2 Reconstruction

Supposing that for some {x1, ..., xn} ⊆ {1, ..., t}, that Ux1 , ..., Uxn wish to

reconstruct S, they then pool their shares, giving each Uxi , 1 ≤ i ≤ n, the

complete sequence (x1, yx1), ..., (xn, yxn) from which he obtains f(x) by the

well-known Lagrange interpolation model:

f(x) =
n∑
j=1

yxj

n∏
i=1
i 6=j

(x− xi)
(xj − xi)

.

5



CHAPTER 1. INTRODUCTION

Lastly, Uxi evaluates f(0) = S.

1.1.3 Lagrange Interpolation Proof

We must, of course, demonstrate that the Lagrange interpolation formula

actually works. We will do so for any field F, and not merely Fp; the notation

will be modified slightly to deal with the more general context.

Lemma 1.1.1 For f(x) ∈ F[x] of degree (n − 1) such that f(xi) = yi ∈ F,

with the xi all distinct (1 ≤ i ≤ t), we have that f(x) = lΛ(x) where

Λ = {i1, ..., in} ⊆ {1, ..., t} with |Λ| = n, and

lΛ(x) =
n∑
j=1

yij

n∏
k=1
k 6=j

(x− xik)

(xij − xik)

Proof: Evidently, lΛ(xir) = yir for 1 ≤ r ≤ n as

lΛ(xir) =
n∑
j=1

yij

n∏
k=1
k 6=j

(xir − xik)

(xij − xik)

= yir

n∏
k=1
k 6=r

(xir − xik)

(xir − xik)

= yir · 1

= yir .

Now, bound to each coefficient yij of lΛ(x) is a product of linear polynomials.

6



CHAPTER 1. INTRODUCTION

As each such linear product contains (n−1) factors it is of degree (n−1); and

multiplying such factors by the coefficients yij then adding them all together

to complete lΛ(x) cannot increase the degree. Thus lΛ(x) is of maximum

degree (n− 1).

Hence, for 1 ≤ k ≤ n,

f(xik) = yik = lΛ(xik) ⇐⇒ f(xik)− lΛ(xik) = 0 ⇐⇒ (f − lΛ)(xik) = 0.

But this means that (f − lΛ)(x), a polynomial of degree no greater than

(n−1), has n distinct zeros, which could imply it was composed of n distinct

linear factors. Thus (f − lΛ)(x) could be of degree n, in fact; a contradiction,

unless (f − lΛ)(x) ≡ 0. That is, (f − lΛ)(x) = 0, for every x ∈ F; i.e.,

f(x) = lΛ(x). �

1.2 Computational Complexity

Abstractly, it’s helpful to use a strictly mathematical way of measuring the

computational costs of an algorithm or process, apart from the hardware

and software specificities used to implement them. In this thesis complexity

will be measured in the number of operations necessary to perform a given

algorithm, considered as a function of a single input, f : N→ N.

With this in mind, using [28] we define the following.

7



CHAPTER 1. INTRODUCTION

Definition 1.2.1 For f, g : N → N we have f(n) = O(g(n)) if there exist

k, c ∈ N such that for every n ≥ k, we have f(n) ≤ cg(n).

This notation allows us to state the complexity in asymptotic terms, as to

avoid being lost in the superfluous detail which would invariably arise from

multi-step processes.

Moreover, as computational costs become significant, those smaller, sup-

pressed terms will contribute less and less to the actual outcome; and these

would be the situations in which one was actually concerned with efficiency

to begin with.

In this thesis, the function f is always left implicit and we speak of an

algorithm being of O(g(n)) complexity without further reference.

Remark 1.2.2 For f(n) and g(n) of complexities O(g(n)) and O(h(n)),

respectively, we have that the complexity of (f + g)(n) is O(h(n)).

Proof: By definition we have f = O(g) if there exist c, k ∈ N such that

for every n ≥ k, f(n) ≤ cg(n). Similarly, having g = O(h) means there

exist c′ and k′ such that for every n ≥ k′, g(n) ≤ c′h(n). Hence, taking

k′′ = max{k, k′} we have, for n ≥ k′′, (f + g)(n) = f(n) + g(n) ≤ cg(n) +

c′h(n) ≤ cc′h(n) + c′h(n) ≤ cc′h(n) + cc′h(n) = 2cc′h(n). Thus 2cc′ and k′′

satisfy the requirements to have (f + g)(n) = O(h(n)). �

The import of this remark is that for distinct sequential processes the sum-

8



CHAPTER 1. INTRODUCTION

mative asymptotic complexity will actually equal that of the most asymp-

totically complex process of the sequence.

Remark 1.2.3 For f(n) and g(n) of complexities O(h1(n)) and O(h2(n)),

respectively, we have that the complexity of (fg)(n) is O((h1h2)(n)).

Proof: By assumption, for f = O(h1) we have c, k ∈ N and for g = O(h2)

we have c′, k′ ∈ N satisfying the definition. Hence, taking c′′ = cc′ and

k′′ = max{k, k′}, we have, for n ≥ k′′, (fg)(n) = f(n)g(n) ≤ ch1(n)c′h2(n) =

c′′h1h2(n), as required. �

This remark tells us that the complexity of products is the product of com-

plexities.

1.3 Thesis Overview

This thesis is organized as follows:

In Chapter 2 we introduce the fundamentals of left-oriented quaternion

polynomials §2.1 for Lagrange §2.2 and Newton §2.3 interpolation models,

as well as the basic notions of free quaternion polynomials §2.4.

In Chapter 3 we exhibit the basics of left-oriented skew polynomials §3.1,

the relevant details of the left backward shift operator for Hermite interpola-

tion §3.2. Afterwards the actual conditions for the Hermite interpolation of

9



CHAPTER 1. INTRODUCTION

skew polynomials are given in §3.3, with a brief example of the quaternion-

conjugation skew polynomial ring §3.4.

In Chapter 4 we present the quaternion Lagrange extension of the Shamir

secret sharing scheme with setup §4.1 and reconstruction §4.2 phases iden-

tified. Computational complexity analysis is broken into setup complexity

§4.3.1 and reconstruction §4.3.2. Lastly, a brief security analysis is given

§4.4.

In Chapter 5 is an analogous scheme for the quaternion Newton extension of

the Shamir scheme with setup §5.1 and reconstruction §5.2 phases identified.

Computational complexity §5.3 and security analyses §5.4 follow.

In Chapter 6 we present a new secret sharing scheme using free quaternion

polynomials, with setup §6.1, reconstruction §6.2, complexity analysis of the

setup §6.3.1 and reconstruction §6.3.2. Lastly, a security analysis §6.4.

In Chapter 7 we present a variation of the previous secret sharing scheme

using free quaternion polynomials, with setup §7.1, reconstruction §7.2, com-

plexity analysis of the setup §7.3.1 and reconstruction §7.3.2. Lastly, a secu-

rity analysis §7.4.

In Chapter 8 we detail prospects of future work in mathematics from the

major questions raised in this thesis.

10



Chapter 2

Quaternion Polynomials

All definitions and basic results on quaternion polynomials and interpolation

have been drawn from [8], [23], and [38].

If one were to begin by asking why we have given the (real) quaternions our

exceptional attention in this thesis, we would answer that they are perhaps

the most accessible and concrete noncommutative division ring. So, one may

gain the appreciation of the challenges and appeals of noncommutativity but

without forfeiting the greater part of intellectual intuition.

And, for their part, the real quaternions are of a venerable lineage, being the

first genuine extension of the complex numbers. Discovered and publicized in

1843 by William Rowan Hamilton [19] the algebra of quaternions has since

found application in engineering and the physical sciences especially, e.g., in

quantum mechanics [20]. More recent examples being signal processing [27],

11
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flight simulation [12], and computer graphic software [36].

The subsequent interest in quaternion polynomials was natural, here also

much progress being made since their inception, as evidenced in [29], [8],

and [9].

Several non-equivalent definitions of quaternion polynomials do exist - as

highlighted in [39] - from which there remain important unsolved questions.

For instance, given an arbitrary quaternion polynomial (of any definition,

actually) there’s no extant algorithm for finding all of its roots. Knowing

this, we will merely be choosing whatever variety of quaternion polynomial

best suits our purpose.

2.1 Elements of Quaternion Polynomials

In order to speak cogently of polynomials over the quaternions, we must first,

if not simultaneously, define and investigate the quaternions themselves.

The set of (real) quaternions H is a division ring consisting of elements

a+ bi + cj + dk where a, b, c, d ∈ R and i2 = j2 = k2 = ijk = −1.

Note that the center of H is R. Also note, for α = a + bi + cj + dk, the

conjugate of α is α = a − bi − cj − dk and the modulus of α is defined as

‖α‖ =
√
a2 + b2 + c2 + d2 =

√
αα =

√
αα ∈ R. We define Re(α) = a ∈ R.

12



CHAPTER 2. QUATERNION POLYNOMIALS

Let H[z] denote the ring of polynomials in z, a commutative variable, with

quaternion coefficients. Due to the noncommutativity of H an issue immedi-

ately arises in defining polynomial evaluation. For, even though the variable

z commutes with all quaternions, if we substitute a particular quaternion for

z this commutativity would not, in general, be sustained.

Hence, to ensure evaluation is well-defined we must establish a convention

of arranging the variables in our formulae before substituting or otherwise

involving our values. Here polynomial evaluation is always done with all

given powers of the variable collected to the left-hand side of their respective

terms, preceding substitution.

Thus we define left evaluation as follows: for α ∈ H and
n∑
k=0

zkfk = f(z) ∈

H[z] as

f(α) :=
n∑
k=0

αkfk.

Note first that, by the mere distributivity of H, left evaluation splits over

polynomial addition. Note secondly that we can as easily define right evalu-

ation - but only one convention is necessary for our desired results. The next

definition is of an elementary progression.

Definition 2.1.1 A quaternion α is called a (left) zero of f(z) =
n∑
k=0

zkfk if

f(α) =
n∑
k=0

αkfk = 0.

13



CHAPTER 2. QUATERNION POLYNOMIALS

The zeros (or roots) of a polynomial will play their role in providing a tangi-

ble, often concretely specific, object through which we may dissect, classify,

compare, and even reconstruct polynomials.

As simple a beginning, and as similar to complex analysis, there are yet fur-

ther ramifications of having a commutative variable with (perhaps) noncom-

mutative coefficients. Namely that, in general, f(z) = g(z)h(z) 6⇒ f(α) =

g(α)h(α) for α ∈ H.

As, in the statement “f(z) = g(z)h(z)”, while formally the left- and right-

hand sides represent the same polynomial, the variables and coefficients will

be collected differently on either side of the equation. For “f(z)” represents

a single polynomial of the appropriate left-oriented form, while “g(z)h(z)”

represents a product of two. But this situation follows from our convention

which was taken up (nearly) of necessity.

As intimated in the introduction, there are indeed other definitions of quater-

nion polynomials and evaluation - one of which will be seen later in Chapters

7 and 8, where evaluation is mere value-for-variable substitution. However,

and in fact, each of these definitions comes with its own set of restrictions

and problematics [39]. The left-oriented polynomials as we’ve here taken

afford us entirely tractable conditions for interpolation, both abstractly and

computationally.

It is in this light that the following concepts will be important, not only in

14
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understanding the intricacies of quaternion polynomial evaluation, but also

in giving the necessary conditions for the interpolation problem itself.

Definition 2.1.2 Two quaternions α and β are called equivalent, or conju-

gate to each other, if there exists a nonzero h ∈ H such that α = hβh−1.

This is denoted α ∼ β, and is easily seen to be an equivalence relation. The

equivalence class containing α is denoted [α].

We designate a class of special polynomials, associated directly to a particular

quaternion and, as we will see, its entire conjugacy class. These polynomials

will prove necessary in the interpolation process.

Definition 2.1.3 For α ∈ H \ R the characteristic polynomial of [α] is

X[α](z) = (z − α)(z − α) = (z − α)(z − α) = z2 − 2z ·Re(α) + ‖α‖2 ∈ R[z].

The next theorem, while demonstrating the connection between conjugate

elements and their characteristic polynomial, is also of importance in giving

alternate criteria for deciding when two quaternions are conjugate to begin

with. No longer relegating matters to the nebulous question of existence,

these criteria allow the check to be mere computation.

Theorem 2.1.4 For α, β ∈ H the following are equivalent:

(1) X[α](β) = 0

(2) X[β](α) = 0

15
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(3) α ∼ β

(4) Re(α) = Re(β) and ‖α‖ = ‖β‖

Proof: Extending from [31], pp.13, 16;

(3)⇒(1): So then, β = hαh−1 for some nonzero h ∈ H. Which allows

X[α](β) = (hαh−1)(hαh−1)− 2(hαh−1)Re(α)− ‖α‖2 · hh−1.

Though, as ‖α‖2 and Re(α) are real, they will commute with h, h−1, so

X[α](β) = hα2h−1 − h2αRe(α)h−1 − h‖α‖2h−1

= h(X[α](α))h−1

= 0.

(3)⇒(2): Similar.

(1)⇒(4): Subtracting the equality β2−2βRe(β)+‖β‖2 = 0 from X[α](β) = 0

gives 2(Re(α)− Re(β))β = ‖α‖2 − ‖β‖2. If Re(α) 6= Re(β) then β must be

real. Subtracting α2 − 2αRe(α) + ‖α‖2 = 0 from X[α](β) = 0 gives α = β.

Otherwise Re(α) = Re(β) and hence ‖α‖2 − ‖β‖2 = 0; the result follows.

(2)⇒(4): Analogous.

(4)⇒(3): Let α = x0 + x1i + x2j + x3k and β = y0 + y1i + y2j + y3k.

16
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By hypothesis, x0 = y0 and a quick verification from ‖α‖ = ‖β‖ we see that

x2
1 + x2

2 + x2
3 = y2

1 + y2
2 + y2

3; call this latter statement (φ). Consider now the

equation

(z0 + z1i + z2j + z3k)β = α(z0 + z1i + z2j + z3k); z0, z1, z2, z3 ∈ R

Equating coefficients in the left- and right-hand sides of each of 1, i, j, k,

after multiplying through, gives the system of equations



0 x1 − y1 x2 − y2 x3 − y3

−x1 + y1 0 x3 + y3 −x2 − y2

−x2 + y2 −x3 − y3 0 x1 + y1

−x3 + y3 x2 + y2 −x1 − y1 0





z0

z1

z2

z3


= 0.

The claim is that the matrix on the left-hand side, call it X, is singular.

Indeed, knowing (φ) we see that X · (0, x1 + y1, x2 + y2, x3 + y3)T = 0. So,

unless, x1 + y1 = x2 + y2 = x3 + y3 = 0 the matrix X is singular. Though, in

this case also yi = −xi, for i = 1, 2, 3, and so the system becomes



0 2x1 2x2 2x3

−2x1 0 0 0

−2x2 0 0 0

−2x3 0 0 0





z0

z1

z2

z3


= 0

17
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which is evidently singular in all cases of x1, x2, x3 being zero or nonzero.

Hence our original equation of quaternions with these coefficients z0, z1, z2, z3

has a solution, i.e. there exists z ∈ H such that z 6= 0 and zβ = αz, i.e.,

α = zβz−1. �

Now we will return to polynomials proper and derive the subsequent state-

ment, which gives us a way to factor a quaternion polynomial so soon as we

know one of its roots.

Remark 2.1.5 For f ∈ H[z], α is a left root of f ⇐⇒ f(z) = (z − α)h(z)

for some h(z) ∈ H[z].

Proof: First recognize that there is a left Euclidean algorithm for H[z] as H

is a division ring. Suppose f(α) = 0 and deg(f) ≥ 1, then upon division

f(z) = (z − α)q(z) + r(z) for some q(z) = znqn + · · ·+ zq1 + q0. Thus,

f(z) = (z − α)(znqn + · · ·+ zq1 + q0) + r(z)

=⇒ f(z) = zn+1qn + · · ·+ z2q1 + zq0 − (znαqn + · · ·+ zαq1 + αq0) + r(z)

=⇒ f(α) = αn+1qn + · · ·+ α2q1 + αq0 − (αnαqn + · · ·+ ααq1 + αq0) + r(α)

=⇒ 0 = 0 + r(α)

=⇒ r(α) = 0

but from this point it must be that r(z) ≡ 0 as r(z) is actually a constant,

the divisor being (z − α), of degree 1. Hence, f(z) = (z − α)q(z) and so

18



CHAPTER 2. QUATERNION POLYNOMIALS

choose h(z) = q(z).

Now assume that f(z) = (z−α)h(z). If we take h(z) = zmhm+ · · ·+zh1 +h0

and left multiply by (z−α), then evaluate at z = α we will, as in the previous

set of implications, get f(α) = 0, as required. �

It follows similarly that if g(α) = 0 then (gf)(α) = 0, for every f ∈ H[z].

But if g(α) 6= 0, then, by commutativity of z,

(gf)(z) =
∑
k

zkg(z)fk =
∑
k

zk[
∑
j

zjgj]fk =
∑
k

∑
j

zj+kgjfk.

Now, evaluating gf at (α) we have

(gf)(α) =
∑
k

∑
j

αj+kgjfk

=
∑
k

αk[
∑
j

αjgj]fk

=
∑
k

αk[g(α)]fk

= g(α)g(α)−1
∑
k

αkg(α)fk

= g(α)
∑
k

[g(α)−1αg(α)]kfk

= g(α)f(g(α)−1αg(α)).

So we see that evaluating products of two functions requires us to evaluate

the rightmost function according to a conjugated value. From the above two
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statements also comes the following:

Definition 2.1.6 For f(z), g(z) ∈ H[z], we define

(gf)(α) := g(α)f(g(α)−1αg(α)), if g(α) 6= 0;

(gf)(α) := 0, if g(α) = 0.

We will also need a lemma. Its result is unsurprising; for conjugate elements

are all inherently linked by their unique characteristic polynomial.

Lemma 2.1.7 Let f ∈ H[z], with α and β as distinct conjugates (i.e., β ∈

[α] \ {α}). The following two statements are equivalent:

(A) The quaternions α and β are left zeros of f .

(B) There exists g(z) ∈ H[z] such that f(z) = X[α](z)g(z) = g(z)X[α](z).

Proof: (⇐) Trivial.

(⇒) Suppose f(α) = f(β) = 0, then since β ∈ [α] we have

β2 − β(α + α) + ‖α‖2 = X[α](β) = 0

=⇒ β(β − α) = β2 − βα = βα− ‖α‖2 = (β − α)α

=⇒ (β − α)−1β(β − α) = α.

Since f(α) = 0, f can be factored as in Remark 2.1.5 to evaluate f(β).
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According to Definition 2.1.6 and the above statement,

f(β) = (β − α) · h((β − α)−1β(β − α)) = (β − α) · h(α).

Which, since f(β) = 0 and H is a division ring gives h(α) = 0. So, again,

by Remark 2.1.5 the polynomial h can be factored as h(z) = (z−α)g(z), for

some g(z) ∈ H[z]. Which, given the previous factorization of f , implies

f(z) = (z − α)h(z) = (z − α)(z − α)g(z) = X[α](z)g(z)

as required. �

2.2 Quaternion Lagrange Interpolation

This sub-chapter shows how to construct a quaternion polynomial with target

values (α1, c1), ..., (αn, cn), analogous to the Lagrange interpolation method

for polynomials over fields.

Definition 2.2.1 The left minimal polynomial (lmp) of Λ ⊆ H is the unique

monic polynomial, denoted PΛ,l, of least degree such that Λ is its zero set.

By convention we take P∅,l ≡ 1.

The above definition is fundamental to the project of interpolation; minimal

polynomials will be used as the building blocks of the interpolating polyno-
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mial.

We also stated that the lmp must be unique; this stands to reason as it is

monic, of least degree, and zero on Λ, whereas all polynomials zero on Λ form

an ideal in H[z], which is a principal ideal domain (PID). It’s not difficult to

see that PΛ,l must be the unique generator of that formed ideal.

This uniqueness condition will ultimately play an important role in ensuring

that the interpolating polynomial, as reconstructed, will be identical to the

initial polynomial which generates the target values we aim for.

The next lemma and theorem tell us explicitly the form of the lmp for an ar-

bitrary set of quaternions, taking fully into account the relations of conjugacy

between the elements of this set.

Lemma 2.2.2 Let Λ ⊂ H be contained in a finite union of conjugacy classes.

If V is a conjugacy class distinct from Λ and if U ⊂ V contains at least two

elements, then

PΛ∪U,l = XV (z) · PΛ,l

Proof: A consequence of Lemma 2.1.7. �

Theorem 2.2.3 Let Λ = {α1, ..., αs} ∪ U1 ∪ · · · ∪ Uk, where U1, ..., Uk are

subsets of disjoint conjugacy classes V1, ..., Vk, respectively, containing at least

two elements, and α1, ..., αs ∈ H\(V1∪· · ·∪Vk) are all pairwise nonconjugate
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quaternions. Then

PΛ,l = ps(z) ·
k∏
j=1

XVj(z),

where ps(z) is a monic polynomial of degree s defined recursively, starting

with p0(z) ≡ 1 and, for 0 ≤ k < s,

pk+1(z) = pk(z)(z − pk(αk+1)−1αk+1pk(αk+1)).

Proof: As all the αj’s belong to distinct conjugacy classes, induction shows

that for each j = 1, ..., s the polynomial pj(z) is the lmp of the set {α1, ..., αj}

and also that pj(αj+1) 6= 0. Hence ps is the lmp of {α1, ..., αs} and repeated

application of Lemma 2.2.2 yields

PΛ,l = P{α1,...,αs},l(z) ·
k∏
j=1

XVj(z) = ps(z) ·
k∏
j=1

XVj(z)

as required. �

Now we approach the problem of interpolation proper. First, for quaternions

{α1, ..., αn} = Λ, let Λk = Λ \ {αk}, where 1 ≤ k ≤ n.

Theorem 2.2.4 Assume that no three of the interpolation nodes, i.e., no

three αi’s of target values (α1, c1), ..., (αn, cn), are conjugate. Then g(z) will

be the unique polynomial of degree less than n such that g(αj) = cj, for
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every j, where

g(z) =
n∑
k=1

PΛk,l(z) · PΛk,l(αk)
−1 · ck

Proof: The polynomial PΛk,l(z) vanishes on Λk, i.e., PΛk,l(αi) = 0 for i 6=

k. But also PΛk,l(αk) 6= 0 since otherwise the set Λk contains at least two

elements equivalent to αk, which would contradict the assumption.

To understand this we look to the construction of PΛk,l(z). Its leftmost

factor is some “ps(z)” based on those elements which have no conjugate in

Λk. If nevertheless ps(αk) = 0 then by Definition 2.1.6 and ps(z) being

a product of linear factors based on elements of Λk, we must have some

αj ∈ Λk such that αk ∼ αj and ps(αj) = 0. (So we can write, by Remark

2.1.5, ps = (z − αj)p′(z), for some p′ ∈ H[z].)

Though, these conjugates being distinct, certainly (αk−αj) 6= 0. This means

p′(α̃k) = 0, where α̃k = (αk − αj)αk(αk − αj)−1.

But then ps(z) = (z − αj)(z − α̃k)p
′′(z) which violates the form of ps(z),

since by definition this polynomial is based on elements of Λk which have no

conjugate in Λk. Unless, α̃k 6∈ Λk, which is impossible as ps(z) is a factor

of PΛk,l, which is the minimal polynomial associated to Λk; there are no

superfluous roots or factors.

If
(∏m

j=1 XVj

)
(αk) = 0 - where m is the number of distinct conjugacy classes
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in Λk containing two conjugate elements - then we must have αk ∼ αj ∈ Vj

for some 1 ≤ j ≤ m. Though as the factors of this product function exist

only for elements of Λk which have two conjugates already, having a total of

three in Λ is excluded.

With PΛk,l(αk) 6= 0 being proven, evaluation at the individual αj verifies that

g(αj) = cj for every j. And as deg(PΛk,l) = (n−1) we know that g(z), which

is the sum of such polynomials multiplied by constants, will be at most of

degree (n− 1).

For uniqueness, suppose we have f ∈ H[z] such that f(αj) = cj, for every j.

Then we have (f − g)(αj) = f(αj)− g(αj) = cj − cj = 0, for every j, so that

f − g has a zero set which contains Λ. Hence, by Theorem 2.2.3 we have

f − g = PΛ,l · h for some h ∈ H[z], i.e. f = g + PΛ,l · h. Though if h is not

identically 0 then f , and hence g, must have at least degree n, contradicting

the assumption.

�

2.3 Quaternion Newton Interpolation

Again suppose we have target values (α1, c1), ..., (αn, cn) where all the αi

are nonconjugate and wish to devise a polynomial g(z) ∈ H[z] of degree

(n − 1) such that g(αi) = ci, for every i. The modified Newton method of
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interpolation will be to compute g(z) as follows:

First, adapting the notation of Theorem 2.2.4 slightly, but continuing as in

Theorem 2.2.3, we define Λj = {α1, ..., αj−1}, with 2 ≤ j ≤ n−1 and Λ1 = ∅.

Thus PΛj ,l = pj(z) where pj(z) is the monic polynomial of degree (j − 1)

defined recursively, for 1 ≤ k ≤ (n− 1), as p1(z) ≡ 1 and

pk+1(z) = pk(z)(z − pk(αk+1)−1αk+1pk(αk+1)).

Now define g(z) = p1(z)b1 +p2(z)b2 + · · ·+pn(z)bn where the bj’s are quater-

nions computed recursively as b1 = c1 and, for 1 ≤ i ≤ n− 1,

bi+1 = pi+1(αi+1)−1(ci+1 − b1 − p2(αi+1)b2 − · · · − pi(αi+1)bi) ∈ H.

Noting that pi+1(αi+1) 6= 0 as αi+1 is nonconjugate to all elements of Λi.

Lemma 2.3.1 The above construction gives g(z) as required, i.e., gives us

g(αi) = ci, 1 ≤ i ≤ n, where g is the unique polynomial of degree (n − 1)

satisfying these equalities.

Proof: By induction on j; the index of the αj’s.

Base case, j = 1:
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Note that for 1 < i ≤ (n− 1) that pi(α1) = 0, and hence

g(α1) = p1(α1)b1 + p2(α1)b2 + · · ·+ pn(α1)bn

= 1 · b1 + 0 · b2 + · · ·+ 0 · bn

= c1.

The case of (j + 1) from j, for 1 ≤ j ≤ (n− 1); as pk(αj) = 0 for k > j:

g(αj+1) = b1 + p2(αj+1)b2 + · · ·+ pn(αj+1)bn

= b1 + p2(αj+1)b2 + · · ·+ pj+1(αj+1)bj+1

= b1 + · · ·+ pj+1(αj+1)[pj+1(αj+1)−1(cj+1 − b1 − · · · − pj(αj+1)bj)]

= cj+1.

As required. Lastly, as our interpolation nodes are all assumed nonconjugate,

uniqueness holds as Theorem 2.2.4 asserts there is but one polynomial having

these nodes and of degree no more than (n− 1), however it be expressed. �

2.4 Free Quaternion Polynomials

Let H 〈z〉 denote the free algebra with strictly noncommutative indeterminate

z over H. We call elements of this set free quaternion polynomials.

Elements of H 〈z〉 are finite sums of finite “words” of quaternions and the
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variable z.

Certainly if one likes, one may consider H 〈z〉 as a polynomial ring, with

addition and multiplication mostly as expected. The exception is that for

addition terms of the same “degree” in z - by which we mean terms with

the same number of occurrences of z - typically can’t be collected into a

single term. Verily, as the noncommuting variables of respective terms may

themselves be entrapped by distinct quaternion coefficients on the left-hand

and right-hand sides.

Nevertheless, for its universally vexing complications, in H 〈z〉 we gain a

straightforward (and unambiguous) definition of polynomial evaluation: sim-

ple substitution. I.e., for f ∈ H 〈z〉 and α ∈ H, define f(α) as the quaternion

obtained by replacing each instance of z in f by α.

Comparatively little is yet known of free quaternion polynomials, with only

a number of basic and partial results. As, in [16], which tells us that such

polynomials with a single highest degree term must have a root - but speak

nothing of what polynomial factorization means if this root is even concretely

determined.

However, the requisites of our secret sharing schemes won’t go beyond this

scanty knowledge, and so we may proceed.
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Chapter 3

Skew Polynomial Rings

The following is an adapted collation from [7], [18], [25], and [26]. Modifi-

cations, syntheses, and amending absences of proofs were done by the present

author.

Skew polynomials are a relatively new addition to the mathematical scene.

They have found applications in, e.g., cryptanalysis [1] and linear codes [10].

More universal than the quaternion polynomials as hitherto defined, which

are but one example of many.

Significant to mention is that skew polynomials are typically of a more gen-

eral cast than found in this thesis, though the more specific variety, some-

times called twisted polynomials, are nevertheless of interest. They yet have

explicit formulae and depend somewhat less on recursive analysis.
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3.1 Elements of Skew Polynomial Rings

Skew polynomial rings exist in the context of division rings, here always

denoted by D. Now, differing but symmetric to their typical presentation,

we give the following definition.

Definition 3.1.1 A (left) skew polynomial ring over a division ring D with

automorphism σ is the set of elements of the form
∑r

i=0 z
iai (r ≥ 0, ai ∈ D)

together with ring addition and multiplication as usual, except multiplication

is now modified by the twist rule az = zσ−1(a). This ring is denoted D[z;σ].

Remark 3.1.2 D[z;σ] is a left Euclidean domain.

Proof: We demonstrate a left division algorithm for D[z;σ]. That is, for

every f, g ∈ D[z;σ] with deg(f) > 0 and deg(g) > 0, there exist unique

q, r ∈ D[z;σ] with deg(r) < deg(g) and with f = gq + r.

Suppose now f(z) = znan + · · ·+ za1 + a0 and g(z) = zmbm + · · ·+ zb1 + b0

with bm 6= 0. If n < m then f = g0 + f . If n ≥ m then

f(z)− g(z)zn−m(σm−n(bm))−1an = zn−1cn−1 + · · ·+ c0.

Induction on n gives the existence of q and r and uniqueness may be proven

by assuming the existence of another q′, r′ such that f = gq′+ r′. For, in this

case, 0 ≡ g(q − q′) + (r − r′), but as deg(g) is strictly greater than 0, deg(r)
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and deg(r′), we must have q = q′ and thus r = r′. �

Similar to the case of quaternion polynomials there are difficulties in defin-

ing an unambiguous method of polynomial evaluation, though now further

complicated by the noncommutativity of the variable z with elements of D.

There are two equivalent ways of dealing with this.

Definition 3.1.3 For a ∈ D, f(z) ∈ D[z;σ], if f(z) = (z − a)q(z) + r, for

some r ∈ D, the evaluation of f(z) at a is f(a) := r.

This definition works because D[z;σ] is a left Euclidean domain, so that

such division by a linear factor always produces a unique constant of D; this

evaluation map is well-defined.

There is, however, a second definition of evaluation in the case of skew poly-

nomial rings. Define a sequence of functions Mi : D→ D recursively as

M0(a) = 1 and Mi+1(a) = a · σ−1(Mi(a)).

How these new functions relate to the previous definition of polynomial eval-

uation is the content of the following theorem.

Theorem 3.1.4 For f(z) = Σiz
ibi ∈ D[z;σ] and a ∈ D, f(a) = ΣiMi(a)bi.

Proof: First observe the special case:
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For every n ≥ 0, we have zn −Mn(a) ∈ (z − a) ·D[z;σ].

Call the above statement (θ), which is proven by induction on n as follows.

By definition of Mi(a),

zn+1 −Mn+1(a) = zn+1 − aσ−1(Mn(a))

= zn+1 − aσ−1(Mn(a)) + zσ−1(Mn(a))− zσ−1(Mn(a))

= (z − a)σ−1(Mn(a))−Mn(a)z + zn+1

= (z − a)σ−1(Mn(a)) + (zn −Mn(a))z ∈ (z − a) ·D[z;σ]

Using the induction hypothesis for the final containment. Thus, with (θ),

f(z)− ΣiMi(a)bi = Σi(z
i −Mi(a))bi ∈ (z − a) ·D[z;σ]

and so r = ΣiMi(a)bi by the uniqueness of the Euclidean algorithm. �

Similar to the previous quaternion case the noncommutativity of the skew

polynomial ring causes issues with evaluating products of polynomials. The

next definition, which actually will define an equivalence relation, is useful

for this.

Definition 3.1.5 For any a ∈ D and c ∈ D \ {0} let ca := c−1aσ−1(c). Two

elements a, b ∈ D are called (left) σ-conjugates if there exists c ∈ D \ {0}

such that ca = b. Two elements not σ-conjugate are called (left) σ-distinct.
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How to evaluate products of functions is now given.

Theorem 3.1.6 Let f(z), g(z) ∈ D[z;σ] and a ∈ D. If f(a) = 0 then

(fg)(a) = 0. If f(a) 6= 0 then (fg)(a) = f(a)g(f(a)a).

Proof: If f(a) = 0 then (z − a) divides f(z) on the left and so also divides

f(z)g(z) on the left, thus giving, by our “division” definition of polynomial

evaluation, (fg)(a) = 0. Now assume f(a) 6= 0; for brevity let c = f(a). Left

dividing f(z) by (z − a), obtaining f(z) = (z − a)q1(z) + c and thus writing

b =ca, we have

c(z − b) = c(z − c−1aσ−1(c)) = (z − a)σ−1(c).

Also writing g(z) = (z − b)q2(z) + g(b) we have

f(z)g(z) = (z − a)q1(z)g(z) + c((z − b)q2(z) + g(b))

= (z − a)q1(z)g(z) + (z − a)σ−1(c)q2(z) + cg(b)

= (z − a)[q1(z)g(z) + σ−1(c)q2(z)] + cg(b).

All of which means that cg(b) = f(a)g(f(a)a) is the remainder of f(z)g(z)

when the latter is divided on the left by (z − a). From Definition 3.1.3 it

follows that (fg)(a) = f(a)g(f(a)a). �

The next theorem and corollary while, strictly speaking, unnecessary for our
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further results, do offer insight into the theory of skew polynomials as a whole

and are included for the sake of completion.

Theorem 3.1.7 A skew polynomial f(z) ∈ D[z;σ] of degree n has roots in

at most n σ-conjugacy classes.

Proof: By induction on n. The base case of n = 1 gives f(z) = (z − α),

for some α ∈ D, and only α itself is a root of f which belongs to a single

conjugacy class. So assume n > 1.

Suppose that f(z) has a root β ∈ D; by the division algorithm (Remark

3.1.2) we have that f(z) = (z − β)g(z) where g(z) is of degree (n − 1).

Then the induction hypothesis applies and g has its roots in at most (n− 1)

conjugacy classes.

Now supposing there exists γ ∈ D such that f(γ) = 0, then by the product

rule of evaluation (Theorem 3.1.6) we have that (γ − β)g(γ−βγ) = 0. But

this means, as D is a division ring, that γ − β = 0 or g(γ−βγ) = 0.

In the latter case this means that γ belongs to one of the (n− 1) conjugacy

classes associated to g. In the former case this means that γ = β and so we

need only add one more conjugacy class, that of β, to account for all, giving

us n conjugacy classes in total. �

Corollary 3.1.8 Let Ω = {α1, ..., αn} be a set of points of D such that

every αi belongs to a different conjugacy class. A skew polynomial of min-
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imal degree that vanishes on Ω has degree n; there is only one such monic

polynomial.

Proof: By induction on n. For the base case, only the degree 1 monic poly-

nomial f1(z) = (z − α1) vanishes on {α1}. Supposing now that there exists

fi(z) monic that vanishes on {α1, ..., αi}, we can construct the polynomial

fi+1(x) of degree (i+ 1) as fi+1(z) = fi(z)(z − fi(αi+1)αi+1).

Apparently, fi+1 is monic and vanishes on {α1, ..., αi}; it also vanishes at αi+1

by Theorem 3.1.6. So, we can construct fn monic of degree n that vanishes

on Ω, and by Theorem 3.1.7 we know we cannot find a polynomial of less

degree that also vanishes on Ω, since all its elements are nonconjugate. �

3.2 Skew Polynomial Hermite Interpolation

Preliminaries

A generalization on the Lagrange method, the purpose of Hermite interpola-

tion is to find a polynomial which not only has target values for the function

itself, but for its derivatives as well. We intend on adapting it to the skew

polynomial case. The problem is stated thus:
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Formally speaking, for target pairs

(α1, β
1
1), (α2, β

1
2),..., (αn, β

1
n)

(α1, β
2
1), (α2, β

2
2),..., (αn, β

2
n)

...

(α1, β
k
1 ), (α2, β

k
2 ),..., (αn, β

k
n)

all in D2, we desire f ∈ D[z;σ] such that f (j−1)(αi) = βji , for 1 ≤ i ≤ n and

1 ≤ j ≤ k.

Here, f (m)(α), for m ∈ N and α ∈ D, is the m-th derivative of f(z) evaluated

at α - which will be defined precisely and later this section as the theory

becomes sufficiently developed to support it.

Though, indeed, before actually solving the problem of Hermite interpolation

we must first bend our discourse on skew polynomials towards the intricacies

of a certain tool, whose properties are critical in all subsequent developments

of chapters 3 and 6.

Definition 3.2.1 Taking f(z) =
∑n

i=0 z
ifi ∈ D[z, σ] and α ∈ D the left

backward shift operator, denoted Lα, is given as

(Lαf)(z) :=
n−1∑
k=0

zk

(
n−k−1∑
j=0

[ ∏
0≤l<j

σ−(l+n−j)(α)

]
fj+k+1

)
.

Ultimately, this operator will allow us to deconstruct skew polynomials into
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reduced components whose properties we can effectively gauge and manipu-

late.

Note, to this end, and in advance of proof, the equation

f(z) = f(α) + (z − α)(Lαf)(z) (3.2.1)

which will be seen to hold as (Lαf)(z) is the unique quotient obtained from

dividing f(z) on the left by (z − α), keeping in mind Definition 3.1.3.

Applying induction with equation (3.2.1) we have the following remark; we

may always write a skew polynomial in a particular form, which will be all

the more convenient once we have knowledge of the polynomial’s zeros.

Remark 3.2.2 Define ρα = (z − α), for α ∈ D. Now, for α1, ..., αn ∈ D,

f = f(α1) +
n−1∑
k=1

ρα1 · · · ραk
· (Lαk

· · ·Lα1f)(αk+1) +ρα1 · · · ραn · (Lαn · · ·Lα1f).

The next lemma, however simple of itself, will not only render certain future

propositions provable, but also greatly simplify all other proofs involving the

backward shift operator.

Lemma 3.2.3 Lα is a right linear operator.

Proof: For f, g ∈ D[z;σ], without loss of generality assume that f and g are

of the same degree (include zero terms to compensate in the lower degree
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polynomial, if necessary). Hence, letting βj =
∏

0≤l<j
σ−(l+n−j)(α), we have

Lα(f + g) =
n−1∑
k=0

zk

(
n−k−1∑
j=0

βj(f + g)j+k+1

)

=
n−1∑
k=0

zk

(
n−k−1∑
j=0

βj(fj+k+1 + gj+k+1)

)

=
n−1∑
k=0

zk

(
n−k−1∑
j=0

βjfj+k+1 + βjgj+k+1

)

=
n−1∑
k=0

zk

(
n−k−1∑
j=0

βjfj+k+1

)
+

n−1∑
k=0

zk

(
n−k−1∑
j=0

βjgj+k+1

)

= Lαf + Lαg

as needed. Now, for γ ∈ D,

Lα(fγ) =
n−1∑
k=0

zk

(
n−k−1∑
j=0

βj(fγ)j+k+1

)

=
n−1∑
k=0

zk

(
n−k−1∑
j=0

βjfj+k+1γ

)

=

[
n−1∑
k=0

zk

(
n−k−1∑
j=0

βjfj+k+1

)]
γ

= (Lαf)γ

as required. �

Another result gives some insight into how the linear shift operator behaves
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with products of polynomials.

Lemma 3.2.4 For α, β ∈ D and f ∈ D[z;σ],

Lα[f(z)(z − β)] = Lα[f(z)](z − β) + cα

for some cα ∈ D.

Proof: To begin with,

Lα[f(z)(z − β)] = Lα[f(z)z − f(z)β)] = Lα[f(z)z]− Lα[f(z)]β

with the last equality justified by the linearity of the shift operator. Though

attending to Lα[f(z)z]; without loss of generality, f(z) = znfn+· · ·+zf1+f0,
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so then let g(z) = f(z)z = zn+1σ−1(fn)+ · · ·+z2σ−1(f1)+zσ−1(f0) and thus

Lα[f(z)z] = Lαg(z)

=
n∑
k=0

zk

(
n−k∑
j=0

[ ∏
0≤l<j

σ−(l+n+1−j)(α)

]
gj+k+1

)

=
n∑
k=0

zk

(
n−k∑
j=0

[ ∏
0≤l<j

σ−(l+n+1−j)(α)

]
σ−1(fj+k)

)

=
n∑
k=1

zk

(
n−k∑
j=0

[ ∏
0≤l<j

σ−(l+n+1−j)(α)

]
σ−1(fj+k)

)
+ cα

=
n−1∑
k=0

zk · z

(
n−k−1∑
j=0

[ ∏
0≤l<j

σ−(l+n+1−j)(α)

]
σ−1(fj+k+1)

)
+ cα

=
n−1∑
k=0

zk

(
n−k−1∑
j=0

[ ∏
0≤l<j

σ−(l+n−j)(α)

]
fj+k+1

)
z + cα

= Lα[f(z)]z + cα

where cα =
n∑
j=0

[ ∏
0≤l<j

σ−(l+n+1−j)(α)

]
σ−1(fj).

Hence,

Lα[f(z)z]− Lα[f(z)]β = Lα[f(z)]z + cα + Lα[f(z)]β

= Lα[f(z)](z − β) + cα

as required. �

But now we play catch up, and prove that wherein we have claimed.
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Lemma 3.2.5 The equation (3.2.1) holds.

Proof: By induction on n = deg(f). Now, the base case holds trivially; so

assume n ≥ 1 and that f(z) = znfn + zn−1fn−1 + · · · + f0 = znfn + g(z);

where deg(g) = n− 1. Without loss of generality, assume fn 6= 0. Now,

f = f(α) + (z − α)(Lαf)

⇐⇒ f − f(α) = (z − α)(Lαf)

⇐⇒ znfn −Mn(α)fn + g − g(α) = (z − α)(Lα(znfn + g))

⇐⇒ LHS = (z − α)Lα(zn)fn + (z − α)(Lαg)

though, invoking the induction hypothesis, this is equivalent to

LHS = (z − α)Lα(zn)fn + g − g(α)

⇐⇒ znfn −Mn(α)fn = (z − α)Lα(zn)fn

⇐⇒ zn −Mn(α) = (z − α)Lα(zn).

To look more closely at (z − α)Lα(zn), by definition of Lα, and writing

zn = h(z) in its full polynomial form (including zero terms), we have

(z − α)Lα(zn) = (z − α)
n−1∑
k=0

zk

(
n−k−1∑
j=0

[ ∏
0≤l<j

σ−(l+n−j)(α)

]
hj+k+1

)
.

However, hj+k+1 = 1 when j + k + 1 = n, i.e., when j = n − k − 1 and 0
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otherwise; hence

(z − α)Lα(zn) = (z − α)
n−1∑
k=0

zk

[ ∏
0≤l<n−k−1

σ−(l+k+1)(α)

]

=
n−1∑
k=0

zk+1

[ ∏
0≤l<n−k−1

σ−(l+k+1)(α)

]

−
n−1∑
k=0

zkσ−k(α)

[ ∏
0≤l<n−k−1

σ−(l+k+1)(α)

]

=
n∑
k=1

zk

[ ∏
0≤l<n−k

σ−(l+k)(α)

]
−

n−1∑
k=0

zk

[ ∏
0≤l<n−k

σ−(l+k)(α)

]

= zn − z0

[ ∏
0≤l<n−0

σ−(l+0)(α)

]

= zn −Mn(α)

as required. �

Now that we have the Lα operators which are proven to behave as desired

we define divided differences - a compact way of referring to the action of

multiple shift operators on and subsequent evaluation of a given polynomial.

This object, the divided difference, is used in conceptually relating the shift

operator to the evaluation of skew polynomial derivatives.

Definition 3.2.6 The left divided difference of the skew polynomial f based
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on a collection (α1, ..., αk) is [α1; f ] := f(α1) for k = 1, and for k ≥ 2

[α1, ..., αk; f ] := (Lαk−1
· · ·Lα1f)(αk).

The automorphism σ is tacitly involved in the divided difference formula.

Indeed, for σ is used in the definition of polynomial evaluation and the linear

shift operator.

We have another remark and two lemmas which describe the particularities

of L0; this operator essentially knocks down the degree of a polynomial by

one, leaving all coefficients of nonconstant terms otherwise intact.

The involvement of L0 is not arbitrary as it may seem; it will occur nat-

urally in relating and moreover computing the entries of the confluent σ-

Vandermonde matrix.

Remark 3.2.7 For f = znfn + · · ·+ zf1 + f0 ∈ D[z;σ], n ≥ 1,

L0f = zn−1fn + · · ·+ zf2 + f1.

Proof: By Lemma 3.2.5, we have f = f(0) + z ·L0f ⇐⇒ f − f(0) = z ·L0f .

The result follows by dividing on the left by z. �

Lemma 3.2.8 L0Lα = LαL0, for every α ∈ D.

Proof: For f of degree n, using Remark 3.2.7, the definition of Lα, and
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writing βj =
∏

0≤l<j σ
−(l+n−j)(α),

LαL0f = Lα

[
n−1∑
k=0

zkfk+1

]

=
n−2∑
k=0

zk

(
n−k−2∑
j=0

βjfj+k+2

)

= L0

[
n−1∑
k=0

zk

(
n−k−1∑
j=0

βjfj+k+1

)]

= L0Lαf

as required. �

Lemma 3.2.9 For α ∈ D and n ≥ 2,

(Lα − L0)(zn) = (LαL0z
n)σ−(n−1)(α).
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Proof: First, using the implicit linear splitting of Lα − L0,

(Lα − L0)(zn) = Lα(zn)− L0(zn)

=

(
n−1∑
k=0

zk

[ ∏
0≤l<n−k−1

σ−(l+k+1)(α)

])
− zn−1

=

(
n−2∑
k=0

zk
∏

0≤l<n−k−1

σ−(l+k+1)(α)

)

+

(
zn−1

∏
0≤l<0

σ−(l+n)(α)

)
− zn−1

=
n−2∑
k=0

zk

[ ∏
0≤l<n−k−1

σ−(l+k+1)(α)

]

=

(
n−2∑
k=0

zk

[ ∏
0≤l<n−k−2

σ−(l+k+1)(α)

])
σ−(n−1)(α)

= (Lαz
n−1)σ−(n−1)(α)

= (LαL0z
n)σ−(n−1)(α)

as required. �

Lemma 3.2.10 For α1 = · · · = αk = α ∈ D, with k ≥ 2 and j ≥ 1,

[α1, ..., αk; z
j] = [α1, ...αk; z

j−1]σ−(j−1)(αk) + [α1, ..., αk−1; zj−1].

Proof: Using Lemma 3.2.9 we immediately have

Lα1z
j = (Lα1L0z

j)σ−(j−1)(α1) + L0z
j.
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And so, by the linearity of Lαi
, for every i,

Lαk−1
· · ·Lα1z

j = Lαk−1
· · ·Lα2 [(Lα1L0z

j)σ−(j−1)(α1) + L0z
j]

= (Lαk−1
· · ·Lα1z

j−1)σ−(j−1)(α1) + Lαk−1
· · ·Lα2z

j−1.

Now, evaluating both the left- and right-hand sides at αk, knowing that skew

polynomial evaluation is right linear and using the definition of left divided

differences,

(Lαk−1
· · ·Lα1z

j)(αk) = (Lαk−1
· · ·Lα1z

j−1)(αk) · σ−(j−1)(α1)

+ (Lαk−1
· · ·Lα2z

j−1)(αk)

⇐⇒ [αk, ..., α1; zj] = [αk, ..., α1; zj−1]σ−(j−1)(α1) + [αk, ..., α2; zj−1]

⇐⇒ [
k×︷ ︸︸ ︷

α, ..., α; zj] = [
k×︷ ︸︸ ︷

α, ..., α; zj−1]σ−(j−1)(α) + [

(k−1)×︷ ︸︸ ︷
α, ..., α; zj−1]

where the last statement, itself equivalent to the initial statement of the

lemma, holds by the identity of α1 through αk. �

The notion of derivatives for skew polynomials is not as is typically. Deriva-

tives will be defined only through values at particular points, as seen in [18].

The peculiarity of this circumstance will ultimately force us to seek other

means of demonstrating the conditions of interpolation (in fact using the

operators Lα).

Definition 3.2.11 The k-th derivative of f ∈ D[z;σ] (of degree n) evaluated
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at α ∈ D is

f (k)(α) :=
n∑
j=1

Nk
j (α)fj

where, for 1 ≤ k < j,

Nk
j (α) := k!

∑
0≤rj−k<···<r2<r1≤j−1

σ−rj−k(α) · · ·σ−r2(α)σ−r1(α)

with N j
j (α) = j! and Nk

j (α) = 0 for k > j ≥ 0.

By convention f (0)(α) := f(α).

While reducing to the canonical case for formal derivatives of polynomials

over division rings, there is a marked difference. We can no longer speak of

the “derivative” as though it were itself another polynomial, and then, e.g.,

determine by degree how many zeros such a polynomial must have, and then

use minimal polynomials, etc. We shall nevertheless get by without such

luxury.

Of needful properties, the evaluation of derivatives at a point is right linear;

this is the substance of the following lemma.

Lemma 3.2.12 For f, g ∈ D[z;σ], without loss of generality of same degree,

and γ, α ∈ D,

(f + gγ)(k)(α) = f (k)(α) + g(k)(α) · γ.
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Proof:

(f + gγ)(k)(α) =
n∑
j=1

Nk
j (α)(f + gγ)j

=
n∑
j=1

Nk
j (α)(fj + gjγ)

=
n∑
j=1

(Nk
j (α)fj +Nk

j (α)gjγ)

=
n∑
j=1

Nk
j (α)fj + (

n∑
j=1

(Nk
j (α)gj)γ

= f (k)(α) + g(k)(α) · γ

�

Significantly, we have the following formula; it allows us to relate a polyno-

mial to its evaluation of derivatives at points.

Theorem 3.2.13 For f ∈ D[z;σ] such that deg(f) = n,

f =
n∑
k=0

(z − α)k · f
(k)(α)

k!

Proof: We first prove the statement for f(z) = zn; since the derivation

operation is right linear, by extension the lemma will hold for every skew

polynomial. The proof proceeds by induction on polynomial degree.

Beginning with Lemma 3.2.5 and knowing that deg(Lαf) = n − 1 < n, we
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have that f(z) = (z − α)(Lαf) + f(α) which by the induction hypothesis is

equivalent to

f(z) = (z − α)
n−1∑
k=0

(z − α)k · (Lαf)(k)(α)

k!
+ f(α)

⇐⇒ f(z) =
n∑
k=1

(z − α)k · (Lαf)(k−1)(α)

(k − 1)!
+ f(α).

Hence, by the last equality above, to prove the theorem we must show that

n∑
k=1

(z − α)k · (Lαf)(k−1)(α)

(k − 1)!
+ f(α) =

n∑
k=0

(z − α)k · f
(k)(α)

k!

⇐⇒
n∑
k=1

(z − α)k · (f
(k)(α)

k!
− (Lαf)(k−1)(α)

(k − 1)!
) ≡ 0

⇐⇒ f (k)(α)

k!
=

(Lαf)(k−1)(α)

(k − 1)!
,∀k ≤ n.

However, given that f(z) = zn, we have for k = n that as N j
j (α) = j!, for

every j ∈ N, then n!
n!

= (n−1)!
(n−1)!

, which is true, and for k < n,

f (k)(α)

k!
=

∑
0≤rn−k<···<r1≤n−1

σ−rn−k(α) · · ·σ−r1(α). (3.2.2)

Also, recalling the proof of Lemma 3.2.5, using the polynomial zn we have
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Lαz
n =

n−1∑
j=0

zj

[ ∏
0≤l<n−j−1

σ−(l+j+1)(α)

]
, which implies that

(Lαz
n)(k−1)(α)

(k − 1)!
=

1

(k − 1)!

n−1∑
j=1

Nk−1
j (α)

 ∏
0≤l<n−j−1

σ−(l+j+1)(α)



=

n−1∑
j=k

∑
0≤rj−k+1<···<r1≤j−1

σ−rj−k+1(α) · · ·σ−r1(α)

 ∏
j+1≤l<n

σ−l(α)

 .
(The case where α = 0 may now be seen as trivial; assume otherwise.) So then, comparing

this result to equation (3.2.2) which it must equal, we have, iff,

n−1∑
j=k

∑
0≤rj−k+1<···<r1≤j−1

σ−rj−k+1(α) · · ·σ−r1(α)

 ∏
j+1≤l<n

σ−l(α)


=

∑
0≤rn−k<···<r1≤n−1

σ−rn−k(α) · · ·σ−r1(α).

We prove this last statement by using induction on n. With the base cases trivial, we

proceed as follows:

RHS =
∑

0≤rn−k<···<r1≤n−1

σ−rn−k(α) · · ·σ−r1(α)

=
∑

0≤rn−k<···<r1=n−1

σ−rn−k(α) · · ·σ−r1(α)

+
∑

0≤rn−k+1<···<r1≤n−2

σ−rn−k+1(α) · · ·σ−r1(α).
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Also,

LHS =

n−1∑
j=k

∑
0≤rj−k+1<···<r1≤j−1

σ−rj−k+1(α) · · ·σ−r1(α)

 ∏
j+1≤l<n

σ−l(α)


=

n−2∑
j=k

∑
0≤rj−k+1<···<r1≤j−1

σ−rj−k+1(α) · · ·σ−r1(α)

 ∏
j+1≤l<n

σ−l(α)


+

∑
0≤rn−k+1<···<r1≤n−2

σ−rn−k+1(α) · · ·σ−r1(α)

 ∏
n≤l<n

σ−l(α)

 .
Hence, setting the right-hand side equal to the left we have that, the two latter terms of

each sum canceling, the result is

∑
0≤rn−k<···<r1=n−1

σ−rn−k(α) · · ·σ−r1(α)

=

n−2∑
j=k

∑
0≤rj−k+1<···<r1≤j−1

σ−rj−k+1(α) · · ·σ−r1(α)

 ∏
j+1≤l<n

σ−l(α)


which is equivalent to

 ∑
0≤rn−k+1<···<r1≤n−2

σ−rn−k+1(α) · · ·σ−r1(α)

σ−(n−1)(α)

=

n−2∑
j=k

∑
0≤rj−k+1<···<r1≤j−1

σ−rj−k+1(α) · · ·σ−r1(α)

 ∏
j+1≤l<n−1

σ−l(α)

σ−(n−1)(α).

Now divide both sides by σ−(n−1)(α), which value is not 0 as α 6= 0 by

assumption and σr is an automorphism, for all r ∈ Z. But what remains is

simply the induction hypothesis. �

As simple as it is to be stated, and now essentially proven, the next remark

establishes the all-important connection between our backward shift opera-
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tors Lα and the evaluation of derivatives.

Remark 3.2.14 For k ≥ 0, [

(k+1)×︷ ︸︸ ︷
α, ..., α; f ] =

f (k)(α)

k!
.

Proof: Compare Remark 3.2.2 with Theorem 3.2.13. �

3.3 Skew Polynomial Hermite Interpolation

We will actually work with a more general form for the Hermite interpolation

problem. Each αi is thus related to an independently chosen number ki,

specifying the next-to-highest derivative f takes values for at this point.

I.e., we have target values (αi, β
1
i ), ..., (αi, β

ki
i ), where 1 ≤ i ≤ n. This

generalization will cost only some little extra effort.

We’ll see in the inclusion and synthesis of matrices with our already developed

skew polynomial theory the means to allow for the interpolating function f to

be constructed as desired. Hence we introduce the σ-Vandermonde matrix for

motivation, and then the confluent σ-Vandermonde matrix, our true object

of interest.
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Definition 3.3.1 For α1, ..., αn ∈ D, the left σ-Vandermonde matrix is

V σ
n (α1, ..., αn) =



1 M1(α1) M2(α1) · · · Mn−1(α1)

1 M1(α2) M2(α2) · · · Mn−1(α2)

1 M1(α3) M2(α3) · · · Mn−1(α3)

...
...

...
...

1 M1(αn) M2(αn) · · · Mn−1(αn)


.

What is known merely as a Vandermonde matrix is the above, but with

σ = Id, in which case, there is no distinction between left or right. The next

two definitions build into a generalization of the previous.

Definition 3.3.2 Taking α ∈ D, the left confluent σ-Vandermonde matrix

is, for 1 ≤ i ≤ k and 1 ≤ j ≤ m,

V σ
k,m(α) := ([

i×︷ ︸︸ ︷
α, ..., α; zj−1])i,j ∈ Dk×m.

Definition 3.3.3 For α0, ..., αn ∈ D, also called the left confluent σ-Vandermonde

matrix is, for k = (k1, ..., kn) ∈ Nn,

V σ
k,m(α1, ..., αn) :=


V σ
k1,m

(α1)

...

V σ
kn,m

(αn)

 ∈ D(k1+···+kn)×m.

It can be seen that the confluent σ-Vandermonde matrix of Definition 3.3.3
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with parameters k1 = · · · = kn = 1 is exactly the σ-Vandermonde matrix of

Definition 3.3.1.

Our next remark provides a way of recursively computing the matrix entries

of Definition 3.3.2, once we’ve computed the first row. Its method may, of

course, be easily extended to the more complex form of matrix as given in

Definition 3.3.3.

Remark 3.3.4 Define V = V σ
k,m(α). For 1 ≤ i < k and 1 ≤ j < m

Vi+1,j+1 = Vi+1,j · σ−j(α) + Vi,j.

Proof: An immediate consequence of Lemma 3.2.10. �

Observe further that by combining Definition 3.3.2, Definition 3.2.11 and

Remark 3.2.14,

V σ
k,m(α) = (N

(i−1)
j−1 (α))i,j ∈ Dk×m,

which is to show that the left confluent σ-Vandermonde matrix is populated

simply by the values of our derivative function N evaluated at α. But this is

the key to relating our desired interpolating function f ; the following remarks

are thusly immediate.

Remark 3.3.5 The interpolating function f(z) =
m−1∑
i=0

zifi, for a given l,
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1 ≤ l ≤ n, must satisfy

V σ
kl,m

(αl)


f0

...

fm−1

 =


β1
l

...

βkll


.

where f (j−1)(αl) = βjl , for 1 ≤ j ≤ kl.

Remark 3.3.6 The interpolating function f(z) =
m−1∑
i=0

zifi must satisfy

V σ
k,m(α1, ..., αn)


f0

...

fm−1

 =


B1

...

Bn


where Bl = (β1

l , ..., β
kl
l )T .

Observe also that we have yet to specify precisely which m ∈ N we use.

Indeed, at the very least, by considerations of linear dependence for vector

spaces over division rings, the left confluent σ-Vandermonde matrix may

guarantee solutions for f so long as m ≥ k1 + · · ·+ kn.

The solution for f could be uniquely existent precisely when equality holds,

and then the matrix V σ
k,m(α1, ..., αn) would be invertible, allowing for a direct

computation of f0, ..., fm−1. This is the case we shall concern ourselves with
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primarily.

Discovering then more precise conditions upon the entries of V σ
k,m(α1, ..., αn)

- and hence of the relations on α1, ..., αn - which allow matrix invertibility,

and so determining this f , will be our present purpose.

The next lemma is for the “commutation” of linear factors in our setting.

Lemma 3.3.7 For nonzero α, β ∈ D, there exist c1, d1, c2, d2 ∈ D such that

(z − α)(z − c1β) = (z − β)(z − d1α) (3.3.1)

(z − α)(z − β) = (z − c2β)(z − d2α). (3.3.2)

Proof: We first prove equation (3.3.1); to this end, note that

(z − α)(z − c1β) = (z − β)(z − d1α)

⇐⇒ z2 − z(σ−1(α) + c1β) + α · c1β = z2 − z(σ−1(β) + d1α) + β · d1α

⇐⇒ [σ−1(α) + c1β = σ−1(β) + d1α] & [α · c1β = β · d1α]. (3.3.3)

As the case α = β is trivial assume otherwise. Setting c1 = β − α and

d1 = α − β, knowing that α 6= β allows (α − β)−1 etc. to exist, we get, for
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the first equation of (3.3.3) using the definition of σ-conjugacy,

σ−1(α) + c1β = σ−1(β) + d1α

⇐⇒ σ−1(α) + β−αβ = σ−1(β) + α−βα

⇐⇒ σ−1(α) + (β − α)−1βσ−1(β − α) = σ−1(β) + (α− β)−1ασ−1(α− β).

We next make some minor algebraic modifications (shifting negatives), then

left-multiply both sides of the equation by (α− β):

σ−1(α) + [−(α− β)−1]βσ−1(β − α) = RHS

⇐⇒ σ−1(α) + (α− β)−1βσ−1(α− β) = RHS

⇐⇒ (α− β)σ−1(α) + βσ−1(α− β) = (α− β)σ−1(β) + ασ−1(α− β)

and, lastly, using the properties of σ−1 as an automorphism,

ασ−1(α)− βσ−1(α) + βσ−1(α)− βσ−1(β)

= ασ−1(β)− βσ−1(β) + ασ−1(α)− ασ−1(β)

which holds iff 0 = 0, a tautology.

Now, for the second equation of (3.3.3), we expand according to the defini-

57



CHAPTER 3. SKEW POLYNOMIAL RINGS

tions and shift negatives to obtain

α · c1β = β · d1α

⇐⇒ α · β−αβ = β · α−βα

⇐⇒ α(β − α)−1βσ−1(β − α) = β(α− β)−1ασ−1(α− β)

⇐⇒ α(α− β)−1βσ−1(α− β) = β(α− β)−1ασ−1(α− β)

whence we right multiply by [σ−1(α− β)]−1 (which exists as σ−1 is an auto-

morphism with α 6= β) and factor out constants, to get

α(α− β)−1β = β(α− β)−1α

⇐⇒ α[β(β−1 − α−1)α]−1β = β[α(β−1 − α−1)β]−1α

⇐⇒ (β−1 − α−1)−1 = (β−1 − α−1)−1.

Now to prove equation (3.3.2), use equation (3.3.1) replacing β by c−1
1 β, with

c1 as before. Knowing that c1(c
−1
1 β) = β take c2 = c1

−1, d2 = d1 and the

result is immediate. �

The next theorem is key to Hermite interpolation in the skew polynomial

case.

Theorem 3.3.8 For α1, ..., αn ∈ D all nonconjugate and nonzero, target

values βji ∈ D with 1 ≤ i ≤ n and 1 ≤ j ≤ ki, where m = k1 + · · · + kn and

k = (k1, ..., kn), we have that:
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(A) V σ
k,m(α1, ..., αn) is invertible.

(B) There exists a unique f ∈ D[z;σ] such that deg(f) ≤ m − 1 and

f (j−1)(αi) = βji .

Proof: Apparently, by Remark 3.3.6, if V σ
k,m(α1, ..., αn) is in fact invertible

then (B) will be an immediate consequence of using matrix multiplication

by an inverse, thus computing unique coefficients f0, ..., fm−1. So, prove (A);

the outset is as the proof of Theorem 4.4 in [18] but takes matters further

with the methods of [7].

Oddly enough, we don’t begin directly with the matrix V σ
k,m(α1, ..., αn), which

only appears at the proof’s end. We actually require a more general, but

closely related, linear transformation. Define Φ : D[z;σ]→ Dm by

Φ(h) = (h(0)(α1), ..., h(k1−1)(α1), ..., h(0)(αn), ..., h(kn−1)(αn))

It is evident that Φ is right-linear, as skew polynomial evaluation at deriva-

tives is itself right-linear. This implies that Ker(Φ) is a right ideal of D[z;σ],

and as this ring is a left PID by virtue of its left division algorithm, Ker(Φ)

will be principal. (Henceforth, for f ∈ D[z;σ], let 〈f〉 denote the right ideal

generated by f .)

Defining ∆ = ((α1, k1), ..., (αn, kn)), let f∆ denote the (monic) generator of

Ker(Φ); as is categorical for this setting, f∆ will be unique and of minimal
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degree. Also, observe that Ker(Φ) 6= 〈0〉 as Φ by definition has a domain of

necessarily higher vector space dimension than the codomain. I.e., f∆ 6= 0.

By the conditions attendant on f∆ ∈ Ker(Φ) we have, for 1 ≤ i ≤ n and

0 ≤ j ≤ (ki − 1), that

f
(j)
∆ (αi) = 0 ⇐⇒ [

(j+1)×︷ ︸︸ ︷
αi, ..., αi; f∆] = 0 ⇐⇒ (Ljαi

f∆)(αi) = 0

where Ljαi
denotes the application of Lαi

j times.

Now, for P j
i = (z−αi)j, j ∈ N, by Remark 3.2.2 we have that h ∈ 〈P j

i 〉r ⇐⇒

h(l)(αi) = 0 for 0 ≤ l < j. Hence f∆ ∈ 〈P ki
i 〉r, for 1 ≤ i ≤ n.

Beginning with k1 we have that f∆ = P k1
1 · g1(z) for some g1 ∈ D[z;σ],

possibly of degree 0, i.e., g1(z) ≡ 1. Hence deg(f∆) ≥ k1; but if we can prove

that deg(f∆) ≥ k1 + k2 then, by continuing inductively, we will have that

deg(f∆) ≥ k1 + · · ·+kn and moreover equality will hold as f∆ is the minimal

polynomial to satisfy the given criteria of the evaluation of derivatives.

So suppose g1 ≡ 1; as f∆(α2) = 0 we have then, using Theorem 3.1.6 on

product evaluations,

0 = P k1
1 (α2)

= (c1α2 − α1)(c2α2 − α1) · · · (ck1α2 − α1)
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where c1 = 1, and for 1 ≤ l < k1, cl+1 = (α2 − α1) · · · (clα2 − α1). Though

as D is a division ring it must be that one of the factors of the product

(c1α2 − α1)(c2α2 − α1) · · · (ck1α2 − α1) is itself 0. But this requires, for some

l, that clα2 = α1, i.e., α2 ∼ α1, contrary to supposition.

Now assume that deg(g1) ≥ 1. Again, f∆(α2) = 0; yet we know P k1
1 (α2) =

d1 6= 0 for some d1 ∈ D, so it must be that g1(d1α2) = 0. Now, by use of the

division algorithm on D[z;σ] this gives us that g1 = (z− d1α2)g2(z) for some

g2(z) of degree greater than or equal to 0.

If we apply Lemma 3.3.7 repeatedly we get that

f∆ = P k1
1 (z − d1α2)g2

= (z − d̃1α2)P̃ k1
1 g2

where P̃ k1
1 is whatever polynomial, a product of linear factors, results from

using Lemma 3.3.7 k1 times, and d̃1 whatever conjugating element. Since

we also know that, by assumption, f∆(α2) = 0 it must be that d̃1 = 1, as

the factor (z− d̃1α2) was that which, before permuting, evaluated f∆ to 0 to

begin with.

But now, using our assumption on f∆ and the “division” property of Lα2 ,

(Lα2f∆)(α2) = (P̃ k1
1 g2)(α2) = 0.

And so, by the same argument as before, given that P̃ k1
1 is composed only
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of linear factors in cα1, varying c ∈ D per factor, we can prove deg(g2) ≥ 1.

However, our assumptions on f∆ only guarantee this until k2 applications

of Lα2 . Hence deg(f∆) ≥ k1 + k2, as required, and so indeed deg(f∆) =

k1 + · · ·+ kn.

Now suppose that V σ
k,m(α1, ..., αn) is not invertible; this is equivalent to stat-

ing that there exists h ∈ D[z;σ] such that h 6= 0 and Φ(h) = V σ
k,m(α1, ..., αn) ·

(h0, ..., hm−1)T = 0. But this is impossible as f∆ is the minimal polynomial

associated to Φ, and is itself of degree m > (m− 1) ≥ deg(h). �

It’s worth noting that in the abstract sense there’s no saying precisely what

conditions elements must satisfy to be σ-conjugate, other than blankly re-

peating the definition. In this way we have a priori no knowledge of the ap-

pearance or form of equivalence classes. As well, our secret sharing schemes

must first specify concrete division rings and automorphisms to be effectively

computable.

3.4 The Quaternion-Conjugation Skew Poly-

nomial Ring

Though there are a number of possibilities, in keeping with our focus on

quaternions our skew polynomial ring of choice is H[z; ]. I.e., take the real
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quaternions as our division ring with conjugation as the automorphism.

The next lemma gives us some criteria for determining when elements are

σ-conjugate.

Lemma 3.4.1 If σ(α) = α for every α ∈ H, then β, γ ∈ H are left σ-

conjugates only if ‖γ‖ = ‖β‖.

Proof : β ∼ γ means there exists nonzero c ∈ H such that cβ = γ. But then

c−1βc = γ which means

‖γ‖ = ‖c−1βc‖

= ‖c−1‖ · ‖β‖ · ‖c‖

= ‖c‖−1 · ‖β‖ · ‖c‖

= ‖β‖.

�

In this way, we can more methodically find acceptable base elements to use

when interpolating polynomials: simply choose elements that all have differ-

ent moduli.
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The Quaternion Lagrange

Shamir Scheme

The following secret sharing scheme is intended as an extension of the original

Shamir scheme of [32] to polynomials over quaternions.

However, Shamir’s scheme chooses its polynomials uniformly over the field

Fp (with p prime), though the analogous set of quaternions, denoted by FH
p ,

being all elements

a+ bi + cj + dk where a, b, c, d ∈ Fp, with i2 = j2 = k2 = ijk = −1,

is not even a division ring, much less a field [3]. So, a given element of FH
p

may be lacking the inverse necessary to allow reconstruction of the desired
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polynomial via the above interpolation formula of Theorem 2.2.4.

Therefore, we must find another way of randomizing the polynomial coeffi-

cients.

4.1 Setup

For this (n, t) scheme let U1, ..., Ut be the participants, and let S ∈ N be the

secret. The dealer must first define an (n− 1) degree polynomial g(z) ∈ H[z]

of the form g(z) = zn−1an−1 + · · · + za1 + a0, chosen randomly, except that

a0 = S.

The random choice of polynomial coefficients is as follows:

For 1 ≤ m ≤ n− 1, choose am = am0 + am1i + am2j + am3k, where each aml,

0 ≤ l ≤ 3, is selected randomly and uniformly from the set {1, ..., N} for

some fixed N ∈ N taken as large as desired.

However, a0 = S+a01i+a02j+a03k, with a0l chosen randomly from {1, ..., N},

1 ≤ l ≤ 3.

He then evaluates dr = g(qr) for 1 ≤ r ≤ t, where qr = r + r2i + r3j + r4k.

Note that by Theorem 2.1.4 none of these qr will be conjugate, since their

real components all differ.

The dealer then sends (qr, dr) to participant Ur, for every r.
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As an aside: The significance of choosing our quaternion polynomials with

natural number coefficients is to ensure that a computer, with necessarily fi-

nite memory and processing power, may be able, after all involved operations,

to return the secret S exactly.

It’s true that inversion, as needed in the reconstruction phase, will inevitably

result in rational quaternions, though symbolic computation is nevertheless

able to work with rationals without loss of information.

4.2 Reconstruction

Supposing, without loss of generality, that U1, ..., Un wish to reconstruct S,

they then pool their shares, giving each Ui the sequence (q1, d1), ..., (qn, dn)

from which he uses the quaternion interpolation model as follows:

Using Λ = {q1, ..., qn} and denoting by Λk the set Λ\{qk}, by Theorem 2.2.4,

while knowing all qk are pairwise nonconjugate, we have

h(z) =
n∑
k=1

PΛk,l(z) · PΛk,l(qk)
−1 · dk

with PΛk,l computed recursively according to the formula of Theorem 2.2.3.

Participant Ui then computes h(0) = a0 and then observes Re(a0) = S to

retrieve the secret.

It may be questioned as to whether or not h(0) = g(0) = a0, since h(z) is
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not thus obtained in the same form as g(z) with all its variables collected.

Though, by the uniqueness condition of Theorem 2.2.4, we can be assured

of its correctness, and that also h(z) = g(z) itself, since both h(z) and g(z)

are ultimately polynomials of degree (n − 1) with n targets. One is but a

different way of expressing the other, and the recursive h(z) was constructed

so that this equality would hold given our meaning of polynomial evaluation

(Definition 2.1.6).

4.3 Complexity Analysis

The two phases of Setup and Reconstruction will be evaluated separately, in

terms of the total number of participants t and the threshold n, respectively.

The complexity of multiplying and adding quaternions will be assumed as

O(1) for clarity.

4.3.1 Setup Complexity

First suppose we have a random oracle to supply the four components of each

am, for every m (being am0, am1, am2, am3), so that each choice is made with

a complexity of O(1). There are 4(n − 1) choices to be made in assembling

g(z), giving a complexity of O(n). Though t ≥ n means this step is also of

complexity O(t).
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All that remains is for the dealer to evaluate g(z) at q1, ..., qt. Though ac-

cording to [39] a quaternion polynomial of degree m may be evaluated at

points b1, ..., bm with complexity O(m log2m). So consider g(z) as a polyno-

mial of degree t (with however many zero coefficients above the n-th), giving

a complexity of O(t log2 t).

Hence, as we can always find some fixed x ∈ N such that log2 x ≥ 1, in asymp-

totic terms the O(t) is overshadowed by O(t log2 t), which latter becomes the

total setup complexity.

4.3.2 Reconstruction Complexity

For a given participant Ui they must first construct the function g(z) before

obtaining S = g(0). Now, by definition,

g(z) =
n∑
k=1

PΛk,l(z) · PΛk,l(qk)
−1 · dk.

However, since all the qk’s are pairwise nonconjugate we must use the recur-

sive formula for each PΛk,l(z), and so the methods of [39] do not apply here

- as in their case the polynomial was already given.

Hence, we have PΛk,l(z) = pn−1(z) with p0(z) ≡ 1 and

ps+1(z) = ps(z)(z − ps(qs+1)−1qs+1ps(qs+1))
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for 1 ≤ s ≤ n − 2. (We avoid overcomplicating the indices, though pn−1

depends on k; and for any given k we’ve relabeled the elements of Λk =

{q1, ..., qn−1}.)

Suppose we’re moving to step s + 1, where s ≥ 1. Assume that quaternion

inversion also takes O(1) steps; obtaining ps+1 from ps depends mainly on

computing ps(qs+1), since the multiplications, inversion, and subtraction are

O(1), O(1) and O(1) complexity respectively.

Now, as we’ve already computed ps(z), which by the form of the induction

equation will be a product of linear factors, we must go back to definition

Definition 2.1.6 to decide the complexity of evaluating ps(qs+1).

So suppose that ps(z) = (z − a1) · · · (z − as) for some a1, ..., as ∈ H which

have been previously calculated. Let fi = (z−αi) for brevity, 1 ≤ i ≤ s. We

then compute ps(qs+1) as follows:

Define vj = fj(vj−1)−1vj−1fj(vj−1) where v0 = qs+1 and 1 ≤ j ≤ s; to adjudge

maximal complexity we’ve assumed that no j is such that fj(vj−1) = 0.

Then, by repeated use of Definition 2.1.6 and induction,

ps(qs+1) = (f1 · · · fs)(v0) = f1(v0)[(f2 · · · fs)(f1(v0)−1v0f1(v0))]

= f1(v0)(f2 · · · fs)(v1) = · · · = f1(v0)f2(v1) · · · fs(vs−1).
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So, begin with computing f1(v0) = (v0 − a1), which takes O(1) steps; com-

puting f2(v1) = (v1− a2) = (f1(v0)−1v0f1(v0)− a2) will take O(1) steps since

f1(v0) and v0 are already known. This trend continues, by induction, for all

j ≤ s so that computing (f1 · · · fs)(v0) = ps(qs+1) requires O(s) steps.

Hence, as computing ps+1(z) only requires O(1) further operations, it has

total complexity O(s). Also, as this must be done for each s, (n − 1) times

in total, we have that computing a given PΛk,l(z) takes O(1) +O(2) + · · ·+

O(n− 1) = O(n2) steps.

Therefore, constructing PΛk,l
(z) then evaluating PΛk,l(qk) will take O(n2) +

O(1) = O(n2) steps. We can also now evaluate PΛk,l
(0) - since even for

quaternion polynomials (f + g)(a) = f(a) + g(a), a ∈ H - which will again

take O(1) steps. Whereafter computing PΛk,l(0) · PΛk,l(qk)
−1 · dk leaves the

complexity at O(n2).

Hence, the summation to complete g(0) takes O(n2) steps for each k, where

1 ≤ k ≤ n, giving a final reconstruction complexity of O(n3).

4.4 Security Analysis

Suppose maximally, and without loss of generality, that participants U1, ..., Un−1

pool their shares to obtain S.
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They may easily obtain PΛk,l(z), for 1 ≤ k ≤ n, and set up

S = h(0) =
n∑
k=1

PΛk,l(0) · PΛk,l(qk)
−1 · dk

=

[
n−1∑
k=1

PΛk,l(0) · PΛk,l(qk)
−1 · dk

]
+ PΛn,l(0) · PΛn,l(qn)−1 · dn

= cn−1 + cn · dn

where cn−1 and cn are constant quantities known to U1, ..., Un−1.

However, at this point their resources fail them, as they know not a single

coefficient from the original polynomial h(z), so that their best guess at dn

would be entirely random. In this way, S is effectively shielded from them

behind dn; the adversaries would need some way to bound a quaternion poly-

nomial, while yet having insufficiently many values to reconstruct it through

interpolation.

Supposing, alternatively, they set up the matrix equation



1 q1 q2
1 . . . qn1

1 q2 q2
2 . . . qn2

...
...

...
...

1 qn q2
n . . . qnn





S

h1

...

hn−1


=



d1

d2

...

dn


and so by inverting the left-hand matrix, Q, say, which is fully known to
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U1, ..., Un−1, they obtain



S

h1

...

hn−1


= Q−1



d1

d2

...

dn


but as we can see all of S, h1, ..., hn−1 are incalculable as dn yet remains

unknown and so halts every such attempt at obtaining these coefficients.

While it is true that a correct choice of, say, h1 would thus allow these

participants to obtain dn and so find S, the bound N may be chosen as

large as desired. This would’ve been of value to attackers only if the number

of secret polynomial coefficients were terribly deficient compared with the

possible range of shares.

Also note, that for every participant less than (n − 1) the problem requires

another share or coefficient guessed. The adversary must yet contend with

somehow guessing N to begin with.
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The Quaternion Newton

Shamir Scheme

Another iteration of the Shamir scheme with quaternion polynomials, the

difference here being the model of interpolation used to recover the secret.

The Setup phase is thus identical to the Lagrange case; the significant dif-

ferences are in the Reconstruction phase.

5.1 Setup

For this (n, t) scheme let U1, ..., Ut be the participants and let S ∈ N be the

secret.
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The dealer randomly chooses the polynomial g(z) ∈ H[z] of degree (n − 1),

as in the Lagrange scheme, having constant term a0 such that Re(a0) = S.

With qr also as in 4.1, 1 ≤ r ≤ n, he then computes dr = g(qr) and sends it

secretly to participant Ur, for every r.

5.2 Reconstruction

Supposing, without loss of generality, that U1, ..., Un wish to reconstruct S,

they then pool their shares giving each Ui the sequence (q1, d1), ..., (qn, dn)

from which he uses the Newton interpolation method as follows:

Participant Ui obtains h(z) = b1 + p2(z)b2 + · · ·+ pn(z)bn iteratively, first by

constructing all the pj(z)’s in order from 1 to n. Next he must compute the

bj’s which are obtained, again from 1 to n, by the construction of 2.3 having

(q1, d1), ..., (qn, dn) as targets.

Lastly he computes h(0) = g(0) = a0 and observes Re(a0) = S.

5.3 Complexity Analysis

Evaluated in terms of total number of participants t for setup and the thresh-

old value n for reconstruction. The same assumptions are held for the com-

plexity of quaternion products, inversions and additions, all being O(1).
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The setup complexity is gain identical to the Lagrange case; thus being

O(t log2 t).

The reconstruction complexity is more involved. We must first adjudge the

complexity of obtaining the sequence p1, ..., pn:

From the Lagrange case analysis (2.3.2) we already know the complexity of

computing pj+1(z), assuming we have pj(z), to be O(j); and doing this for

each j, (n− 1) times in total, gives a running complexity of O(n2).

Now we require the sequence b1, ..., bn. Once more assuming that we already

have b1, ..., bj we find the complexity of computing bj+1.

By definition, bj+1 = pj+1(qj+1)−1(dj+1− b0−p1(qj+1)b1−· · ·−pj(qj+1)bj) so

begin by having Ui compute the sequence p1, ..., pn which from the Lagrange

case of 2.3.2 is O(n2).

We also know that computing pj(qk) is of complexity O(j), for j ≤ k, and as

pj(qk) = 0 for j > k we have complexity O(1) + 2O(2) + 3O(3) + · · ·+nO(n)

to account for every case of j from 1 to n. This results in a complexity of

O(n3).

Hence, possessing all the pj(qk), computing bj+1 requires further j multipli-

cations followed by (j+1) subtractions and one inversion followed by one last

multiplication: this gives O(j) +O(j) +O(1) +O(1) = O(j) complexity. As
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this must be done for 1 ≤ j ≤ (n−1) we have O(1)+O(2)+ · · ·+O(n−1) =

O(n2) complexity.

Since computing all the pj(qk)’s is only additively followed by the rest of the

bjs’ computations we have running complexity O(n3) +O(n2) = O(n3).

Lastly, Ui computes g(0) = S, i.e., S = p1(0)b1 + · · · + pn(0)bn. Having

the sequence of p1, ..., pn from before now allows a complexity of only O(j)

for computing pj(0); indeed by the j-th step we already have pj−1(0) and

computing pj(0) only requires one more multiplication. Including the n sub-

sequent multiplications and (n−1) additions to complete S we have the total

complexity of computing S as O(1)+· · ·+O(n)+nO(1)+(n−1)O(1) = O(n2).

As these operations of computing S, again, additively follow the previous,

we have a final reconstruction complexity of O(n3) +O(n2) = O(n3).

5.4 Security Analysis

Suppose maximally, and without loss of generality, that participants U1, ..., Un−1

pool their shares to obtain the secret, S.

They may easily obtain the sequences p1(z), ..., pn(z) and b1, ..., bn−1 then set
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up the equation

S = g(0) = p1(0)b1 + p2(0)b2 + · · ·+ pn(0)bn

= Cn−1 + cn · bn

where Cn−1 and cn are known constants.

However, bn remains unknown as we see in the equation

bn = pn(qn)−1(cn − b0 − p1(qn)b1 − · · · − pn−1(qn)bn−1)

noting that the (effectively) random value cn is itself unknown to these par-

ticipants, of indeterminate bounds, and so the secret S is shielded from dis-

covery.

It is again possible to try and sidestep this difficulty by setting up and in-

verting the matrix equation



1 q1 q2
1 . . . qn1

1 q2 q2
2 . . . qn2

...
...

...
...

1 qn q2
n . . . qnn





S

h1

...

hn−1


=



d1

d2

...

dn


like the Lagrange case, though just as there we know that S is safe behind

dn, and there are N4 choices for any given hj, where the bound N may be
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chosen as large as desired.

One less participant colluding likewise increases the necessary choices of coef-

ficients or shares by one. Again the attackers must contend with not knowing

N precisely.
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Chapter 6

The Free Quaternion

Polynomial Scheme: First Form

This chapter details a novel secret sharing scheme and uses free quaternion

polynomials.

6.1 Setup

For this (n+ 1, t) secret sharing scheme let S ∈ N be the secret and U1, ..., Ut

be the participants. The dealer must first define an n-th degree polynomial

L(z) ∈ H 〈z〉 of the form

L(z) = a0 + a1za1 + a2za2za2 + · · ·+ anzan · · · anzan
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chosen randomly, except that ‖an‖ = S is the secret. The random choice

of polynomial coefficients is as follows: For 0 ≤ m ≤ n choose am = am0 +

am1i + am2j + am3k where each aml, 0 ≤ l ≤ 3, is selected randomly and

uniformly from the set {1, ..., N} for some fixed N ∈ N taken as large as

desired.

The dealer then generates the shares for participants U1, ..., Ut as follows:

Selecting some q ∈ H \ R such that ‖q‖ = 1, he computes, for 1 ≤ j ≤ t,

the values yj = L(jq). The dealer sends (j, yj) to participant Uj, and all

participants know the value n.

6.2 Reconstruction

Without loss of generality, suppose U1, ..., Un+1 wish to reconstruct the secret.

Each Uj, 1 ≤ j ≤ n+ 1, possesses and pools

yj = a0 + a1jqa1 + a2jqa2jqa2 + · · ·+ anjqan · · · anjqan

= a0 + ja1qa1 + j2a2qa2qa2 + · · ·+ jnanqan · · · anqan.

For simplicity denote Ai = aiqai · · · aiqai as the ith term of the above sum,

which then becomes yj = A0 + jA1 + j2A2 + · · ·+ jnAn.

With U1, ..., Un+1 contributing y1, ..., yn+1 they may assemble the matrix
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equation



1 1 1 . . . 1

1 2 22 . . . 2n

...
...

...
...

1 (n+ 1) (n+ 1)2 . . . (n+ 1)n





A0

A1

A2

...

An


=



y1

y2

y3

...

yn+1


.

Note that the (n+1)-by-(n+1) matrix on the left is a Vandermonde matrix,

which ensures its invertibility. So this equation of the form V A = Y may

be transformed to A = V −1Y , and then Uj may determine An = Q for some

Q ∈ H. As ‖An‖ = ‖anqan · · · anqan‖ = ‖an‖n‖q‖n = ‖an‖n, participant Uj

can then compute S = ‖an‖ = ‖Q‖1/n.

As an important aside, though we chose participants U1, ..., Un+1 any (n+ 1)

participants would do just as well, since the only requirement for assembling

a Vandermonde matrix is that each row progress by a different base, which

it will by choice of shares.

6.3 Complexity Analysis

The two phases of setup and reconstruction will be evaluated separately, and

in terms of the threshold value (n+ 1) (actually, just n).
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6.3.1 Setup Complexity

First suppose we have a random oracle to supply the four components of each

am, for every m (being am0, am1, am2, am3), so that each choice is made with

a complexity of O(1). There are 4(n + 1) choices to be made in assembling

L(z), giving a complexity of O(n).

Again assuming that quaternion multiplication is of O(1) complexity and

addition O(1), we must then find the computational complexity of calculating

yj = L(jq).

Allow the dealer to find yj as follows: He first computes the sequenceA0, ..., An

which, as Ai = aiqai · · · aiqai will require 2i multiplications, and so gives com-

plexity O(2)+O(4)+· · ·+O(2n)+O(n) = O(n2), including the initial random

choice of coefficients.

In parallel he obtains the sequence j, j2, ..., jn which requires (n−1) multipli-

cation operations and so is of O(n) complexity. Afterwards to complete the

given jiAi he must multiply ji by Ai which occurs n times having complexity

O(n). Then these Ai must be added together, again having O(n).

This gives us a running complexity of O(n2) +O(n) +O(n) +O(n) = O(n2)

to compute yj, and as this must be done for every 1 ≤ j ≤ t, we have a total

of tO(n2) = O(n3) complexity for the setup process, noting t that is fixed,

and so O(n).
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6.3.2 Reconstruction Complexity

For a given participant Ui they begin by constructing and inverting the matrix

V , which being (n+ 1)-by-(n+ 1) will take O(n3) operations.

They then need only take the dot-product of the vector Y T by the last row

of V −1 to obtain Q, which takes nO(1) + nO(1) = O(n) operations.

To find the complexity of computing the n-th root of Q, first see that ‖Q‖

is O(n) as Q is fixed. Hence there are O(n) natural numbers less than Q,

and even at its most inefficient, checking which is the least that, to the n-th

power, returns an integer will yield Q, the secret. As raising to the n-th

power takes n multiplications, the complexity of this n-th root computation

is nO(n) = O(n2).

The final reconstruction complexity is then O(n3) +O(n) +O(n2) = O(n3).

6.4 Security Analysis

This scheme is secure because at least (n + 1) shares are required for the

matrix equation to compute ‖an‖. All that could otherwise be derived would

be ‖an‖ in terms of other, unknown and randomly chosen values, where the

bound of these values’ norms may be taken as large as desired.

As is the case with the previous schemes, attackers may set up the same
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equation as legitimate reconstructors and make their best guess at the shares

or secret polynomial coefficients, both random.

For the scheme in its first form, there is no dependence relation among the

A0, ..., An the attackers might take advantage of. The price paid for this is

in computational complexity.
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Chapter 7

The Free Quaternion

Polynomial Scheme: Second

Form

This chapter details a variation upon the previous free quaternion polynomial

scheme. Its construction is much the same, with the exception being how

the secret polynomial coefficients are chosen.

7.1 Setup

For this (n+ 1, t) secret sharing scheme let S ∈ N be the secret and U1, ..., Ut

be the participants. The dealer must first define an n-th degree polynomial
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L(z) ∈ H 〈z〉 of the form

L(z) = a0 + a0za1 + a0za1za2 + · · ·+ a0za1 · · · an−1zan

chosen randomly, except that ‖an‖ = S is the secret. The random choice of

polynomial coefficients is as before: For 0 ≤ m ≤ n choose am = am0 +am1i+

am2j + am3k where each aml, 1 ≤ l ≤ 3, is selected randomly and uniformly

from the set {1, ..., N} for some fixed N ∈ N taken as large as desired.

The dealer then generates the shares for participants U1, ..., Ut: Selecting

some q ∈ H \ R such that ‖q‖ = 1, he computes, for 1 ≤ j ≤ t, the values

yj = L(jq). The dealer sends (j, yj) to participant Uj, and all participants

know the value n.

7.2 Reconstruction

Without loss of generality, suppose U1, ..., Un+1 wish to reconstruct the secret.

Each Uj possesses and pools

yj = a0 + ja0qa1 + j2a0qa1qa2 + · · ·+ jna0qa1 · · · an−1qan.

For simplicity denote Ai = a0qa1 · · · ai−1qai as the ith term of the above sum,

which then becomes yj = A0 + jA1 + j2A2 + · · ·+ jnAn.
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With U1, ..., Un+1 contributing y1, ..., yn+1 they may assemble the matrix

equation



1 1 1 . . . 1

1 2 22 . . . 2n

...
...

...
...

1 (n+ 1) (n+ 1)2 . . . (n+ 1)n





A0

A1

A2

...

An


=



y1

y2

y3

...

yn+1



noting once again that the (n + 1)-by-(n + 1) matrix on the left is a Van-

dermonde matrix. Transforming V A = Y to A = V −1Y , each Uj may

then determine An = Q and An−1 = Q′ for some Q,Q′ ∈ H. As it’s also

true that ‖An‖ = ‖a0qa1 · · · an−1qan‖ = ‖a0‖‖a1‖ · · · ‖an‖, and ‖An−1‖ =

‖a0‖‖a1‖ · · · ‖an−1‖ then Uj can compute S = ‖an‖ = ‖Q‖/‖Q′‖.

7.3 Complexity Analysis

Again separated into setup and reconstruction phases, in terms of n.
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7.3.1 Setup Complexity

First suppose we have a random oracle to supply the four components of each

am for every m (being am0, am1, am2, am3), so that each choice is made with

a complexity of O(1). There are 4(n + 1) choices to be made in assembling

L(z), giving a complexity of O(n).

We must then find the computational complexity of calculating yj = L(jq).

Allow the dealer to find yj as follows: He computes the sequence A0, A1, ..., An

which, as Ai = a0qa1 · · · ai−1qai will require only 2 more multiplications for a

given i from (i− 1), since Ai = Ai−1qai. Including the initial random choice

of coefficients, will give complexity O(n) + 2nO(1) = O(n).

In parallel he obtains the sequence j, j2, ..., jn which requires (n−1) multipli-

cation operations and so is of O(n) complexity. Afterwards to complete the

given jiAi he must multiply ji by Ai which occurs n times having complexity

O(n). Then these Ai must be added together, again having O(n).

This gives us a running complexity of O(n)+O(n)+O(n) = O(n) to compute

yj, and as this must be done for every 1 ≤ j ≤ t, with t being O(n), gives a

total of O(n2) complexity for the setup process.
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7.3.2 Reconstruction Complexity

For a given participant Ui they begin by constructing and inverting the matrix

V , which being (n+ 1)-by-(n+ 1) will take O(n3) operations.

They then take the dot-product of the vector Y T by the last two rows of V −1

to obtain Q and Q′, which takes 2nO(1) = O(n) operations.

Lastly Ui need only divide Q by Q′ which takes O(1) steps. Hence the total

complexity of reconstruction is O(n3) +O(n) +O(1) = O(n3).

7.4 Security Analysis

This scheme is secure because at least (n + 1) shares are required for the

matrix equation to compute ‖an‖. All that could otherwise be derived would

be ‖an‖ in terms of other, unknown and randomly chosen values, where the

bound of these values’ norms may be taken as large as desired.

As is the case with the previous schemes, attackers may set up the same

equation as legitimate reconstructors and make their best guess at shares or

secret polynomial coefficients, both random.

For the scheme in its second form, there is a limited dependence relation

among the A0, ..., An the attackers might take advantage of. The benefit is

in less computational complexity than the first form.
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Chapter 8

Future Work

At this point we might ask what loose ends may be tied up in any subsequent

labors in the various areas of this thesis.

To begin with, it was stated in Chapter 3 that our formulae were achieved for

left skew polynomials; the right variation is perfectly parallel, but perhaps in

the relation of both left and right something interesting may be found. (Right

skew polynomials merely arrange the variables to the right of coefficients and

use the equivalent twist rule of za = σ(a)z.)

There is also, and perhaps with greater significance, a more general form of

skew polynomial than presented - in its “right” presentation this consists of

extending D[z;σ] to D[z;σ, δ] where δ : D → D is called a “σ-derivation”.

This δ satisfies, for all a, b ∈ D, δ(a + b) = δ(a) + δ(b) and also δ(ab) =

δ(a)b+ σ(a)δ(b).
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The σ-derivation enters in by a further devolving of the (right) twist rule,

which governs the commutation of variables with coefficients. Now we have,

for all a ∈ D, za = σ(a)z + δ(a).

The addition of the “δ(a)” with no variable is a subtle but highly influen-

tial change, as one can no simply commute the variable in higher powers

en masse with coefficients. Lower degree terms will be generated at every

commutation, which themselves must then be dealt with no less.

E.g., z4a = z3(σ(a)z + δ(a)) = z3σ(a)z + z3δ(a), etc.

Now, one can easily define the left backward shift operator in this context,

though to attempt the same proofs as ours (by mere definitions, at least)

will thus increase their symbolic load to an unwholesome degree. As if the

formula wasn’t bad enough for twisted polynomials!

Nevertheless, it may still be done, and even if one cannot discover half-

pleasant equations, recursive analysis may prove sufficient to demonstrate

similar results.

It was also stated that there are many extant developments in secret sharing

schemes that the schemes of this thesis make no use of. It is much to the

point to see how the former might translate to the noncommutative setting.

Any scheme of a given paper could be analyzed as to its potential for this.

The quaternion Newton and Lagrange schemes could also each be varied to

use different sorts of noncommutative polynomials, and attempts made to
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gauge the computational and security benefits of such a variation.

Moving more specifically to questions of security, if we might find actual

effective ways of bounding quaternion and free quaternion polynomials we

could tell more realistically just how difficult predicting some participant’s

share could be, and with better accuracy indicate the schemes’ strength to

attack.

Lastly, this thesis in no real way involves the concepts and issues of quantum

computers. It remains unknown to your present author whether or not these

categorically superior machines render the presented secret sharing schemes

obsolete. If they do, it could still be of worth seeing whether or not any

modifications may circumvent the schemes’ inadequacies.
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