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Abstract

This thesis presents an automated ground-based anomaly detection system for an

attitude dynamics system of a small satellite. In a space mission, a ground station

works as the operation center to communicate and monitor the satellite. Human

operators are required to stay at the ground station at all times to collect, track, and

analyze the performance of the satellite. With the growing popularity of the Artificial

Intelligence (AI) application in recent years, processes relating to data collection,

transmission, and analysis have been replaced by machine learning which reduces

human labour, expense and time, whereas shortcomings in the traditional human

expert systems are improving, and applications to space systems fault detection are

now possible.

Therefore, in this research, machine learning algorithms were applied to accom-

plish the proposed anomaly detection system. The detection system aimed to detect

subtle failures in the spacecraft’s attitude dynamics system, mainly in the reaction

wheel subsystem, by only learning from nominal behavioural data from the space-

craft. The system was developed from a small satellite attitude dynamics control

system using reaction wheels that may exhibit bearing failures. There were two types

of anomaly detection systems introduced, including a two-sided learning anomaly

detection system and a one-sided learning anomaly detection system.

For this study, I first developed the two-sided learning anomaly detection sys-

tem using the Logistic Regression (LR) method, which provided a background of

how the training process would be undertaken using a machine learning method. By

learning from both nominal and failure behaviours from the satellite, the system was

expected to detect small reaction wheel friction failures. Then, the one-sided learning

anomaly detection system was built by only learning from nominal behaviours from

the satellite and was expected to detect the same reaction wheel failures. The meth-
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ods used to develope the one-sided learning system were: One-Class Support Vector

Machine (OC-SVM) and One-Class Linear Regression (OC-LR). Two simulation tests

with different friction failures were given to the two-sided and one-sided learning sys-

tems. Detection performance for each system was discussed. After demonstrating

the proposed system in simulation, the one-sided learning system was verified by a

real motor test. Similar to the simulations, the detection system was only trained by

nominal behaviours from the motor and was expected to detect friction failures to

distinguish between normal and abnormal motor motion. The simulation test and the

motor anomaly test illustrated the feasibility and generality of the proposed one-sided

learning fault detection system for space systems.
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Chapter 1

Introduction

1.1 Motivation1

A satellite ground station is a signal receiving and transmitting station for interacting

with satellites in space. The ground station provides an interface with the commu-

nication system of the satellites by using Radio-frequency (RF) signals to telecom-

municate with the satellites and to receive telemetry data from the satellites [3]. A

typical ground station works as the Mission Operation Center (MOC) for a small

satellite mission such as the UM station for Iris spacecraft (the spacecraft currently

being designed and built in the STARLab at University of Manitoba) [4]. As the

satellite and ground station communicate when the satellite is in a certain range, the

MOC uplinks commands to the satellite, downlinks telemetry data from the satellite

and monitors real-time performance of the satellite during contact passes - when the

satellite is locationally over the contact ground station [4].

1This section is a slightly modified version based on the paper [1], [2] published in AIAA SciTech

2021 Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip

Ferguson, copyright © 2021 by Yujia Huang, reproduced with permission.
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CHAPTER 1. INTRODUCTION 2

To monitor the performance of the satellite, telemetry data from the satellite will

be inspected and analyzed by the operations team (Figure 1.1) [4]. Generally, ground

station operation assumes that the normal behaviours, and operating information

of the satellites are well-known and modelled. If the monitored information for the

satellite shows signs of failures, the operators at the ground station will observe it

right away and assess the situation.

Figure 1.1: Ground Station Operation Team at NASA [4]

A disadvantage for using this conventional ground station paradigm is that it needs

technical operators and engineers to continuously monitor and track the satellites at

the ground station at all times, requiring large expenses in labour, management and

operations. Another common situation for the conventional ground station is that

even highly-trained operators may only notice an issue after it has become large

enough to cause a critical failure [5].

On the other hand, Prognostic and Health Management (PHM) has gained at-

tention in space engineering as the size and prevalence of satellite constellations grow

[6]–[8]. In keeping with the small-satellite philosophy to maintain low design, manu-

facturing and operating costs, the small-satellite community is interested in efficient
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ground operations and fault management that does not require excessive labor from

trained space systems experts [9]–[12]. The expanding scale of small-satellite constel-

lations has also posed a significant challenge for ground operations: how to find a

sustainable way to monitor and manage a large amount of satellites efficiently with

minimal cost? Therefore, the concept of an automated ground station was developed

to reduce human workload and operational expenses, particularly for constellations

of satellites where the monitoring task is even more onerous [13].

Automated satellite ground stations have become popular in recent years. Such

ground stations are designed to automatically control and track a satellite’s orbital

motion, attitude and position around Earth [14]–[18]. In 2000, an automated ground

station was designed which would detect the abnormal behaviour of satellites in off-

hours and send back the information to remote operators by a pager or phones [19].

More recently, an automated ground station was able to detect and correct abnor-

mal behaviours of satellites autonomously [20]. With the rapid development and

widespread application of Artificial Intelligence (AI) technologies in space engineer-

ing, processes relating to data collection, transmission, and analysis have been re-

placed by machine learning systems to reduce human labour, expense, and time. As

the number of AI application fields increase, shortcomings in traditional human ex-

pert systems are improving, and applications to space systems fault detection are

now possible. Many researchers have relied upon machine learning to detect faults

[1], [14]–[17], [21], [22], but this approach suffered from the limitation that it could

only detect failures that have been previously trained or modelled. While ground sta-

tion fault detection technology has become more mature and sophisticated, they still

can only detect deviations from a well-known and fully understood model of nominal

spacecraft operations. Sometimes, the spacecraft behaviour may not be well-known

prior to launch and may even evolve as the mission progresses. Further, subtle failures

may be difficult for experienced engineers to detect before they turn into catastrophic
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failures.

In many cases, the most subtle and dangerous failures are the ones without con-

sideration prior to the mission, such as reaction wheel degradation failures. This type

of the failure is one of the most dangerous anomalies that can happen in a satellite

but is hard to predict as bearing degradation gradually grows with time [23]. Hence,

being able to autonomously detect unmodeled faults is critical to the health of a

constellation of small satellites, given that many spacecraft operators cannot afford

to dedicate specialized staff to monitor all telemetry continuously to look for faults.

An interesting question then arises: how to design an autonomous ground station

that could, over time, learn the normal behaviour of a spacecraft (without any prior

knowledge of the spacecraft system) and report subtle deviations when detected? If

we could implement such a ground station, how could the ground station learn from

only normal behaviour of that unmodeled satellite and how could we differentiate

between “normal” and “abnormal” behaviours in real-time, having never trained on

abnormal data?

Therefore, this thesis aims to answer these questions by finding a way to design an

autonomous, ground-based fault detection system that is trained using only nominal

data, without requiring expert knowledge of the spacecraft systems. By observing

nominal data during the commissioning phase of the satellite, the fault detection al-

gorithm learns how to distinguish normal data from abnormal data without requiring

a labelled set of abnormal data. Specifically, this research demonstrates the utility

of one-sided learning methods by autonomously detecting faults in reaction wheel

bearing friction, without any prior exposure to the failures.
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1.2 Hypotheses

The principal purpose of my research was to design an automated anomaly detection

system for a ground station monioring satellite data that is capable of learning the

normal behaviour of a spacecraft over a period of time without having any prior

knowledge of the spacecraft (trained on only normal data) and report subtle deviations

and anomalies when detected. Two hypotheses have been posed below to direct this

research project:

Hypotheses 1: I hypothesize that a ground station can learn the nominal behaviour

of a spacecraft attitude control system after observing a specific failure-free period

of a spacecraft operations using an artificial neural network or other suitable deep

learning method.

Hypotheses 2: I hypothesize that a ground station can detect un-trained fail-

ures from the performance of the spacecraft attitude control system after a primary

learning phase from a specific failure-free period.

1.3 Research Contributions

This thesis presents how a ground-based fault-detection system was developed. Multi-

ple machine learning algorithms were applied in this research to achieve the proposed

automated detection system. To develop the fault detection system, my research fol-

lowed the three phases (Figure 1.2), including model simulation, two-sided learning-

based anomaly detection system development and one-sided learning-based anomaly

detection system development.
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Figure 1.2: Principal Research Phases

An Attitude Dynamics Control System (ADCS) of a small satellite was simulated

and utilized as the major subsystem for anomaly detection at ground station. A

two-sided learning-based anomaly detection system was firstly developed to provide

an insight into training and learning procedure for a machine-learning problem.

Major contributions of this thesis include:

1. A mathematical model of a spacecraft attitude control system, including a clus-

ter of reaction wheels that enable custom bearing failures to be injected.

2. An evaluation of the performance of a two-sided logistic-function-based machine

learning algorithm for detecting subtle changes in reaction wheel bearing friction

based only on simulated downlinked satellite data.

3. An analysis and a validation of the performance of a one-sided logic-regression-

based and a one-sided-classification-based machine learning algorithms for de-

tecting subtle changes in reaction wheel bearing friction based on both simulated

downlinked satellite data and physical motor experiments data.

1.4 Thesis Summary

Chapter 1 (this chapter) provided the motivation of this research, including a brief in-

troduction and background of the satellite ground station. This chapter also included
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the research purpose, hypotheses, and major contributions.

Chapter 2 presents the background of the conventional and modern automated

satellite ground stations. Algorithms and approaches that enabled the automated

satellite ground station are discussed and summarized in this chapter.

Chapter 3 introduces the attitude dynamics control system model used to demon-

strate the machine learning algorithms considered in this thesis. It describes the

methodology of building a slew simulator and explains the basic motion dynamics of

the satellite. This chapter also details how bearing degradation failures for reaction

wheels were simulated for my research.

Chapter 4 introduces three different machine learning algorithms applied in this

research, including Logistic Regression for Binary Classification, One-Class Support

Vector Machine (OC-SVM) and One-Class Linear Regression (OC-LR) methods.

Chapter 5 presents the training data and training process for each proposed meth-

ods in Chapter 4 as well as the anomaly detection results from simulated test datasets

with various types of bearing degradation failures. The anomaly detection test results

and performance for each method are analyzed and discussed in this chapter.

Chapter 6 provides details of the physical motor tests, including the test setup

and procedure, to validate the proposed machine learning methods in Chapter 4. The

anomaly detection test results and performances are compared and discussed.

Chapter 7 summarizes the main research contributions, conclusion, and recom-

mendations for future work.



Chapter 2

Background

This chapter provides background information on conventional ground stations and

modern automated satellite ground stations. A literature review of the operating sys-

tem in the conventional ground stations is provided as well as details of the data trans-

mission process between ground stations and satellites. An overview of algorithms

and methodology that have been implemented to achieve the automated satellite

stations are presented.

2.1 Conventional Ground Stations

Currently, the conventional ground station architecture is commonly being used in

most satellite missions. A typical conventional ground station is comprised of a

receiver, modem, transmitter, and antennas to allow the uplinking and downlinking

processes to take place during a space mission (Figure 2.1) [24]. As data transmitting

only occurs during each contact pass, there is a time limitation on communication

between the satellite and the ground station [9]. The operators are required to be

trained priorly and stay on-site 24 hours to operate equipment, send uplink commands

8
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to the satellite, and interpret downlinked telemetry data from the satellite. [2], [13],

[24].

Figure 2.1: Traditional Ground Station Block Diagram [24]

All uplinked commands are planned and tested before the satellite launches to

space, and the feedback performances from the satellite are rehearsed [13]. Any

failures or signs of failures from the satellite rely on the data monitoring and observing

from the on-site ground station operators. As previously mentioned, with the growing

number of small-satellite constellations, numerous satellites need the operators to

periodically monitor and examine the health of the satellites [2], [13]. The increasing

number of space missions also results in increasing security needs, effective costs,

operational efficiency and system complexity of the ground station [25], [26]. However,

limited capacity of the ground station (e.g., staff, infrastructure, etc.) makes these

difficult to accomplish [27]–[29].

To achieve efficient control and operation, some researchers [26], [30]–[32] used a

remote-control approach without updating the current ground station architecture.
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A separate ground station control system or a centralized interface was developed and

utilized to remotely connect to the real operation ground station by cables or remote

access software (e.g., TeamViewer, TCP/IP, etc.).

In [26], a remote ground station control system, Mercury, was developed by Stan-

ford University’s Space Systems Development Laboratory (SSDL) to provide a cen-

tralized software interface to control all ground station hardware. The operators

were able to operate all equipment without being present in the ground station con-

trol room. A similar remote control system was established in [32]: an end-to-end

ground station network worked as a common server to connect all ground station

facilities together.

Another type of remote-controlled ground station was developed and tested by

Budapest University of Technology and Economics for MaSat-1 CubeSat project [31].

This remote-controlled ground station worked as a secondary ground station for the

satellite mission and was able to handle commands and receive telemetry data from

the satellite. Done et al. [30] also introduced an online Software-Defined Radio (SDR)

remote control ground station for Low Earth Orbit (LEO) amateur satellites. The

SDR ground station receiver was connected to the internet which enabled the ground

station to collect telementry data from various satellites simutaneously and provide

an online data access to the operators.

To some extent, the remote control ground station achieves the automation of

operations and significantly reduces labour, operating time, and costs since it no

longer requires 24-hour on-site operation and the operators can control and access

the telemetry data anywhere. Although different types of remote control ground

stations improve the operational efficiency for a conventional ground station, it still

needs human operators to monitor and capture anomalies from the downlinked data

to track the satellite health.



CHAPTER 2. BACKGROUND 11

2.2 Automated Ground Stations2

With the growing interest in machine learning and deep learning technology, there

is an increased interest in developing attitude and orbit control tracking systems

that are capable of autonomously detecting and diagnosing anomalies for various

kinds of satellites [14]–[18]. Moreover, anomaly detection now takes a critical part in

Prognostics and Health Management (PHM) and has been employed in many areas

of space engineering [6]–[8], [33]. Such systems have the capability to reduce human

labour leading to significant cost savings. One method of implementing autonomous

fault detection is through the use of ground stations. There has been lots of research

investigating the benefits of autonomous ground stations. This subsection explores

some previous research done into autonomous ground stations.

An early autonomous ground station was developed as the Deep Space Tracking

Station (DS-T) in 1999 [34], which was designed as a fully autonomous spacecraft

ground station. The DS-T was able to autonomously track and operate the spacecraft

and was capable of receiving and predicting the telemetry signals at the same time

over a weekly time scale. This DS-T method succeeded in telemetry tracking and it

could make subtle trajectory adjustments when it detected a deviation between the

real and the predicted performance of the spacecraft.

One of the most popular approaches to detect satellite anomalies from an au-

tonomous ground station is to set a value threshold for the satellite system. This

kind of a system works as a “monitor” to observe the operational performance of

the satellite [14], [35]. Once the satellite’s performance exceeds the limits deemed to

be “normal”, the ground station will inform the operators. The operators then look

2This section is a slightly modified version based on the paper [1], [2] published in AIAA SciTech

2021 Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip

Ferguson, copyright © 2021 by Yujia Huang, reproduced with permission.
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into the situation and provide solutions. This kind of ground station is “partially

autonomous” and works only for a specific satellite with limitations when applied to

different satellites. A more advanced approach is built upon on a model-based method

where the ideal performance of the satellite is modeled and failures are detected from

the nature of the deviations between the actual performance and ideal performance of

the satellite [36]–[38]. The model-based system requires that an expert be extremely

familiar with the satellite and would be able to precisely predict the ideal performance

of the satellite in the absence of failures.

The DS-T method, the value-threshold method and the modeled-based method

described above all have the advantages that they reduce human labour and expense,

but there are still limitations. The disadvantages for such detection systems are that

they only work for a specific type of satellite and require experts with prior knowledge

to design and import numerous possibilities of failures and anomalies into the system

for detection. While ground station fault detection technology has become more

mature and sophisticated, they still can only detect deviations from a well-known

and fully understood model of nominal spacecraft operations. In many cases, the

nominal behaviour of a spacecraft may either not be known perfectly prior to launch,

or it may evolve over time as parts age. Further, while it is often easy to detect

significant failures such as the loss of an entire battery or solar cell string, other more

subtle failures, such as a gradual increase in wiring harness resistance or bearing

degradation in a reaction wheel, are much more difficult to detect and require more

advanced modelling that may not be available.

To solve such limitations, in [15], [16], space-based fault detection systems are

designed as “data-based” model systems. The performance of the satellite over a

specific time period is collected and learned by the detection systems. The detection

systems learn the behaviour from past data of the satellite and monitors the satellite

in real-time to diagnose anomalies by comparing with the previously learned data
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[17]. High-accuracy and high-confidence fault detection systems are developed in the

machine learning and deep learning fields, which generally do not require a qualitative

model or value threshold and has the capability for real-time fault detection. Ibrahim

et al. [21] proposed a fault diagnosis method based on a combination of machine

learning and data mining technologies to identify failures and anomalies of satellite

subsystems for the Egyptsat-1 satellite. This paper did the investigation on three

important subsystems of the satellite: communication subsystem, on-board computer

subsystem and power subsystem. In this research, a Support Vector Machine (SVM)

was applied to learn and predict the expected bus voltage of the satellite from received

time-series telemetry parameters. With comparison of the predicted results, data

mining techniques such as Logical Analysis of Data (LAD) were utilized to classify the

binary categories of the satellite’s behaviour (“normal” and “abnormal”) and generate

the behaviour patterns. From the behaviour patterns, a Fault Tree Analysis was used

to determine the root cause and occurrence possibility of the failures occurred in each

subsystem.

Omran et al. [22] developed a fault detection and identification system for reac-

tion wheels in an attitude dynamics system. The fault detection system was created

based on a feed-forward neural network (FFNN) with a back-propagation algorithm

to detect if there was an anomaly in the reaction wheel voltage, current, and tem-

perature. The system firstly used FFNN to predict the desired torque for a reaction

wheel under a commanded bus voltage. Then, the normal operational torque curve

was used as a comparable reference for anomaly detection. The difference in torques

resulting from the failures (e.g., over and under-voltage, current gain and loss, and

temperature increase and decrease) would then be observed.

A “data-based” model system does not require prior knowledge from experts and

is capable of detecting anomalies based on data learning and prediction. This kind

of system is widely applied in ground stations now to monitor satellites and identify
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anomalies. However, such a system is limited to learn a satellite’s behaviour from

two categories of data where both positive data and negative data are required to be

given during learning phase.

Other approaches for fault detection were to identify and label data that deviated

from acceptable ranges [16], [17]. Specific features were selected from the flight mea-

surements of the spacecraft and collected over a designated time. Filters were added

before the training process to remove the abnormal data beyond the pre-defined lower

and upper limits of satellite performance. The system was trained using the filtered

data contained within most of the normal data. The detection system then would

predict a theoretical model from the trained data to detect anomalies in real-time

operations of the satellite.

Most of the previous fault-detection systems have been trained using datapoints

containing both normal behavioural data and abnormal behavioural data of the satel-

lite (i.e, both positive data and negative data were given). Then, the system learned

the “knowledge” from the two-sided training data and developed a binary classifier

once the learning stage completed. Finally, the output binary classifier was used to

predict failures and differentiate normal data and abnormal data during testing.

In this thesis, a ground-based automated novelty detection system was developed

for a small satellite attitude dynamics control system using both two-sided and one-

sided learning algorithm: Logistic Regression (two-sided), One-Class Support Vector

Machine (OC-SVM) and One-Class Linear Regression (OC-LR) methods.

The Logistic Regression methodology is widely applied to develop novelty detec-

tion systems in many research fields [39]–[43], and it is a typical method to solve for

the Binary Classification problem. Normally, to train a novelty detection system de-

veloped from the Logistic Regression method, it requires a ”two-sided” dataset where

the dataset contains data in two different categories or classes. Each of the data-
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point in the training dataset will be labelled based on its categories. As the Logistic

Regression is evolved from Linear Regression method, a linear seperable boundary is

learned by the system from the labelled data. The classifier for the detection system

is built from Sigmoid function. By applying this method in my research, normal and

abnormal behavioural data of the satellite were labelled and given to the system to

train the classifier.

The OC-SVM method was originally proposed by Schölkopf et al.[44] in 1999 and

has been used in a variety of one-class classification problems [45]–[51]. The OC-SVM

method only requires ”one-sided” data for training where all training data belongs

to a single category. It assumes that majority of the training data is in a ”small”

region [44]. To distinguish the training data with other data, a hyperplane with the

maximum margin from the ”small” region will be learned from this method. The

hyperplane works as the classifier for the OC-SVM method. If a datapoint falls in

one side of the hyperplane is in one class, and a datapoint falls in the other side

of the hyperplane is in another class. By using this approach, the fault-detection

system was developed to only learn from nominal behaviour of the satellite during

the commissioning phase and to identify and detect anomalies when there was a

subtle behavioural failure in the attitude control system. The detection system was

trained by only observing the nominal attitude dynamics behaviour of a small satellite

for a period of time. Training data was obtained from reaction wheel outputs in a

healthy attitude control system, and reaction wheel currents and angular velocities

were selected as training features. A one-class classifier was built from a hyperplane

decision function during training. An adaptive Sequential Minimal Optimization

(SMO) method was utilized to solve the quadratic problem in the application of OC-

SVM algorithm to provide an optimal solution for the hyperplane decision function.

The One-Class Linear Regression is a modified method in this research from Linear

Regression method in statistics [52], [53]. This method also only requires ”one-sided”



CHAPTER 2. BACKGROUND 16

data for training. An approximate function will be obtained between the data after

training. The one-class classifer for this method is built from Empirical Rule (68-95-

99.7 Rule), where the limits to classify datapoints are from 1σ, 2σ and 3σ from the

training data mean.

Two tests were performed on the developed anomaly detection systems to validate

its feasibility and detection accuracy. Untrained reaction wheel bearing failures were

added into the attitude control system validation tests to examine whether the fault-

detection systems were capable of detecting and diagnosing the reaction wheel failures.

Details of training and testing performances of the fault-detection system will be

presented in the following chapters.



Chapter 3

Attitude Dynamics Control System

Simulation

This chapter povides details of how an attitude dynamics control system model was

established. Two subsections are included in this chapter. Section 3.1 presents the

methodology of developing a slew simulator of the satellite. The dynamics of the

reaction wheel are presented in Section 3.2. Section 3.2 also illustrates how the

bearing degradation failures were added into the reaction wheel subsystem.

3.1 Spacecraft Attitude Dynamics Control System

Simulation3

In this section, an attitude control system model is developed. The attitude control

system mainly focuses on the orientation and pointing direction of the spacecraft

3This section is a slightly modified version based on the paper [1], [2] published in AIAA SciTech

2021 Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip

Ferguson, copyright © 2021 by Yujia Huang, reproduced with permission.
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[54]. The development of the attitude control system model started from the basic

rotational motion dynamics of the spacecraft. Next, I designed a closed-loop feedback

system to control the spacecraft dynamics (shown in Figure 3.1)).

Figure 3.1: Closed-Loop Attitude Control System of the Spacecraft

The desired angular velocity of the spacecraft was first set as an input to the

closed-loop system. To achieve the desired motion of the spacecraft, reaction wheels

were utilized to generate and apply torque to control the spacecraft. There were

three reaction wheels in the attitude control system. The wheels were oriented along

the spacecraft’s x, y and z body axes to provide sufficient torque to the spacecraft.

The transformation between angular momentum and torque were governed by Euler’s

theorem [54] where time differentiation of angular momentum was equal to the torque

(shown in Eq. 3.1).

T (t) = ḣ(t) (3.1)

Where, t is time, T (t) is the torque, h(t) is the angular momentum.

Gaussian random noise was added into the system as an external noise to simulate

disturbances on the spacecraft to obtain a more realistic model. With the actuation

from reaction wheels, the spacecraft was able to achieve the desired attitude motion.

The total applied torque to the system was
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T total(t) = T rw(t) +T noise(t) (3.2)

Where, T total(t) is the total torque of the attitude control system, T rw(t) is the

torque from reaction wheel system, T noise is the torque from added Gaussian random

noise.

As the magnitude of the torque from the noise was very small (2.5 ×10−6 Nm),

T noise was assumed to be neglected in the Eq. 3.2. Therefore, the total torque was

equal to the torque from the reaction wheel system (Eq. 3.3). The reaction wheel

equation of motion is shown in Eq. 3.4.

T total(t) = T rw(t) (3.3)

T rw(t) = I rw(t)ω̇desire(t) (3.4)

Where, I rw is the moment of inertia of the reaction wheel and ωdesire(t) is the

desired angular velocity of the reaction wheel.

Then, the momentum of the system can be modeled as the sum of the spacecraft

and reaction wheel momentum as shown in Eq. 3.5 [55].

The system torque can then be expressed in terms of the system momentum as in

Eq. 3.6 [55].

h(t) = hspacecraft(t) + hrw(t) = Iω(t) + hrw(t) (3.5)

T (t) = ḣ(t) + ω(t)× ḣ(t) = Iω̇(t) + ω(t)× (Iω(t) + hrw(t)) (3.6)
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Where, hspacecraft(t) is the angular momentum of the spacecraft, I is the moment

of inertia of the spacecraft, ω(t) is the angular velocity of the spacecraft, hrw(t) is

the angular momentum of the reaction wheels.

The frame of the momoment of inertia was defined from the center of mass of the

spacecraft where the principal axes frame was assumed as the body frame. Therefore,

I =


I1 0 0

0 I2 0

0 0 I3

 (3.7)

Where, I is a diagonal matrix, I1, I2, and I3 are the principal moments of intertia.

A feed-forward torque was added to the attitude control system as shown in Eq.

3.8, which was controlled by the wheel speed measurements and the gyro measure-

ments. The feed-forward torque was then generated from the desired angular rate of

the spacecraft in Eq. 3.9 [55].

Iω̇(t) = T rwreal
(t) +TFF (t) (3.8)

TFF (t) = Iω̇desire(t) + ωdesire(t)× (Iωdesire(t) + hrwmeasured
(t)) (3.9)

Where, T rwreal
(t) is the real output torque required by the reaction wheels, TFF (t)

is the feed-forward torque, ω̇desire is the desired angular acceleration of the spacecraft,

ωdesire(t) is the desired angular velocity of the spacecraft, hrwmeasured
(t) is the mea-

sured angular momentum of the reaction wheels.

The real spacecraft angular velocity from the system was measured by gyroscopes.

A PD controller was used to control, track, and correct the difference between the real
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and desired motions of the spacecraft [56]. The angular velocity error was inputted

into the PD controller to output a torque command as shown in 3.11.

ωerror(t) = ωdesire(t)− ω(t) (3.10)

TPD(t) = kpωerror(t) + kd
d

dt
ωerror(t) (3.11)

Where, TPD(t) is the torque generated from a PD controller, ωerror(t) is the angu-

lar velocity difference between the desired value and the real output of the spacecraft

angular velocity. The proportional gain (kp) and the derivative gain (kd) were tuned

to obtain the desired spacecraft performance [56].

From the closed-loop system diagram shown in Figure 3.1, the commanded re-

action wheel torques were the combination between the PD control torque and the

feed-forward torque. Thus,

T rw(t) = TFF (t) +TPD(t) (3.12)

Where, TPD(t) was the torque generated from a PD controller.

In the next section, details of how a reaction wheel subsystem has been developed

will be illustrated.
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3.2 Dynamics of Reaction Wheel4

As shown in Figure 3.1, the reaction wheels work as actuators in the attitude control

system of the spacecraft. A diagram shows the interior structure of the reaction

wheel is presented in Figure 3.2, where a typical reaction wheel system contains a top

bearing, a bottom bearing, two fly wheels and a DC brushless motor. An example of

a commercial reaction wheel product from Microsat Systems Canada Inc. is shown

in Figure 3.3.

Figure 3.2: Reaction Wheel Diagram

4This section is a slightly modified version based on the paper [1], [2] published in AIAA SciTech

2021 Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip

Ferguson, copyright © 2021 by Yujia Huang, reproduced with permission.
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Figure 3.3: MSCI MicroWheel 1000 [57]

The reaction wheel model was directly generated from the nominal reaction wheel

torque from Eq. 3.12. As mentioned earlier, three reaction wheels were simulated in

the attitude control system. A similar closed-loop feedback system was designed for

the reaction wheel speed controller in Simulink where a motor dynamic system was

also included to simulate a DC brushless motor in each reaction wheel. The modelled

system is shown below in Figure 3.4.

The commanded torque for the reaction wheel system was the torque intended to

be applied to the spacecraft (Eq. 3.12). Thus, the command reaction wheel torque

was expressed as:

T command(t) = −T rw(t) (3.13)

Where, T command(t) is the input command reaction wheel torque for the reaction

wheel system.

Then, the commanded angular velocity rate for the reaction wheel system was

attained from the nominal moment of inertias for the reaction wheels,
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Figure 3.4: Closed-Loop Feedback System for Reaction Wheel

ω̇rwcommand
(t) =

T rw(t)

I rw

(3.14)

Where, ω̇rwcommand
(t) is the commanded angular acceleration of the reaction wheel

system, and I rw is the moment of inertia of reaction wheel.

The commanded angular velocity of reaction wheel then was computed as the

time integration of the commanded wheel acceleration,

ωrwcommand
(t) =

∫
ω̇rwcommand

(t) dt (3.15)

Where, ωrwcommand
(t) is the commanded angular velocity of the reaction wheel.

The PD controller for the reaction wheel took the calculated difference between

the commanded reaction wheel angular velocity and the real output reaction wheel

angular velocity as an input error to output a voltage [56]. The motor voltage was

then obtained from the wheel angular velocity difference with the PD tuning gains

(shown in Eq. 3.17).
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ωrwerror(t) = ωrwcommand
(t)− ωrwreal

(t) (3.16)

V (t) = krwpωrwerror(t) + krwd

d

dt
ωrwerror(t) (3.17)

Where, ωrwreal
(t) is the real output angular velocity of the reaction wheel, V (t) is

the motor voltage computed from the PD controller, krwp and krwd
are the proportional

and derivative gains of the PD controller respectively in the reaction wheel system

[56]. With the computed motor voltage from the PD controller, the electrical circuit

for the motor is presented in Figure 3.5.

Figure 3.5: Motor Electric Circuit

From the motor electric circuit, the relatioship used to calculate the output current

of the reaction wheel can be expressed as shown in Eq. 3.18.

V (t) = Ri(t) + L
di

dt
+V back−emf (t) (3.18)

Where, R is the resistance of the motor, i(t) is the reaction wheel current, L is the

inductance, V back−emf (t) is the back EMF which is proportional to the motor speed.

The equation of the V back−emf (t) is shown below:
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V back−emf (t) = keωmotor(t) = keωrwreal
(t) (3.19)

Where, ke is the back EMF coefficient, ωmotor(t) is the motor speed which is equal

to the reaction wheel real speed. Since the inductance of a motor is significantly

smaller than its resistance, the effect of the inductance of the motor on its dynamics

were assumed to be negligible and hence ignored in the reaction wheel model [58].

Then, the motor electric circuit became:

Figure 3.6: Motor Electric Circuit (After Neglecting the Inductance Effect)

And Eq. 3.18 became:

V (t) = Ri(t) +V back−emf (t) (3.20)

The provided toque from the motor was:

Tm(t) = Kti(t) (3.21)

Where,Tm(t) is the motor torque, Kt is the motor torque constant.

The actual provided torque generated by the motor in the reaction wheels was

calculated after subtracting the total friction from the system (shown in Eq. 3.22).

Trwprovide
(t) = Tm − ftotal (3.22)
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Trwprovide
(t) is the real torque provided from motor to the reaction wheel. ftotal is

the total friction.

The total friction was composed of Coulombic and viscous friction and was added

to the motor to model energy loss in the motor dynamics. The total friction is shown

in 3.23.

ftotal = fcoulomb + fviscous (3.23)

Where, fcoulomb is the Coloumbic friction, and fviscous is the viscous friction.

The nominal viscous fiction was calculated based on the real reaction wheel speed,

where:

fviscousnominal
= kfωrwreal

(3.24)

In this equation, kf is the viscous friction coefficient, fviscousnominal
is the nominal

viscous friction which is calculated from the real reaction angular velocity and the

viscous friction coefficient to compute all normal slews.

Hence, the function of calculating the total friction was then determined to be

[59]:

ftotal = sign(ωrwreal
) · (fcoulomb) + kfωrwreal

(3.25)

Since this research only focused on the viscous friction failure, the Coloumbic

friction was assumed to be a constant (5 ×10−5 Nm/(rad/s)). Therefore, the function

of calculating the viscous friction was determined to be proportional to the nomimal

viscous friction:

ftotal = fviscous = mfviscousnominal
(3.26)
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ftotal is the total friction in the motor dynamics, fviscous is the viscous friction,

m (m ≥ 1) is a scaled factor which will be identified as a failure indicator through

training process (if m = 1, fviscous = fviscousnominal
).

Then the real angular acceleration and velocity outputs for the reaction wheel

system were calculated from Eq. 3.27 to Eq. 3.28

ω̇rwreal
(t) =

−T rwprovide
(t)

I rw

(3.27)

ωrwreal
(t) =

∫
ω̇rwreal

(t) dt (3.28)

Where, ω̇rwreal
(t) is the real reaction wheel angular velocity rate output, I rw is

the moment of inertia of the reaction wheel and ωrwreal
(t) is the real reaction wheel

angular velocity output.

The real reaction wheel angular momentum and torque can be calculated using

Eq. 3.29 and Eq. 3.30.

hrwreal
(t) = I rwωrwreal

(t) (3.29)

T rwreal
(t) = I rwω̇rwreal

(t) (3.30)

Where, hrwreal
(t) is the real angular momentum output from the reaction wheel

system, T rwreal
(t) is the real torque output from the reaction wheel system provided

to the attitude control system. Note that this signal is only available in simulation

and not available as a piece of telemetry from the reaction wheel.

An example of a healthy closed-loop attitude control system for a 1000 second slew

period at the commissioning phase of a representative spacecraft has been developed
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based upon a specific slew trajectory in MATLAB and Simulink (Shown in Figure

3.7 and Figure 3.8). Figure 3.7 represents the input desired angular velocity of the

spacecraft. Figure 3.8 present the measured output slew rates of the spacecraft from

the gyroscopes with a random noise of ±0.0000025 rad/s.

Figure 3.7: Desired Angular Velocity of the Simulated Spacecraft

Figure 3.8: Output Body Rates of the Simulated Spacecraft



Chapter 4

Machine Learning Methods

This chapter explains how the proposed anomaly detection system was developed for

the automated ground-based anomaly detection system as well as the methodoly and

algorithms applied to accomplish the system. Two types of anomaly detection systems

will be introduced in this chapter, including two-sided learning basis anomaly detec-

tion system and one-sided learning basis anomaly detection system. Three methods

will be introduced in this chapter, including Logistic Regression, One-class Support

Vector Machine (OC-SVM) and One-Class Linear Regression (OC-LR).

4.1 Two-Sided Learning Basis Detection System5

In this section, an automated anomaly detection system has been developed based

on a two-sided machine learning algorithm as a precursor to the one-sided learning

task for the next research phase. Although the two-sided learning algorithm is not

5This section is a slightly modified version based on the paper [1], [2] published in AIAA SciTech

2021 Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip

Ferguson, copyright © 2021 by Yujia Huang, reproduced with permission.
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very practical in the real world as such algorithm requires both normal and abnormal

dataset for training where the abnormal data is from expected failure that can be

predicted, it is still a good baseline in this research to compare with the proposed

one-sided algorithms. The training dataset was created to have both normal and

abnormal data from the simulated model. The abnormal training dataset was created

from a simulated failure in one of reaction wheels. The failure was selected as bearing

degradation in the reaction wheel. With bearing wear, the reaction wheel viscous

friction constant increased with time.

I started by collecting data from the normal slews and the slews with failures into

one singular dataset. To train the system, the first step was to select the appropri-

ate spacecraft (and reaction wheel) telemetry to use for training. The output data

available from the attitude control system included:

� Measured reaction wheel current (Amps)

� Measured reaction wheel angular velocity (rad/s)

� Measured reaction wheel angular accleration (rad/s2)

� Commanded reaction wheel torque (Nm)

� Computed reaction wheel momentum, derived from the measured angular ve-

locity (Nm/s)

For this research, I chose three features as the most effective for learning viscous

friction: measured reaction wheel current, measured reaction wheel angular velocity

and measured reaction wheel angular acceleration. The reason for the selection was

the implicit dependence of commanded reaction wheel torque and reaction wheel

momentum on the reaction wheel current, angular velocity and angular acceleration

(Shown in Eq. 3.21, Eq. 3.22, Eq. 3.29, and Eq. 3.30). Figure 4.1 shows the
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relationship of reaction wheel current, angular velocity and angular acceleration. As

the reaction wheel accelerates, it takes more currents and vice versa. In certain

instances, during normal slews, when there is more friction, the reaction wheel also

takes more current.

Figure 4.1: Relationship of Reaction Wheel Current, Angular Velocity and Angular

Acceleration

By observing a brief time history, the classifier should be able to differentiate

between currents associated with viscous friction, versus those associated with rotor

acceleration.

The second step was to add labels to the dataset to differentiate the behaviour

of the spacecraft between “normal” and “abnormal”: label 0 represented the normal
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data; label 1 represented the data with failures (shown in Eq. 4.1).

y =

0 normal

1 abnormal

(4.1)

For every time point, three measurements: reaction wheel current, angular velocity

and angular acceleration were taken as one training data point with one response label.

x tc = {(itc, ωtc, ω̇tc, ytc)} (4.2)

X tc = {(x tc1 ,x tc2 , ...,x tcN )} (4.3)

Where x tc is a subset of training data for two-sided learning method at a single

timepoint, which contains both normal and failure data. itc is the reaction wheel

current data at the timepoint. ωtc and ω̇tc are the reaction wheel angular velocity

data respectively at the same timepoint. ytc is the assigned label for each training

data from Eq. 4.1. X tc is a vector that contains all training data with a total number

of N training data sets.

The labelled behaviour dataset was utilized as the whole training set and was

learned using Linear Logistic Regression for Binary Classification [60]. The system

was trained with this set of training data and predicted the parameters of a decision

boundary function that relates the reaction wheel current, the angular velocity and

the angular acceleration to a nominal value of viscous friction. The learned decision

boundary function could be represented as:

H (θ) = θTX tc (4.4)



CHAPTER 4. MACHINE LEARNING METHODS 34

Where, H is the prediction function which contains all predicted value from

learned function for each training data, and θ is a vector contains all learned function

parameters.

The learned function was fitted with each training data point and imported to the

Sigmoid function for labelling. The Sigmoid function is shown in Eq. 4.5 [60]:

S(θ) =
1.0

(1 + e−H (θ))
(4.5)

Where, S(θ) ∈ R [0, 1].

Failure detection and identification during real-time normal operations followed

the learning phase. The system was tested with different sets of time-series testing

data to examine its detecting capability. The system monitored the spacecraft and

diagnosed the behaviour with learned model, where

y =

1 S(θ) ≥ 0.5

0 S(θ) < 0.5

(4.6)

If S(θ) was equal or greater than 0.5, the predicted label was designated to be 1

(denoting a failure); else, the predicted label was 0 [60].

4.2 One-Sided Learning Basis Detection System6

In this section, a one-sided learning-based detection system has been created. As

mentioned in the previous section, the one-sided learning algorithm is more practical

6This section is a slightly modified version based on the paper [1], [2] published in AIAA SciTech

2021 Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip

Ferguson, copyright © 2021 by Yujia Huang, reproduced with permission.
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than the two-sided learning method. The reason for this is that the one-sided learing

algorithm does not require any abnormal dataset for training, which indicates that

even without knowing any specific failure ahead, the system should be still capable

of capturing failures. On the other hand, in the commissioning phase for any space

mission, data collected from the satellite is all normal. Therefore, there is more

interest to develop a one-sided learning basis anomaly detection system rather than

building a two-sided learning basis anomaly detection system. The designed one-sided

learning basis system only used nominal slews as a primary training dataset from the

simulated model where the training dataset did not contain any failures. Two methods

were proposed to develop the one-sided learning-based detection system. The first

method was to apply One-Class Support Vector Machine method (OC-SVM) ([38],

[44], [61], [62]) to train the detection system. The second method applied a One-

Class Linear Regression algorithm (OC-LR) combined with statistical analysis to

accomplish the detection system ([52], [53]).

4.2.1 One-Class Support Vector Machine (OC-SVM)

The principle of using the OC-SVM methodology is that labels or data responses

are not required for training. Therefore, the training process only included normal

behavioural attitude control system data. For this method, I started with data collec-

tion following the same steps when developing the two-sided learning basis detection

system, except this time, the training data did not include any failures. Reaction

wheel current, angular velocity and angular acceleration were selected as the training

features to enable the algorithm to deduce relevant time-series features. The data of

reaction wheel current, angular velocity and angular acceleration were collected at

each time point.

Then, the training data then will be given as:
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x oc = {(ioc, ωoc, ω̇oc)} (4.7)

X oc = {(x oc1 ,x oc2 , ...,x ocN )} (4.8)

Where, x oc is a subset of training data for OC-SVM method, ioc is the nominal

reaction wheel current at one timepoint, ωoc is the corresponding reaction wheel

angular velocity, and ω̇oc is the corresponding reaction wheel angular acceleration.

X oc is the whole training data set of nominal data with a total of N training data

sets.

All nominal data were used to train the detection system using OC-SVM to differ-

entiate the behavioural labels. The OC-SVM algorithm trained the system to learn

the decision hyperplane with maximum margin to separate normal behavioural data

points with untrained abnormal behavioural data points from the origin in its feature

space. Before training the system, the input training data was first mapped by a

Kernel function into the feature space ([44], [63]):

K(X oc,X
′
oc) = Φ(X oc)Φ(X

′
oc) (4.9)

Where, K is the Kernel function (e.g., Gaussian, linear, sigmoid, polynomial Ker-

nel functions), and Φ is a mapping function.

General Kernel functions that can be used for OC-SVM are listed in Table 4.1.

σ, a, c, and d shown in the functions below are the tuning parameters in the process

of training.

In this research, the Gaussian Kernel function was used to map the training fea-

tures. As the Gaussian Kernel function is a commonly used mapping function for
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Table 4.1: General Kernel Functions for OC-SVM ([45], [46], [64])

Name Kernel Functions

Gaussian

k(xi, xj) = exp(−∥xi, xj∥
2σ2 ) (4.10)

Linear

k(xi, xj) = axi
T xj + c (4.11)

Sigmoid

k(xi, xj) = tanh(axi
T xj + c) (4.12)

Polynomial

k(xi, xj) = (axi
T xj + c)

d
(4.13)

OC-SVM as it shows a better performance than other Kernel functions without hav-

ing prior knowledge of the data [65], [66]. To obtain the decision function of the

separable hyperplane between normal and untrained-abnormal attitude behavioural

data of the satellite, a quadratic function was defined as [44]:

min
w∈F,ξ∈RN ,ρ∈R

1

2
∥w∥2 + 1

νN

N∑
i=1

ξi − ρ

Subject to (w · Φ(xi)) ≥ ρ− ξi

ξi ≥ 0,∀i = 1, 2, ..., N

(4.14)

Where, w and ρ are the parameters of the hyperplane decision function and are

computed after iterations in training, w is the coefficient of the decision function and

ρ is the offset of the decision function. 1
2
∥w∥2 is a regularizer term of the function

[67]. ν is a trade-off regularization parameter with a range of (0,1) [50]. ξ is the slack

variable in the training data.

To solve the quadratic problem above, a Lagrange function was then proposed to

solve [44]:
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L(w, ξ, ρ, α, β) =
1

2
∥w∥2 + 1

νN

N∑
i=1

ξi − ρ−
N∑
i=1

αi((w · Φ(xi))− ρ+ ξi)−
N∑
i=1

βiξi

(4.15)

Where, αi and βi are the positive multiplier parameters in the Lagrange function

[61].

After taking partial derivatives of the Lagrange function with regard to w, ρ and

ξ, both w and αi then could be solved by setting the derivative functions to zero

(shown in Eq. 4.16 and Eq. 4.17 [44]):

w =
N∑
i=1

αiΦ(xi) (4.16)

αi =
1

νN
− βi ≤

1

νN
,

N∑
i=1

αi = 1 (4.17)

By substituting Eq. 4.16 and Eq. 4.17 into Eq. 4.15, the dual problem becomes

[44]:

min
α

1

2

N∑
i=1, j=1

αiαjK(xi, xj)

Subject to 0 < αi ≤
1

νN
,

N∑
i=1

αi = 1

∀i = 1, . . . , N, ∀j = 1, . . . , N

(4.18)

With αiϵ(0,
1

νN
] and βi ̸= 0, the last parameter required for the decision function

of the hyperplane, ρ, can be computed by combining Eq. 4.9 and Eq. 4.16 as [44]:

ρ = (w · Φ(xi)) =
N∑
j=1

αjK(xj, xi) (4.19)
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Therefore, the general function of the separable hyperplane to determine the be-

havioral labels of the satellite with Kernel mapping functions was:

f(x) = (w · Φ(xi)) ≥ ρ

f(x) = sgn

(
N∑
i=1

αik(xi, x)− ρ

)
(4.20)

Where, xi in N number of training data is treated as a positive datapoint which is

responsible for computing the decision function of the hyperplane for satellite attitude

behaviour classification.

After learning the hyperplane decision function from all nominal training data,

the detection system should be able to identify failures. Test data is fed into Eq.

4.20 with tuned parameters: αi, w and ρ. Then, labels are assigned to each test

datapoint. Label 0 is assigned to all normal data during testing (decision function

indicates positive), and label 1 is assigned to all abnormal data (decision function

indicates negative).

f(xtest) = sgn

(
N∑
i=1

αiK(xi, xtest)− ρ

)
(4.21)

y =

0 f(xtest) ≥ 0

1 f(xtest) < 0

(4.22)

Where, xtest is the test dataset. When f(xtest) ≥ 0, it represents that the test dat-

apoint falls inside of the defined decision hyperplane. When f(xtest) < 0 it represents

that the test datapoint falls outside of the defined decision hyperplane. Therefore, if

f(xtest) shows a positive value, the predicted label for the test datapoint will be 0 (no

failure), otherwise the datapoint will be labelled as 1 (failure detected).
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4.2.1.1 Sequential Minimal Optimization

To better define the decision function of the hyperplane, the Sequential Minimal

Optimization (SMO) method was used in this research. The origin of the SMO

method was proposed by Platt [68] to solve the quadratic problem in the general

Support Vector Machine (SVM) method and to provide a faster and more efficient

solution. An adaptive SMO algorithm was applied in this research to provide an

efficient approach to solve the quadratic problem in the OC-SVM method. The

adaptive SMO algorithm was modified by Schölkopf et al. and Platt ([44], [68]).

As mentioned in the previous section, αi, w and ρ were the tuned parameters

through the training process where w and ρ were dependent on αi. Thus, the principal

optimization problem for the OC-SVM method is to optimize αi. By applying the

SMO method, a pair of α(s) will be selected and optimized for each iteration. For

example, the optimizing function for α1 and α2 are as follows:

min
α1,α2

1

2

2∑
i=1, j=1

αiαjKij+
2∑

i=1

αiCi + C

Ci =
N∑
j=3

αjKij, C =
N∑

i=3, j=3

αiαjKij

Subject to 0 ≤ α1 ≤
1

νN
, 0 ≤ α2 ≤

1

νN

(4.23)

Where, α1 and α2 are the selected pair from αi for optimization. From the linear

equality constraint of α1 and α2 , the summation of α1 and α2 is the same before and

after optimization ([68]–[70]). Therefore,

α1 + α2 = s (4.24)



CHAPTER 4. MACHINE LEARNING METHODS 41

Where s represents the sum of the selected α1 and α2 before optimization. Then,

the optimized α2 could be updated as:

α2new =
s(K11 −K12) + C1 − C2

K11 +K22 − 2K12

(4.25)

From Eq. 4.24 the optimized α1 could be attained:

α1new = s− α2new (4.26)

For every step of optimization, the offset parameter of the decision function would

require re-calculated and updated using Eq. 4.27.

ρ =
N∑
j=1

αjk(xj, xi) (4.27)

The stopping criteria for SMO were the filter conditions for α optimization fol-

lowing the Karush-Kuhn-Tucker (KKT) conditions [71]. The first α selected for op-

timization was from the whole training dataset where any α that violated one of the

KKT conditions would be chosen for SMO (shown in Eq. 4.28 and Eq. 4.29).

(f(xi)− ρ) · αi > 0 (4.28)

or,

(ρ− f(xi)) ·
(

1

νN
− αi

)
> 0 (4.29)

Where f(xi) is derived from Eq. 4.20.

f(xi) = K1iα1 + K2iα2 + Ci (4.30)
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Where, Ci is denoted as Ci =
∑N

j=3 αjKij.

The second α, αj, can be selected using the argument in Eq. 4.31:

j = argmax
n∈N

|f(xi)− f(xn)| (4.31)

Once every α has satisfied the KKT conditions (listed in Eq. 4.28 and Eq. 4.29),

the learning process is terminated. With the optimized output α, tuning parameters,

w and ρ, were then could be computed by Eq. 4.16 and Eq. 4.17.

4.2.2 One-Class Linear Regression (OC-LR)

The second method I used to accomplish the one-sided learning basis anomaly detec-

tion system was the OC-LR method. Similar to the OC-SVM method, only normal

behavioural data of the reaction wheel were used for training. As shown in Figure

4.1, there was an approximate functional relationship between reaction wheel current,

angular velocity and angular acceleration that can describe the normal behaviour of

the spacecraft. Therefore,

i = f(ω, ω̇) (4.32)

Where, the reaction wheel current, i , is a function of reaction wheel angular

velocity, ω, and reaction wheel angular acceleration, ω̇.

As the reaction wheel accelerates, the angular velocity of the reaction wheel in-

creases, so does the current. Thus, a polynomial functional relationship for reaction

wheel currents, angular velocity and angular acceleration was assumed. The relation-

ship can be expressed as:

i = aω + bω2 + dω3 + eω̇ + fω̇2 + kω̇3 + c (4.33)
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Where, a, b, c, d, e, f , k are the constant parameters of the function. In this

method, the reaction wheel current, i , the reaction wheel angular velocity, ω, the

reaction wheel angular acceleration, ω̇, still took account for training the system. The

reaction wheel was the expected output of the function from training. The output

reaction wheel current was then utilized as the failure-diagnosing measurement to

detect failures. Since i , ω and ω̇ were collected in time series, the function can also

be expressed as shown in Eq. 4.34:

i = X LR ·A (4.34)

Where,

X LR =
[
ω ω2 ω3 ω̇ ω̇2 ω̇3 1

]
=


ω1 ω2

1 ω3
1 ω̇1 ω̇2

1 ω̇3
1 1

ω2 ω2
2 ω3

2 ω̇2 ω̇2
2 ω̇3

2 1
...

...
...

...
...

...
...

ωN ω2
N ω3

N ω̇N ω̇2
N ω̇3

N 1

 (4.35)

N is the total number of the training data. X LR is a N × 7 matrix which contains

all training data of ω and ω̇ for the OC-LR method in time series (present in Eq.

4.35). A is the matrix that comprises of all function parameters (a, b, c, d, e, f , k).

Therefore, Eq. 4.34 becomes:
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i1

i2
...

iN

 =


ω1 ω2

1 ω3
1 ω̇1 ω̇2

1 ω̇3
1 1

ω2 ω2
2 ω3

2 ω̇2 ω̇2
2 ω̇3

2 1
...

...
...

...
...

...
...

ωN ω2
N ω3

N ω̇N ω̇2
N ω̇3

N 1

 ·



a

b

d

e

f

k

c


(4.36)

To solve for A, the problem became to solve a system of linear equations. The

inverse of a matrix was used:

A = X−1
LR · i =


ω1 ω2

1 ω3
1 ω̇1 ω̇2

1 ω̇3
1 1

ω2 ω2
2 ω3

2 ω̇2 ω̇2
2 ω̇3

2 1
...

...
...

...
...

...
...

ωN ω2
N ω3

N ω̇N ω̇2
N ω̇3

N 1



−1

·


i1

i2
...

iN

 (4.37)

As X LR is not a square matrix (n× n), it was not invertible. Hence, in Eq. 4.38,

Moore-Penrose Pseudo Inverse was used instead of using inverse matrix of X LR [72].

X LR† = (X T
LR ·X LR)

−1X T
LR (4.38)

Where, X LR† is the pseudo inverse matrix of X LR. X
T
LR is the transpose matrix

of X LR.

Then, by using the pseudo interse matrix of X LR, the parameters of the system

of linear equations were calculated as:

A = X LR † ·i (4.39)
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From Eq. 4.39, the expected reaction wheel current can be predicted through the

computed parameters, A.

i predict = X LR ·A (4.40)

Where, i predict is the predicted reaction wheel current computed by using the

Moore-Penrose Pseudo Inverse of X LR.

The difference between the predicted and measured reaction wheel current from

the training data was then calculated and used as the disgnosing metric for the

following given tests to determine if there was a failure. The current difference was

calculated as:

i diff = i predict − i (4.41)

Where, i diff is the difference between the predicted current and the measured

current of the reaction wheel.

After I calculated the current difference, the Empirical Rule (68-95-99.7 Rule) was

selected as the failure detection criteria. By using the Empirical Rule, it was assumed

that the collected training data followed a normal distribution. The Empirical Rule

implies that in a normal-distributed data, 68.27% of the data falls within 1 standard

deviation of the data mean, 95.45% of the data falls within 2 standard deviations of

the data mean, and 99.7% of the data falls within 3 standard deviations of the data

mean. Figure 4.2 shows an example of the 68-95-99.7 rule application on a normal

distributed data population.
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Figure 4.2: Empirical Rule (68-95-99.7) Plot [73]

By applying the 68-95-99.7 rule to the calculated current differences, as the whole

training dataset was from normal behaviour of the spacecraft, it indicated that:

� Within 1 standard deviation of the data mean, there is a probablity that 68.27%

of the data is normal.

� Within 2 standard deviations of the data mean, there is a probablity that 95.45%

of the data is normal.

� Within 3 standard deviations of the data mean, there is a probablity that 99.7%

of the data is normal.

Then, the failure detection criteria were calculated from the standard deviations

of the data mean based on the 68-95-99.7 rule. Three detection criteria were: 1

standard deviation of the current difference mean, 2 standard deviations the current

difference mean, and 3 standard deviations of the current difference mean. Where,
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CIlimit1 = µdiff ± 1σdiff

CIlimit2 = µdiff ± 2σdiff

CIlimit3 = µdiff ± 3σdiff

(4.42)

µdiff is the current difference mean, σdiff is the standard deviation of the current

differnce. CIlimit1 is the limit of 1σdiff of the current difference mean, CIlimit2 is the

limit of 2σdiff of the current difference mean, CIlimit3 is the third limit of 3σdiff of the

current difference mean. µdiff and σdiff were calculated from the current differences

from traning data (shown in Eq. 4.41), where

µdiff =

∑
idiff
N

(4.43)

idiff is the calculated current difference at one timepoint from training data.

After calculating the current difference mean, the current difference standard de-

viation was determined:

σdiff =

√∑
|idiff − µdiff |2

N
(4.44)

The probability of the data that fell into the normal behavioural data range was:

Plimit1(µdiff − 1σdiff ≤ x ≤ µdiff + 1σdiff ) ≈ 68.27%

Plimit2(µdiff − 2σdiff ≤ x ≤ µdiff + 2σdiff ) ≈ 95.45%

Plimit3(µdiff − 3σdiff ≤ x ≤ µdiff + 3σdiff ) ≈ 99.73%

(4.45)

Where, Plimit1 is the probability of 68.27% that data falls into the range of µdiff ±

1σdiff , Plimit2 is the probability of 95.45% that data falls into the range of µdiff ±

2σdiff , Plimit3 is the probability of 99.73% data falls into the range of µdiff ± 3σdiff .
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After calculating the limits through the training data, the detection system was

capable of diagnosing failures from the test data. With the limit of 1σ of the data

mean, labels were assigned as:

y =

0 µdiff − 1σdiff ≤ xtest ≤ µdiff + 1σdiff

1 xtest < µdiff − 1σdiff and xtest > µdiff + 1σdiff

(4.46)

With the limit of 2σ of the data mean, labels were assigned as:

y =

0 µdiff − 2σdiff ≤ xtest ≤ µdiff + 2σdiff

1 xtest < µdiff − 2σdiff and xtest > µdiff + 2σdiff

(4.47)

With the limit of 3σ of the data mean, labels were assigned as:

y =

0 µdiff − 3σdiff ≤ xtest ≤ µdiff + 3σdiff

1 xtest < µdiff − 3σdiff and xtest > µdiff + 3σdiff

(4.48)

Where, label 0 was assigned to all normal test data (within the limits), and label

1 was assigned to all failure test data (outside the limits).



Chapter 5

Simulated Tests Results and

Discussion

In this chapter, training data, training process and simulated anomaly-detection tests

for the two-sided learning and one-sided learning anomaly detection systems are pre-

sented. The details of how the training data were created and how the training process

were undertaken will be addressed. The simulated anomaly-detection-test datasets

will be presented. Two types of the simulated tests were performed; test results for

each anomaly detection system will be inlcluded. Test performance for each method

will also be analyzed and discussed in this chapter.

49
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5.1 Two-Sided Logistic Regression7

5.1.1 Training Dataset for Two-Sided Logistic Regression

As mentioned in the previous chapter, the Logistic Regression method was adopted

to accomplish the two-sided learning basis anomaly detection system. To begin with

training this system, I used the simulated spacecraft attitude dynamics control system

model developed in Chapter 3, with variable viscous bearing friction in one of the

reaction wheels.

Using the model, I created a dataset of 100 different slew trajectories with random

slew rates and slew periods over a time-span of 10,000 seconds as the training dataset

used to train the two-sided learning basis detection system. The simulated slews

in time series are shown in Figure 5.1 which presents the desired slew rates of the

spacecraft in time series. Figure 5.2 presents the measured slew rates of the reaction

from gyroscopes with a random noise of 0 rad/s mean and a variance of 2.5 ×10−6

rad/s.

To reduce and control the impacts from variable factors, all slews had the same

slew axes and acceleration rates. The applied slew axis was [
1√
3
,
1√
3
,
1√
3
] and the

slew acceleration rate was 0.001 rad/s2 for each of the simulated slew profile.

7This section is a modified version based on the paper [1], [2] published in AIAA SciTech 2021

Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip Ferguson,

copyright © 2021 by Yujia Huang, reproduced with permission.
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Figure 5.1: Desired Slew Rates in Time Series for Logistic Regression

Figure 5.2: Gyro Measurements Slew Rates in Time Series for Logistic Regression
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The training data included both normal and abnormal data. The first 5000-second

set of training data was obtained from the healthy trajectories of the spacecraft where

the nominal viscous friction of reaction wheel was 1 × 10−5 Nm/(rad/s). The next

5000-second set of data was added after the first set of training data where viscous

friction failures were incorporated. During simulation, degradation in the reaction

wheel bearing was selected to be the research object. When the reaction wheel bearing

degrades, the lubrication condition in the reaction wheel reduces. Therefore, the

simulated failures into the system were created by increasing the viscous friction

where the reaction wheel friction would grow with bearing wear.

The failure model was simulated with changes of viscous friction in random con-

stant values (see in Eq. 3.21), starting at the 5000th second of the total slews and

changing every 10 seconds. Each 10 second period contained a different abnormal

value of viscous friction (greater than the nominal value, m was randomly selected

and greater than 1), with nominal friction periods between the abnormal periods. An

example of how the friction failures were generated is shown in Figure 5.3. In this plot,

it shows an example of how the friction failures were generated in 1000 seconds. Data

points located at 1× 10−5 Nm/(rad/s) were the nominal viscous friction dedicated to

a normal reaction wheel. Other data points greater than 1× 10−5 Nm/(rad/s) were

when the reaction wheel bearing degradation failures happened.
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Figure 5.3: Viscous Frictions with Failures in 1000 Seconds

To analyze the behaviour of the spacecraft, reaction wheel current, reaction wheel

angular velocity, and reaction wheel angular acceleration data were considered as the

most efficient training features from all available outputs from the simulated model.

The current, angular velocity, and angular acceleration were all collected from the

model with a time step of 10 Hz. Therefore, there was a total of 100,0000 datapoints

collected for each training feature.

Figure 5.4, Figure 5.5, and Figure 5.6 show the collected reaction wheel current,

angular velocity, and angular accleration from simulated slews failures in time series.

The viscous friction failures started at 5000th second and were applied for every 10

seconds. It is important to note that some failures occurred during the coast phase of

the slews, while others occurred during the acceleration phase. This training set was

designed to provide a rich enough data set such that the Logistic Regression method

could distinguish between abnormal viscous friction and a normal wheel acceleration

(since the reaction wheel current naturally increases during normal operations).
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Figure 5.4: Collected Reaction Wheel Currents in 10,000 s

Figure 5.5: Collected Reaction Wheel Angular Velocity in 10,000 s
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Figure 5.6: Collected Reaction Wheel Angular Acceleration in 10,000 s

Then, the collected data from the simulated models were prepared and processed

for learning. The behaviours for the collected data were labelled as 0 or 1 before

training the system to distinguish the normal data and the abnormal data. The

data with no failure was labelled as “0”, and the data with failure was labelled as

“1”. The normal and abnormal training datasets were stored as one dataset. For

every timepoint, each training task involved three data points (in reaction wheel

current, angular velocity and angular acceleration) for a single corresponding label.

The training process is shown in Figure 5.7.
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Figure 5.7: Training Process of Logistic Regression

The consecutive data was required to provide enough information for the training

process. With a total of 100,000 training data with 3 features and 100,000 correspond-

ing behaviourial labels, the classifier was trained to learn the logistical relationship of

the decision boundary between the data with no failure and with failure. The input

training data in a 3D plot can be seen in Figure 5.8. It was observed that decision

boundary between the normal and failure data formed an inclined plane. During the

learning process, the parameters for the decision boundary plane could be obtained

where W = [-0.1145, -9.4851, -1.4441, 110.4964]. With the most weighted parameter

from the computed parameters of the decision boundary, the reaction wheel angu-

lar velocity took the most important role through the three training features. The

cost fuction with respect to the number of learning iteration is shown in Figure 5.9.
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With the number of iteration increases, the cost of the training process decreased and

gradually converged.

Figure 5.8: Training Data in 3D Plot for Logistic Regression

Figure 5.9: Cost Function for Logistic Regression during Training
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To examine the trained classifer for the Logistic Regression method, 75% of the

total collected data was used for training, the remaining 25% of the data was used

for cross validation. The detection accuracy of the validation dataset was 87.65%.

The receiver operating characteristic curve (ROC) with varied examine thresholds

is plotted in Figure 5.10 where the area under the ROC curve (AUC) was 83.28%.

The detection accuracy and the AUC value from the validation dataset indicated a

good performance of the trained classifer by the Logistic Regression method. The

random guess line was labelled in the ROC plot (shown in Figure 5.11), where the

AUC under the random guess line is 0.5. The random guess line provides a reference

criterion to assess a trained classifer which represents the detection ability of the

classifier to distinguish between normal and abormal datapoint are equal[74]. If the

detection results are above the random guess line, it indicates that the True Positive

Rate (TPR) for the test is greater than False Positive Rate (FPR) and the detection

results are acceptable [74]. If the detection results are below the random guess line,

it indicates that the FPR is greater than TPR where the trained classifier has low

ability to distinguish behaviours. An Equal Error Rate (EER) line was also labelled

in the plot where the EER point was found as the interception point between the

ROC curve and the EER line. The EER point showed the best threshold could be

chosen for the trained classifier where the TPR (True Postive Rate) was around 0.8

with the FPR (False Positive Rate) of 0.22. It can be observed that the trained

classifier by using Logistic Regression method had a low ability to differentiate the

abnormal behaviour for the validation dataset before reaching the EER point.
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Figure 5.10: Receiver Operating Characteristic Curve of the Cross Validation

Dataset of Logistic Regression

Figure 5.11: Receiver Operating Characteristic Curve of the Cross Validation

Dataset of Logistic Regression with Equal Error Rate Point
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5.1.2 Simulation Tests for Logistic Regression

After the training and cross validation stage, two tests were given to the system for

failure detection. The first test was to examine if the designed detection system is

capable of detecting slow changes in friction parameters over a long time period. The

second test was to examine if the detection system is capable of detecting intermittent

friction failures during slews.

In the first test, ten different random slews were developed for testing. The friction

failure started at the midpoint of the slew (at the 500th second). The slew axis and

acceleration rate were identical with the slew axis and acceleration simulated in the

training dataset. The slew axis was [
1√
3
,
1√
3
,
1√
3
] and the slew acceleration rate was

0.001 rad/s2. At the 500th second, the friction failure occurred and began to increase

gradually with respect to time in a rate of 0.02. Then,

fvisousfailtest1 = fviscousnominal
(1 + 0.02t) (5.1)

Where, fvisousfailtest1 is the friction failure added in test one dataset. t is the time

when the failure began, starting from the 500th second to the 1000th second in the

first test. Figure 5.12 shows how the viscous friction changed when creating the first

test dataset.

Figure 5.12: Viscous Friction in Test 1
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The corresponding reaction wheel current, angular velocity and angular acceler-

ation are shown in Figure 5.13, Figure 5.14 and Figure 5.15. When there was more

friction in the reaction wheel, more current was taken by the reaction wheel. Since

a PD controller was applied in the reaction wheel subsystem, there was no obvi-

ous increase or change in the behaviour of the reaction wheel angular velocity and

acceleration.

Figure 5.13: Reaction Wheel Current Data Plot for Test 1
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Figure 5.14: Reaction Wheel Angular Velocity Data Plot for Test 1

Figure 5.15: Reaction Wheel Angular Acceleration Data Plot for Test 1
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The predicted results of test one for real-time spacecraft behaviour are presented in

Figure 5.16. The normal and abnormal behaviour of the spacecraft were represented

as “0” and “1” respectively.

Figure 5.16: Prediction Results of Test 1 for Logistic Regression

By observing the predicted test results in Figure 5.16, the false label predictions

were mainly taken place at around 575th second, 705th second, and 900th second. Af-

ter comparing these timepoints with the reaction wheel angular velocity plot and the

angular acceleration plot in Figure 5.17 and Figure 5.19, it was found that the predic-

tion errors all happened when the reaction wheel was accelerating or deaccelerating.

As the viscous friction failure was increasing with time at a small rate (0.02) at the

same time, it was reasonable for the detection system to determine the reaction were

having a normal accelerating/deaccelerating motion. Comparatively, the detection

system showed a better performance when the reaction wheel was coasting.

Figure 5.17 shows the plot of ROC curve for test one as well as the AUC. The
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detection accuracy for test one was 85.9% with an AUC of 0.7981. The random guess

line and the EER line are presented in Figure 5.18. The best threshold for this test

could be selected from the EER point where the TPR was about 0.78 with the FPR

of 0.22.

Figure 5.17: Receiver Operating Characteristic Curve of Test 1 for Logistic Regression
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Figure 5.18: Receiver Operating Characteristic Curve of Test 1 for Logistic Regression

with Equal Error Rate Point

In the second test, another set of ten random slews was used for testing. In

this test, I implemented trapezoidal-like viscous friction profiles. The magnitude of

the friction failure from each phase was increased with time in an increasing rate of

0.03 rad/s2, then remained at a constant level for a short time (20-30s). Then, the

friction failure decreased back to the nominal value of the viscous friction to 1 ×10−5

Nm/(rad/s) with a decreasing rate of -0.03 rad/s2. The change of the viscous friction

profile can be expressed as:

fvisousfailtest2 =


fviscousnominal

(1 + 0.03t) tfailstart ≤ t ≤ tcoast

fviscousnominal
(1 + 0.03tcoast) t = tcoast

fviscousnominal
(1 + 0.03tcoast − 0.03t) tcoast ≤ t ≤ tfailend

(5.2)
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Where, fvisousfailtest2 is the friction failure added in test two dataset. tfailstart is the

initial time when the friction failure started, tcoast is the time when the friction was

expected to be maintained at a constant level, and tfailend
is the end time when the

friction failure dropped back to the nominal viscous friction. Figure 5.19 shows the

two viscous failure profiles in test two.

Figure 5.19: Viscous Friction in Test 2

Figure 5.20, Figure 5.21, and Figure 5.22 show the datasets of reaction wheel

current, angular velocity and angular acceleration corresponding to the change of the

viscous friction for test two.
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Figure 5.20: Reaction Wheel Current Data Plot for Test 2

Figure 5.21: Reaction Wheel Angular Velocity Data Plot for Test 2
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Figure 5.22: Reaction Wheel Angular Acceleration Data Plot for Test 2

Figure 5.23 below shows the testing results from test two with the detection ac-

curacy of 62.5%. Figure 5.24 shows the ROC curve plot and the AUC of 0.7219 and

Figure 5.25 shows the random guess line and the EER line for the ROC plot for the

test two. The false predictions in test two were shown at around 205th second, 300th

second, 400th second, 510th second and 600th second. Similar to the test one perfor-

mance, these false behavioural predictions were also taken place during acceleration

and deacceleration motions of the reaction wheel. The best threshold selected for the

trained classification model in this test was selected when the TPR was about 0.71

and the FPR was about 0.28.
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Figure 5.23: Prediction Results of Test 2 for Logistic Regression

Figure 5.24: Receiver Operatig Characteristic Curve of Test 2 for Logistic Regression
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Figure 5.25: Receiver Operatig Characteristic Curve of Test 2 for Logistic Regression

with Equal Error Rate Point

With the detection results of the spacecraft’s behaviour (Figure 5.16 and Fig-

ure 5.24), the two-sided learning detection system showed good performance for de-

tecting long-term visous friction failures during the simulated anomaly testing, but

showed poor performance when detecting intermittent friction failures. Moreover, the

false anomaly detections mainly appeared during the acceleration and deacceleration

phases of the reaction wheel behavioural profiles. By comparing the ROC curves for

each test with the random guess line, the classifier trained by the Logistic Regression

method showed a relatively poor ability to distinguish the normal and abnormal cases

for the simulation tests before reaching the ERR point.
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5.2 Two-Sided OC-SVM and OC-LR9

5.2.1 Training Dataset for OC-SVM and OC-LR

All the training data for the OC-SVM and the OC-LR methods was from healthy

spacecraft slews. To make the proposed two-sided and one-sided anomaly detection

systems comparable with each other, the training dataset for the one-sided learning

anomaly detection system was taken from the first 5000 second data from Logistic

Regression training dataset, where the first 5000-second data was deemed to be normal

data with the viscous friction of 1 ×10−5 Nm/(rad/s).

Figure 5.26, Figure 5.27, and Figure 5.28 present the datasets of the reaction

wheel current, angular velocity and angular accelration to train the one-sided learn-

ing system using OC-SVM and OC-LR. The datasets were identical to the first 50,000

datapoints of the two-sided Logistical Regression training datasets and were all nor-

mal.

9This section is a modified version based on the paper [1], [2] published in AIAA SciTech 2021

Forum and 35th Small 35th Annual Small Satellite Conference by Yujia Huang and Philip Ferguson,

copyright © 2021 by Yujia Huang, reproduced with permission.
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Figure 5.26: Reaction Wheel Currents Training Dataset for OC-SVM and OC-LR

Figure 5.27: Reaction Wheel Angular Velocity Training Dataset for OC-SVM and

OC-LR
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Figure 5.28: Reaction Wheel Angular Acceleration Training Dataset for OC-SVM

and OC-LR

5.2.2 Simulation Tests for OC-SVM and OC-LR

After developing the training dataset for OC-SVM and OC-LR, identical simulation

tests were used to examine both systems. The first test was when the viscous friction

failure started at the 500th second, and the second test was when the intermittent

viscous friction failures were added. Testing results for OC-SVM are presented in

section 5.2.2.1, and the testing results for OC-LR are presented in section 5.2.2.2.

5.2.2.1 Simulation Results for OC-SVM

The anomaly detection results from test one for the OC-SVM method is shown in

Figure 5.29, and the ROC Curve for this test is shown in Figure 5.30. The detection

accuracy for test one was 83.0% and the AUC was 0.8206. The random guess line and
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the EER line for the ROC curve is presented in Figure 5.31, where the best threshold

was selected from the ERR point with the TPR of 0.85 and the FPR of 0.12.

Figure 5.29: Prediction Results of Test 1 for OC-SVM

Figure 5.30: Receiver Operating Characteristic Curve of Test 1 for OC-SVM
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Figure 5.31: Receiver Operating Characteristic Curve of Test 1 for OC-SVM with

Equal Error Rate

The detection results from test two by OC-SVM is presented in Figure 5.32 and

the ROC Curve for this test is shown in Figure 5.33. The detection accuracy for test

two was 61.4% with the AUC of 0.6931. The best threshold for the trained classifier

in test two was from the EER point based on the EER line and the ROC curve. The

EER point is shown in Figure 5.34, where the TPR was 0.61 and the FPR was 0.38.
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Figure 5.32: Prediction Results for Test 2 for OC-SVM

Figure 5.33: Receiver Operating Characteristic Curve of Test 2 for OC-SVM
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Figure 5.34: Receiver Operating Characteristic Curve of Test 2 for OC-SVM with

Equal Error Point

By comparing the results from the two tests for OC-SVM, the anomaly detection

system showed good performance for test one with the detection accuracy of 83.0%.

The system showed a low detection accuracy on test two where the detection accu-

racy was around 60%. The detection system also presented great performance on

identifying and diagnosing long-term friction failures while showed a relatively poor

performance on detecting intermittent friction failures. According to the random

guess reference line, the classifier trained by the OC-SVM method showed a good

ability to distinguish the normal and abnormal cases for the first simulation test but

showed a poor detection ability for the second test.
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5.2.2.2 Simulation Results for OC-LR

For the OC-LR method, the coefficients of the assumed polynomial function were first

computed and summarized in Table 5.1. Then, the ideal current of the training data

was calculated from Eq. 4.40. The plot of predicted and measured reaction wheel

currents is shown in Figure 5.35. The difference between the ideal and measured

reaction wheel currents is plotted in Figure 5.36.

Table 5.1: Predicted Coefficients of the Polynomial Function for OC-LR

Computed Coefficients a b c e f k c

0.0008355 -9.6614 ×10−8 -1.5768 ×10−8 0.08606 -5.6301 ×10−5 7.4941 ×10−7 0.0008520

By combining the equations in Eq. 3.21, Eq. 3.22, Eq. 3.25, and Eq. 3.30, the

actual reaction current function can be expressed as:

i(t) =
I rwω̇rwreal

(t) + sign(ωrwreal
) · (fcoulomb) + kfωrwreal

kt
(5.3)

As I rw, f coulomb, kf and kt were all constants, it could be observed that the actual

reaction current function was in a linear relationship with the reaction wheel angular

velocity and the reaction wheel angular acceleration. From Table 5.1, the predicted

coefficients also proved the approximating functional relationship was correct (the

initial guess of the relationship was shown in Eq. 4.33) .

The three limits according to the 68-95-99.7 rule were calculated and were also

shown in the current difference plot (Figure 5.36), where the calculated limit of 1σ

was ±0.004, the calculated limit of 2σ was ±0.008, and the calculated limit of 3σ was

±0.0121 with the mean of the current difference of 0.
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Figure 5.35: Measured and Predicted Reaction Wheel Current using OC-LR

Figure 5.36: Differences between Measured and Predicted Training Current Data

using OC-LR
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The two simulation tests were then performed by using the OC-LR method and

the behavioural labels were predicted. For the first test, the ideal testing currents

were computed as shown in Figure 5.37. The difference between the ideal and the

measured currents was evaluted as plotted in Figure 5.38. The behavioural labels were

predicted after comparing the calculated testing current difference with the simulated

measured testing current.

Figure 5.37: Measured and Predicted Reaction Wheel Currents for Test 1 of OC-LR
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Figure 5.38: Differences between Measured and Predicted Reaction Wheel Currents

for Test 1 of OC-LR

Using the 68-95-99.7 rule based on current difference from the training data, three

anomaly detection predictions were made (presented in Figure 5.39). If the calculated

testing current difference between the ideal and the measured current data was greater

than the anomaly detection criteria limits, the behaviour was determined to be ab-

normal. Otherwise, the behaviour was labelled as normal. With the limit of µ ± σ

from training data, the detection accuracy for test one was 88.90%. With the limit of

µ± 2σ, the detection accuracy for test one was 92.90%. With the limit of µ± 3σ, the

detection accuracy for test one was 90.0%. The ROC Curve for test one using OC-LR

is shown in Figure 5.40 with the AUC of 0.7667. Figure 5.41 presents the EER point

selected for the trained classifier by using OC-LR where the TPR was 0.78 with the

FPR of 0.23.
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Figure 5.39: Prediction Results for Test 1 for OC-LR

Figure 5.40: Receiver Operating Characteristic Curve of Test 1 for OC-LR
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Figure 5.41: Receiver Operating Characteristic Curve of Test 1 for OC-LR with Equal

Error Rate Point

The output ideal currents for test two is shown in Figure 5.42, the calculated

current difference is presented in Figure 5.43, and the anomaly detection results for

test two is shown in Figure 5.44. With the limit of µ ± σ from training data, the

detection accuracy for test two was 88.50%. With the limit of µ± 2σ, the detection

accuracy for test two was 83.60%. With the limit of µ ± 3σ, the detection accuracy

for test two was 78.50%. The ROC curve for test two by using the proposed OC-LR

method is shown in Figure 5.45 with the AUC of 0.7530. The selected EER point

with the best threshold for the classifier in this test in shown in Figure 5.46, where

the TPR was 0.78 and the FPR was about 0.25.
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Figure 5.42: Prediction Results for Test 2 using OC-LR

Figure 5.43: Differences between Measured and Predicted Reaction Wheel Currents

of Test 2 using OC-LR
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Figure 5.44: Prediction Results of Test 2 using OC-LR

Figure 5.45: Receiver Operating Characteristic Curve of Test 2 for OC-LR
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Figure 5.46: Receiver Operating Characteristic Curve of Test 2 for OC-LR with Equal

Error Rate Point

By comparing with the detection results from the two tests for OC-LR, this

anomaly detection system had the best detection accuracy on both simulated tests

over the Logistic Regression and the OC-SVM methods (shown in Table 5.2). With

the limit of 95.45%, the detection accuracy for test one was around 93.0%. The detec-

tion accuracy was 88.50% for test two with the limit of 68.27%. Although the OC-LR

method showed the best detection results on these two simulated tests, the OC-SVM

method showed the best trained classifer for the first test - the AUC for test one was

0.7981. A higher AUC value represents better trained classifier. The OC-LR has the

best trained classifier for test two with the AUC of 0.7530. The Logistic Regression

method has a relatively average trained performance on both simulated tests with the

AUC of 0.7981 for the first test and the AUC of 0.7219 for the second test. According

to the ROC curves for each test with the random guess line, the classifier trained by



CHAPTER 5. SIMULATED TESTS RESULTS AND DISCUSSION 87

the OC-LR method showed a poor ability to distinguish the normal and abnormal

cases for the simulation tests before reaching the EER point.

From the perspective of the training process, the Logistic Regression method and

the OC-LR method required prior knowledge of the training data. In terms of the

Logistic Regression method, both normal and abnormal behavioural data have to be

included in the training dataset where the normal and abnormal should have a clear

boundary between each other. Such system is more capable of detecting apparent

failures in the spacecraft’s behaviour. For the OC-LR method, although it did not

need abnormal data for training, it required an initial guess for the potential functional

relationship between the training features. From that, space engineers and experts

may need to stay on-site if the OC-LR detection system is put in use for a mission.

Table 5.2: Simulated Anomaly Detection Tests

Logistic Regression (Two-Sided) One-class Support Vector Machine (One-Sided) Linear Regression (One-Sided)

Simulated Test 1 Accuracy 85.90% 83.0%

88.90% (CI of 68.27%)

92.90% (CI of 95.45%)

90.00% (CI of 99.73%)

Area under the curve 0.7981 0.8206 0.7667

Simulated Test 2 Accuracy 62.50% 61.40%

88.50% (CI of 68.27%)

83.60% (CI of 95.45%)

78.50% (CI of 99.73%)

Area under the curve 0.7219 0.6931 0.7530



Chapter 6

Physical Test Results and

Discussion

In this chapter, physical training data and the training process for the one-sided

learning anomaly detection systems are presented. A motor test stand was used to

mimic the behaviour of a real motor. The details of the physical motor test, test setup

and procedure will be illustrated. The proposed one-sided learning methods discussed

in Chapter 4, the OC-SVM and OC-LR methods, are validated by the motor test.

The physical anomaly test results for both methods will be compared and discussed.

6.1 Test Setup

The proposed one-sided learning system was tested by a real physical motor test.

Similar to the simulated tests performed in the last chapter, the one-sided learning

detection system was only trained by the nominal behaviour of the motor and was

expected to detect friction failures to distinguish between normal and abnormal motor

motion.

88
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The test was performed with a Tyro Robotics Series 1580 TestStand, which in-

cludes a brushless motor with drone propeller. I used the brushless motor to mimic

the reaction wheel behaviour, and changed the size of the drone propeller to mimic

a friction failure on the motor. There were two propellers used in the physical tests

(shown in Figure 6.1). The big propeller (with a size of 9.0” × 4.0”) was expected

to provide more friction (drag) and would need more current to actuate. The smaller

propeller (with a size of 7.0” × 4.0”) was expected to provide less friction and would

need less current to actuate. Figure 6.2 shows the TestStand with the brushless motor

and Figure 6.3 shows the whole physical test setup with the 9.0” × 4.0” propeller. In

this test, the behavioural data collected from the 7.0” × 4.0” propeller was deemed

to be normal. The data collected from the 9.0” × 4.0” propeller was assumed to be

failure data.

Figure 6.1: Motor Test Propellers
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Figure 6.2: Motor Test Stand

Figure 6.3: Motor Test Stand with Propeller
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First, the training data for the motor test was collected. Since the physical test

was to examine the one-sided learning anomaly detection system, training data was

only collected from the the 7.0” × 4.0” propeller. The training data was collected

for 4000 seconds in time series. The motor current, angular velocity and angular

acceleration were used as the training features. The collected training data of motor

current, angular velocity and angular acceleration are shown in Figure 6.4, Figure

6.5, and Figure 6.6 respectively.

Figure 6.4: Collected Motor Training Current in Time Series (Normal)
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Figure 6.5: Collected Motor Training Angular Velocity in Time Series (Normal)

Figure 6.6: Collected Motor Training Angular Acceleration in Time Series (Normal)

There was only one test performed for the physical test. For the test, 2290 seconds
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data was collected. The first 1065-second data was all collected from the 7.0” × 4.0”

propeller as the behaviour from the smaller propeller was assumed to be normal. At

the 1065th second, the friction failure was designed to happen. To mimic the friction

failure, the 7.0” × 4.0” propeller was replaced by the 9.0” × 4.0” propeller. The

collected motor current is in Figure 6.7, the angular velocity is in Figure 6.8, and the

angular acceleration is in Figure 6.9.

To test the generality of the proposed one-sided learning anomaly detection sys-

tem, two types of the motion were included in this test. During the first 1065 seconds,

the motor performed intermittent motions where stops were added between slews. At

the 1065th second, an initial speed was given to the motor where the continuous

motion started.

Figure 6.7: Motor Test Current in Time Series
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Figure 6.8: Motor Test Angular Velocity in Time Series

Figure 6.9: Motor Test Angular Acceleration in Time Series

The training data collected from the motor (normal data collected from the 7.0” ×
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4.0” propeller) was fed into the proposed one-sided learning basis anomaly detection

systems. After training the system using OC-SVM and OC-LR method, the physical

motor test was performed. The detection results from the OC-SVM method is shown

in Figure 6.10. The ROC curve for motor test for OC-SVM method is presented in

Figure 6.11 and the EER point for this test is shown in Figure 6.12. The OC-SVM

presented an aproximately perfect detection results on the physical motor test with

accuracy of 97.25% and an AUC of 0.9723. The best threshold for the motor test by

using OC-SVM was selected from the EER point where the TPR was 0.97 and the

FPR was about 0.05.

Figure 6.10: Motor Test Results from OC-SVM
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Figure 6.11: Receiver Operating Characteristic Curve for Motor Test by OC-SVM

Figure 6.12: Receiver Operating Characteristic Curve for Motor Test by OC-SVM

with Equal Error Rate Point
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For the OC-LR method, the coefficients for the motor current function was first

computed and shown in Table 6.1. Then ,the predicted motor current was computed

(shown in Figure 6.13). Similar to the simulation tests, the difference between the

predicted current and the measured current was calculated (Figure 6.14). The three

limits, µ± σ, µ± 2σ and µ± 3σ, were evaluated based on the calculated the current

difference and presented in Figure 6.14.

Table 6.1: Predicted Coefficients of the Motor Function for OC-LR

Computed Motor Coefficients a b c e f k c

0.002821 2.9003 ×10−5 2.6506 ×10−6 0.001482 7.4120 ×10−5 -5.0446 ×10−5 0.009403

Figure 6.13: Measured and Predicted Motor Currents for OC-LR
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Figure 6.14: Differences between Meausred and Predicted Motor Currents for OC-LR

The motor test was then performed by using this method. The expected current

was first predicted with the input motor speed and acceleration (see in Figure 6.15).

Then the test current differences were calculated and the three limits from training

data were utilized to diagnose the failure. The plot for the test current differences

and the calculated three limits are shown in Figure 6.16.
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Figure 6.15: Measured and Predicted Currents for Motor Test by OC-LR

Figure 6.16: Differences between Measured and Predicted Motor Test Data for OC-

LR
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The detection results are shown in Figure 6.17 and the ROC Curve is in Figure

6.18. With the limit of µ ± σ from motor training data, the detection accuracy for

the physical test was 91.71%. With the limit of µ ± 2σ, the detection accuracy for

the motor test was 97.25%. With the limit of µ± 3σ, the detection accuracy for test

two was 99.13%. The ROC curve for test two using the proposed OC-LR method is

shown in Figure 6.18 with the AUC of 0.9983. The EER point for the OC-LR trained

classifier is shown in Figure 6.19 with the TPR of about 1 and the FPR of 0.

Figure 6.17: Motor Test Results from OC-LR
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Figure 6.18: Receiver Operating Characteristic Curve for Motor Test

Figure 6.19: Receiver Operating Characteristic Curve for Motor Test with Equal

Error Rate
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A summary of the physical motor test results for the proposed one-sided learning

anomaly detection system is shown in Table 6.2. By applying the OC-SVM method,

the detection results showed high accuracy of 97.25%, and the OC-LR method showed

a relatively high accuracy of 99.13% with a limit of 99.73%. Both methods, the

OC-SVM and OC-LR, had almost perfect AUC of 0.9723 and 0.9983 respectively.

Comparatively, the OC-LR system had a better trained classifer than the OC-SVM

system. By comparing the ROC curves for each test with the random guess line, the

classifier trained by the OC-SVM method showed a good ability to distinguish the

normal and abnormal cases for the simulation tests. By comparing the ROC curves

for each trained classifier with the random guess line for the motor test, the classifier

trained by the OC-LR method showed a better ability to distinguish between the

normal and abnormal cases than the OC-SVM method.

Table 6.2: Physical Test Results for OC-SVM and OC-LR

One-class Support Vector Machine (One-Sided) Linear Regression (One-Sided)

Physical Test Accuracy 97.25%

91.71% (CI of 68.27%)

97.25% (CI of 95.45%)

99.13% (CI of 99.73%)

Area under the curve 0.9723 0.9983



Chapter 7

Conclusion and Future Work

The overall objective of this research was to develop a feasible automated anomaly

detection system for a ground station that is capable of learning the normal behaviour

of a spacecraft over a period of time without requiring any expert knowledge of the

spacecraft and report subtle deviations and anomalies when detected. I proposed two

hypotheses to achieve such an autonomous ground station. The hypotheses were:

Hypotheses 1: A ground station can learn the nominal behaviour of a spacecraft

attitude control system after observing a specific failure-free period of a spacecraft

operations using an artificial neural network or other suitable deep learning method.

Hypotheses 2: A ground station can detect un-trained failures from the perfor-

mance of the spacecraft attitude control system after a primary learning phase from

a specific failure-free period.

To accomplish the proposed objective and investigate hypotheses, in this research,

I developed a ground-based automated anomaly detection system for a small satellite

attitude dynamics control system by applying both two-sided and one-sided machine

learning algorithms. Both two-sided and one-sided learning detection systems were

expected to identify and detect anomalies when there was a subtle bahavioural fail-

103
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ure in the attitude control system. The proposed fault-detection system was able to

identify and diagnose small viscous friction failures by learning from the behaviour of

the satellite’s attitude control system in a specific period, specifically in the commis-

sioning phase of the satellite mission. Logistic Regression methodology was used to

develop a two-sided learning anomaly detection system. One-Class Support Vector

Machine (OC-SVM) and One-Class Linear Regression (OC-LR) methods were used

to develop the one-sided learning anomaly detection system.

First, the two-sided learning anomaly detection system was developed to provide

an insight for the development of the one-sided learning system to achieve my research

goals. To implement the two-sided learning anomaly detection system, I used both

normal and abnormal behaviour from the attitude dynamics system of the spacecraft

for training. The behavioural data was mainly from the reaction wheel outputs in

the attitude dynamics system. From the available reaction wheel outputs, reaction

wheel current, angular velocity, and angular acceleration were selected as the training

features. The normal behaviour of the reaction wheel was simulated from healthy

trajectories with a nominal viscous friction. The abnormal behavioural data was

created from bearing degradation failures where the friction was greater than the

nominal viscous friction. Both normal and abnormal data were labelled as 0 and 1

(“Normal” and “Abnormal”) and were used to train the system. The system was

expected to explore a logistic relationship between the spacecraft’s behavioural data

and behavioural labels during operations. A decision boundary was determined to

classify the spacecraft behaviour after training.

The one-sided learning anomaly detection system was developed by only learning

from the nominal behaviour of the satellite where data only from healthy slews was

collected for training. For the OC-SVM method, a one-class classifier was built from

a hyperplane decision function during training. The adaptive Sequential Minimal

Optimization (SMO) method was utilized to solve the quadratic problem in the ap-
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plication of OC-SVM algorithm to provide an optimal solution for the hyperplane

decision function. For the OC-LR method, a polynomial function was computed

during training to describe the relationship between reaction wheel current, angular

velocity, and angular acceleration. The Empirical Rule (68-95-99.7 Rule) was used in

this method where three classifiers were built based on this rule to classify the data.

Two simulated tests and one physical test were developed to validate the feasibility

and detection accuracy of the proposed anomaly detection systems. In the simulated

tests, untrained reaction wheel bearing failures were added into the attitude control

system to examine whether the fault-detection system was capable of detecting and

diagnosing the reaction wheel failures. After demonstrating the system in simulation,

a motor physical test was performed using the one-sided learning anomaly detection

systems where I replicated the tests on real motor hardware, simulating failed bear-

ings by adding friction to the motor. Similar to the simulations, the detection system

was only trained by nominal behaviours from the motor and was able to detect fric-

tion failures to distinguish between normal and abnormal motor motion. The motor

anomaly test illustrated and proved the feasibility and generality of the proposed one-

sided learning fault detection system for space systems. The detection performances

for each system are analyzed and summarized in Table 7.1. Pros and cons for each

developed anomaly detection system are summarized in Table 7.2.
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Table 7.1: Anomaly Detection Performance for Proposed Automated Systems

Logistic Regression (Two-Sided) One-class Support Vector Machine (One-Sided) Linear Regression (One-Sided)

Simulated Test 1 Accuracy 85.90% 83.0%

88.90% (CI of 68.27%)

92.90% (CI of 95.45%)

90.00% (CI of 99.73%)

Area under the curve 0.7981 0.8206 0.7667

Simulated Test 2 Accuracy 62.50% 61.40%

88.50% (CI of 68.27%)

83.60% (CI of 95.45%)

78.50% (CI of 99.73%)

Area under the curve 0.7219 0.6931 0.7530

Physical Test Accuracy - 97.25%

91.71% (CI of 68.27%)

97.25% (CI of 95.45%)

99.13% (CI of 99.73%)

Area under the curve - 0.9723 0.9983

Table 7.2: Summary of Pros and Cons for Proposed Automated Systems

Methods Pros Cons

Logistic Regression

- Easy to implement

- Less time to compute results

- Good performance on detecting long-term failures

- Require binary labelled data for training

- Require clear boundary between normal and abnormal data

One-Class Support Vector Machine (OC-SVM)
- Only requires nominal data for training

- Good performance on detecting long-term failures

- Require clear boundary between normal and abnormal data

- Relatively hard to implement

- Poor performance on detecting intermittent failures

One-Class Linear Regression (OC-LR)

- Only require nominal data for training

- Easy to implement

- Good performance on detecting failures for all tests

- Require an initial guess for potential functional relationship

- Affected by noise

Overall, the systems based on the Logistic Regression and One-Class Linear Re-

gression (OC-LR) methods were easier to accomplish than the One-Class Support

Vector Machine (OC-SVM) method. Both Logistic Regression and One-Class Sup-

port Vector Machine (OC-SVM) algorithms had limitations and restraints on the

training data and process. There were more advantages to use the One-Class Linear

Regression (OC-LR) method to build the anomaly detection system. However, it

required prior knowledge on the potential relationship between the training features.

To diagnose a failure for the One-Class Linear Regression (OC-LR) method, three

limits (68.27%, 95.45%, and 99.73%) were tested in this research. From the analysis

of the area under curve (AUC), each test showed the same performance on the trained
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classifer where the AUC was identical when using different limits. Regarding to the

detection accuracy, CI of 95.45% present a relatively stable results for all three tests.

Although it did not have the best accuracy on all tests, it was less susceptible to be

affected by the noise of the data. Therefore, in this research, the One-Class Linear

Regression (OC-LR) was considered as the most suitable method to put in use for a

future space mission.

The main contributions of my research were:

1. A mathematical model of a spacecraft attitude control system, including a clus-

ter of reaction wheels that enabled custom bearing failures to be injected.

2. An evaluation of the performance of a two-sided logistic-function-based machine

learning algorithm for detecting subtle changes in reaction wheel bearing friction

based only on simulated downlinked satellite data.

3. An analysis and a validation of the performances of a one-sided logic-regression-

based and a one-sided-classification-based machine learning algorithms for de-

tecting subtle changes in reaction wheel bearing friction based on both simulated

downlinked satellite data and physical motor experiments data.

Future work on this research can be improving the detection accuracy and per-

formance on the simulation tests for all methods. To improve the detection accuracy

and performance, an analysis of the training data can be first conducted to discover

the impacts from the training data and process on the different anomaly detection

tests. From the training process in this research, I found out that different sets of

training data had different effects on the testing results. By adding more training

data or involving more training features for the learning process, it may improve the

current detection accuracy.
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Further, more effort can be put to develop different fault-detection systems by

implementing other suitable one-sided learning algorithms as well as with different

types of failure tests. One suitable one-sided learning algorithm can be One-Class

Neural Networks (OC-NN) method. The OC-NN system is also expected to only

learn from the nominal behaviour of the satellite using neural network layers. Same

simulation tests can be used to test the system. If an input test datapoint is accepted

by the trained OC-NN system, the test data will be labelled as normal. If an input

test datapoint is rejected by the trained OC-NN system, the test data will be labelled

as abnormal.

Different types of failure in the spacecraft’s attitude dynamics control system can

be considered as some common failures that may happen during a space mission,

such as errors in reaction wheel speed feedback, increase in reaction wheel electrical

resistance, etc. Furthermore, the proposed anomaly detection system can also be

used in other subsystems of the satellite (e.g., power subsystem, thermal subsystem)

to detect over or undervoltage failures and temperature failures. And with the rapid

development in the AI field, novelty anomaly detection systems using multi-class

classification method has become more popular. The system will not be limited to

only detecting one kind of failure but is capable of detecting multiple failures at the

same time. The multi-class anomaly detection system can be further developed on

the basis of the current simulations that I have performed in this research.
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