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Abstract        

 

      Distributed Denial of Service (DDoS) attacks remain a major threat in cybersecurity. Although 

extensive research has been conducted to detect and prevent DDoS attacks, industry still lacks 

effective tools and mechanism to achieve that goal. This is mainly due to the mutating (changing) 

nature of these attacks, as well as the development of new techniques used by the perpetrators of these 

acts. Traditional methods of dealing with DDoS attacks have proven to be deficient and inefficient in 

accurately detecting these attacks as most of those techniques were able to classify and detect only 

known classes of attacks. Therefore, successful identification of these attacks in their early stages is 

the utmost priority which is yet to be accomplished with all other detection techniques. 

      This thesis addresses some of the challenges of detecting DDoS attacks on a real-time basis. A 

multifractal approach has been proposed for better and timely detection of DDoS attacks. The 

approach is based on measuring the complexity of the traffic self-affinity .The detection performance 

of this technique is compared with their traditional detection mechanisms, and an improvement in 

performance is reported in terms of time, computational speed, memory or resource usage and 

accuracy. The evaluation of the limitations of the traditional methods against multifractal approach is 

also considered. 

      The use of multifractal analysis in detecting DDoS attacks provides an improvement compared to 

other techniques as a result of the multiscale complexity measures. Since this multiscale relationship 

exists in the Internet traffic of packets, anomalies can be detected on increasing time scales. This 

makes it possible to detect the presence of such attacks in the Internet traffic, an important feature that 

is missing in other current alternative detection techniques. 
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Chapter 1 
 

Introduction      
       

     Distributed Denial of Service (DDoS) attacks exploits the Internet with the motive of disrupting 

legitimate users while trying to access some network resources or exhausting their connection capacity 

or bandwidth by sending unwanted traffic to its victim. These types of attacks take advantage of the 

inherent weaknesses and vulnerability of the network devices across the Internet and are rapidly 

becoming the weapon of choice for hackers around the globe. Various types of network facilities or 

devices such as servers, switches, routers, and firewalls have security loopholes and weaknesses. 

Weaknesses emerging from an improper configuration, security policies, and technological settings 

have posed a high level of damage to the Internet and has led to several machines been compromised 

by attackers. 

     The Internet has grown exponentially in recent years as government, banking, several businesses, 

and personal applications continue to increase and multiply on the Internet with a good motive to serve 

and provide better services to all the end users. This approach of inventing new applications, services, 

and new data network paradigms also contributed to enormous traffic growth experienced on the 

Internet. However, these great innovations can be a source of security risks to end users, the 

information of the companies and government establishments. Any organization that does not possess 

a robust and secured countermeasure against her most important asset (information) stands the risk of 

losing such an asset. 

    According to [YoZH08], the first noticeable and documented instance of a DDoS attack took place 

in August 1999 at University of Minnesota, when a DDoS attack was deployed on 227 systems and 

made them unavailable for over two days. This same attack occurred on a large scale and affected 

Yahoo in February 2000 when the Yahoo website not accessible for a duration of three hours. Again 

on February 8 2000, eBay, CNN, Amazon, and Buy.Com were all victims of a DDoS attack causing 

degradation and even stopped them completely from functioning. Compared with Denial of Service 

(DoS) where a single host is used to launch an attack which is inefficient and easily detectable, DDoS 
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attackers use botnets made up of comprised systems in order to overwhelm their targets in a 

coordinated manner. 

     DDoS attacks are classified based on the exploitation techniques used by the attack sources. Firstly, 

attackers use their improved technological understanding to exploit the vulnerabilities at the target or 

victim’s environment using sophisticated tools and techniques. Secondly, attackers make use of brute 

force to slow down or degrade the network resources and bandwidth of the victim [ShGu07]. 

     DDoS attacks on computer and computer networks are basically targeted at either network 

resources or bandwidth [KuAs11]. In first case, perpetrators act by flooding the target machine or 

network with malicious traffic.  Flooding attacks are aimed at depleting the host system resources such 

as CPU time and memory. The targets are hosts normally connected to the Internet with high resources 

capabilities. When the traffic getting to the host becomes more than it can handle, it continually drops 

packets from legitimate users and attackers. The host effectively communicates to both parties to 

reduce their sending rates but the attack sources continue with the normal rate, this eventually leads to 

the host resources (CPU cycle and memory space) getting exhausted and not being able to service 

legitimate users because it has run out of resources [ShAs07].  

      The second case is targeted at host network bandwidth and these types of attacks are more severe 

than the resource consumption attacks. Malicious traffic emanating from the attackers results in the 

overwhelming of servers, which grossly affects real users. Common types of DDoS attacks carried out 

on the Internet are User Datagram Protocol (UDP) flooding, Internet Control Message Protocol 

(ICMP) flooding (which are both network bandwidth based type attacks), SYN flood, Doman Name 

Service (DNS) flooding (which are both system resource based types of attacks). 

     The goal of network security is to protect confidentiality of information, maintain the integrity of 

the data and ensure the availability of important information to users. At any point in time preventing 

rightful users from accessing the network services could be annoying to the extent that it creates a lack 

of trust and loss of customers or subscribers to some big organizations and businesses thereby affecting 

their profits or yearly turnover. Thus studying DDoS attacks and continuous efforts in the development 

of techniques that can accurately and reliably detect their impact continue to be an active and important 

area of research and development for many fields such as the telecommunications industry and 

financial institutions. This will be achieved through the development of the multifractal technique that  
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is able to accurately detect DDoS attacks in its early stages providing more reliable results as compared 

to other approaches. 

 

1.1  Problem Statement 

 

     Separation of legitimate traffic from DDoS attacks is a huge task considering the resources and 

computational analysis that most engineering professional devotes to sanitizing their database by 

ensuring important software, access accounts, firewalls are checked and updated every day.  

Traditional techniques for detecting DDoS attacks are limited in scope and less efficient considering 

the huge impact these attacks have on legitimate users. To solve this problem, we introduce the 

multifractal approach of analyzing Internet traffic for DDoS attacks detection. The characteristic 

features of this technique and its significance are all addressed in this thesis. 

 

1.1.1  Motivation 

 

     The Internet has helped in evolving the global community through various forms of applications 

and software that has enhanced and improved its user’s productivity. Individuals, industries, and 

organizations make use of the Internet for several purposes related to the running of their businesses. 

The primary purpose of the design of the Internet was to ensure fast and reliable communication among 

its users. Since securing the Internet was not initially considered, the entire architecture created an 

unregulated way for perpetrators to hack users with intensions such as intellectual challenge, politics, 

and prestige to disrupt services requested by legitimate users, causing service outages, and leakage of 

data by taking full control of victim’s computer in order to gather sensitive information. Threats like 

phishing, email spamming, Internet Protocol (IP) spoofing, worms, viruses, Trojan horses, port 

scanning, ping of death, hacking of user’s account or password and packet sniffing have become a 

daily and continuous problem against the use of the Internet. 

      Among all of these threats, DDoS attacks are a big concern to all organizations considering the 

fact that it is launched on a large scale with no traceability of the location of the attacker. The effect  
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of DDoS attacks is increasing on a daily basis and becoming a serious concern to the cyber world. 

Therefore, all businesses and organizations require more robust and sophisticated techniques which 

are capable of detecting these threats without affecting normal daily operations with customers. 

 

1.1.1.1  Detection Location 

 

     The main goal of a DDoS detection scheme is to ascertain the presence of DDoS attacks as soon as 

attacks occur at the source location [ZaJT13]. The nature of the DDoS attack influences the type of 

detection, defense, and mitigation techniques to be deployed to curb the activities of attackers on the 

Internet. Several research works and investigations have been done in the past on the best way to 

approach the detection of DDoS attacks and that work has identified in three locations where a defense 

mechanism or technique can be deployed for accurate detection. These locations are: 

 

(i) Source End: This involves deploying the defense or detection mechanism close to the 

source of the traffic in order to identify the malicious packets in outgoing traffic and 

perform some filtering on the traffic. This approach seems to be the best technique for 

detecting and avoiding DDoS attacks as it helps to minimize the damage on normal or 

legitimate traffic.  

(ii) Intermediate End: For this technique, a network device, usually routers, are used to 

independently detect the malicious traffic and filter the traffic. Both the legitimate and 

attack packets arrives at the router before the filtering is performed. This simplifies the 

traceability and detection of attacks. The disadvantage is that the intermediate devices have 

a likelihood of being partaker of an attack. 

(iii) Victim End: The detection mechanism is planned in such a manner that the detection of 

the attack takes place at the victim side, where the system detects and performs the filtering 

of malicious incoming traffic at the routers of a victim networks. In this case, it is very easy 

to separate both the legitimate and attack traffic either using anomaly detection or signature 

schemes. The major disadvantage to this technique is that such attacks would have already 

saturated the bandwidth of a victim’s network as well as lead to denial or degradation of  
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              attempted services. This makes this defense mechanism unsuitable for detection of attacks   

 

1.1.1.2  Similarity in Traffic Source and Patterns 

 

     The perpetrators of DDoS attacks tend to confuse the victims of such attacks from investigating the 

source and location from which the attacks were launched. By so doing, attackers normally employ 

the use of spoofed IP address to send hundreds or thousands of packets to overwhelm the resources of 

the target. Network packets are usually sent in a manner that makes it very difficult to identify 

legitimate traffic from the real attacks since both packets are sent using the same types of IP addresses. 

This makes the detection very difficult and demands a more sophisticated, effective means to 

identifying such attacks by reducing false alarm rate.  

 
 

1.1.2  Problem Definition 

 

     The changing nature of attacks on the Internet is a real challenge for any defense mechanism due 

to the fact that attackers are developing their malicious skills and launching new types of sophisticated 

attacks on a daily basis. The application of supervised learning in this realm will be inefficient since 

classifiers are only trained with known attacks and will not be able to detect unknown ones especially 

those with behavioral patterns that are quite different from the existing attack classes. Therefore, it is 

very difficult to design and implement an efficient supervised DDoS detection system that could 

monitor traffic in real-time. The major challenges expected of a reliable DDoS detection mechanism 

or technique are highlighted below and these issues prompted the need for an effective and efficient 

approach in dealing with the detection of DDoS attacks. 

 

1.1.2.1  Scalability 

 

     A detection technique should be scalable to permit deployment in real networks. It should be able 

to identify, analyze, process and make decisions regarding incoming packets in real time. Storing data 
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to be analyzed later after an attack is unacceptable as the network resources would already have been 

exhausted and saturated.   

 

1.1.2.2  Speed 

 

     DDoS attackers exhaust bandwidth of legitimate users as well as available network resources by 

using a large number of zombies or bots to perform an attack and this takes place in a matter of seconds 

(milliseconds). It is therefore important to have a robust technique which is fast enough to detect 

attacks as they occur within the network.  

 

1.1.2.3  Accuracy 

      

     The accuracy of any detection mechanism is of paramount importance as such technique must be 

able to differentiate high rate DDoS traffic from normal incremental or fluctuation (flash crowds) 

without consuming much processing resources and must have high accuracy when doing so. 

 

1.1.2.4  Cost  

 

     The computational cost of such detection techniques, model or mechanism is another concern for 

all network operators and organizations.  

  

1.1.2.5  Resource Utilization  

      

     Another challenge with the present detection mechanism has to do with the complexity involved 

with such an approach. This relates to memory usage of the technique deployed and the volume of 

computations to be performed by the detection scheme. 
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1.1.3  Proposed Solution 

       

     DDoS attacks have proven to be a very difficult attack to detect and stop on the network as it 

presents itself as normal traffic from legitimate Internet users. This makes it a pertinent threat that 

needs to be curbed as early as possible to avoid its propagation across the network. Implementing a 

DDoS detection mechanism is very difficult and based on the comparison of all the existing detection 

schemes from various research works, it was realized that a large number of such schemes were not 

conforming to the requirement for real-time network defense. As stated earlier, the computational 

speed, accuracy, implementation cost, and resource usage are the important factors that determine the 

best choice of technique to be used for the detection of DDoS attacks. Hence, methods used for 

detecting DDoS attacks in Internet traffic have shifted from a traditional approach to a multifractal 

approach which has so far been effective in detecting such attacks as they happen (in real- time).  

      The multifractal analysis which started and gained attention in [Kins94] is able to detect the 

complexity contained in an Internet traffic dataset [Kins09] by exploiting the self-affinity within the 

packets and identifying new unknown classes of attacks with an added advantage of real-time 

capability, computational speed and less resource usage [SaFK14]. A seminal paper by Leland et al 

[LTWW94] resulting from four (4) years of extensive work provided detailed evidence of the fractal 

nature of Ethernet packets. According to [Kins17], a fractal is an object whose smaller portions are a 

replica of the whole structure when viewed under varying degrees of magnifications (scales) and 

retains its statistical complexity during this process. 

      Multifractals can be defined as a combination (mixture) of one or more fractals in time or space 

and are suited for characterizing complex network traffic. It has been shown in [SaTe99] that self-

affine traffic is structurally similar over a very wide ranges of time scales and the fact that a process 

is self-affine renders a single scale insufficient while multifractal analysis is used to extract the features 

in different scales. Self-similarity in fractals can be represented by a fractal dimension. Also, 

estimation of fractal dimension provides useful information required for detecting anomalies in 

Internet traffic due to its ability in looking at traffic patterns at multiple scales simultaneously. 
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1.2  Thesis Formulation 

 

      This section of the thesis elaborates on the thesis statement, thesis goals, thesis objectives and 

concludes with the research questions. 

 

1.2.1  Thesis Statement 

 

      The aim of this thesis is to reliably and effectively detect DDoS attacks in Internet traffic at its 

early stage through a multiscale approach taking into consideration the accuracy, memory usage, and 

real-time capability as well as identifying possible limitations with this DDoS detection approach. 

Internet packets have been proven to exhibit high variability and bursty structures over a wide range 

of time scales which led to the self-similar nature used in characterizing traffic data at all scales of 

resolutions [ZhYW10]. Also, processes like Internet traffic cannot be analyzed using a single-scale 

approach due to the existence of the nontrivial correlation within a specific observation window “at  a 

distance” in the time series. These Long Range Dependencies (LRD) emanating from the time series 

of the Internet packets is vital for the detection of these highly sophisticated attacks hence the reason 

for choosing the multiscale approach for DDoS detection. 

 

1.2.1.1  Thesis Goals 

 

The goals of this thesis are to accomplish the components required for the realization of the aim listed 

above. 

1. Overcome the deficiencies and ineffectiveness of traditional approaches used for DDoS 

detection. 

2. To investigate the suitability and effectiveness of learning systems such as machine learning 

and deep learning with the available dataset in order to ensure acceptable accuracies for DDoS 

detection. 
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3. Implementing the proposed multiscale approach to verify and validate its ability to detect 

DDoS attacks in early stages by applying the acquired dataset. 

 

4. To ascertain if learning systems can be adopted as a robust tool which can be used to achieve 

acceptable detection accuracy for DDoS attacks in a real-world scenario.  

 

1.2.1.2   Thesis Objectives 

 

The thesis has three main objectives: 

1. Study, survey and examine the current techniques for detection and prevention of DDoS attacks in  

order to acquire further knowledge through the understanding of these techniques including: 

(a) Investigating the best approach and method of acquisition of a real DDoS dataset suitable for 

this research work. 

 

(b) Identifying the most suitable method and tool for analyzing the obtained dataset. 

 

2. Design the proposed DDoS detection architecture for both the learning system and multiscale 

approach by: 

(a) Preprocessing of the acquired datasets into a usable format. 

 

(b) Dividing the data into training and testing data. 

 

(c) Feature reduction and extraction leading to the creation of relevant statistical features from 

the datasets. 

 

(d) Testing the proposed method with the extracted features to ascertain the system's ability to 

detect the attacks correctly. 

3. Evaluate the effectiveness of the learning system and multiscale technique using the modified 

dataset resulting from the statistical features obtained from the real DDoS dataset.   
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1.2.3   Research Questions 

  

       This thesis will be answering the listed research questions on the approaches used for detecting 

DDoS attacks.  

 

1. What is or are the reasons for selecting the learning systems and multiscale technique used in 

this thesis for detecting DDoS attacks patterns in Internet traffic? 

2. There are lots of computational complexities involved using traditional techniques due to the 

long time taken to find any anomaly condition. How fast can the multiscale technique detect 

the presence of DDoS attacks?  

3. Some of the techniques developed are theory based and only a few can work effectively in the 

real environment. Is the multiscale technique able to capture such attacks in online mode?         

4. To what degree of accuracy do the learning systems and multiscale technique identify DDoS 

packets? 

5. What is the reason behind the choice of using flow-based technique rather than traffic volume 

for detecting DDoS attacks? 

6. Is there any limitation(s) regarding the use of both the learning systems and the multiscale 

technique? 

 

1.3  Thesis Organization 

 

     This thesis addresses the early detection of DDoS attack using a multifractal approach, it is divided 

into seven (7) chapters, which are structured around the research objectives. Chapter 2 presents 

literature review of DDoS Attacks, the classification, strategy, and architecture of DDoS Attacks. It 

also gives an insight into the present DDoS detection mechanisms. Chapter 3 provides a theoretical 

background on DDoS attacks and DDoS detection approaches. Also, this chapter presents details about 

the traditional methods of detecting DDoS Attacks and their limitations. The nature and characteristics 

of Internet traffic are discussed as well as the multifractal methods used in the thesis.  
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Chapter 4 focuses on the DDoS attack dataset used for this thesis, an explanation about the source of 

the dataset, its characteristics, and transformation of the dataset through a network packet analyzer. 

Chapter 5 includes the methodologies, the design of the experiment, preprocessing of the modified 

dataset, features extraction, evaluation and discussion of each experimental results. Experimental 

Results of the thesis work are discussed in Chapter 6 while the conclusions of this work are highlighted 

in Chapter 7. 
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Chapter 2 
 

Literature Review      
 

     The goal of the chapter is to present a detailed and adequate understanding of the common 

approaches and techniques used for detecting DDoS attacks. It includes an overview of the research 

work done in the past and the present state of the art approaches which leads to a more accurate and 

efficient means of mitigating the effect of these attacks on various organizational infrastructure 

exposed to the Internet. This chapter also provides a general introduction to the subject matter and 

gives a brief clarification between DoS and DDoS attacks. The taxonomies of DDoS attacks are 

explained and the characteristic feature that can ultimately serve as a yardstick for detection techniques 

are also discussed.  

 

2.1  Introduction 

 

     The evolution of the Internet, DDoS attacks tools and the increasing number of vulnerable hosts 

have led to several proposals from many researchers opting for various forms of detection mechanisms 

and approaches to minimize the effect of DDoS attacks. DDoS attacks have become one of the most 

disastrous attacks noticeable in cybersecurity. This could be traced to various limitations of the 

communication components on the Internet, continuous multiplicity of the attacks and difficulty in 

locating the specific source [KuAs11]. It is very difficult to detect in the sense that its traffic is not 

easy to identify, differentiate and isolate from legitimate user traffic.  

 

2.2  Denial of Service Attack 

 

     A denial of service (DoS) attack is launched to its target with the motive of disrupting the services 

request of its victim. This is achievable as a result of vulnerabilities in the architecture of the Internet 

protocol which  
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provides a means of exploitation of such loopholes to the attackers. Network resources such as user 

bandwidth, buffer spaces, and CPU memory are all affected when this type of attack occurs. DoS 

attacks occur when the victim’s network suffers degradation in its request for services specifically 

from one direct source [ZaJT13]. During this act, unwanted traffic is sent to the victim to ensure its 

bandwidth depletion and capacity making it difficult for the victim to attend to a service requests from 

the legitimate users. The increasing nature of this attack has exposed the network routers and servers 

to these attacks. However, since this type of attack emanates from a single source, tracing the source 

within the network and defining a set of rules on the network device could serve as an approach to 

stop the attacker from gaining access to the victim’s network [Kakl14].  

                                                  

2.2.1  Distributed Denial of Service Attacks 

 

     Distributed denial of service (DDoS) are large-scale attacks, coordinated attacks that are usually 

invoked by attackers against one or more targets on the Internet with the aim of exhausting the victim’s 

bandwidth and causing degradation or disruption of access to services from legitimate users [MiRe04]. 

In this case, several computers on the network (botnet or zombies) are employed to flood the victim 

with many packets within a short timeframe. The effect of DDoS attacks is severe and destructive 

because of its distributed nature, since a lot of botnets are directly involved in launching these attacks 

[KaFa11]. The attackers use more sophisticated tools to launch DDoS attacks and also spoof IP 

addresses on the Internet when doing so, thus falsifying the source of such attacks. 

 

2.3  Taxonomy of DDoS Attacks 

 

     The harmful nature of DDoS attacks led to intensive efforts by researchers to find a lasting solution 

to their effect on businesses and other important aspects of life. Before an attack could be launched, 

there must be a recruitment of forces (botnets) to be used, a decision must be made on the best way to 

install the bugs on the botnets (automation techniques), there must be some vulnerabilities to be 

exploited, the safest and untraceable architecture for invoking attacks must be chosen, the victim type  
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must be ascertained, the anticipated impact or severity of the attack should be examined and the rate 

of the attack is another factor that is considered [OoPh13]. A typical DDoS taxonomy is provided in 

figure 2.1 and it can be observed that the attackers in an attempt to invoke attacks on the victim, take 

into consideration all the factors that were mentioned above. A detailed and elaborate explanation of 

taxonomies described in [KaKB17] are provided in the subsequent sub-sections of this chapter. 

 

 
Fig. 2.1. Taxonomy of DDoS attacks. (After [KaKB17]) 

 

2.3.1  DDoS Motivation 

 

     Perpetrators of DDoS attacks are usually motivated by different reasons and these reasons could be 

the outcome of several factors. Therefore, the motivation behind the launching of DDoS attacks 

highlighted in [ZaJT13] are grouped below: 

1. Political Warfare: This is typical of the defense or security departments of two countries or 

organizations in which a large and critical section of each party’s infrastructure is basically the  
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            major target of an attack. 

2. Belief: These are inspired by religious belief, causing the victim to be attacked by an intruder 

with different spiritual understanding. 

3. Competition/Rivalries: This class of attacks could be traced to a desire for financial gain and 

growth. This could happen between organizations so that the affected corporation could lose 

customers and be sued for the loss of confidentiality to competitors thereby having an edge in 

the industry. 

4. Revenge: Attacks of this nature are the resulting effect of frustration and injustice as perceived 

by the attacker. 

5. Criminal Capabilities: An up and coming hacker will like to practice and experiment to 

improve his or her skills in such a domain. These attacks are launched to evaluate their 

competencies in the field. 

 

2.3.2  Architecture of DDoS Attack 

 

      DDoS attacks networks are basically categorized into two main groups namely Agent-Handler 

and Internet Relay Chat Architecture. This is based on the methods of communication that exist 

between the nodes in both architectural designs. 

1. Agent-Handler Architecture: In this type of architecture, botnets are the most important agents 

used in launching these attacks. Several machines or hosts on the network are controlled by an 

attacker. As shown below in Figure 2.2, the attacker/master sends control traffic to the 

handlers. The handlers are the intermediate link between the attacker and the agents [ShAs07]. 

The agents are machines which have been compromised by the handlers and are ready to be 

used to perform attacks on the targeted system. The attacker checks for active agents through 

the handlers. The owners of the machines used as bots are not usually aware of been used.   
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Fig. 2.2.  Description of agent-handler architecture. (After [ShAs07]) 

 

2. Internet Relay Chat Architecture: With this architectural design, the exchange of information 

between the master and bots is done using a secured Internet Relay Chat (IRC) channel to avoid 

traceability of their original addresses so as to ensure difficulties in detection of the source of the 

attacks [ZaJT13]. The master has the ability to launch an attack through the bots, controls and send 

attack commands to the bots at the same time while the bots responds to the master using a private 

chat system as seen below. The IRC allows for continuous communication and uses a text-based 

command syntax protocol without any authentication threat. The volume of traffic from such 

channels increases due to the presence of attackers hiding in them to send malicious commands to 

victims. Figure 2.3 below represents the architecture of the IRC architecture explained above. 
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Fig. 2.3.  IRC-based architecture. (After [ZaJT13]) 

 

2.3.3  Strategy of DDoS Attack 

 

     As stated earlier, the launching of DDoS attacks requires a botnet taking advantage of network 

vulnerabilities. In [ZaJT13], four steps indicated in figure 2.4 were used by the botnets before the 

victim’s services were completely disrupted and hijacked.  

 

1. Discovery: The first stage is the discovery of vulnerable hosts or agents available on the 

network. These agents are carefully selected by the attack and used to perform the attacks. 

Many computers running on the Internet with no updated protection such as antivirus or 

running pirated/outdated software are chosen as compromised host. These hosts are then 

used to scan and employ other available hosts and streams of attacks are continuously 

generated from these compromised host using their available resources. 
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2. Compromise:  The next stage is to compromise the acquired agents or host recruited on the 

Internet by installing malicious codes such as Trojans and malware on the compromised 

machines.  

3. Communication: The communication stage follows and this is where a line of 

communication is opened between the attacker and the handlers. During this phase, the 

attacker is updated on the status of all the active agents through the handler. Software 

residing in the agents are periodically updated and scheduling of attacks also take place. 

The attacker and handlers exchange information through various network protocols such 

as TCP, UDP or ICMP.  

4. Attack: The last stage is the launching of the attack, where the victim to be attacked is 

selected, duration of an attack, mode of attack, relevant features of attacks e.g. Type, Time 

to Live (TTL), Port number are all decided. 

 

 

Fig 2.4.  The strategy of DDoS attacks. (After [ZaJT13]) 

 

 
 

 

 

 

    

              —   18  of  102   —                                  February 12, 2019 



 

DDoS Detection                                                                                                                           2. Literature Review                                 

 

 

2.3.4  Classification of DDoS Attack 

 

     The best way to demonstrate the effect of this type of attack is to consider an instance whereby 

thousands of residents in a city queue up at the front of a polling unit waiting for officials to attend to 

them in order to cast their votes. They are all legitimate voters but it is not possible for all the voters 

to get the attention of the officials because several thousands people are already waiting in the queue 

to be served. In this scene, the casting of votes is the service request, voters are the legitimate 

users/traffic, officials are the web server while the thousands of request from the voters can be seen as 

a DoS attack. The main goals of these attacks is to deplete the systems bandwidth and exhaust its 

resources and these goals serves as the basis for classifying DDoS attacks as discussed in [KaKB17] 

with pictorial representation provided in figure 2.5. 

 

 

 

Fig. 2.5.  Classification of DDoS attacks. (After [KaKB17]) 

 

2.3.4.1  Bandwidth Depletion Attacks 

 

     These are specifically targeted towards consuming the bandwidth of the victim and rendering the 

link slow to handle other requests. This is further classified into flooding and amplification attacks. 
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The flooding attacks are the most common form of DDoS attacks, difficult to stop and the most 

destructive.   

 

1. TCP Flooding: Transmission Control Protocol (TCP) is a reliable means of exchange of 

messages between two nodes of a communication system on the Internet and ensures the safe 

delivery of packets to and fro the network. These attacks are quite different from those that 

arises from the three-way handshake, they take advantage of some flags in the TCP stake. 

During these attacks, an intruder uses spoofed IPs to send thousands of TCP ACK packets with 

the motive of depleting the victim’s bandwidth by increasing the load on the target’s network 

[OoPh13]. 

 

2. UDP Flooding: The User Datagram Protocol is an unreliable means of transfer of packets from 

a source to a particular destination on the Internet. Since reliability is not a factor considered 

with this protocol, it leads to latency during the exchange of data between the nodes involved. 

An attacker uses botnets to accomplish the task of sending out storms of UDP packets. UDP 

packets are sent from attacker to a port on the victim’s machine and the victim will check for 

the service or applications that is requested on such port after receiving the packet from the 

attacker. Once the victim performs its checks and realizes that there is no application to be 

served on the port, it generates a message “ICMP packet destination unreachable” to the 

spoofed IP [YoZH08]. Several transactions and exchange of UDP and ICMP messages leads 

to system malfunction or slow down. 

3. ICMP Flooding: This is also a very harmful form of DDoS attack and it is launched by sending 

broadcast of ICMP packets using ping commands. These packets are sent in several of 

hundreds or thousand of times till there is a timeout on the victim’s end which leads to slowness 

in its operation. The ICMP echo request is sent out continuously consuming high bandwidth 

which eventually saturates the link of the target since it is running on a lower bandwidth 

because each request must have a corresponding ICMP echo reply. 
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4. Smurf: This is also termed as “masquerade or IP spoofing attacks.  This occurs when the 

attacker manipulates the packets by forging the source IP thereby appearing to be a genuine 

and legitimate user in the network domain [ShAs07]. An attacker pretends to be an authentic 

user that resides within the same network of its target. During this process, the attacker scans 

through the victim’s network or external network from which the target receives services. An 

intruder broadcasts an ICMP echo request to hosts on the network with the spoofed IP address 

and many of these hosts will respond back with an ICMP echo reply which eventually leads to 

network congestion [KaKB17].  

 

2.3.4.2  Resource Exhaustion Attacks 

 

1. SYN Flood: This type of attack arises during the establishment of TCP connections and 

exchange of messages between a client and server. To set up a TCP connection, the client will 

start by sending SYN message to the server requesting a service connection to be opened up.  

Upon receiving this message, the server sends an SYN-ACK acknowledgment message to the 

client to validate it got the client message [ShAs07]. Once the client gets the SYN-ACK from 

the server, it responds back with an ACK message to finalize the establishment of the 

connection. The connection between the client and server is then open and both can now 

exchange data as required. This procedure is known as the “three-way handshake” and it must 

be established before communication can take place using the TCP/IP protocol. In a case where 

the server does not receive the ACK message from the client (half-open connection), it 

continues to send SYN-ACK repeatedly and can overwhelm the client memory since there is 

a limit to the number of messages that may be stored in the buffer space or memory of the 

client. A SYN flood attack is achieved by smurfing, the attacker ensures that the required ACK 

message by the client is not received by the target victim by sending an unreasonable number 

of SYN messages to the server presenting himself or herself to be a valid source IP.  

2. Ping of Death: This is an example of a DDoS attack that exploits the vulnerabilities of the 

TCP/IP stack by manipulating the TCP/IP portion of the packet header to falsify the presence 
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of more packets than its actual volume. During this attack, an ICMP echo request packet that 

exceeds the maximum allowable packet size is sent to the target and it cannot be processed.  

 

2.4  DDoS Mitigation and Detection 

  

Based on the reviewed research papers, there are mainly two approaches used in detecting DDoS 

attacks in network packets, namely: Traffic-based detection and packet-based detection. These 

mechanisms are further explained in the next section. 

 

2.4.1  Traffic-based Detection 

 

     Network or traffic flow simply means the complete round trip of IP packets within the network. In 

this analysis, the change in the traffic trend serves as the indicating factor used for identifying threats 

in the network [ShGu07]. A sudden surge observed in the pattern of the packets sent from Source IP 

to a Destination IP is used as a yardstick for the detection scheme. Most of the research works do not 

accept this detection analysis because it increases false alarms since the traffic patterns on the Internet 

could increase as a result of events that attract the attention of Internet users. 

 

2.4.2  Packet-based Detection 

 

     This is the process used for analyzing the presence of DDoS attacks in a specific network traffic 

data by performing critical analysis on the IP packet attributes. Packet headers such as source IP, 

destination IP and the number of packets are extracted from the dataset. Packets analysis tools such as 

Tshark, Tcpdump, packet sniffers, Wireshark and Snort are then used to analyze the threats [SaFK15].  

 

2.5  Overview of the Proposed Solution 

 

    In order to reliably and effectively detect the presence of DDoS attacks at an early stage, we propose 
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a method which is a combination of two types of learning techniques for analyzing Internet traffic 

dataset. Features were extracted from the dataset and used for thesis analysis. The scope of this thesis 

is limited to the application of Artificial Neural Networks, Long Short-Term Memory Recurrent 

Neural Network, and Multiscale technique on the extracted features of the training and testing data of 

the proposed solution. The proposed solution in this thesis originates from previous research works 

done in [YuLL17], [BeAw17], [FLMT18] and [MeFL18]. The introduction of the multiscale approach 

for the modification of the inputs to our different classifiers is a new paradigm that distinguishes this 

thesis from other research works in this domain.  

     Artificial Neural Networks (ANN) is a crucial technique adopted in artificial intelligence which 

emanates from an effort to mimic the cognition process of the human brain. It consists of a connected 

network of neurons at its output terminal and this human brain structure is widely used as a versatile 

algorithm in anomaly detection of DDoS attacks. Artificial Neural Networks have the ability to learn 

to classify intelligently and automatically by adjusting the weights of their network as well as coping 

with the demands of changing environment due to the possession of self-learning characteristics.  

     The motivation behind this proposed solution is to introduce a multiscale approach which can be 

used to compare the result of the classification performance of its single scale counterparts. This is 

achievable by modifying the structure of the inputs fed into both the ANN and Long Sort Term 

Memory Recurrent Neural Network (LSTM RNN) using the Variance Fractal Dimension (VFD) 

Algorithm which happens to be a robust and reliable techniques for multiscale analysis. The 

experimental results obtained from these three techniques shall be evaluated and compared using 

metrics associated with learning systems such as True Positive (TP), True Negative (TN), False 

Positive (FP), False Negative (FN), Precision (P), Recall (R), Accuracy (A) and the F-Score. The 

meaning of these evaluation metrics are provided below: 

 

1. True Positive (TP): This indicates that the model was accurate in predicting DDoS packets as 

it is contained in the labeled dataset. 

2. True Negative (TN): This is the case where the actual class of the labeled data was normal and 

the model was able to predict them as normal as well. 
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3. False Negative (FN): This is the situation whereby the class of the labeled dataset was an attack 

and the model predicted normal. 

4. False Positive (FP): In this scenario, the labeled class of the dataset is normal and the model 

predicted it to be an attack. 

5. Precision: This measures the number of correct classifications penalized by the number of 

incorrect classifications and denoted by the equation below: 

 

                                                    Precision (P) =   
𝑇𝑃

𝑇𝑃+𝐹𝑃 
                                             (1)                                                                                     

 

6. Recall: This measures the number of correct classifications penalized by the number of missed 

entries and given as: 

 

                                                        Recall (R) =   
𝑇𝑃

𝑇𝑃+𝐹𝑁 
                                                       (2) 

 

7. Accuracy: The accuracy of a learning system is the number of the correct classifications made 

by the model with respect to all other possible predictions made and calculated using the 

formula below: 

                                             Accuracy (A) =   
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝐹𝑃+𝐹𝑁+𝑇𝑁 
                                      (3) 

 

8. F-Score: This is defined as the harmonic average of both the precision and recall. 

 

                                                   F-Measure = 
2 ×(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛∗𝑅𝑒𝑐𝑎𝑙𝑙)

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
                                        (4) 

 

2.6  Related Works 

 

     In the last few years, the focus and attention of the research community to a large extent has mainly 

been the use of learning systems or machine learning for detecting DDoS attacks and these tremendous  
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efforts led to the discovery of some interesting results which were used as a foundation for designing 

detection schemes for these attacks. Several models and algorithms of supervised and unsupervised 

learning were developed to use the inherent properties of the network data to learn patterns that could 

be a pointer to detecting the threats in the data. These algorithms have succeeded in learning these 

pattern both in the offline and online mode of streams of network packets. They have been extensively 

deployed in the design of system of various kinds using the traffic flow characteristics or packet header 

information of network data to capture the malicious trends and classify them accordingly. The 

anomaly-based approach provided evidence that show differences between normal and anomalous 

traffic required for attacks detection. 

     In [Kakl14], DDoS attack patterns were detected by building an intelligent detection scheme which 

utilized machine learning techniques by analyzing the network packets of the CAIDA DDoS 2007 

Attack Dataset. The IP attributes of the packet header were used as features for the detection scheme. 

The dataset was divided into five different clusters from which training and testing datasets were 

selected before applying the Support Vector Machine (SVM) Algorithm. This technique provided a 

detection accuracy above 85% but high false alarm rate was observed using this detection mechanism. 

The author of [OoPh13] formulated a packet classification algorithm which uses statistical inference 

to extract specific IP packet header attributes of UCLA dataset to classify the packets as normal or 

attacks. K-Nearest Neighbor (K-NN) classifier due to its easy computation, short time computation 

and accuracy is then applied to the packet classification algorithm. This techniques proves reliable for 

detecting flooding attacks.  

     A Radial Bias Function (RBF) was used in [KaFa11] to analyze the incoming features obtained 

from a statistical approach method applied on packets containing DDoS traffic. This proposed 

technique was tested with the combination of UCLA dataset and simulated network traffic to establish 

a detection rate of 96.5% while varying the number of hidden neurons from 2 to 15. In [HsCh16], a 

detection method based on Neural Networks with implementation on Apache Spark cluster that used 

the 2000 DARPA LLDOS dataset was proposed. Normal network traffic was simulated while the 

DARPA dataset serves as the attacked traffic, both datasets were merged together and used to evaluate 

the proposed system. Statistical approaches was used to extract the important features from the IP 

packets which were fed into the designed neural network architecture and a detection rate of 94% was 
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achieved but the limitation of this technique was that the incoming features at times exhibit different 

behavior which led to a decrease in the accuracy. 

     The author in [WeWa11] studied the inclusion of fractal dimension in the back propagation 

algorithm of a neural network by considering the generalization of the possible relationship using   

learning rate of Back Propagation (BP) and weights of a fractal-ANN model. It was concluded that 

the computation of the fractal dimension of the weights of a BP (which is a fractal) and much better 

generalization results are obtained in the fractal dimension of range 3 and 4 when compared with 

increasing the learning rate of the neural networks. A technique which incorporates the use of Artificial 

Intelligence (AI) and RNN Ensemble to detect various DDoS attacks at the client and intermediate 

nodes was proposed in [IsSa09]. It was discovered that the behavioral patterns observed at both the 

client and intermediate nodes varies to a great extent and the RNN ensemble is sensitive enough to 

capture these variations. To detect DDoS attacks with this scheme, the number of requests rejected 

at the specific node and resource (CPU, Physical Memory, and NIC) usage parameters of the victim 

were the two main features which the detection algorithm (RNN ensemble) used to determine if the 

request is legitimate or malicious.  

     In [YuLL17], the authors designed a model called DeepDefense which is based on Recurrent 

Neural Network and used it to identify DDoS attacks in the ISCX2012 dataset. In this model, incoming 

packets were analyzed, filtered and stored in a database from which relevant network features were 

extracted. The features were normalized and different machine learning classifiers were deployed 

during the training and testing phase, DDoS packets were then dropped as indicated by the outcome 

of the classification. The dataset was gathered for 7 days and divided into two separate files namely 

Data14 and Data15. Each of these datasets was further divided into training and testing sets and were 

fed into four different models of classifiers. Convolutional Neural Network (CNN), Gated Recurrent 

Neural Network (GRNN), Long Short Term Memory (LSTM) and Random Forest (RF) methods were 

the models used in this paper and the experimental results obtain indicated a drastic reduction in the 

error rate. DeepDefense detection model led to reduction of the error rate by 39.69% in Data14 and 

from 7.517% to 2.103% in Data15 producing an accuracy of 97.996% with their LSTM model.  
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     The outcome of their findings indicated that RNN outperforms the conventional machine learning 

algorithms due to its ability to learn longer historical information in sequential data.  

     The research work by Fu et al. [FLMT18] considered detecting DDoS attacks by developing an 

intelligent model that is based on RNN. In this paper, the authors compared their model which works 

on the principle of LSTM RNN with other types of classifiers such as Gated-RNN, Probabilistic Neural  

Network, Radial Basis Neural Network, K- Nearest Neighbour, SVM, and Bayesian Rule. The NSL-

KDD data was used in the detection model. It contains four types of attacks (DoS, U2R, R2L, and 

probe) with training data collected for a period of seven weeks having 125,973 samples and testing 

data with 22,554 samples collected for two weeks. Both the training and testing sets undergo 

preprocessing stage in which relevant network traffic features were extracted before passing them 

through the different classifiers. The proposed model shows better performance when compared with 

other classifiers, an accuracy of 97.52% was achieved using LSTM RNN and the result also indicated 

that the model works faster than the other detection algorithms. 

     The authors in [BBVV17] developed a model which detected phishing websites on the basis of 

different URL features. Extracted features from the URLs served as input to the classification model 

which predicts if the URL is a phishing case or not. The model uses LSTM RNN to observe and learn 

the sequence of the URL character. Each character sequence shows a correlation that makes the URL 

to be related and this was used as a basis for classification in the detection model. A total of two million  

records of both real and phishing URLs were constructed in this paper, half of which were phishing 

and the remaining half was legitimate. Comparing the LSTM and Random Forest methods used in this 

research work, shows that memory consumption is less for LSTM while RF is higher, evaluation time 

for LSTM is much lesser than RF but it takes a long time to train LSTM. The efficiency of the model 

was proven with a 98.7% accuracy using LSTM RNN compared to the Random Forest that produced 

93.7% accuracy. The work in [LeKK17] utilizes six different types of gradient descent optimizers in 

LSTM RNN to develop an effective intrusion detection classifier.  

     This is one of the few papers that performed an in-depth investigation of the effect of various types 

of optimizers on the LSTM RNN classifier. The well-known KDD Cup99 dataset with four types of 

attack, containing several millions of records for the training and testing sets respectively was used to 

verify the effectiveness of the model. It was evident from the experimental result of this paper that 
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application of Nadam Optimizer in LSTM RNN performs better than its different counterparts. With 

the Nadam optimizer, detection accuracy of 97.54% and false alarm rate of 9.98% was obtained which 

are far better than values from other LSTM RNN optimizers. Massive progress in this domain was 

accomplished in [BeAw17], where the author designed a DDoS detection model that incorporated the 

use of LSTM RNN and Tensor-Flow. The author went a step further to train his model using the 

CPU and GPU systems and evaluated the effect of modification of different architectural components 

on the accuracy of the output of their model.  

     The dataset was divided into 5 different sizes and the Tensor Flow framework based on LSTM 

RNN was applied on the datasets. Tensor Flows are enriched with the ability to learn and update its 

state automatically with new features of Internet traffic packets without human supervision. An 

accuracy of 99.993% was recorded by adjusting the number of epochs and the size of the dataset using 

the CPU and GPU system. Observation shows that the accuracy is neither dependent on whether GPU 

or CPU system was used nor increase in the number of epochs but mainly as a result of the distribution 

of the sizes of the dataset during the experimental phase. 

     The research work in [MiCo18] focused on using application of a sequential autoencoder 

framework by applying LSTM-RNN for intrusion detection in a computer network. LSTM was 

utilized to learn the sequential data obtained from the computer network, then unsupervised learning 

of LSTM, GRU, Bi-LSTM and Neural Networks were all used to evaluate the model. Stochastic 

gradient descent was used with these algorithms alongside the ISCX IDS 2012 dataset. The LSTM 

produces the best result amongst all the other unsupervised algorithms with an accuracy of 95.19% 

obtained from the experimental result. Meng et al. [MeFL18] proposed a technique which combines 

Principal Component Analysis and LSTM RNN to obtain a high detection rate with the NSL-KDD 

dataset and Nadam gradient descent optimizer of LSTM RNN. More than 125,000 and 25,000 

samples were considered as training and testing sets during the experimental phase of this paper. 

The paper utilizes different types of classifiers as used in [FLMT18]. From the experimental results 

obtained with different classifiers, the proposed threat model was able to achieve higher accuracy 

(98.85%), which shows an improvement over other strategies used for DDoS detection.   
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2.6.1  Research Gaps 

 

     Experimental setups and models used for detecting DDoS attacks in previous research works have 

failed to consider the inherent property of network packets in the developmental phase. There is no 

research work written so far in the literature review that combined fractal analysis and LSTM RNN in  

the design of DDoS detection model. However, [GhKF17] used wavelet transforms alongside with 

Pre-processed Convolutional Neural Network which also considers the fractal nature of a signal to 

detect DDoS attacks in a smart grid network. In [BeAw17], Tensor Flow and LSTM RNN were used 

to develop an algorithm for detecting DDoS flooding attacks and the research was extended by 

comparing the effect of using both GPU and CPU systems in their model to ascertain the effect on the 

accuracy.  

     They were also able to evaluate the parameters that affected the accuracy of his model when 

deployed with CPU or GPU. Other research papers use the traditional RNN with vanishing or normal 

gradient descents issues which are better resolved with the LSTM RNN. The fractal-based detection 

model used in this thesis shows an improvement in the accuracy and detection time when compared 

with the normal LSTM RNN and the conventional machine learning algorithm (Artificial Neural 

Network). The proposed fractal-based learning system is a research field that has not been fully 

explored but research works in [Bieb02], [KiSS93], [ZLGM11] and [SiFe17] shows a promising 

prospect in the restructuring of the neural networks for adopting fractal patterns which can be used in 

detection of DDoS attacks 

 

2.7  Summary 

 

     This chapter provided relevant and necessary definition and terminologies used in the field of study. 

The existing taxonomies in DDoS attacks were also highlighted, discussed and detailed analysis of 

DDoS detection and mitigation were presented. Measures used for analyzing packets were mentioned 

and the proposed method for DDoS detection was described. Finally, related work gives an insight 

into the existing methods upon which the proposed solution of the thesis is based.   
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Chapter 3 
 
 

Theoretical Background 
 

 

This phase of the thesis provides an in-depth overview of the exploits of machine learning in this 

research area and discussed some major limitations as applicable to its use for detecting DDoS attacks. 

The new era of deep learning and its relevant features which makes it more reliable and prominent 

than its machine learning counterparts are discussed. The linkage between Internet traffic and fractals 

as well as the relevance of multiscale techniques are all captured and highlighted. 

 

3.1  Machine learning Approach for Detecting DDoS Attack 

 

     Machine Learning (ML) is an interesting branch of Artificial Intelligence which is widely explored 

to solve difficult problems encountered by researchers on a daily basis, most especially its application 

in the modelling of Intrusion Detection Systems and detection of DDoS attacks by analyzing network 

packets [SiFe17]. The need for machine learning as a sophisticated method for detecting attacks arises 

from the reliability of tools and techniques capable of analyzing network packets by studying the attack 

patterns they exhibit [LeSt00]. Many organizations are Internet driven and as such, there is a high 

level of demand to protect all their computing networks, communication systems and shield them from 

any form of malicious attacks. The big question now lies within the understanding of the best means 

of preventing these threats from occurring and how effectively these techniques could help in learning 

the activities of hackers and the patterns of the attacks prior to launching of such threats.  

     Researchers now utilize the reliability and efficiency of machine learning algorithms in dealing 

with the issue of anomalies or malicious attacks. The different types of machine learning algorithms 

used in addressing detection of attacks are Bayesian Rule, fuzzy logic, Artificial Neural Networks 

[FLMT18]. These algorithms automatically learn the hidden patterns, structure, and characteristics 
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 of the dataset, extract, analyze, classify the patterns available in any given set of data and then generate 

mathematical models that can map correlation of features of the data fields. The use of machine 

learning is broadly based on two strategies: 

 

1. Signature-Based Detection 

2. Anomaly-Based Detection 

 

     ML can be supervised, unsupervised and semi-supervised. The supervised learning involves 

providing the algorithm with training examples from which it can understand the relevant patterns 

after which it uses the knowledge derived to predict the output of new examples given to it [SKFK17]. 

The unsupervised learning approach does not provide any details to the algorithm, the algorithm only 

uses the information available to it by carefully observing patterns and distinctive properties present 

in such data [Fere16]. Semi-supervised learning actually combines the principle of both the 

supervised and unsupervised learning while making its classification decisions. 

 

3.1.1  Detection Mechanism based on Signature 

 

This mechanism utilizes the previous knowledge of a known attacks in order to establish the 

presence of malicious attacks and prompt the detection scheme anytime such attacks are seen. The 

identification of attacks is done by comparing the new incoming packets with the previously learned 

data before making proper judgment. This form of detection is a reactive type: network engineers 

needs to update the database of known attacks regularly in order to predict new ones. They are very 

ineffective because they cannot identify novel attacks which is currently in vogue.  

 

3.1.2  Detection Mechanism based on Anomaly 

 

In this method, the detection scheme generates alert when it observes a discrepancy in the 

behavioral pattern expected, which serves as an indication of the presence of an attack [KaKB17].  
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The only problem with this type of detection is the difficulty in ascertaining the true nature of the 

anomalies because legitimate traffic could resemble malicious traffic due to the process of creating 

the network packets resulting from user activity at specific timespan.  In spite of these lapses, they are 

still seen to be more relevant and useful than their signature-based counterpart in this field.   

 

3.1.3  Limitations of Machine Learning Algorithms 

  

     Despite their ability to generalize and approximate an arbitrary non-linear function in an elegant 

fashion, ML has been proven to have its own specific setbacks when used as a detection scheme for 

classification in cybersecurity field. Machine learning algorithms such as the neural networks are 

prone to local minima issue while trying to achieve the best cost function possible for classification of 

outputs. ML algorithms do not perform well in the presence of large datasets but they are robust to 

noise from input data and in the mapping function, as well as even supporting learning and prediction 

in the presence of missing values in a given dataset. 

 

3.2  Deep Learning 

      

     The amount of issues and problems that could be addressed using deep learning has increased to a 

great extent within the last decade. It has experienced an increased growth resulting from deeply 

layered neural networks that utilize special hardware to aid the execution time. Deep Learning (DL) 

is an aspect of machine learning method that mimics the human brain for interpretation of various 

forms of data, broadly used in computer vision, classification of images, voice recognition. DL is a 

connection of multiple non-linear processing units which are capable of learning and extracting useful 

features directly from the data presented to it. The difficulty and challenges observed in separating 

and classifying legitimate traffic from attacks as a result of their similarities can be conquered using 

deep learning due to its ability of learning and representation of data that corresponds to a different 

levels of abstraction [FLMT18].   
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Like machine learning algorithms, it utilizes supervised, unsupervised and semi-supervised learning 

to make accurate prediction and classification of new instances. The extraction of features in DL is 

automated and it performs well with supervised learning algorithms. 

     Today, deep learning has gained a lot of attractions and is enormously used as a high precision 

classifier because of the following reasons: 

1. Deep learning performs better than traditional machine learning when presented with large 

datasets because it needs a huge volumes of data to understand, study and learn the data 

accurately.  

2. The mathematical computation of matrix operations that exists in deep learning is dependent 

on special hardware requirements. These computations are carried out by GPU (Graphics 

Processing Units). They are required for more complex deep learning to function optimally. 

These units work well for deep learning than the conventional machine learning algorithms 

which in most cases runs on CPU (Central Processing Units). 

3. Due to its complex architecture and associated parameters, the training of a deep learning 

algorithm is time-consuming as compared with the traditional machine learning which can be 

trained in seconds, minutes, hours or few days. However, it takes lesser time for the testing to 

be completed with deep learning, the reverse is the case for some other machine learning as 

the data grows. 

4. Deep Learning algorithms such as the LSTM RNN are capable of extracting the information 

bearing features itself from the data present to it and make proper judgment by reducing the 

complexity of the data and generate relevant patterns that leads to the improvement of the 

learning algorithm. 

 

 Deep learning also follow the normal steps and procedures used in machine learning algorithms 

starting from feature extraction, determination of the appropriate machine learning algorithm, training 

of data, testing of data, evaluating the performance of the chosen model and the classification of the 

unknown data using the trained model [XKLC18].  Available and commonly used types of Deep 

learning systems are Convolution Neural Networks, Recurrent Neural Networks and Long Short Term 

Memory.  
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3.2.1  Recurrent Neural Networks 

      

     According to [CaWa03], Recurrent Neural Networks (RNN) are good at providing a classical 

method for processing sequential data with high correlations between different samples with high 

closeness in the sequence. It provides the foundation from which other deep learning structures 

emanates. Its distinguishing feature from the normal multilayer architecture is the presence of 

connections that feedback into the previous layer as shown in figure 3.1. This ensures the possibility 

of alerting RNNs to keep and maintain a memory of previous inputs to make proper judgments. 

Tracing the history of the previous network packets becomes easier through the help of the Recurrent 

Neural Layers. 

 
 

 
 

 

Fig. 3.1 A typical recurrent neural network 
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3.2.2  Long Short Term Memory  

  

This is an adaption of the Recurrent Neural Networks in which a memory cell replaces each neuron in 

addition to the normal and each unit representing a state and gates are used as multiplicative units for 

processing the information flow [BBVV17]. Long Short Term Memory (LSTM) has three types of 

gates that perform different functions: the input gate controls the input data of the present state, the 

forget gate determines if the information acquired is to be kept or forgotten within the internal state in 

order to allow the remembering of data and the output gate determines what goes to the next unit of 

the memory cell. LSTM is good at looking deep into the context of Internet packets by extracting 

either the long and short-term dependencies or patterns in the DDoS attacks sequence [YuLL17]. 

LSTM is has proven to be very efficient in learning from experience in order to classify processes 

such as time series [FLMT18]. 

 

3.2.3  Reasons For Choosing LSTM RNN 

 

     Long Short Term Memory is considered as the best type of deep learning algorithm for the accurate 

and reliable detection of DDoS attack in this thesis due to its ability to resolve the issue of vanishing 

gradient that is associated with the vanilla RNN which is a result of the recurrent backpropagation 

process that occurs in neural networks. It addresses this concern by ensuring a constant error is 

produced to enable the RNN to learn over long time steps. The presence of the gated cells in the LSTM 

architecture makes this achievable, the gates are sensitive enough to make decisions on what data to 

copy into it, read from it and as well stored in it. This important attribute sustains the LSTM RNN and 

ensures the consistency in keeping records of attacks learned in the training phase and making 

decisions in accordance with the relevant information already stored on its gated cell. 
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3.3  Nature of Internet Traffic 

      

     This thesis will be incomplete without providing a detailed explanation on the nature of Internet 

traffic considering the fact that knowledge obtained from its study proves to be essential and gives 

more insight to the best approach that could be used to achieve the aim of this thesis. The inevitable 

fact about Internet traffic is that it changes with time. Traffic flow on the Internet is a bidirectional 

exchange of data between two nodes and TCP is accountable for most of the packet traffic on the 

Internet. The transfer of packets on the Internet can be likened to a chain reaction where data is 

transmitted from one network element to another such as routers, switches, and firewalls while 

considering preventive measures of securing the data as it travels within the network. It is a statement 

of fact that the most common universal means of communication is now through the Internet, where 

important and all kinds of information which ranges from transmission of audio files, video to every 

other real-time applications takes place. Interconnectivity of network elements, resource allocation 

technologies, and traffic characteristics are the major contributing factors to the evolutionary 

complexity of the Internet.  

 

3.3.1  Characteristics of Internet Traffic 

      

     Internet traffic is a complex engineering system with different behavioral properties depending on 

its usage, protocols, and functions. The Internet is used for different purposes and various types of 

services such as voice and data runs on it. However, the demand for packet switching (data services) 

has increased in recent years. This makes the Internet to evolve tremendously and at the same time 

exposes its users to more sophisticated threats through some vulnerabilities in its protocol design. The 

growing numbers of connected computers and users on the Internet which arises from the development 

of advanced services has called for a better way of improving, optimizing and maintaining the quality 

of service provided to its users. This evolution is then a priority that should be related to the 

understanding and knowledge of the traffic characteristics which should be adequately sufficient in  
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providing the mechanisms for dealing with congestion of network nodes in order to match the user 

demand. Consequently, it becomes a big task for network experts to develop a robust technique for 

monitoring and collection of Internet traffic information and the best methodology to analyze the 

notable characteristics observed in Internet traffic is currently a challenge to network engineering and 

research.  

     Internet traffic is basically volume of packets transmitted between nodes. A packet is a bundle of 

data containing IP characteristics such as source address, destination address, used protocol, port 

number, data description, checksum, payload etc. transmitted over the Internet. Transmission of 

packets via the Internet can be done via TCP or UDP, TCP deals with the safe delivery of packets sent 

on the Internet while UDP is a not concerned about reliability when making its own decision. 

     Most of the applications on the Internet use the TCP protocol due to its reliable nature of 

transmission of packets. Another very important protocol used on the Internet is the ICMP (Internet 

Control Message Protocol). It is quite different from both TCP and UDP in terms of its function. It is 

widely used for updating and reporting any error that may occur during the processing of the packets, 

ICMP messages are added to the IP header and are identified by matching the echoes and reply 

messages that utilizes the ping request command. Irrespective of the protocol used on the Internet, the 

packet consists of the actual payload and the IP headers fields. 

 

3.3.2  Fractal Theory of Internet Traffic 

      

     Fractals are objects whose statistical complexity remains unchanged when viewed on different 

scales and also an object with its own fractal dimension. Fractals are either continuous or cantor dust. 

Fractal objects can be either monofractal (governed by a single power law) or multifractal. Fractals 

are true reality and not the product of our imaginations and the SS (Self Similarity) properties of 

fractals are applicable in different fields of studies such as physics, biology, medicine, anatomy, and  

engineering [Kins17]. The fact that fractals can be viewed on different scales makes it impossible to 

characterize a fractal process such as Internet traffic by a single-time scale. Many research works have 

been done in the field of traffic analysis and it has been shown that aggregated network traffic 

possesses fractal properties and structures.  
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     The first effort in the domain of considering the fractal nature of traffic was by Leland et al 

[LTWW94]. Traffic analysis was carried out on the Ethernet traffic data acquired in the Bellcore 

Research center. The statistical analysis of the data shows that LAN traffic is fractal in nature with 

burstiness observed at different scales. It was discovered that some components of the Ethernet LAN 

traffic share this property just as the whole LAN traffic. Also they were able to prove that fractals can 

be measured using the Hurst Parameter. This resounding effort propelled other network engineers to 

give more attention to Internet traffic by studying its inherent characteristics and properties which 

further led to extensive work on Self-Similarity (SS) and Long Range Dependence (LRD) of Internet 

Traffic. 

     The multi-fractal nature of traffic is due to the burstiness of Internet traffic. Burstiness simply refers 

to the variation of user activity on the Internet based on Shared user resources. The traffic is multi-

fractal because Internet works on the principle of shared resources, users are always in a queue to use 

the network resources such as bandwidth and the presence of many users constitutes congestion on 

the internet which in turn is saved in the memory/buffer of the network equipment. For periods with 

less resources, few data are transmitted and as soon as more resources are available, there is space to 

accommodate more users. The time with less resources when less activity is observed from users are 

called "OFF Period" and time with much activity are called "ON Period". This same burstiness is 

regarded to be non-uniform because traffic patterns will never be the same for users on a shared 

connection system. This same burstiness accounts for the high heavy spikes noticed in the packet time 

series graph and accounts for the heavy tail distribution observed in Internet packets. 

 

3.3.3  Self-Affinity and Long Range Dependencies  

 

    Both Self-Affinity and Long Range Dependencies are valuable properties that have been used to 

characterize Internet traffic in several research works. According to [Kins17], self-affinity occurs in 

Internet traffic and it is said to occur when the examination of a little portion of an object looks similar 

to the whole object itself.  Self-affinity means when an object is enlarged, it looks alike along different 

time scales. Processes that could be represented using time series exhibit such phenomena.   
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     Long Range Dependencies in Internet Traffic implies the existence of non-trivial correlation 

structures at a wide range of time scales. This phenomenon emanates from the aggregation of 

many/individual ON/OFF processes that occurs during packet transmission where at least one of the 

states has heavy tail distribution. OFF periods are due to inactivity of users and the variability in OFF 

states resembles a random value while the ON states possess high variability [CrBe97]. LRD could 

also be a result of user behavior, the nature of the distribution time of file sizes on the web, network 

topology processing protocols (switching resources, limited buffer spaces, CPU capabilities) which 

all possess heavy tails attributes. 

     Heavy tail distributions occur naturally in many real-life phenomena just like fractals. Heavy tails 

mean high variability in the network packets [HiMo03].  Consequently, a self-affine process will also 

possess a Long Range Dependence property as these two components are manifested simultaneously 

and these three properties mentioned above are invariant characteristics of Internet Traffic. 

 

3.3.4  Variance Fractal Dimension and Trajectory 

 

     A Self-affine object can be measured by estimating its fractal dimension. Calculating the fractal 

dimension of an object involves estimating the self-similarity over different time scales and there are 

several ways of calculating fractal dimensions [SKFK17]. Variance fractal dimension uses self-

affinity measures of an object to calculate its fractal dimensions. It provides us with the measure of 

the complexity of the signal (Internet packets). To calculate this, the signal is divided into smaller 

parts, then the VFD for each of the small portions is estimated by calculating the second order moment 

of the increase in the magnitude of the signal at different scales [KCCP06]. The trajectory obtained 

using this process is called the Variance Fractal Dimension Trajectory (VFDT). 

 

3.4  Summary 

 

     In this section, we were able to understand the relevance of both Machine and Deep Learning 

Algorithm as applicable to detection of DDoS attacks. We discussed the strategies used for 

classification in ML, the common types of DL were highlighted and extended our knowledge to the 
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use of LSTM RNN. The nature of traffic and the three invariant traffic characteristics: Self-Similarity, 

Long Range Dependencies, and Heavy Tail Distribution were also treated. 
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Chapter 4 

 

DDoS Attack Dataset  
 
 
 

The relevance and importance of dataset to research work is very crucial. It ensures the 

repeatability of experiments in order to obtain results close to or better than previous works. This 

chapter provides detailed information on the dataset acquired for this research work, the source of the 

data and its content. More explanation about the choice of the dataset, the analysis of the packets and 

transformation that led to feature extraction are provided.     

 
 
 

4.1  Choice of Dataset 

 

Data is a major component in research, without which we cannot conduct an experiment to discuss 

research results. Therefore, the selection and efficient use of the proper dataset for this thesis is non-

trivial. Network Security datasets can be acquired either directly or publicly: 

 

1. Direct Acquisition: This process involves setting up an experimental environment that consists 

of network components such as hubs, routers, switches, servers, desktops or laptops to capture 

live packets across the network elements. The disadvantage of this process is that it is time-

consuming and the cost of storing the data is high although it will be useful for a long period 

of time. 

2. Public Acquisition: With this approach, existing network dataset that is available to the public 

are sort for and used for research work. This increases the productivity of research as there are 

no time delays in acquiring data, it also reduces the overhead cost of saving data. 
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In other to fulfill the objectives of this thesis, it became important to seek for a dataset that is 

relevant to this research and also represents a real live dataset that constitutes legitimate and attacks 

traffic. This thesis is based on using the existing publicly available network security dataset that deals 

with DDoS attacks. 

 
 

 4.1.1  Source of Dataset 

 

So many research works have been done in the area of DDoS detection but only a few datasets are 

available to the public in this domain. Some existing public datasets used in this field are DARPA 

Intrusion Detection Datasets (1998, 1999 and 2000 versions), KDD Cup 99 Dataset, NSL-KDD 

Dataset, AFDA Dataset [XKLC18]. UNSW-NB15 is another important dataset for detection of 

malicious attacks. Being a new and recent release, it provides nine (9) forms of real-time attacks 

compared with the four (4) types of attacks previously studied using the KDD99 data set released. 

However, all the datasets mentioned above are related to DoS and other forms of malicious attacks. 

     For the purpose of this research, an investigation was done on available DDoS attack dataset that 

portrays a real-life scenario and the CAIDA DDoS Attack 2007 Dataset was found. CAIDA is an 

organization responsible for research works that pertain to Internet security and related matters, 

providing assistance in the educational sectors through the release of their dataset for research 

activities.  The dataset contains live traces of DDoS attacks with an event time stamp of an hour with 

the aim of depleting the network bandwidth and consumption of network resources of its victim. The 

traces contain anonymized traffics from a real DDoS which includes both incoming and outgoing 

traffic to and from the victim.    

 

4.1.2  Description of Dataset 

   

     This dataset is the packet capture type which is 21 gigabytes in size and it is about one-hour duration 

(20:50:08 UTC to 21:56:16 UTC). The attack itself starts around 21:13, as labeled by CAIDA, when 

the network load suddenly increased from 200 kbit/s to 80 Mbits/s. The packet traces are split into 
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minute 5 minutes (0 to 59.99 seconds) time series. The set of time series was extracted from packet 

capture (pcap) files by tcpdump filters while the size of each time series file varies from a few 

Megabytes to Gigabytes. A total number of 359,655,765 packets were sent by the attacker and file and 

the attacker generates a large amount of regular and oversized SYN packets [CAIDA18]. As observed 

from the traces, SYN packet sizes vary from 60 to 1500 bytes. The total size of the dataset (12,131,655) 

responses was received from the victims. The dataset consists of packet headers such as Packet length, 

Source IP address, Duration of attack, Destination IP address and Communication Protocol. CAIDA 

dataset consists of three (3) flooding attacks namely TCP, UDP, and ICMP. 

 

4.2  Network Packet Analyzer 

 

     Research work cannot be completed without engaging inaccurate analysis of dataset using the most 

appropriate tool for such task. After the acquisition of dataset, the next step is to find the best tool that 

can give a clear understanding of the content of the data and enables us to perform further processing 

that ensures the extraction of the most relevant information to be used. Internet packets can be analyzed 

using several tools such as tcpdump, windump, Tshark, OmniPeek, Netcat, Wireshark etc. The reason 

for choosing Wireshark is given in the sub-section below.  

 
 

4.2.1  Wireshark Data Preprocessing 

 
 

     After acquiring the dataset, DDoS files were imported and merged with the aid of Wireshark. 

Wireshark was chosen due to the fact that it was able to process the dataset accurately compared to 

using excel where some portion of the processed data were not reported. Also, it is an open source tool 

for capturing and analyzing network traffic. Wireshark is a network packet analyzer used by a majority 

of network optimization and security experts to extract important information required for network 

troubleshooting. Both files from attackers and victims were analyzed separately using Wireshark, 

Packet capture (pcap) files from both ends were divided into 14 sub-files (total number of 28 files) 

with duration of connection being approximately 300 seconds for each file for easy analysis and 

processing. 

 

    

              —   43  of  102  —                                 February 12, 2019 



 

DDoS Detection                                                                                                                    4. DDoS Attack Dataset 
 
 

 

Meanwhile, the pcap files for both the attacker and victim were merged together chronologically to 

provide a good view of the phases and transitions exhibited in the whole dataset with the overall one 

hour period of observation. The steps involved in the processing of the pcap files are shown below. 

   

4.2.2  Transformation of Dataset using Wireshark 

 

     To detect DDoS attacks using the CAIDA Dataset, the first step is to preprocess the datasets to 

reduce the effect of noise. Therefore, there is a need to extract network packet features. Extraction of 

features is a task that is required to be done by all data analyst in this domain. It is an avenue to digging 

deep into the content of the packet to choose the best attribute that can be useful in showing the 

correlations between the features of the dataset in order to accurately detect the presence of DDoS 

attacks. Figure 4.1 shows the step taken in the processing of the datasets used for this research work. 

 

 

 

Fig. 4.1 Transformation of the dataset. 

 

The process involved in the transformation of the CAIDA dataset to obtain relevant features that led 

to better detection of DDoS attacks is listed below. 

 

1. Open each DDoS dataset pcap file as seen in figure 4.2 using Wireshark. 
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Fig. 4.2 Headers of pcap packets. 

2. The currently opened pcap file is merged with the next pcap file to preserve continuity of the 

time of events as recorded in the dataset as described in figure 4.3. 

 

 

 

Fig. 4.3. Merging of pcap files. 
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3. The pcap file is further converted to a time series graph using the approach below in figure 4.4, 

figure 4.5 and figure 4.6. 

 

 

Fig. 4.4. Conversion of pcap files to time graph. 

 

 
 

Fig 4.5 Graphical representation of pcap file. 
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For better representation of the whole time series, the output of the overall merged output pcap file 

was extracted to excel by clicking on the “copy” button, the corresponding output which contains the 

duration of connections or attacks and the incoming packets were further analyzed and plotted. 

 

 

 

Fig. 4.6. Time series representation of first pcap file. 

 

 

4. Pcap Format Conversion: This involves the conversion of the pcap files to a readable format 

suitable for further analysis. The pcap file is then converted to CSV format to ensure easy data 

processing on the engineering software used for running learning systems algorithms. The 

process is shown in figure 4.7. 
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Fig. 4.7. Conversion of pcap file to csv. 

 

5. The CSV file is then opened with excel to display the fields and the contents in the dataset as 

shown below.  This provides us with features such as Time Interval, Source IP, Destination IP, 

Protocol and Packet Length, which could serve as significant features towards detection of 

DDoS attacks in our analysis, figure 4.8. shows the output of the CSV file. 
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Fig. 4.8. The result of csv conversion to excel. 

 

4.3  Detection and Identification of DDoS attack with CAIDA Dataset  

 

      This is the most crucial aspect of the research work and it entails identifying the most important 

features obtained from the raw pcap files which will provide us with better insight into the underlying 

process within the dataset. This aspect will be further discussed in the upcoming sections of our data 

analysis. It was observed in the dataset that there are three phases in the attack timeline which are 

preparation phase, Kick off phase and Attack time. The purpose of this research work is to concentrate 

on the preparation and kick off phase since our goal is to indicate trends of attacks when they occur. 

Therefore, considering a complete flow between a Source IP and Destination IP, the time arrival of 

the packet and the length of packets sent within this shortest period serves as our main criteria used in 

our detection scheme as clearly explained in Chapter 5 of this thesis. 
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However, due to the size of the dataset and computational resources in terms of memory usage of host 

system used in the processing of the data, the first seven (7) pcap files percentage were considered for 

this analysis because it proves to be sufficient for the research work since they captured the DDoS 

attacks trends. These files contain packets exchanged for a duration of 35 minutes. 

 

Parametric Features Total number of IP addresses 

Activity type DDoS 

Duration 66 mins 

Packet type ICMP Echo 

Main target 1 

Number of packets sent 359,655,826 

File type Packet capture 

Size 21 GB 

 

Table 4.1. Statistics of CAIDA dataset. 

 

Figure 4.9 below shows the distribution of the packets from the attacker and the victim for the 

observation window with high peaks observed from both ends.  

 

 

 

Fig. 4.9. Mapping of traffic from both attackers and victim. 

 

 

               

              —   50  of  102  —                                 February 12, 2019 

1

10

100

1000

10000

100000

1000000

15
:4

9:
36

15
:5

0:
34

15
:5

1:
32

15
:5

2:
30

15
:5

3:
28

15
:5

4:
26

15
:5

5:
24

15
:5

6:
22

15
:5

7:
20

15
:5

8:
18

15
:5

9:
16

16
:0

0:
14

16
:0

1:
12

16
:0

2:
10

16
:0

3:
08

16
:0

4:
06

16
:0

5:
04

16
:0

6:
02

16
:0

7:
00

16
:0

7:
58

16
:0

8:
56

16
:0

9:
54

16
:1

0:
52

16
:1

1:
50

16
:1

2:
48

16
:1

3:
46

16
:1

4:
44

16
:1

5:
42

16
:1

6:
40

16
:1

7:
38

16
:1

8:
36

16
:1

9:
34

16
:2

0:
32

16
:2

1:
30

16
:2

2:
28

N
u

m
b

er
 o

f 
P

ac
ke

ts

Duration of Attack

Victim Packet Attacker Packet



 

DDoS Detection                                                                                                                    4. DDoS Attack Dataset 

 

 

The total duration time projected in the graph above is 35 minutes and DDoS attack started with an 

abrupt increase in traffic emerging at the beginning of the 25th minute and ending at the 35th minute 

of the dataset. Figure 4.10 represents a tremendous rise response to requests starting from the 25th 

minutes.  

 

 

 

Fig. 4.10.  Response from victim for 35 minutes period within the CAIDA dataset.  

 

 

 

 

 

Fig. 4.11.  Incoming traffic from profile for 35 minutes period within the CAIDA dataset. 
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The phases mentioned earlier for detecting DDoS attacks are clearly visible in both figure 4.10 and 

figure 4.11. The attacks gradually builds up (preparation phase) as indicated above, and then kick off 

in a huge manner. This led to a corresponding response from the victim to the attacker.   

 

 

 

4.4  Summary 

 

     In this chapter, we were able to give a proper description of the data, the source of the experimental 

data, the reason for using such data and the various transformations the data was subjected to before 

being useful for extracting the features needed to detect DDoS attacks in this thesis in order to achieve 

the research goal. 
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Chapter 5 

 

 

System Design 
 
 
 

     This chapter presents the design of the DDoS detection architecture, the benefits derived by 

introducing fractal analysis is discussed, the comparison between machine learning and deep learning 

algorithms as classifiers for detection of attacks is elaborated. Furthermore, data formulation, data 

processing, and extraction of relevant features vectors using variance fractal dimension are conducted. 

The training and testing of the feature vectors using the designed detection model were achieved with 

the inclusion of the coding steps and algorithm procedures. 

 

5.1  Need for Fractal-Based DDoS Detection Model 

 

     The nature of the data set used for this thesis plays a significant role in the design of an efficient 

and reliable model capable of detecting the presence of DDoS attacks in the acquired packets. In 

previous chapters, we dealt extensively with the nature of Internet packets, the inherent characteristics, 

and properties of Internet traffic and showed that the data set (Internet packets) is characterized by a 

fractal behavior. The presence of the Long Range Dependencies observed in the data set can only be 

analyzed using a multiscale technique. Hence the use of any other methods or approaches that does 

not consider the self-affinity of the data in different time scales will not achieve the goal of this thesis. 

The application of multiscale techniques is pertinent for analyzing different forms of processes that 

are fractal in nature and has produced tremendous results in many research works.   
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5.1.1  Design of Proposed DDoS Detection Model 

      

     The need for historical information in order to detect DDoS attacks is mainly a result of the 

difficulty experienced in the course of detecting low rate attacks which have a similar behavior when 

considering the victim domain.  Monitoring of the traffic pattern as a means of detecting attack will 

also lead to a high false positive rate because attackers can actually study traffic pattern, mimic the 

process and launch DDoS attacks in the manner. Therefore, the design of a model which is able to 

learn and understand the hidden patterns of the sequence of continuous network packets and perfectly 

able to differentiate normal and attack traffic is paramount.  

     Considering the research gap highlighted in chapter 3, the use of fractal analysis (especially 

variance fractal dimension) serves as a very important and powerful feature extraction tool that is 

capable of providing the most relevant underlying information and processes about the Internet packets 

thereby leading to a better classification of the packets. In this section of the thesis, the desired and 

ultimate goal is to reliably detect DDoS flooding (ICMP, UDP, and TCP) attacks at their early stages 

and by so doing we shall explore the use of deep learning which uses feature vectors extracted by a 

multiscale algorithm, from which various evaluation metrics will be taken into consideration in 

detecting these attacks.  

     Consequently, a model is developed to make use of both deep learning (LSTM RNN) and machine 

learning algorithm (Artificial Neural Network) for classification of DDoS flooding attacks. The most 

relevant features are collected from the database of Incoming network packets obtained from Centre 

for Applied Internet Data Analysis (CAIDA) website and further undergoes normalization to produce 

training and testing datasets. The model is then effectively trained and tested with processed datasets 

of various sizes and subjected to several iterations based on adjustable parameters of both ML and DL 

algorithms. The features vectors which serves as the input to the detection model produces outputs 

which are classified as legitimate and attack traffic based on the learning process the model passed 

through.  The graphical representation of the flow and procedure explained above is depicted in figure 

5.1. 
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Fig. 5.1. DDoS detection model. 
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5.1.2  Implementation of the LSTM RNN Algorithm 

 

     A recurrent neural network is an extension of the normal feedforward network with a major 

difference in sequential recursive connections and is very efficient in dealing with sequential data and 

processes. The cyclic nature of the RNN enables it to enter a new state anytime the neuron modifies a 

new set of input supplied to it with the input vectors fed in one at a time [BBVV17]. It should be noted 

that all the layers of the RNN share the same weights and biases but training them has been the main 

problem associated with RNN because of the vanishing and exploding nature of the back propagated 

gradient which grows or shrinks over so many time steps [IOOB17]. The building units of a Recurrent 

Neural Network are provided below in figure 5.2. 

 

 

Fig. 5.2. An unrolled recurrent neural network. 

 

     For a simple RNN with a sequence of input vectors, hidden vectors and output vectors denoted by 

X, H and Y respectively, the hidden and output vector sequence from time range t = 1 to T can be 

derived using the equation below: 

  

   For  𝑋 = (𝑥1 ,𝑥2,⋯⋯ ,𝑥𝑇),  𝐻 = (ℎ1 ,ℎ2,⋯⋯ ,ℎ𝑇), and 𝑌 = (𝑦1 ,𝑦2,⋯⋯ ,𝑦𝑇) 
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                                                       ℎ𝑡 = 𝜕(𝑊𝑥ℎ + 𝑋𝑡  + 𝑊ℎℎ ℎ𝑡−1 + 𝑏ℎ)                                    (5)                                                                   
 

   

                                                                           𝑦𝑡 = 𝜕(𝑊ℎ𝑦 + 𝑏𝑦)                                                     (6)                                                                                                    

 

Where  𝜕 is the non-linearity activation function, 𝑥𝑡 is the input of the present state, ℎ𝑡−1 denotes the 

state at a previous time step, weight matrix in the architecture is represented by 𝑊 and the 𝑏∗ stands 

for the bias term.  

 

     Although the RNN is developed to learn long term dependencies, it still lacks the ability to store 

data for a length of time. This initiated the modification of the internal structure of the RNN to contain 

an additional memory which is capable of remembering the input data for a long period of time. The 

LSTM RNN works better than the conventional neural networks and it consists of multiple connected 

units in each time step with each of the hidden layer of an LSTM network performing matrix 

computation with an output from the previous layer serving as input to the next. 

 

 

Fig. 5.3. LSTM RNN architecture interacting units. (From [Olah17] with permission) 

 

     LSTM overcomes the vanishing gradient problem encountered in RNN with the help of the memory 

cell to give a record of the previous timestamps and remembering the information learned over a period  
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of time are the essential attributes of these networks. It is very efficient in analyzing processes that can 

be represented in time series, which exhibits correlations at the different time instants of the samples 

of data while utilizing its gates and the cell state that constitutes memory cell as shown in figure 5.3. 

 

 

Fig. 5.4. LSTM RNN cell. (From [Olah17] with permission) 

 

     As seen in figure 5.4, the flow of information in LSTM is strictly managed by gates 𝑓𝑡, 𝑖𝑡 and 𝑂𝑡. 

The first stage of the LSTM cell is the forget gate layer which is a decision making gate that applies 

the sigmoid layer (𝜎 ) with the incorporation of the associated weights and biases in this layer to 

determines if the information from the previous memory ℎ𝑡−1 is to be passed or dropped. The sigmoid 

layer monitors the  ℎ𝑡−1 and 𝑥𝑡  to generate output and the equation for this phase is given below:  

 

                                           𝑓𝑡 = 𝜕(𝑊𝑥𝑓  𝑋𝑡  +  𝑊ℎ𝑓 ℎ𝑡−1 +  𝑊𝑐𝑓 𝐶𝑡−1 + 𝑏𝑓
∗)                                      (7)                                                                                  

 

     The next stage is the updating of the cell state with new information and this is achieved in two 

steps. An input gate layer which uses a sigmoid function is used to make decisions of values to be 

updated  
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while a tanh layer then formulates a vector 𝐶∗ that is added to the cell state as observed in equations 

8 and 9 respectively.  

 

                                               𝑖𝑡 = 𝜕(𝑊𝑥𝑖  𝑋𝑡  + 𝑊ℎ𝑖 ℎ𝑡−1 +  𝑊𝑐𝑖 ℎ𝑡−1 + 𝑏𝑡
∗)                              (8)  

                                                                                            

 

                                                   𝐶∗
𝑡 =  𝑡𝑎𝑛ℎ(𝑊𝑥𝑐  𝑋𝑡  +  𝑊𝑐 ℎ𝑡−1 +  𝑏𝑐)                                            (9)                                                                                           

 

     The old cell state is 𝐶𝑡−1 𝑖s now update to a new cell state 𝐶𝑡 and this is achieved by computing the 

vector multiplication of 𝑓𝑡 and the old state 𝐶𝑡−1. This result is then added to the product of 𝑖𝑡 ∗ 𝐶∗
𝑡   

which indicates the extent to which we wish to update the new state as seen in Equation (10). 

 

                                       𝐶𝑡 =  𝑓𝑡 𝑐𝑡−1 +  𝑖𝑡 𝑡𝑎𝑛ℎ(𝑊𝑥𝑐  𝑋𝑡  +  𝑊𝑐 ℎ𝑡−1 +  𝑏𝑐
∗)                                    (10)                                                                                                                                  

 

     The last stage of this LSTM architecture is the output phase which will eventually be an input to 

another layer of the LSTM. This can be obtained from Equation (11) by implementing the sigmoid 

layer to decide the output and pass the cell state through tanh and multiplies the output of the sigmoid 

function to obtain Equation (12). 

                                            

                                                 𝑜𝑡 = 𝜕(𝑊𝑥𝑜  𝑋𝑡  +  𝑊ℎ𝑜 ℎ𝑡−1 +  𝑊𝑐𝑜 𝐶𝑡 + 𝑏𝑜
∗)                                   (11)  

                                                                               

 

                                                                        ℎ𝑡 = 𝑜𝑡 𝑡𝑎𝑛ℎ(𝐶𝑡)                                                        (12)                                                                                                                          

 

5.1.3  Implementation of the MLP ANN Algorithm 

      

     The role of machine learning in the engineering community cannot be overemphasized as various 

algorithms are being used to solve scientific and engineering problems which are encountered by 

researchers on a daily basis. An artificial neural network which is a machine learning algorithm derived 

its name and root from biological science. The modeling and structural analysis of neural networks 

are basically according to the way the biological nervous system works. It consists of several complex 
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units that are interconnected within a communication network. It is structurally characterized by each 

node representing a real neuron such that there is a connection with the other node and transfer of 

signal from one node to the other just in the manner neurotransmitters travels along the axons down 

to the synapse to serve as input to other parts of the body such as muscle or glands.  

     Artificial neural networks are reliable in the extraction of patterns and investigation unusual trends 

that are very complicated to be identified by the human approach. This Machine learning algorithm is 

based on learning principle which could be supervised or unsupervised. It is very mandatory that the 

network learns the relationship between inputs and outputs from which it uses to produce its own 

generalized solutions which should be very close to the expected (or desired) output of any given input 

values.  

 

 

Fig. 5.5. A simple multi-layer perceptron neural network architecture. 
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      A typical Multilayer Perceptron (MLP) ANN is a common type of neural network consisting of 

several layers as shown in figure 5.5. The Input layer of the architecture serves as the data or features 

that are fed into the algorithm. The middle layer of the node is called the hidden layer, it serves as the 

connection between the input and the output layer responsible for the extraction of information for 

classification. Artificial neural network follows two procedures namely forward and backward 

propagation; the forward propagation involves the cascading of these three layer to obtain the desired 

output while back-propagation deals with proper adjustment of weights in each layer to ensure 

minimal error which leads to good accuracy during the classification process [kaFe13].  

     The backpropagation ensures that better classification results are produced in the next phase of the 

iteration process and the Gradient descent backpropagation method is utilized in this thesis. The Mean 

Squared Error (MSE) was chosen for comparison of algorithm since it is the common error type used 

for neural networks and a sigmoid activation function is also used along with the output neuron to 

update the weight as well as the bias value.  

     The connection between the nodes is called the weights and are represented by “w” for uniformity. 

Each layer of the MLP ANN has its own input, weight and bias function. The sigmoid function 

represented by "𝑔" is normally used as the activation for neural networks. The equation involved for 

the calculation of the outputs for the MLP ANN is provided below. As shown above, the output of the 

first unit in the first layer is the sum of the multiplication of the first input with first weight, repeated 

for a second input to the end and added with the bias function which is always +1 in most cases.   

 

                                                     𝑎1
2 = 𝑔 (𝑤11𝑥1 +  𝑤12𝑥2 +  𝑤13𝑥3 +  𝑏1)                                       (13)                                                                                    

 
 

                                                    𝑎2
2 = 𝑔 (𝑤21𝑥1 +  𝑤22𝑥2 +  𝑤23𝑥3 +  𝑏1)                                   (14)                              

 

 

                                                     𝑎3
2 = 𝑔 (𝑤31𝑥1 +  𝑤32𝑥2 +  𝑤33𝑥3 +  𝑏1)                                   (15)                                                                                     

 

 

                                                   𝑂1 = 𝑔 (𝑎1
2𝑤11 +  𝑎2

2𝑤21 +  𝑎3
2𝑤31 +  𝑏2)                                   (16)                                                                       

 

 

                                                   𝑂2 = 𝑔 (𝑎1
2𝑤12 +  𝑎2

2𝑤22 +  𝑎3
2𝑤32 +  𝑏2)                                   (17)                                                                            
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                                                                                𝑔 = 
1

 1+ 𝑒−𝑧 
                                                                 (18) 

 

 

                                                                  𝑀𝑆𝐸 =  
1

2
∗ ∑(𝑉 − 𝑌)2                                                   (19)                                                                                                  

        

𝑉 is the predicted output after several iterations and 𝑌 is the original labeled output in the dataset. 

The backward propagation process of the neural network is also calculated until the error produced 

becomes infinitely small or negligible. 

          

5.2  Dataset Preprocessing 

  

     Data preprocessing is a significant task necessary and required when using a learning system. It is 

basically the process of converting network packet or traffic into series or sequence of observations. 

Such observations are represented using a feature vector that may or not be labeled accordingly 

[ClDa11]. The resulting features vectors are then considered useful as an input channel to the learning 

algorithms from which proper classification of attacks is being determined. The stages involves in 

preprocessing of data includes construction of dataset, cleaning of data, features construction to 

ascertain a higher level of information-bearing features, choice of a feature with an optimal subset of 

relevant features, feature reduction and normalization [ClDa11].  

 

5.2.1  Feature Construction 

 

     This involves the careful selection and processing of the high bearing information attributes of a  

given dataset in order to ensure an optimal result. Feature extraction in data processing is of high 

significance because it shows the existing relationship, correlations, and dependencies between 

different fields of data to a specific event [KaFe17].  In this phase of the thesis, the content of the 

acquired dataset was displayed and analyzed using Wireshark. Wireshark is one of the open source 

tools that is commonly used by network engineers in performing in-depth packet analysis. Fields such 
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as time duration, Source IP, Destination IP, Packet length and protocol were all extracted from the 

dataset and underwent further processing before converted into a feature vector. According to 

[LeSt00], Lee et al indicated that the accuracy of a classification model is dependent on the set of 

features provided as training data during the training phase,  

 

5.2.2  Reduction of Features 

 

      This process helps to eliminate the presence of noise that is associated with the processing of 

redundant attributes in a given data. Also, data reduction resolves the issue of high dimensionality 

which increases the computation speed, improves the accuracy and detection rate of classifiers. It is a 

means of ensuring that the redundant attributes does not overwhelm the relevant attributes thereby 

rendering the classification model ineffective. In feature reduction, the total number of features is 

reduced to a minimal number after observing some characteristic of each feature and studying the 

interdependence among the fields contained in the dataset. Two new features based on the feature 

extraction script were used as criteria for this thesis. 

 

 

5.3  Variance Fractal Dimension Algorithm 

 

     This is one of the powerful feature extraction tools that is appropriate for dealing with data with 

Long Range Dependencies. It is a multifractal technique that takes into consideration the time scale 

approach of processing a signal. With this algorithm, it is possible to estimate the self-similarity 

contained in a signal because of its ability to extract the complexities contained in such signal at 

different scales [Kins17].  In other to analyze the packets, we consider a signal Q(t) which can be 

represented in time series [ChKi00], the variance is calculated as the increment in the amplitude of the 

signal over time (t) in accordance to the power law relationship below, Variance is denoted with Var 

and ∆𝑡 is the time increment. 

   

                                                        Var [Q(𝑡2)  − Q(𝑡1)] = | 𝑡2 - 𝑡1|2𝐻                                           (20) 
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Divide the entire signal into 𝑁∗ frames according to specific window size. For each frame, initiate 

different volume element (vel) sizes or scales 𝑛𝑘, estimate the possible maximum separations of two 

points of ∆𝑡 to be Khi. Also, calculate the possible minimum separations of two points of ∆𝑡 to be 

Klow with the given equation. 

        

                                                                Khi = Kmax – Kbuf                                                      (21) 

 

                                                             Kmax = int ((log 𝑁∗) ∕ (log b))                                        (22)                                                                                        

                    

                                                          Kbuf = ceil (log 30∕log 2)                                                   (23) 

 

                                                                   Klow ≥ 1                                                                    (24) 

 

                                                                 𝑛𝑘= 2𝑘                                                                        (25)                                                                                             

 

                                                                𝑁𝑘= 𝑁∗/ 𝑛𝑘                                                                  (26) 

 

For K = Khi to Klow, the variance of all the frames using different scales (i.e. values of  𝑛𝑘) is 

calculated for each stage.   

                                                                                                               

                                       Var [(∆𝑄)] =  
1

(𝑁𝑘−1)
 [

1

kN

j

 (∆𝑄)𝑘𝑗 
2 −  

1

𝑁𝑘
 

1

kN

j

 (∆𝑄)𝑘𝑗 ]2                        (27)                                            

 

Estimate 𝑋𝑘  and 𝑌𝑘 to be the two points of the log-log plot for the present frame being considered. 

 

 

                                                                  𝑋𝑘= log [𝑛𝑘]                                                             (28)                                                                                                                  

 

            

                                                               𝑌𝑘= log [Var(∆𝑄)]                                                         (29)     
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Calculate the slope 𝑠∆  from the equation below. 

 

                                            𝑠∆  =    
1

K
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H is commonly called the Hurst exponent and the exponent H can be calculated from the slope 𝑠∆   

 

                                                             H= 
1

2
 𝑠∆                                                                          (31) 

 

The Variance Fractal Dimension 𝐷𝜎 can be calculated as given below. 

 

                                                     𝐷𝜎 = E +1H                                                                     (32)  

 

And the VFD (𝐷𝜎) for a given number of independent variables E is estimated using E = 1 when we 

have a time series with one variable, thus the VFD must be in the range of 1 (for a line) and 2 (for 

white noise) [Kins16]. 

        

The procedure above is repeated for the next frame till the end of displacement of the interval. As we 

move from one frame to the other, considering different time intervals and different scales or vel in 

each frame, we obtain a series of variance fractal dimensions. These values obtained are a description 

of the changes in the variance dimension as a function of time [BaKiB02]. The sequence of variance 

dimensions is known as the Variance Fractal Dimension Trajectory (VFDT) which is used in this 

research work to extract the relevant information contained in the dataset by converting those raw 

values in the data to its fractal dimension equivalent. 
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5.3.1  Procedure for Labeling Dataset 

      

     Network flow data consists of sequential bi-directional packets passing through a point between 

the source and destination address at a certain timestamp. All the pcap (packet capture) files were 

dropped in a database from which we extracted the flows in the pcap files based on source and 

destination IP and transport protocol. In order to distinguish between malicious and non-malicious 

flows, the mean arrival time between packets per unit of time was calculated and a threshold was 

established for the model. Those flows that send more packets per second than the predefined 

threshold are detected as DDoS flows and are labeled as such while others are labeled as normal 

traffic. 

 

5.3.2  Features for DDoS model 

 

     We were able to derive the inter-arrival time of each packet in the flow and the size of the packet 

and utilize them as our new feature sets from which our criteria for detection in the model were 

based. The reason behind choosing these features is that our attacks are flooding types, only the 

inter-arrival time between packets and the size of each packet can help the classifier to detect the 

DDoS flow better than any other feature set present in the data. The feature set contains 200 time-

series of the two features that were mentioned above for the first 200 packets of each flow. In case 

that a flow contains less than 200 packets, zero is appended as features. We applied a sliding window 

size of 200 packets in each flow data to aid the possibility of learning both the long and short term 

patterns in the continuous packets flow, transforming the features of the data from its packet-based 

structure to window-based from which the patterns of the previous time (t-1) and current time can 

be learned [YuLL17]. 
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5.4  Criteria for Selection of DDoS Model Dataset 

      

     The DDoS Detection model was evaluated using the CAIDA DDoS attack 2007 dataset. The 

dataset is a combination of traffic packets from the source and the destination IPs with about 66 

minutes duration. The total size of the dataset is 24GB and is divided into 14 parts of various sizes. 

The entire dataset was download and stored in a repository created in the model. It is an unbalanced 

dataset because it is not labeled. This dataset contains both legitimate and attacks traffic with 

relevant information fields. A script was written to read the pcap files in the database by going 

through each flow of the data and calculating the two chosen features, then check if the number of 

packets in a specific flow is greater than the chosen window size (which is the predefined threshold 

for detecting attacks). Each of the flows present in the data forms our LSTM sequential data and the 

file obtained by running the script serves as the source of the training and testing data applied to the 

two algorithms used in the detection model. With the use of the feature extractor, the 24GB data size 

reduced to approximately 1.3GB using the first seven pcap files. This is based on the rule applied in 

extracting the defined features used in the model.  

     The dataset was separated into training and testing data, with training set size of 1GB and the 

testing set size of 300MB. In the training and testing phase of the DDoS Detection Model, the 

complete extracted file from the pcap file using the feature extractor script was split into training 

and testing data denoted by XTrain and XTest. The XTrain dataset is 80% and XTest is 20% of the 

complete extracted file size of 1.3GB. The script of the feature extractor reads the complete file, 

then derived the mean arrival time and packet length which forms the basis of the sequential data. 

These two features constitute the content of the XTrain and XTest dataset. If the number of packets 

in flow between Source IP and Destination IP is less than 200 packets, then the flow is dropped and 

not considered. Since our data is unbalanced we tried to penalize our model for not detecting DDoS 

label which will in turn, cause the learning algorithm to pay more attention towards the less 

populated data (DDoS).  

     Therefore, if the flow has 200 packets or more, then the flow is considered and the two features 

are calculated to see if their value exceeds the predefined threshold and then used to label the dataset.  
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     From careful observation, if the mean arrival time is less than 10ms and the number of packets 

sent within that time window is less more than 200, then label the flow as malicious (1) and flow 

having packets greater than 200 with mean arrival time greater than 10ms are labeled as normal (0). 

It should be noted that there may be some level of bias in the early learning phase of the algorithm but 

the error of the backpropagation tunes the weight and help the LSTM to make a proper decision of the 

sequence to be passed to the next phase or forgotten. The Rectified Linear Units (ReLU) which are 

the most commonly used type of activation function for the deep neural network was chosen for this 

thesis because of its ability to prevent the vanishing gradient problem that occurs in the RNN.  

     The self-extracting operation of the LSTM resembles a black box operation but its classification 

result shows that there is an inherent property embedded in the architecture which makes it to 

outperform the conventional neural networks. Although the MLP algorithm classified the data as 

required, the result of the LSTM indicates that MLPs are not efficient in dealing with sequential data 

due to the absence of the memory cell that could have aided the storage, learning and remembering 

the sequence of the data as well as the dependencies that exist within them.  

 

 

 

Fig. 5.6. LSTM network architecture. (After [FLMT18])    
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      A simple LSTM network architecture shown above in figure 5.6 consists of five core components. 

Sequential or time series data are fed into the input unit of the LSTM network by fetching the 

sequential data from the database. This stage is the feature extraction phase in which LSTM performs 

the extraction of relevant information from the time series and sends its output to the FC layer which 

is a normal Multi-layer Perceptron neural network consisting of 100 neurons and passed to softmax 

layer that is responsible for the normalization of the output data. The Classification layer takes the 

output data and makes a proper decision on the class of the sequential data.  

 

5.4.1  Testing and Training Algorithm 

 

     The proposed Algorithm for the training phase is as described below: 

 

  XTrain denotes training data, XTest represents testing data, 𝑇𝑟𝑎𝑖𝑛𝑙𝑎𝑏𝑒𝑙 indicates the Training data 

label,  𝑇𝑒𝑠𝑡𝑙𝑎𝑏𝑒𝑙 is the testing data label,  𝑇𝑚 is the mean arrival time between packets, 𝑁𝑝𝑘𝑡 is the 

number of packets in the flow or sequence, YTrain is output label of the training set, YTest is the output 

label of the testing test and 𝑌𝑃𝑟𝑒𝑑 is the predicted label of the network. The datasets XTrain and XTest 

were used to verify the detection of DDoS attacks in the model. 

 
 

For LSTM RNN Algorithm 

function main ( ) 

 
a. Determine the number of flows “N” contained in the dataset stored in the database. 

b. FOR LOOP  

        for m = 1 to N 

i. Extract 𝑇𝑚 and 𝑁𝑝𝑘𝑡 from each flow of the dataset to obtain XTrain and XTest. 

   end FOR LOOP                

c. Load the XTrain and XTest dataset which contains 80% and 20% of the completely extracted 

    file respectively to obtain  𝑇𝑟𝑎𝑖𝑛𝑙𝑎𝑏𝑒𝑙 and 𝑇𝑒𝑠𝑡𝑙𝑎𝑏𝑒𝑙.                     

d. Convert the XTrain dataset to vector matrix in Matlab format and initialize 𝑁𝑝𝑘𝑡 and 𝑇𝑚. 
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e. Create the LSTM cell array of the XTrain dataset with two features: ( 𝑇𝑚 and 𝑁𝑝𝑘𝑡). 

f. Create the LSTM cell array of the XTest dataset with two features: ( 𝑇𝑚 and 𝑁𝑝𝑘𝑡). 

g. Use the Matlab toolbox to form a categorical vector of labels “0” and “1” which corresponds to 

the normal and DDoS Sequence and pass it through the YTrain. 

h. Design the LSTM Network with specific input size, number of hidden units, neurons in FC layers 

using the “layers” function of the Matlab toolbox with the output of the FC layer fed into the Softmax 

layer while the classification layer makes judgment on the label class of sequence. 

i. Initialize the batch size and set number of epochs for XTrain dataset. 

j. Use the Matlab toolbox to create the “options” function to set Matlab training parameters. 

k. Train the Network with XTrain, YTrain, Layers, and option using the “trainNetwork” function in 

Matlab to compute the “net” function and the evaluation graph of the trained network is obtained. 

l. Ensure the number of epochs initiated is reach in order to obtain negligible cost function, the trained 

network is then used to predict the XTest dataset by running the “classify” function to obtain 𝑌𝑃𝑟𝑒𝑑. 

m. Compute confusion matrix to show the classification metrics. 

end main ( ) 

 

 

For MLP ANN Algorithm 

function main ( ) 
 
a. Determine the number of flows “N” contained in the dataset stored in the database. 

b. FOR LOOP  

        for m = 1 to N 

i. Extract 𝑇𝑚 and 𝑁𝑝𝑘𝑡 from each flow of the dataset to obtain XTrain and XTest. 

    end FOR LOOP                

c. Load the XTrain and XTest dataset which contains 80% and 20% of the completely extracted 

    file respectively to obtain  𝑇𝑟𝑎𝑖𝑛𝑙𝑎𝑏𝑒𝑙 and 𝑇𝑒𝑠𝑡𝑙𝑎𝑏𝑒𝑙.                     

d. Convert the XTrain dataset to vector matrix in Matlab format and initialize 𝑁𝑝𝑘𝑡 and 𝑇𝑚. 
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e. Use the Matlab toolbox to form a categorical vector of labels “0” and “1” which corresponds to 

the normal and DDoS Sequence and pass it through the YTrain. 

f. Develop the MLP Artifical Neural Network with specific input size, number of hidden units, neurons 

in FC layers using the “layers” function of the Matlab toolbox.  

g. Initialize batch size and set number of epochs for XTrain dataset. 

h. Train the Network with XTrain, YTrain until the maximum number of epochs to obtain a MSE value 

that is less than or equal to 0.001. 

i. The trained network is used to predict the XTest dataset by running the “classify” function on the 

“net” function and XTest dataset to obtain 𝑌𝑃𝑟𝑒𝑑 . 

j. The confusion matrix for both YTest and 𝑌𝑃𝑟𝑒𝑑  is obtained. 

end main ( ) 

 

 

 

5.5  Summary 

 

     A detailed description of the detection techniques in terms of architectural components and step by 

step processes involved in their application was provided. The factors considered for the selection of 

the network features were also explained. This chapter also gave an insight into the importance of 

using a fractal technique for extraction of features used for the Model and stages involved in the 

processing of the selected network packets. 
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Chapter 6 

 

Experimental Results and Discussion 
 

 

 

6.1 Overview 

 

     As discussed in chapter 4 and chapter 5, the dataset and the techniques mentioned are now deployed 

in a system environment and analysis of results are presented. In this chapter, we shall discuss further 

on how the data was selected for the experiments, the changes that occurred in the parameters of the 

architectural design of our model, the method of extraction of features with the multifractal technique 

and evaluation of results obtained. 

 

6.2 Experimental Setup 

 

     The experimental work of the detection model used in this thesis was carried out on different 

environments and the codes were written using Matlab R2018a software. The processing of the pcap 

files with Wireshark software was done using the high capacity computers in the Engineering 

laboratory of the University of Manitoba.  A major challenge encountered during the experimental 

phase has to do with the execution time for completion of the scheduled task. To overcome this 

problem, University computers and my personal laptops were used in running the experiment. The 

systems run on 128GB, Intel Xeon (8-Core processor) with Mac Operating System and 32 GB memory 

of 8 GHz Intel processors with Windows 10 Pro Operating systems. 
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6.2.1 Experimental Dataset 

 

     From Section 5.4, the first seven pcap files were downloaded and stored in the database. The 

network flow (which consists of bidirectional packets transmitted between the source and destination 

address for a specific period of time) was used to was used to calculate the inter arrival time between 

packets and the packet lengths within the flow. Total size of 1.3GB of samples containing both 

legitimate and DDoS traffic were obtained based on the defined threshold mentioned in chapter 5. The 

criteria used for labeling of the dataset is shown in Table. 6.1. 

 

Criteria 

Features Threshold Traffic Type Class Label 

Inter-arrival time Less than 10ms 
DDoS Traffic 1 

Packet length Greater than 200 

Inter-arrival time Less than 10ms 
Legitimate Traffic 0 

Packet length Less than 200 
 

Table 6.1. Criteria for labeling experimental dataset. 

 

6.2.2 Test for Data Labeling 

      

     In order to establish a reasonable and acceptable threshold for the labeling of the dataset as provided 

above, the probability mass function was considered as the means of supporting the choice of the 

threshold used. The probability mass function was calculated and the corresponding time series was 

plotted for each of the pcap files. Based on the definition of the burstiness of Internet traffic, which 

leads to variations in the probability distribution of packets and causes occurrence of outliers, the 

DDoS attack is said to occur in the dataset whenever the calculated probability mass function increases 

in the time series plot. Careful observation from the time series plot of figure 6.1 and figure 6.2 shows 

a huge increase in the number of packets after approximately 60 seconds with packet length increased 

beyond 200. The probability mass function also increased at the same time. This same procedure was  
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considered in figure 6.3, figure 6.4 and figure 6.5 in order to see the frequency of occurrence of length 

of packets contained in the complete flow of each pcap file.  

 

Fig. 6.1. Time series plot of First pcap file. 

 

 

 

Fig. 6.2. Probability mass function plot of first pcap file. 

 

 

 

 

    

              —   74  of  102   —                                 February 12, 2019 

 



 

DDoS Detection                                                                                        6. Experimental Results and Discussion                                 

 

 

 

 

Fig. 6.3. Probability mass function plot of second pcap file. 

 

 

 

Fig. 6.4. Probability mass function plot of third pcap file. 
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Fig. 6.5. Probability mass function plot of fourth pcap file. 

 

     The data obtained was further processed and divided into various sizes. The extracted features that 

indicate the existence of the flooding attacks were all converted to formats that were compatible with 

the Matlab toolbox kit. The next task was partitioning the data samples into both training and testing 

sets. The whole of the 125,000 samples extracted from the dataset were divided into different sample 

sizes as shown in the table 6.2. These samples were fed into the DDoS model over five iterations. 

 

 

 

 

 

 

 

 

 

Table 6.2. Division of experimental dataset. 
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Division of Dataset 

Parameters 

Dataset size 

(samples) 

Training Data 

(samples) 

Testing Data 

(samples) 

1st   Iteration 5,000 4,000 1,000 

2nd  Iteration 10,000 8,000 2,000 

3rd  Iteration 25,000 20,000 5,000 

     4th  Iteration 35,000 28,000 7,000 

5th  Iteration 50,000 40,000 10,000 
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     The dataset was converted to different vector forms that is suitable as inputs for the artificial neural 

network and that fits the LSTM model. The inter-arrival time and the corresponding packet lengths 

for each flow were separated into two vectors by producing different sequences which eventually 

became the inputs to each classifiers. With different sample size of the dataset in table 6.2, the 

experiment was performed with various parameters as shown in table 6.3.  For the first iteration, the 

first 5,000 samples were selected as the input to the model. The second iteration was performed by 

adding more samples to the previous samples used in the previous iteration. This procedure was 

repeated till the fifth iterations was completed. This was done to preserve the dependencies contained 

in the dataset and to ensure that the distinctive features within the dataset were properly learned by the 

detection model. 

 

Experimental Parameters 

Iterations 

Dataset 

size 

(samples) 

Training 

Data 

(samples) 

Testing 

Data 

(samples) Epoch 

Learning 

Rate Node Layers Biases 

         

Weights 

1st 5,000 4,000 1,000 50 0.001 100 2 Random 

               

Random 

2nd 10,000 8,000 2,000 50 0.001 100 2 Random Random 

3rd 25,000 20,000 5,000 50 0.001 100 2 Random Random 

4th 35,000 28,000 7,000 50 0.001 100 2 Random Random 

5th 50,000 40,000 10,000 50 0.001 100 2 Random Random 

 

Table 6.3. Parameters for the experiment 

 

6.2.3 Multi-Fractal Analysis of the Packets 

      

     The multi-fractal analysis of the packets corresponds to evaluating the power law relationship from 

the log-log plot of the packets and obtaining the variance fractal dimension trajectory (VFD) over 

different time scales as discussed in Chapter 5. Based on the available dataset, it was discovered that 
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the DDoS attack traffic in this dataset occurs when the VFD goes beyond 2 while the normal traffic is 

within the range of 1 and 2 as shown in figure 6.6. 

 
Fig. 6.6. Variance fractal dimension of the dataset. 

 

     In order to ensure uniformity across the three techniques, as well as provide concrete evidence of 

the correctness of the methods used during this phase, the data used in the first and second experiments 

were applied to the variance fractal dimension algorithm. This process produced the variance fractal 

dimension equivalent for the raw values of the features extracted and used for both MLP neural 

network and LSTM RNN. After using the algorithm to extract the complexities in the packets and 

generating output, these outputs are fed into the LSTM RNN algorithm i.e. the inputs for the fractal-

based LSTM (multiscale) experiment were not ordinary raw packets but the fractal attributes of the 

raw network packet.  Table 6.4 and Table 6.5 shows the difference between the raw features extracted 

from the pcap files and its fractal equivalents. 
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Table 6.4. Raw features extracted from the dataset.  

 

     During this conversion, it was noticed that the size of the dataset in each iteration reduced after 

being analyzed using the VFD algorithm. This is due to the sliding of the window size over the whole 

data points to obtain a specific VFDT for each window used. Therefore, the effect of the reduction in 

the data size is expected to be clearly evident in the experimental results. Also, observation indicates 

that the fractal dimension obtained for most of the raw features of the network packets falls within the 

range 1 <  𝐷𝜎 < 2, which satisfies the principle that for a single feature of data time series, the VFD 

is confined within the topological dimension of 1 (line) and 2 (an area) as discussed in [Kins07]. 
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Table 6.5. Fractal equivalent of dataset.  

 

6.2.4  DDoS Evaluation and Metrics   

 

     The results and outcome of every research works are justified using certain measurable metrics. 

These metrics are then used to evaluate the accuracy of all methods discussed by author(s) of such 

work. Therefore, in order to compare and evaluate the results of all the techniques used during the 

course of the experiments performed, popular and common classification metrics such as precision, 

recall and F-score were adopted to verify the effectiveness of our proposed DDoS model.  

 

6.3  Experimental Results and Analysis 

 

     In order to increase the accuracy of detection of attacks, the model was efficiently trained over five 
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(5) iterations. A major goal is to ensure the reduction of the cost function, loss or mean squared error 

before higher detection accuracy could be obtained and as such the size of the dataset and the number 

of nodes was varied while other parameters were kept constant in the course of the experiment.   

     The parameters used in the experiment were chosen to evaluate their effects on the result of the 

detection model. The data size, training set, testing set, epochs, learning rate, number of nodes, layers, 

weights and biases used were measured against execution time, mean squared error/loss and accuracy. 

The purpose of performing several iterations is to determine the effectiveness of the model in 

identifying and detecting DDoS attacks when the data is presented to the model to facilitate proper 

learning and ensure improved detection accuracy. Table 6.6 shows the training results of the 

parameters used in this thesis. It shows that the error obtained using the three techniques converges 

almost to zero after fifty (50) epochs with the chosen set of parameters.  

 

Experimental Results 

Execution Time (minute) Loss/MSE Accuracy (%) 

MLP 

ANN 
LSTM Multiscale 

MLP 

ANN 
LSTM Multiscale 

MLP 

ANN 
LSTM Multiscale 

61 32 19 0.0271 0.0001 0.0027 97.30 99.50 99.49 

123 192 52 0.0115 0.0001 0.0165 85.13 99.90 99.93 

453 286 79 0.0137 0.0001 0.0132 83.45 100 99.90 

580 343 256 0.0820 0.0001 0.0126 88.40 99.60 99.70 

890 522 337 0.0110 0.0001 0.0109 88.00 99.90 99.93 

 

Table 6.6. Results of the experiment. 
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     Looking at the experimental results obtained in table 6.6, it can be deduced that the average 

accuracy of MLP ANN, LSTM RNN, and Multiscale techniques are 88.34%, 99.78% and 99.79% 

respectively.  It indicates that both the LSTM RNN and multiscale technique outperformed the MLP 

ANN in accurately detecting DDoS attacks. Also, multiscale technique performs better than the two 

other techniques in terms of the execution time (e.g., multiscale is 12 minutes and 42 minutes faster 

than LSTM RNN and MLP ANN respectively in detecting DDoS attacks in the first iteration). This 

fulfills the Research questions 3 and 4 of this thesis. 

 

     Figure 6.7 below indicates the execution time for all the three techniques as processed by the CPU 

of systems deployed during the experimental setup. From this graph, it is shown that for the same 

number of epochs used, less time is required by the multiscale technique to accurately detect DDoS 

attack while LSTM RNN performs better than MLP ANN based on the results obtained below.   

 

 

Fig. 6.7. Execution time analysis.  
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     The dataset indicates the number of samples used in evaluating the detection model. From the 

theoretical background, an increase in data size leads to an increase in the training time of a detection 

model. Theoretical knowledge indicates that the training time for machine learning is less compared 

to deep learning, but the testing time for deep learning is much faster than its machine learning 

counterparts. Figure 6.8 shows the relationship between the data size and the overall execution time 

for the detection techniques. It is observed that the execution time increases as the data size also 

increases in each iteration processes. 

 

 

 

Fig. 6.8. Data size and execution time relationship.  

 

     Table 6.9 is a representation of the algorithm and accuracy graph. Careful observation indicates 

that the LSTM and multiscale technique provided the best accuracy when compared with the MLP 

ANN. 
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Fig. 6.9. Algorithm and accuracy analysis  

 

 

     For the MLP ANN algorithm graph shown in figure 6.10, at the initial phase, the accuracy was 

97.3% when the model was first exposed to the dataset. This is due to the small size of the data at the 

time the model was exposed to the attack packets. However, as the dataset size increases in the second 

iteration, there was a sharp drop from 97.3% to 85% and then to 83%. This might be as a result of 

more exposure of the model to more DDoS attacks of the dataset with more distinct and common 

characteristics. As the dataset size increased further in the fourth and fifth iteration, the accuracy trend 

increased to 88.40% and 88.00% respectively. These results are in support of the fact that the accuracy 

of the detection model strictly depends on the exposure of the trained model to the attack features 

contained in the dataset. 
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Fig. 6.10.  MLP ANN data size and accuracy analysis.  

 

 

     Considering figure 6.11 which show the performance of the LSTM RNN as the dataset size 

increases, the first accuracy obtained was 99.50%, which increased further to 99.90% and 100% in the 

second and third iterations respectively. A slight drop was recorded in the fourth iteration with an 

accuracy of 99.60% which later stabilize to 99.90% in the fifth iteration. This confirms the ability of 

LSTM RNN in learning and remembering long term dependencies in sequential data after consistent 

exposure to the DDoS detection model.  

 

 

 

 

 

 

 

 

    

              —   85  of  102   —   

75.00%

80.00%

85.00%

90.00%

95.00%

100.00%

0

10000

20000

30000

40000

50000

60000

1 2 3 4 5

A
cc

u
ra

cy
 (

%
)

D
at

a 
si

ze
 (

Sa
m

p
le

s)

Iterations



 

DDoS Detection                                                                                        6. Experimental Results and Discussion                                 

 

 

 

 

Fig. 6.11.  LSTM data size and accuracy analysis.  

 

     The same pattern obtained for LSTM RNN was observed for the Multiscale technique which shows 

an initial accuracy of 99.49% that increased to 99.93%, 99.90% in the second and third iteration with  

small drop in value to 99.7% and then stabilize at 99.93%. Figure 6.12 shows the performance of the 

Multiscale technique.  

 

     The experimental result for the fourth iteration for both the LSTM RNN and multiscale technique 

shows a drop of 0.30% and 0.15% respectively and an improvement in the accuracy was observed 

again in the fifth iteration. This was due to the increase in dataset size which resulted to the exposure 

of the model to more different attack features with common similarities. However as the model 

becomes familiar with the DDoS attacks, the accuracy rate increased to 99.90% and 

99.93%respectively. This reveals that the accuracy of the trained model depends on the different attack 

features it is exposed to. 
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Fig. 6.12.  Multiscale data size and accuracy analysis.  

 

 

     The results of the evaluation metrics used in the detection model are presented in table 6.7. It is 

observed that the average F-Score for MLP was initially 97.30% reduced to 85% in the second and 

83% in the third iteration. The accuracy increased by 5.4% and 5.0% in the fourth and fifth iterations 

respectively. The average F-Score for both LSTM and multiscale also increased as the size of the 

dataset increased for each iteration with overall average F-Score of 88.35%, 99.73% and 99.78% 

obtained for MLP ANN, LSTM and multiscale which is also in accordance with accuracy obtained in 

table 6.1.  
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Experimental 
Results 

Evaluation Metrics 

Precision 
(N) 

Recall 
(N) 

Precision 
(A) 

Recall 
(A) 

F-Score 
(N) 

F-Score 
(A) 

Average 
F-Score 

Iteration 
1 

MLP-NN 100% 95% 94% 100% 97.65% 96.85% 97.25% 

LSTM  99.10% 100% 100% 98.80% 99.55% 99.40% 99.48% 

Multiscale 99.30% 100% 100% 99.80% 99.65% 99.90% 99.78% 

Iteration 
2 

MLP-NN 99.90% 75.10% 72.70% 99.90% 85.74% 84.15% 84.95% 

LSTM  100% 100% 98.80% 100% 100% 99.40% 99.70% 

Multiscale 99.80% 99.80% 99.10% 99.90% 99.65% 99.56% 99.61% 

Iteration 
3 

MLP-NN 100% 72.00% 70.70% 100% 83.72% 82.84% 83.28% 

LSTM  100% 99.90% 99.90% 100% 99.95% 99.95% 99.95% 

Multiscale 100% 99.80% 99.90% 100% 99.65% 99.95% 99.80% 

Iteration 
4 

MLP-NN 99.60% 80.70% 77.90% 99.60% 89.16% 87.42% 88.29% 

LSTM  100% 99.40% 99.10% 100% 99.70% 99.55% 99.63% 

Multiscale 99.60% 99.90% 100% 99.70% 99.75% 99.85% 99.80% 

Iteration 
5 

MLP-NN 99.90% 80.00% 77.20% 99.90% 88.85% 87.10% 87.98% 

LSTM  99.80% 100% 100% 99.70% 99.90% 99.85% 99.88% 

Multiscale 99.98% 100% 99.90% 99.70% 99.81% 99.98% 99.84% 

Average 
Value 

MLP-NN 99.88% 80.64% 78.48% 99.88% 89.02% 87.67% 88.35% 

LSTM  99.78% 100% 100% 99.70% 99.82% 99.63% 99.73% 

Multiscale 99.74% 100% 100% 99.82% 99.70% 99.85% 99.78% 
 

Table. 6.7. Evaluation metrics results. 

 

 

 

     Table 6.8 is a representation of the results of the thesis detection model and other research works 

done using LSTM RNN.  
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Comparison of Research Works and Results Obtained 

S/N Source 
Data 
Used 

Method Used Accuracy 

1 Thesis Model 
CAIDA 
2007 

MLP, LSTM RNN and Fractal based LSTM 99.79% 

2 
Ghanbari et al. in 

[GhKF17]  
CAIDA 
2007 

One Stage Pre-processed CNN 80.77% 

3 
Mirza et al. in 

[MiCo18] 
ISCX2012 LSTM, GRU, Bi-LSTM and Neural Networks  95.19% 

4 
Meng et al. in 

[MeFL18]  
NSL-KDD  PCA and LSTM RNN 98.85% 

5 
Peter Ken Bediako et 

al. in [BeAw17]  
NSL-KDD  LSTM RNN 99.99% 

6 Fu et al. in  [FLMT18]  NSL-KDD  
LSTM RNN, GRNN, PNN, RBNN, KNN, SVM 

and Bayesian 
97.52% 

7 
Yuan et al. in 

[YuLL17] 
ISCX2012 CNN, GRNN, LSTM and Random Forest 98.00% 

 

Table. 6.8. Comparison of thesis model and other LSTM research results. 

 

6.4  Discussion 

 

     The process involved in detecting the presence of DDoS attacks in Internet traffic requires sourcing 

dataset, analyzing the data and understanding of the detection mechanisms. Since the thesis goal is to 

reliably and effectively detect DDoS attacks in the early stages, then the ability of the detection model 

to identify such attacks with high accuracy becomes a very relevant factor. The focus on DDoS attacks 

is as a result of its huge effect on confidentiality personal information, organizational threats, and 

business disruption that leads to financial bankruptcy. These disastrous events led to different 

measures that could be used to abate the activities of perpetrators of such attacks. This research work 

adopted the use of three different techniques; Multi-Layer Perceptron Artificial Neural Network (MLP 

ANN), Long Short Term Memory Recurrent Neural Network (LSTM RNN) and Variance Fractal   
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Dimension Trajectory (multiscale) in order to detect DDoS attacks. With MLP, average F-score of 

88.35% detection accuracy was obtained, this is mainly due to the fact that input data in neural 

networks are treated as an independent feature vector rather than as a sequence of observations. Hence, 

they lose the benefit that can be derived from exploiting this sequential information. Also, they do not 

have an explicit memory of storing, learning and past events. 

     LSTM RNN produces an accuracy of 99.73% as shown in the experimental result because it is a 

very effective algorithm in extracting temporal features from a sequence of time series dataset.  

 The presence of the memory cells in its architecture enables LSTM RNN to obtain reasonable results 

when it comes to detection of DDoS attacks as well as being able to retain the information of the 

attacks learned in the training phase and use it for its decision making in the other phases based on the 

stored information in its memory. It should be noted that LSTM RNN was incorporated with the 

multiscale technique to produce a much faster detection and execution time. The multiscale technique 

shows an improvement in detection accuracy of 0.05% and 11.43% as compared with LSTM RNN 

and MLP ANN respectively. 

     Based on the literature review, it was established that none of the previous works in this field of 

study has combined the use of machine learning, deep learning and fractal analysis in detecting DDoS 

attacks. In order to achieve higher detection accuracy, the model was trained and tested using the 

acquired dataset from Centre for Applied Internet Dataset Analysis (CAIDA), passed through five 

iterations with the dataset divided into different sizes and considering several architectural parameters. 

Experimental results provided relevant information that is very useful in achieving the goals of the 

thesis. 

     Firstly, it was observed that the at the first time the first dataset is exposed to the model, the 

accuracy is high but drops on exposure to the second dataset in the second iteration and finally 

stabilized after several iterations. This supports the fact that better detection accuracy could be 

established when the model is exposed to more of the distinct features of the attacks in the dataset. 

This also supports the fact that deep learning performs much better with an increase in the data size. 

     Secondly, the size of the dataset plays a significant role in the overall execution time. It is evident 

from the results that the larger the size of the dataset even with the same number of epochs, the more 

the time required for training the detection model and the execution time taken to detect and classify  
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attacks. This also indicates that epoch does not have any effect on the detection accuracy obtained. 

     Thirdly, the performance of LSTM RNN and multiscale shows better detection accuracy compared 

to the MLP. This is as a result of the presence of the memory in the structure of the technique which 

facilitates the ability to store, learn and remember long term dependencies in the dataset. 

     Lastly, the steps and procedures involved using the variance fractal dimension trajectory algorithm 

leads to reduction in the size of the dataset before applying it in the LSTM RNN technique. This makes 

the execution time for multiscale technique to be the best out of all the detection techniques used in 

the thesis. This addresses the Research question 2 raised in this thesis. 

   

6.5  Summary 

 

     This chapter gave a detailed breakdown of the tasks done in order to accomplish the goal of the 

thesis. Most importantly was the preprocessing of the dataset to ensure conformity to the format 

applicable to the algorithms used to detect the DDoS attacks. The experimental parameters chosen to 

validate the effectiveness of the model were discussed, results from the experiments were also 

analyzed with the observations noticed in the performance graph of each technique highlighted to 

provide justifications for the use of each technique. 
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Chapter 7 

 

 

Conclusions 
 

 

7.1  Overview 

  

     This thesis presented techniques for detecting DDoS attacks from Internet packets. The thesis 

focused mainly on three techniques namely: machine learning, deep learning, and multiscale 

technique. The Multi-layer Perceptron, LSTM RNN, and variance fractal dimensions were selected 

for each technique respectively. The choice of these methods was explained in chapter 3 as well as 

their mode of operation. In chapter 6, three experiments were carried out on the dataset in order to 

confirm the suitability of these techniques by modifying the parameters of the system architecture. 

Machine learning works based on the derived inputs of the extracted feature to make its predictions. 

LSTM is good at learning the dependencies in a sequential data and is able to store and remember this 

correlation ahead of the next time step while VFD extracts the features in the data to its equivalent 

fractal dimension which then serves as input data fed into the LSTM RNN classifier. Experimental 

results were provided, the evaluation and analysis of these results were discussed in details. 

 

7.1.1   Answers to Research Questions 

 

     The goals of this research work are to provide a very detailed and reasonable answers to all the 

research questions raised in section 1.2.3 of this thesis. These answers justify the whole essence of the 

research work and also provides a means of evaluating if the aims and objectives of this research work 

are met. Below are the answers to all the research question raised at the beginning of this research 

work: 
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1. To arrive at providing an answer to the Research Question 1, an extensive review of papers 

was done in the literature review chapter and it was identified that the best approach used in 

detecting of DDoS attacks in Internet packet is through learning systems. However, to obtain 

a much better and reliable result, it was important to also analyze and identify how the structure 

of the dataset can affect the detection accuracy to be obtained from experiment. This lead to 

considering the LSTM RNN since it is good for a sequential dataset with long-range 

correlations. The choice of multiscale technique is due to the fact that Internet traffic also 

possesses a correlation of event of different time scales as well as being fractal in nature. Thus, 

this technique which has been used to address processes that are fractal and self-similar can be 

adopted in extracting relevant information from the dataset and then incorporated with a 

learning system to achieve a good detection accuracy. 

2. Based on the experimental results obtained in table 6.6, figure 6.7 and figure 6.8, it is very 

clear that the multiscale technique proves to be the fastest of all the three techniques considered 

in this thesis. Even with the increasing number of samples, it was able to detect the DDoS 

attacks in the dataset correctly with 99.79% detection accuracy, which addresses the second 

Research Question. 

3. Although the data used for this research work was analyzed in an offline mode, previous 

research works have proven that the Multiscale technique can be adapted to the data structure 

in a much more controlled environment either in online or real time mode and would still be 

able to capture the DDoS attacks effectively. 

4. From the experiments performed, it was revealed that detection accuracy is directly related to 

the size of the data and technique deployed irrespective of the number of epochs used. This is 

mainly due to the fact that the model learns more attack patterns as it is exposed to more data, 

which leads to an increase in the accuracy obtained. The results in table 6.6, table 6.7, figure 

6.9, figure 6.10, figure 6.11 and figure 6.12 all provided answers to Research Question 4. It is 

observed that multiscale technique produced the highest accuracy followed by LSTN RNN 

and them MLP ANN. 

5. To provide an answer to Research Question 5, different research papers were carefully studied 

in the literature review and it was established that using traffic volume or patterns in detecting  
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DDoS attack will be misleading since different users on the Internet will have different traffic 

patterns due to different levels of activities and a surge in traffic which could be due to 

malfunctioning of network component or a special event e.g. World cup could attract the 

attention of several users during the time a match is played compared with when there is no 

game to watch. This increases the false alarm and as such traffic volume is rarely used by 

researchers in this field of study. Meanwhile, using the packet header information has been 

adopted in several works and produced promising results which are accepted in this domain of 

knowledge. 

6.  For this research work, the limitation(s) observed as raised in Research Question 6 has to do 

with the availability of public DDoS Dataset which can be used to further evaluate the 

effectiveness of the techniques adopted in this thesis.  It would be better to identify more 

resourceful dataset from Research Institutions that would be willing to release this type of 

dataset to perform research with and provide them with the detailed report and analysis done 

with such data in order to establish the effectiveness of the techniques. Also, since the DDoS 

data is unlabeled, different research work adopts different means of labeling it. This could lead 

to the different experimental result but should still be in a considerable range when compared 

with results from other research works.  

 

7.2  Contributions 

 
 

     As discussed in this thesis, there are many issues and challenges regarding the effectiveness and 

reliability of detection algorithms in capturing the presence of DDoS attacks in Internet packets. A big 

concern is how to obtain dataset suitable for this purpose. This same issue was encountered in the 

course of this thesis and thus became an important factor for choosing the data and detection 

techniques used. The complexity in the architecture of the LSTM resulting from not knowing the 

underlying process involved with its various components is another problem, which has to do with the 

broad knowledge of its relevance for sequential data. The need to use a multifractal technique that is  
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suitable for dealing with the type of dataset available for this thesis is also of great concern. The major 

contributions of this thesis are discussed further in later sections.  

 

     Firstly, this is the first research work that combined the use of machine learning, deep learning and 

fractal theory using a multifractal technique to detect DDoS attacks in Internet traffic. This is a new 

approach to better understand the ways and evaluation techniques that can be used for detecting 

anomalies based on the inherent properties and nature of the dataset used for research. 

 

     Secondly, the variance fractal dimension trajectory which is a multiscale technique proves to be a 

very powerful tool that is capable of extracting the complexities contained in the Internet packet, thus 

producing a fractal dimension corresponding to such characteristics of the signal. From the 

experimental point of view, VFDT is fast in the detection of attacks, extracting the features of the 

signal and helps to reduce the computation cost of processing the dataset when compared with the 

other learning systems used in this work. 

 

     Thirdly, we were able to demonstrate the essence and need for LSTM RNN, the complete study of 

its internal structure, components which makes it suitable to be used for sequential data with long-

range dependencies were explained. In this work, we discussed how LSTM RNN can be deployed for 

detecting DDoS attacks showing the effect of changes in architectural parameters on the LSTM RNN 

performance.  

 

     Lastly, learning systems have recorded a great success using supervised learning based on the 

nature of the available dataset for those research work. Deep learning mostly works well with 

supervised learning. Since the CAIDA dataset is unbalanced (unlabeled), I was able to propose a 

mechanism to label the data and then extract the relevant features in the packets that can better provide 

us with good judgment of how to analyze the packets in search for the presence of DDoS attacks. 
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7.3  Limitations and Possible Extensions 

 
 

     This thesis so far provided major contributions and knowledge in the area of detection of DDoS 

attacks in Internet packets. However, there are some major challenges and limitations encountered 

during the course of this research which can be improved. Areas of limitations and possible extension 

of this work are as below: 

 

1. The success of a good research work depends on the availability of proper dataset suitable 

for the realization of such research goals. The dataset obtained for this thesis is unlabeled. 

The process of labeling this might have lead to misclassification of attacks as legitimate 

and vice versa since the intended approach is to use the supervised method of learning. 

Therefore, it is very important to try the detection techniques used in this thesis with a 

much more labeled real-life network dataset which could contain much more complex 

correlations and patterns at different time scales for us to ascertain the benefits of LSTM 

RNN clearly.  

 

2. Another possible extension of this work is to develop an unsupervised method instead of 

the normally used supervised learning. This will provide a deep sense of knowledge in deep 

learning to blow up interesting things in this area showing its effectiveness even while 

using a temporal and sequential dataset.  

 

3. Since Deep learning algorithms work much better in the presence of hardware components 

such as GPU, it will be a very good step to consider using GPUs for this research work in 

the near future as compared to the CPUs deployed. GPUs are more efficient in computation 

because they are able to combine both the input and output gate into a single unit and are 

becoming the choice of developing Artificial Intelligence techniques by most Data 

scientists and research fellows. 
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4. Apart from the variance fractal dimension used for this work, looking into other types of 

multiscale techniques such as spectral fractal dimension, entropy, Lyapunov exponent, 

correlation dimension, and Renyi dimension could help to bring new ideas to this area of 

research. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                              Conclusions-v02.doc 

              —   97  of  102  —                                 February 05, 2019 



 

DDoS Detection                                                                                                                                               Reference                                 

 

 

Reference 
 
 

 

[BBVV17]   Alejandro C. Bahnsen, Eduardo C. Bohorquez, Sergio Villegas, Javier Vargas, and Fabio 

A. Gonzalez, “Classifying phishing urls using recurrent neural networks,” 2017 APWG Symposium on 

Electronic Crime Research, Arizona, USA, 25-27 April, pp. 1-8, 2017. 

 

[BeAw17]   Peter Ken Bediako, and Dr. Ali Ismail Awad, “Long short-term memory recurrent neural 

network for detecting DDoS flooding attacking with tensorflow implementation framework,” M.Sc. 

Thesis, Department of Computer Science, Electrical and Space Engineering, Lulea University of 

Technology, Lulea, Sweden, 2017. 

 

[BaKi02] R. Barry, and W. Kinsner, “Multifractal characterization for classification of 

telecommunication traffic,” IEEE CCECE2002 Canadian Conference on Electrical and Computer 

Engineering. Conference Proceedings, Winnipeg, Canada, 12-15 May, vol. 3, pp. 1538-1544, 2002. 

 

[Bieb02]   Erhard Bieberich, “Recurrent fractal neural networks: a strategy for the exchange of local 

and global information processing in the brain,” Biosystems, vol. 66, no. 3, pp. 145-164, August 2002.  

 

[BuCh00]   Hal Burch, and Bill Cheswick, “Tracing anonymous packets to their approximate source,” 

In Proceedings of the 14th Systems Administration Conference, New Orleans, USA, 3-8 December, 

pp. 319-327, 2000. 
 

[CAIDA18]   The CAIDA UCSD, “The CAIDA DDoS attack 2007 dataset,” caida.org, 2018. [Online]. 

Available: https://www.caida.org/data/passive/ddos-20070804_dataset.xml.[Accessed: 24 -February- 

2018]. 

 

[CaWa03]   J. Cao, and J. Wang, “Global asymptotic stability of a general class of recurrent neural 

networks with time-varying delays”, IEEE Transactions on Circuits and Systems I: Fundamental 

Theory and Applications, vol. 50, No. 1, pp. 34-44, 2003. 

 

[ChKi00]   John Chen, and Witold Kinsner, “Multifractal analysis of transients in power systems,” 

2000 Canadian Conference on Electrical and Computer Engineering. Conference Proceedings, 

Halifax, Canada, 7-10 May, pp. 307-311, 2000. 

 

[CrBe97]    M.E. Crovella, and A. Bestravos, “Self-similarity in world wide wed traffic: evidence and 

possible causes,” IEEE/ACM Transactions on Networking, pp. 835-846, vol.5, December 1997. 

 

[DaCl11]   Jonathan J. Davis, and Andrew J. Clark, “Data preprocessing for anomaly based network 

intrusion detection: a review,” 2011. 

 

 

                                 Reference-v2.2.doc 

              —   98  of  102  —                                  February 12, 2019 



 

DDoS Detection                                                                                                                                               Reference                                 

 

 

[FLMT18]   Yunsheng Fu, Fang Lou, Fangzhi Meng, Zhihong Tian, Hua Zhang, and Feng Jiang, “ 

An intelligent network attack detection method based on rnn,” 2018 IEEE Third International 

Conference on Data Science in Cyberspace, Guangzhou, China, 18-21 May pp. 483-489, 2018. 

 

[Fere16]   Ken Ferens, “Applied Computational Intelligence,” Course Notes, Department of Electrical 

and Computer Engineering, University of Manitoba, Winnipeg, Manitoba, Canada, 2016. 

 
 

[FeSe00]   P. Ferguson, and D. Senie, “Network ingress filtering: defeating denial of service attacks 

which employ IP source address spoofing agreements performance monitoring,” RFC 2827, May 

2000. 

 

[GhKF17]   Maryam Ghanbari, Witold Kinsner, and Ken Ferens, “Detecting a distributed denial of 

service attack using a pre-processed convolutional neural network,” 2017 IEEE Electrical Power and 

Energy Conference, Saskatoon, Canada, 22-25 October, pp. 1-6, 2017. 

 

[GeSC00]   F. A. Gers, J. Schmidhuber, and F. Cummins, “Learning to forget: continual prediction 

with LSTM,” Neural Computation, vol. 12, no. 10, pp. 2451-2471, 2000. 

 

[HsCh16]   Chang-Jung Hsieh, and Ting-Yuan Chan, “Detection ddos attack based on neural network 

using apache spark,” 2016 International Conference on Applied System Innovation, 26-30 August, pp. 

1-4, 2016. 

 

[HiMo03]  Melvin J. Hinich, and Robert E. Molyneux, “Predicting information flow in network 

traffic,” American Society for Information Science and Technology, pp. 161-168, 2003. 

 

[IOOB17]    Taro Ishitaki, Ryoichiro Obukata, Tetsuya Oda, and Leonard Barolli, “Application of 

deep recurrent neural networks for prediction of user behaviour in tor,” 2017 31st International 

Conference of Advanced Information Networking and Applications Workshop, Taipei, Taiwan, 27-29 

March, pp. 238-243, 2017. 

 

[IsSa09]   A. B. M. Alim Al Islam, and Tishna Sabrina, “Detection of various denial of service and 

distributed denial of service attacks using RNN ensemble,” 2009 12th International Conference on 

Computers and Information Technology, Dhaka, Bangladesh, 21-23 December, pp. 603-608, 2009. 

 

[KaFe17]  Danish Kaleem, and Ken Ferens, “A cognitive approach for attribute selection in internet 

dataset,” 2017 IEEE 16th International Conference on Cognitive Informatics & Cognitive Computing, 

Oxford, UK, 26-28 July, pp. 319-328, 2017. 

 

 

 

 

                                 Reference-v2.2.doc 

              —   99  of  102  —                                  February 12, 2019 

 



 

DDoS Detection                                                                                                                                               Reference                                 

 

 

[KaKB17]    Parneet Kaur, Manish Kumar, and Abhinav Bhandari, “A review of detection approaches 

for distributed denial of service attacks,” Systems Science & Control Engineering, 5:1, 301-320, DOI:  

10.1080/21642583.2017.1331768, 2017. 

 

[Kins17]  Witold Kinsner, “Fractal and chaos engineering,” Course Notes, Department of Electrical 

and Computer Engineering, Winnipeg, Manitoba, University of Manitoba, Canada, 2017. 

 

[KhFK15] Muhammad Salman Khan, Ken Ferens, and Witold Kinsner, “A polyscale based 

autonomous sliding window for cognitive machine classification of malicious Internet traffic, ” in 

Proc. of Intl. Conference on Security and Management, Nevada, USA, 2015.  

 

[KaKl14]   Keisuke Kato, and Vitaly Klyuev, “An intelligent ddos attack detection system using packet 

analysis and support vector machine,” International Journal of Intelligent Computing Research, vol. 

5, September 2014. 

 

[KhFK14]   Muhammad  Salman  Khan, Ken Ferens, and Witold Kinsner, “A chaotic measure for 

cognitive machine classification of distributed denial of service attacks,” 2014  IEEE  13th 

International Conference on Cognitive Informatics and Cognitive Computing, London, UK, 18-20 

August, pp. 100-108, 2014. 

 

[KaFe13]  Tashniber Kaiser, and Kens Ferens, “Node localization using fractal signal processing 

and artificial neural network,” M.Sc. Thesis, Department of Electrical and Computer Engineering, 

University of Manitoba, Winnipeg, Manitoba, Canada, 2013. 

 

[KaFa11]  Reyhaneh Karimazad, and Ahmad Faraahi, “An anomaly-based method for ddos attacks 

detection using rbf neural networks,” 2011 International Conference on Network and Electronics 

Engineering, vol.11, 2011. 

 

[Kins07]  Witold Kinsner, “A unified approach to fractal dimensions,” International Journal of 

Cognitive Informatics and Natural Intelligence, vol. 1, no. 4, pp. 26-46, 2007. 

 

[KCCP06]    Witold Kinsner, Vincent Cheung, Kelvin Cannons, Joseph Pear, and Toby Martin “Signal 

classification through multifractal analysis and complex domain neural networks,” IEEE Transactions 

on Systems, Man and Cybernetics, Part C (Applications and Review), pp. 196-203, 2006. 

 

[Kins94]    Witold Kinsner, “Batch and real-time computation of a fractal dimension based on variance 

of a time series,” University of Manitoba, Winnipeg, Manitoba, Canada, Technical Report DEL94-6, 

June 15, 1994, 22 pp. 

 

[KiSS93]  Eung-Soo Kim, Masaki San, and Yasuji Sawada, “Fractal neural network: Computational 

performance as an associative memory,” Progress of Theoretical Physics, vol. 89, no. 5, pp. 965-972, 

May 1993. 
 

                                 Reference-v2.2.doc 

 — 100  of  102  —                                  February 12, 2019 



 

DDoS Detection                                                                                                                                               Reference                                 

 

 

[LeKK17]  Thi-Thu-Hong Le, Jihyun Kim, and Howon Kim, “An effective intrusion detection 

classifier using long short term memory with gradient descent optimization,” 2017 International 

Conference on Platform Technology and Service, Busan, South Korea, 13-15 February, pp. 1-6, 2017. 

 

[LeSt00]   W. Lee and S. J. Stolfo, “A framework for constructing features and models for intrusion 

detection systems,” ACM Transactions on Information and System Security, November 2000. 

 

[MeFL18]   Fanzhi Meng, Yunsheng Fu, and Fang Lou, “A network threat analysis method combined 

with kernel PCA and LSTM-RNN,” 2018 Tenth International Conference on Advanced 

Computational Intelligence, Xiamen, China, 29-31 March, pp. 508-513, 2018. 

 

[MiCo18]   Ali H. Mirza, and Selin Cosan, “Computer network intrusion using sequential LSTM 

neural network autoencoders,” 2018 26th Signal Processing and Communications Applications 

Conference, Izmir, Turkey, 2-5 May, pp. 1-4, 2018.   

  

[MiRe04]   J. Mirkovic and P. Reiher, “A taxonomy of ddos attack and ddos defense mechanisms,” 

ACM SIGCOMM Computer Communication Review, vol. 34, no. 2, pp. 39–53, 2004. 

 

[Olah18] Christopher Olah, Understanding LSTM Networks, [Online] 

http://colah.github.io/posts/2015-08-Understanding-LSTMs/, [Accessed on 19th September, 2018] 

and [Copyright permission granted on 24th January, 2019]. 

 

[OoPh13]   Thwe Thwe Oo and Thandar Phyu, “A statistical approach to classify and identify ddos 

attacks using ucla dataset,” International Journal of Advanced Research in Computer Engineering 

and Technology, vol. 2, May 2013. 

 

[PaLe01]   K. Park and H. Lee, “A proactive approach to distributed dos attack prevention using route 

based packet filtering,” in Proc. ACM  Special Interest Group on Data Communications, San Diego, 

USA, August 2001. 

 

[SKFK17]    Sana Siddiqui, Mohammed Salman Khan, Ken Ferens, and Witold Kinsner, “Fractal 

based cognitive neural network to detect obfuscated and indistinguishable internet threats,” 2017  

IEEE 16th International Conference on Cognitive Informatics & Cognitive Computing, Oxford, UK, 

26-28 July, pp. 297-308, 2017.  

 

[SiFe17]  Sana Siddiqui, and Kens Ferens, “Cognitive artificial intelligence-A complexity based 

machine learning approach for advanced cyber threats,” M.Sc. Thesis, Department of Electrical and 

Computer Engineering, University of Manitoba, Winnipeg, MB, Canada, 2017. 

 

[ShAs07]  P. Shinde, and R.Asokan, “Distributed denial of service (DDoS) attacks detection 

mechanism,” Third International Symposium on Information Assurance and Security, 29-31 August, 

pp. 215-220, 2007. 
 

    

              —   101  of  102  —   



 

DDoS Detection                                                                                                                                               Reference                                 

 

 

[ShGu07]   Pravin Shinde, and Srinivas Guntupalli, “Early dos attack using smoothened time series 

and wavelet analysis,” Third International Symposium on Information Assurance and Security, 29-31 

August, pp. 215-220, 2007. 

 

[Smit92]   Roderick Murray Smith, “A fractal radial basis function neural net for modelling,” in Proc. 

of Intl. Conference on Automation, Robotics and Computer Vision, Singapore, 1992. 
 

[WeWa11] Huan-ming Wen, and Shu-hai Wang, “Study of generalization of fractal,” 2011 

International Conference on Multimedia Technology, pp. 757-760, August 2011. 
 

[WZGK09]  Wei Wang, Xiangliang Zhang, Sylvain Gombault, and Svein J. Knapskog, “Attribute 

normalization in network intrusion detection,” 2009 10th International Symposium on Pervasive 

Systems, Algorithms and Networks, Kaohsiung, Taiwan, 14-16 December, pp. 448 -453, 2009. 

 

[XKLC18]  Yang Xin, Lingshuang Kong, Zhi Liu, Yuling Chen, Yanmiao Li, Hongliang Zhu, 

Mingcheng Gao, And Haixia Hou, And Chunhua Wang, “Machine learning and deep learning methods 

for cybersecurity,” IEEE Access, pp. 35365-35381, July 19, 2018. 

 

[YuLL17]   Xiaoyong Yuan, Chuanhuang Li, and Xiaolin Li, “Deepdefense: identifying ddos attack 

via deep learning,” 2017 IEEE International Conference on Smart Computing, Hong Kong, China, 

29-31 May, pp. 1-8, 2017. 

 

[YoZH08] Yonghua You, Mohammed Zulkernine, and Anwar Haque, “A distributed defense 

framework for flooding-based ddos attacks,” 2008 Third International Conference on Availability, 

Reliability and Security, Barcelona, Spain, 4-7 March, pp. 245-252, 2008. 

 

[ZaJT13]   Saman Taghavi Zargar, James Joshi, and David Tipper, “A survey of defense mechanisms 

against distributed denial of service (ddos) flooding attacks,”  IEEE Communications Survey & 

Tutorials, pp. 2046-2069, 2013. 

 

[ZLGM11] Li Zhao, Weidong Li, Liqing Geng, and Yanzhen Ma, “Artificial neural networks based 

on fractal growth,” In Advances in Automation and Robotics - Lecture Notes in Electrical 

Engineering, Springer, Berlin, Heidelberg, pp. 323-330, 2011.  
 

 

 

 

 

 

 

 

 

 

 

 

 

                                  Reference-v02.doc 

              —   102  of  102  —                                  February 05, 2019 

https://ieeexplore-ieee-org.uml.idm.oclc.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Huan-ming%20Wen.QT.&newsearch=true
https://ieeexplore-ieee-org.uml.idm.oclc.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Shu-hai%20Wang.QT.&newsearch=true
https://ieeexplore-ieee-org.uml.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=5981419
https://ieeexplore-ieee-org.uml.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=5981419
http://ieeexplore.ieee.org.uml.idm.oclc.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Xiaoyong%20Yuan.QT.&newsearch=true
http://ieeexplore.ieee.org.uml.idm.oclc.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Chuanhuang%20Li.QT.&newsearch=true
http://ieeexplore.ieee.org.uml.idm.oclc.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Xiaolin%20Li.QT.&newsearch=true
http://ieeexplore.ieee.org.uml.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=7943263


 

DDoS Detection                                                                                                                                           Appendix A                                 

 

 

 

Appendix A 

 

 

Experimental Matlab Codes 

 

 

The experimental codes applied to the algorithms discussed in Chapter 5 and experiments done in 

Chapter 6 are provided below. 

 

 Multi-Layer Perceptron Neural Network code (MLP.m). 

 

 Long Short Term Memory Recurrent Neural Network code (LSTM.m). 

 

 Variance Fractal Dimension Trajectory Code (VFDT_Tosin.m). 

 

 Conversion of Raw Excel Data to Fractal Dimension Code (Ex_VFD. m). 
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MLP.m 

 

clc; 

clear; 

close; 

  

%% Load Data 

disp('Loading train data ...'); 

XTrain = load('train.csv'); 

csv_trY = load('trainlabel.csv'); 

YTrain = csv_trY(:, 2); 

  

disp('Loading test data ...'); 

XTest = load('test.csv'); 

csv_tsY = load('testlabel.csv'); 

YTest = csv_tsY(:, 2); 

  

%% Preparing MLP Neural Network 

net = feedforwardnet([100 100]); 

view(net) 

net.trainParam.showWindow=0; 

  

%% Initialize Parameters 

maxEpoch = 200; 

batch_size = 10; 

nXTrain = size(XTrain, 1); 

n = round(nXTrain/batch_size) - 1; 

%% Train Network 

disp('Training model...') 

for i = 1: maxEpoch 

    for j = 1: n 

        x = XTrain((j-1)*batch_size+1 : j*batch_size, :)'; 

        y = YTrain((j-1)*batch_size+1 : j*batch_size, :)'; 

        [net, tr, ~, e] = train(net,x, y); 

         

        MSE = mse(e); 

         

        y = net(XTest'); 

        disp(['Epoch : ', num2str(i) , ', Iteration : ', num2str(j),... 

            ', Train Acurracy : ', num2str((1 - MSE)*100) , '% ',... 

            ', Test Acurracy : ', num2str((1 - mse(y - YTest))*100), '%']); 

    end 

end 

  

%% Evaluate Network 

disp('Evaluating model ...') 
% predict network on test data 

YPredicted = classify(net,XTest); 
% Plot confusion matrix 

plotconfusion(YTest,YPredicted); 
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LSTM.m 

clc; 

clear; 

close; 

 

%% Load Data 

disp('Loading train data ...'); 

csv_trX = load('train.csv'); 

csv_trY = load('trainlabel.csv'); 

 

disp('Loading test data ...'); 

csv_tsX = load('test.csv'); 

csv_tsY = load('testlabel.csv'); 

 

%% Prepearing Data for LSTM 

size_csvtrX = size(csv_trX, 1); 

n_sequence = 200; 

n_feature = 2; 

 

%XTrain is a cell array containing sequences of dimension 2 of with 200 packet 

length 

XTrain = cell(size_csvtrX, 1); 

for i = 1: size_csvtrX 

    sequence = zeros(n_feature, n_sequence); 

    sequence(1, :) = csv_trX(i, 1:2:end); 

    sequence(2, :) = csv_trX(i, 2:2:end); 

    XTrain{i} = sequence; 

end 

 

%XTest is a cell array containing sequences of dimension 2 of 200 length 

size_csvtsX = size(csv_tsX, 1); 

XTest = cell(size_csvtsX, 1); 

for i = 1: size_csvtsX 

    sequence = zeros(n_feature, n_sequence); 

    sequence(1, :) = csv_tsX(i, 1:2:end); 

    sequence(2, :) = csv_tsX(i, 2:2:end); 

    XTest{i} = sequence; 

end 

 

%Y is a categorical vector of labels "0","1", which correspond to the 

%normal or ddos sequences 

valueset = 0:1; 

catnames = {'normal' 'ddos'}; 

YTrain = categorical(csv_trY(:, 2),valueset,catnames,'Ordinal',true); 

 

YTest = categorical(csv_tsY(:, 2),valueset,catnames,'Ordinal',true); 
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%% Preparing LSTM Network 

%Specify the input size to be sequences of size 400 (the dimension of the input 

data).  

inputSize = 400; 

%Specify an bidirectional LSTM layer with 100 hidden units, and output the  

%last element of the sequence 

numHiddenUnits = 100; 

 

%Finally, specify classes by including a fully connected layer of size 2,  

%followed by a softmax layer and a classification layer. 

numClasses = 2; 

 

layers = [ ... 

    sequenceInputLayer(inputSize) 

    bilstmLayer(numHiddenUnits,'OutputMode','last') 

    fullyConnectedLayer(numClasses) 

    softmaxLayer 

    classificationLayer]; 

 

maxEpochs = 50; 

miniBatchSize = 100; 

 

options = trainingOptions('adam', ... 

    'ExecutionEnvironment','cpu', ... 

    'GradientThreshold',1, ... 

    'MaxEpochs',maxEpochs, ... 

    'MiniBatchSize',miniBatchSize, ... 

    'SequenceLength','longest', ... 

    'Shuffle','never', ... 

    'Verbose',0, ... 

    'Plots','training-progress'); 

%% Train Network 

 

disp('Training model...') 

net = trainNetwork(XTrain ,YTrain, layers, options); 

 

 

%% Evaluate Network 

disp('Evaluation model ...') 

% predict network on test data 

YPredicted = classify(net,XTest); 

% Plot confusion matrix 

plotconfusion(YTest,YPredicted); 
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Ex_VFD. m 

clear; clc; close all 
 

% This code reads the extracted feature of the excel files used for both the MLP 

Neural Network and LSTM RNN, then convert the columns and rows of the excel file 

to their corresponding VFDT values. 

  
x1 = xlsread('C:\Users\adelakut\Documents\MATLAB\Check_1.xls'); 

x2 = xlsread('C:\Users\adelakut\Documents\MATLAB\Check_2.xls'); 

x=[x1,x2]; 

x=x(:,1:400); 

N_signal_1= size(x,1); 

No_of_signals =size(x,2); %use this for all signal 

  

VFDT=[]; 

for i = 1: No_of_signals 

     

    xx = x(:,i); 

    VF = VFDT_Tosin(xx,N_signal_1,1); 

    VFDT = [VFDT,VF]; 

end 

figure 

plot (x,'black') 

ylabel('[Number of Packets]') 

xlabel('Time [s]') 

hold on 

% Plotting of figures and Trajectory 

figure 

plot(VFDT(:,1),'b') 

hold on 

plot(VFDT(:,2),'b') 

ylabel('[Variance Fractal Dimension]') 

xlabel('[Frame Number]') 

 

VFDT_Tosin.m 

 

function VFD_Trajectory = VFDT_Tosin(xx,N_signal_1,No_of_signals) 

  

% method 1: 1 2 3 4; 6 8 10 12; 16 20 24 28;  

vel_size=0; 

kk=1; 

  

ws =256;% window size in which the input is stationary 

ss=0.25*ws; 
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No_of_signals=2; %for few signal 

  

for mm = 1: No_of_signals 

     

    for i=0:120; 

         

        for k=1:4; 

             

            vel_size(kk)=max(vel_size)+2^i; 

             

            kk=kk+1; 

        end 

         

    end 

     

    vel_size_max=floor(ws/31); % the number of vel must be greater than 30. 

    vel_size_min=1; 

     

    vel_size(vel_size>vel_size_max)=[]; 

     

    kkk=1; 

    Total_slope=[]; 

    for kk = 1:ss:N_signal_1-ws 

         

        slide_window=xx(kk:kk+ws-1,mm);%signal_1(1:vel_size_max*30); 

         

        %slide_window(vel_number_for_largest_vel*b^kmax+1+1:end)=[]; 

        window_size=length(slide_window); 

         

        variance=zeros(1,length(vel_size)); 

        variance_log=zeros(1,length(vel_size)); 

        size=zeros(1,length(vel_size)); 

        size_log=zeros(1,length(vel_size)); 

        iiii=1; 

         

        for i=1:1:length(vel_size)    %% vel size(i) loop 

             

        % vel_size=b^i;   %% vel size loop 

             

          sum_square_part=0; 

             

          sum_part=0; 

             

          variance_temporary=zeros(1,vel_size(i)); 

             

             

          for vel_number=1:1:(window_size-1)/vel_size(i)% vel number loop 

                 

                 

    signal_difference=slide_window(vel_size(i)*vel_number+1)- slide_window 

    (vel_size(i)*(vel_number-1)+1); 
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           sum_square_part=sum_square_part+signal_difference^2; 

                 

           sum_part=sum_part+signal_difference; 

                 

           end 

             

                   

variance_temporary(1)=(sum_square_partsum_part^2/vel_number)/(vel_number-1); 

             

             

           for m=1:1:vel_size(i)-1;  %% repeat , offset counting 

                 

                 

           sum_square_part=0; 

                 

           sum_part=0; 

                 

                 

        for vel_number=1:1:(window_size-1)/vel_size(i)-1   % vel number loop 

                     

                     

        signal_difference=slide_window(vel_size(i)*vel_number+1+m)-   

 

        slide_window(vel_size(i)*(vel_number-1)+1+m); 

                     

        sum_square_part=sum_square_part+signal_difference^2; 

                     

        sum_part=sum_part+signal_difference; 

                     

        end 

                 

         

variance_temporary(m+1)=(sum_square_partsum_part^2/(vel_number))/(vel_number-1); 

                 

            end 

             

            % one point at linear plot %%%%% 

            variance(1,iiii)=mean(variance_temporary); 

            size(1,iiii)=vel_size(i); 

             

            % corresponding one point at log-log plot %%%%% 

             

            variance_log(1,iiii)=log10(variance(1,iiii)); 

            size_log(1,iiii)=log10(vel_size(i)); 

             

            iiii=iiii+1; 

        end 

         

        sum_xy=0; 

        sum_x=0; 

        sum_y=0; 

        sum_x2=0; 
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        for ii=1:length(variance_log) 

             

            sum_xy=sum_xy+variance_log(ii)*size_log(ii); 

            sum_x=sum_x+size_log(ii); 

            sum_y=sum_y+variance_log(ii); 

            sum_x2=sum_x2+size_log(ii)^2; 

             

        end 

         

variance_of_different_vectors_for_largest_vel_size(kkk,:)=variance_temporary; 

         

        Total_variance_log(kkk,:)=variance_log; 

        Total_vel_size_log=size_log; 

        Total_vel_size=size; 

        Total_slope(kkk,1)=(length(variance_log)*sum_xy-  

        sum_x*sum_y)/(length(variance_log)*sum_x2-sum_x^2); 

 

        Total_c(kkk,1)=(sum_y-Total_slope(kkk)*sum_x)/length(variance_log); 

         

        Total_ending_sample_of_each_window(kkk,1)=kk+ws-1; 

         

        kkk=kkk+1;    

         

        end 

        VFDT=2-Total_slope/2; 

     

        VFD_Trajectory(:,mm) = VFDT; 

        end 

  

       end 
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