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Abstract

Due to their security, transparency, and decentralized trust model, blockchains

have been integrated into a wide range of applications. Distributed and collabora-

tive deep learning approaches, such as Federated Learning and Split Learning, are

among the most prominent areas jointly explored with blockchain. This thesis investi-

gates how blockchain mutually empowers distributed learning frameworks—and vice

versa—through three novel contributions. First, we propose Proof-of-Collaborative-

Learning (PoCL), a blockchain consensus mechanism that replaces energy-intensive

mining with productive federated learning tasks, enabling secure, incentive-aligned,

and resource-efficient consensus. Second, we advance SplitFed Learning (SFL) by in-

troducing Sharded SFL for improved scalability, and Blockchain-enabled SFL (BSFL),

a decentralized variant that uses smart contracts to coordinate shard aggregation and

ensure model integrity. Third, we present Blockchain-enabled Personalized Federated

Learning (BPFL), a framework that enhances fairness and model ownership by in-

corporating contribution-based personalization and a tokenized access mechanism,

with theoretical convergence guarantees. Through these contributions, this thesis

demonstrates how decentralized learning and blockchain can be integrated to improve

security, efficiency, and fairness in collaborative AI systems.
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Chapter 1

Introduction

We are living in an era where data is not just abundant—it is foundational. As

digital interactions increase, so does the volume of personal and sensitive informa-

tion being generated, processed, and exchanged. As of 2020, each internet user was

estimated to generate at least 1.7 megabytes of data per second [1]. Consequently, ap-

plications that rely on this data—especially those powered by Artificial Intelligence

(AI)—have made data privacy one of the most urgent challenges in contemporary

research [2].

The risks associated with centralized data storage—such as breaches, surveillance,

and misuse—underscore the need for AI systems that prioritize not just performance,

but also the privacy and security of the individuals whose data they rely on.

To address these risks, researchers have developed a variety of privacy-preserving

mechanisms. These range from data anonymization techniques such as k-Anonymity

[3], to cryptographic methods like Homomorphic Encryption [4], to distributed learn-

ing frameworks that eliminate the need for centralized data aggregation. This thesis

1



2 Chapter 1: Introduction

focuses on the latter.

Distributed learning refers to a class of algorithms that enable collaborative train-

ing of Machine Learning (ML) models while preserving data locally. In contrast to

centralized schemes, where data is collected in a single repository, distributed learning

allows participants to share only model updates. Notable approaches include Fed-

erated Learning (FL) [5] and Split Learning (SL) [6; 7], both of which significantly

reduce privacy risks by transmitting intermediate computations instead of raw data.

A promising hybrid is SplitFed Learning (SFL) [8], which combines the advantages

of FL and SL to overcome their respective limitations.

However, despite their privacy-preserving design, most distributed learning sys-

tems still depend on a centralized server to coordinate the learning process. This

reliance introduces vulnerabilities related to trust, fairness, and system robustness.

In response, the research community has turned to Decentralized Learning—a novel

paradigm that removes central authority by leveraging blockchain technology to man-

age trust, orchestrate training, and ensure transparency among participants.

This thesis explores several dimensions of decentralized AI, examining how learn-

ing protocols and blockchain infrastructures can mutually enhance one another’s ca-

pabilities. Reflecting this synergy, the central theme of this work is mutual empow-

erment.

1.1 Research Questions

This thesis addresses the following three research questions, aimed at fostering

resilient, resource-efficient, and fair collaborative learning frameworks:
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1. How can blockchain consensus mechanisms be reengineered to repurpose mining

computational resources for efficient and secure FL?

2. How can the integration of blockchain improve the scalability and security of

SFL?

3. How can FL ensure fair model ownership while maintaining high performance?

1.2 Methodology

This thesis approaches the above questions using a unified methodology based on

theoretical formulation, algorithmic design, and empirical validation.

1.2.1 Proof-of-Collaborative-Learning (PoCL)

To answer the first research question, we introduce Proof-of-Collaborative-Learning

(PoCL)—a novel consensus mechanism that reimagines the mining process of blockchain

as a collaborative FL task. Unlike traditional Proof-of-Work, which expends massive

energy on non-productive computation, PoCL directs this computation toward train-

ing and evaluating ML models in a decentralized, multi-winner framework.

The methodology follows a three-phase pipeline: (i) model training, where miners

train models on local data; (ii) peer evaluation, where miners assess each other’s model

predictions on unlabeled test inputs; and (iii) voting and aggregation, where smart

contracts select the top-performing models based on accuracy and latency metrics.

The selected models are aggregated to form a new global model, and contributors

are rewarded proportionally to their performance. This framework ensures fairness,
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encourages meaningful collaboration, and utilizes previously wasted computation,

thereby aligning blockchain security with valuable training.

1.2.2 Advancing SplitFed Learning

The second core component of this thesis addresses the scalability and security

limitations of collaborative learning by advancing the SFL paradigm through archi-

tectural and decentralized innovations. We begin by introducing Sharded SplitFed

Learning (SSFL)—a novel, sharded extension of SFL. SSFL partitions the SL server

into multiple independent shards, each responsible for a subset of the training work-

load. Clients are dynamically assigned to shards, and the resulting local models are

subsequently aggregated using the Federated Averaging (FedAvg) algorithm. This

layered aggregation not only mitigates server overload but also dampens imbalances

caused by heterogeneous learning dynamics across shards. By redistributing server

responsibilities and reducing effective learning rates through cross-shard averaging,

SSFL achieves improved convergence, higher scalability, and greater training effi-

ciency.

Building on this architecture, we propose Blockchain-enabled SplitFed Learning

(BSFL), the first decentralized SFL framework. BSFL replaces the central FL server

with a smart contract-governed blockchain system. A decentralized committee of

validator nodes is responsible for verifying model updates, aggregating shard out-

puts, and distributing rewards. These processes are executed via transparent and

tamper-resistant smart contracts. This design ensures model integrity, resists poi-

soning attacks, and eliminates central points of trust by establishing a decentralized
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consensus-driven learning pipeline.

1.2.3 Personalized Federated Learning for Fairness

The third core component of this thesis tackles the fairness, transparency, and

security limitations of conventional FL, particularly in enterprise or multi-stakeholder

settings where model ownership and incentive alignment are critical. Although FL

enables privacy-preserving model training, it allows equal access to the global model

without accounting for the contributions each client made in the training process.

Moreover, its reliance on a centralized server introduces vulnerabilities such as black-

box implementation, single points of failure, and susceptibility to manipulation.

To address these limitations, we propose Blockchain-enabled Personalized Feder-

ated Learning (BPFL), a novel framework that integrates personalized model updates

with a decentralized, token-incentivized system. At the core of our design is a novel

contribution metric that quantifies each client’s impact by jointly capturing two key

dimensions: the improvement achieved on the client’s local model and the correspond-

ing performance gain of the global model observed on a shared synthetic validation

set. This dual-focus approach ensures that both local utility and global benefit are

considered in evaluating contributions.

To promote fairness, each client receives a personalized model, interpolated be-

tween its local update and the global model in proportion to its contribution. This

personalization strategy helps ensure equitable model benefits and mitigates owner-

ship disparity.

We further introduce a tokenized model access mechanism: clients with insuffi-
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cient contributions may purchase access to the global model using tokens, allowing

equitable participation even under resource constraints. All aggregation, personal-

ization, and token distribution processes are managed via a permissioned blockchain,

replacing the centralized FL aggregator. This decentralized orchestration eliminates

the need to trust a single entity and enforces incentive alignment through verifiable,

tamper-proof interactions.

Finally, we provide theoretical convergence guarantees for the proposed aggrega-

tion and personalization strategy under nonconvex, L-smooth conditions. Extensive

experiments on standard benchmarks demonstrate BPFL’s ability to reduce fair-

ness disparity, maintain strong model performance, and offer a secure, incentive-

compatible alternative to traditional FL.

1.3 Contribution of Authors

This thesis makes the following key contributions across the domains of decentral-

ized ML and blockchain integration:

1. We introduce PoCL, a decentralized, multi-winner consensus protocol that re-

places conventional mining with FL tasks. PoCL incentivizes useful computa-

tion by evaluating model predictions through a peer-review process and select-

ing high-performing models based on verifiable performance metrics. It enables

secure, energy-efficient blockchain consensus while aligning incentives toward

collaborative AI development.

2. We develop Sharded SplitFed Learning (SSFL), an efficient and scalable exten-
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sion of the standard SFL paradigm. SSFL distributes the server role across

multiple shards, improving training efficiency and robustness under client het-

erogeneity. Building on this, we propose Blockchain-enabled SplitFed Learning

(BSFL), the first decentralized SFL framework. BSFL uses a blockchain network

with smart contracts to coordinate shard aggregation, enforce update integrity,

and eliminate single points of failure, enhancing transparency and resistance to

poisoning attacks.

3. We propose Blockchain-enabled Personalized Federated Learning (BPFL) to ad-

dress fairness and model ownership challenges in conventional FL. The frame-

work introduces: (i) a novel metric to quantify each client’s training contribu-

tion, (ii) an aggregation mechanism based on contribution scores, (iii) a per-

sonalization layer that reflects fair model ownership, (iv) a tokenized model ac-

quisition mechanism that enables non-contributing clients to access the global

model via token exchange, and (v) theoretical guarantees for convergence under

standard nonconvex assumptions.

4. We conduct comprehensive empirical evaluations for all proposed frameworks

by implementing both our methods and relevant baseline algorithms on widely

used datasets, including MNIST, Fashion-MNIST, CIFAR-10, and CIFAR-100.

To ensure consistent comparisons, we employ standard model architectures such

as LeNet-5 and ResNet-18. Each framework is assessed using key performance

metrics—model accuracy, convergence speed, communication overhead, and re-

ward distribution—to validate its practicality and effectiveness. The results

consistently demonstrate that our approaches offer significant improvements in
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terms of security, fairness, scalability, and collaborative efficiency over existing

methods.

All research work presented in this thesis was conducted by the student, Amir-

reza Sokhankhosh, under the supervision of Dr. Sara Rouhani. The specific

contributions are as follows:

• Amirreza Sokhankhosh designed the research problems, developed the

theoretical frameworks (PoCL, SSFL, BSFL, and BPFL), implemented all

algorithms and systems, performed the experiments, analyzed the results,

and wrote the thesis.

• Dr. Sara Rouhani provided general guidance, feedback, and supervision

throughout the research process.

1.3.1 Publications

The research conducted for this thesis has resulted in the following publications:

1. Proof-of-Collaborative-Learning: A Multi-winner Federated Learning Consen-

sus Algorithm : Published [9]

2. Enhancing Split Learning with Sharded and Blockchain-Enabled SplitFed Ap-

proaches : Under Review

3. Towards Fair Model Ownership: Blockchain-Driven Personalization in Feder-

ated Learning : Under Review



Chapter 2

Background & Related Works

This chapter provides the foundational background necessary to understand the

core concepts and motivations behind our work. We begin by introducing the fun-

damental components of blockchain technology, including consensus mechanisms and

smart contracts. We then present an overview of distributed learning paradigms, such

as FL [5], SL [6; 7], and SFL [8], which form the basis of the systems studied in this

thesis.

Following these foundational definitions, we explore the emerging field of decen-

tralized learning—where blockchain and distributed AI intersect—and review relevant

literature that motivates our contributions. Finally, we identify existing gaps in the

field related to enhancing blockchain consensus with ML, improving the scalability

and security of SL, and ensuring fairness in decentralized AI systems.

9



10 Chapter 2: Background & Related Works

2.1 Blockchain Fundamentals

In this section, we briefly introduce the blockchain technology and introduce the

concepts utilized throughout the thesis, including consensus mechanisms, mining pro-

cedures, and smart contracts.

2.1.1 Chain of Blocks

In 2008, Satoshi Nakamoto introduced the first blockchain network as the founda-

tion of Bitcoin, the first cryptocurrency [10]. Following Bitcoin’s rise in popularity,

the blockchain architecture gained significant attention and has since been adopted

across a wide range of technological domains [11; 12]. At its core, a blockchain is a

decentralized ledger composed of a sequence of data blocks, where each block contains

a set of transactions that can be independently verified [13; 14]. Each block in the

ledger references its predecessor by storing the hash of the previous block’s header,

thereby ensuring the integrity and immutability of the entire chain. While a block

header may contain various fields–such as the Merkle tree root, timestamp, and diffi-

culty bits—this discussion focuses only on the components relevant to the context of

this thesis. The block body contains the data stored in each block of the blockchain,

which can range from validated transactions [10; 15] to ML models [16].

2.1.2 Consensus Mechanism

Consensus mechanisms in blockchains serve as fault-tolerant protocols that ver-

ify transactions and maintain agreement among all network nodes [17]. Blockchains

utilize specialized consensus protocols, operated by a peer-to-peer network of nodes,
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making each data block computationally challenging to produce but straightforward

to verify [13]. Consensus mechanisms are intended to ensure that all honest partici-

pants in the network maintain a consistent view of the blockchain, even in the presence

of faulty or malicious nodes. For example, Proof-of-Work (PoW) [10], the consensus

mechanism used by Bitcoin, achieves this task by requiring miners to find a nonce

that solves a difficult cryptographic hash problem through brute-force computation.

This process, often referred to as mining, makes it computationally expensive to alter

any part of the blockchain network. Other consensus mechanisms such as Proof-

of-Stake (PoS) [15], Raft [18], and Practical-Byzantine-Fault-Tolerance (PBFT) [19]

are also popular in practice. While consensus mechanisms strengthen the integrity

of the blockchain ledger by making block alterations computationally or procedu-

rally difficult, they remain vulnerable when a majority of nodes, typically more than

50%, act maliciously or collude. In such scenarios, the dominant group can enforce

agreement on a falsified state of the ledger, thereby compromising the reliability and

trustworthiness of the entire blockchain network.

2.1.3 Smart Contracts

Blockchain transactions can also represent computer programs, known as smart

contracts, which are stored on the ledger and executed as part of transaction pro-

cessing [20]. While the Bitcoin blockchain supports only rudimentary forms of smart

contracts, platforms such as Ethereum [21] and Hyperledger Fabric [22] allow for the

development of sophisticated, Turing-complete programs, capable of expressing any

computation that can be described by a general-purpose programming language [20].
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This programmability significantly expands the applicability of blockchain technol-

ogy beyond cryptocurrency, enabling its integration into more complex systems and

domains.

2.1.4 Blockchain categories

Blockchains can be categorized based on their access level into three different

classes. For each of these categories, the architecture design as well as security pre-

cautions are different.

Public Blockchains

Blockchains such as Ethereum [21] and Bitcoin [10] are among the notable exam-

ples of this category. Public blockchains allow users to join the network without any

authentication or membership inquiry. As a result, the identity of the participants

is unknown, and security and privacy measurements must be taken into account at

the maximum level, since any malicious node can join the network. Consequently,

the consensus mechanisms of public blockchain are often more rigid and difficult to

manipulate.

Permissioned Blockchains

Permissioned blockchains, such as Hyperledger Fabric and Corda, restrict partic-

ipation to authenticated users who are granted access by a central authority or a

predefined policy. Unlike public blockchains, these networks maintain a level of trust

among participants, which allows for more efficient consensus mechanisms and faster
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transaction processing.

Private Blockchains

Private blockchains are typically operated by a single organization that main-

tains full control over participation, data access, and transaction validation. These

blockchains are not open to the public, and all nodes are internal or explicitly in-

vited participants. The high level of centralization allows for maximum performance

and minimal latency, but it also introduces trade-offs in terms of transparency and

decentralization.

2.2 Distributed and collaborative Learning Paradigms

With the rapid growth of data generation and the widespread deployment of AI

systems, ensuring data privacy has become a critical concern in modern AI applica-

tions. In response, distributed learning techniques have garnered significant attention,

offering a way to train models collaboratively without exposing raw data. The most

prominent paradigms of distributed learning include:

2.2.1 Federated Learning

FL, first introduced by McMahan et al. [5], enables collaborative model training

across a network of distributed clients while preserving data locality. In a typical

FL setup, a central server initializes and broadcasts a global model to participating

client devices. Each client then performs local training using its private dataset and

transmits the resulting model updates back to the server. The server aggregates these
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updates—often through a weighted averaging scheme—to refine the global model.

This cycle of model distribution, local computation, and aggregation constitutes a

single communication round. By repeating this process over multiple rounds, the

global model incrementally benefits from the diverse data distributions across the

network, leading to improved generalization. Although originally introduced within

the broader context of ML, FL has since been extensively adapted for deep learning

applications in distributed environments [23; 24; 25; 26].

2.2.2 Split Learning

FL places a significant computational burden on client devices, as they are required

to train the entire global model locally. To alleviate this limitation, SL was proposed

[6; 7]. In SL, the global model is partitioned into two (or more) segments, with

a smaller portion allocated to the clients. This design reduces the computational

load on client devices by restricting their training responsibilities to only the initial

layers of the model. In SL, clients train the first, lightweight model segment using

their local data and transmit the intermediate activations (i.e., the output of their

model’s final layer) along with corresponding labels to the central server. The server

then completes the forward pass using its larger model segment, computes the loss,

and performs backpropagation. Finally, the server sends the gradients of the shared

activation layer back to the client, enabling the client to update its model segment

accordingly.
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2.2.3 SplitFed Learning

Although SL offers computational advantages for clients, it incurs extended train-

ing durations due to its sequential client-server communication pattern and the need

for interaction at every batch [27; 28; 29]. Additionally, SL tends to be less efficient

than FL, as it lacks the benefits of aggregation strategies such as FedAvg [8].

SFL [8] was proposed to overcome the limitations of SL by integrating key ele-

ments of FL. In this hybrid framework, an additional federated server is employed

to aggregate the client-side model updates using the FedAvg algorithm, resulting in

notably shorter training times than traditional SL. In addition, SFL introduces the

parallel training of clients, further enhancing the training time as opposed to SL.

2.3 Decentralized Learning

Although distributed learning techniques enhance data privacy by transmitting

model updates rather than raw data, they remain vulnerable to critical issues related

to stability, fairness, and security due to their reliance on a centralized server:

• Fairness: In most distributed learning setups, the central server operates as a

black-box entity, potentially leading to biased aggregation strategies. In conse-

quence, it may favor certain clients over others, undermining both the equity

and effectiveness of the training process.

• Security: Centralization introduces notable security vulnerabilities. A mali-

cious or compromised server, either acting independently or through collusion,

can degrade global model performance by injecting harmful updates. Moreover,
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despite the absence of direct data sharing, the server may launch privacy attacks

such as Membership Inference Attacks (MIA) [30], revealing sensitive informa-

tion about clients’ training data using only black-box access. Furthermore, the

absence of effective evaluation and incentivization mechanisms for client sub-

missions enables malicious behavior, allowing clients to contribute untrained

or deliberately harmful model updates. This undermines the integrity of the

aggregation process and degrades the overall performance of the global model.

• Stability: The central server represents a single point of failure. Any mal-

function, compromise, or dropout can disrupt the training process entirely, po-

tentially nullifying the contributions made by participating clients up to that

point [11].

Replacing the centralized server with a decentralized blockchain network resolves

the problems mentioned above. Through the integration of blockchain in distributed

AI algorithms, the responsibilities of the central server can be seamlessly handled

by smart contracts. The decentralized learning framework is a term often used for

families of algorithms that integrate blockchain with distributed AI technologies.

Blockchain-enabled Federated Learning is the first among these [11]. The decen-

tralized architecture of blockchain technology addresses the server-related limitations

of FL by removing the need for a central coordinating entity. Moreover, blockchain’s

native incentive mechanisms help promote honest client participation by rewarding

contributors based on the quality of their model updates. In this context, Kim et al.

[16] proposed BlockFL, the first blockchain-integrated federated learning framework.

Building on this foundation, Li et al. [31] developed a blockchain-based federated
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learning design that employs a committee-driven consensus protocol.

The application of blockchain in FL extends beyond committee-based consensus

and incorporates a range of enhancements, including the integration of differential

privacy techniques [32; 33; 34], Layer 2 (L2) scaling solutions [35; 36], and Zero-

Knowledge Proofs (ZKPs) [37; 38]. These methods are collectively designed to im-

prove the privacy, scalability, and security of blockchain-supported federated learning

systems. Practical applications of FL integrated with blockchain are across a range

of domains, such as the industrial Internet of Things (IIoT) [39; 40; 41], intelligent

healthcare systems [42; 43], and wireless communication infrastructures [44; 45; 13].

2.4 Research Gaps

In this thesis, we present novel solutions addressing key limitations in various

aspects of Decentralized AI. Our contributions are organized into two primary cate-

gories: Blockchain for AI and AI for Blockchain, reflecting two complementary direc-

tions in which the integration of these technologies yields mutual benefits. Our AI for

Blockchain approach reimagines blockchain consensus mechanisms as a means of col-

laboratively training ML models by leveraging the computational resources typically

used for mining. Conversely, the Blockchain for AI methods focus on improving the

scalability and security of SFL, and enhancing fairness in FL through personalized

model aggregation. The subsequent subsections review relevant recent advancements

in each of these research areas.
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2.4.1 Enhancing Consensus Mechanism

Nakamoto’s introduction of the Proof-of-Work (PoW) consensus mechanism in

Bitcoin [10] established a computation-intensive process for maintaining blockchain

integrity. In PoW, miners compete to identify a nonce that satisfies specific hash

conditions to validate and append new blocks. While effective, the significant com-

putational cost associated with PoW has motivated extensive research into more

sustainable and resource-efficient alternatives [46].

In response, various consensus protocols have been proposed that reduce the en-

ergy demands of PoW while preserving security guarantees [17]. One prominent al-

ternative is Proof-of-Stake (PoS), introduced by Nguyen et al. [15], which designates

block validation rights based on the stake held by participants. Despite improving

efficiency, PoS has raised fairness and centralization concerns, prompting refinements

across several studies [47; 48; 49; 50; 51; 52].

Several hybrid or specialized mechanisms have also emerged. Proof-of-Work-Time

(PoWT) [53] incorporates a temporal dimension to PoW, aiming to reduce energy

waste by factoring in block time during validation [17]. Proof-of-Burn (PoB) [54]

incentivizes miners to irreversibly destroy coins by transferring them to unrecover-

able addresses, thereby acquiring virtual mining privileges. Similarly, Proof-of-Space

(PoSpace) [55] replaces computational effort with storage commitments, requiring

participants to allocate memory as proof for validation.

Building on these developments, Proof-of-History (PoH) [56] enhances blockchain

throughput by cryptographically verifying the sequence of events, ensuring time con-

sistency without requiring conventional timestamping. Proof-of-Activity (PoA) [57]
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integrates PoW and PoS, initiating block creation through mining and finalizing it

through stake-based selection, thereby balancing energy efficiency with security. Fi-

nally, Snow White [58] refines PoS models by introducing formal security guarantees

and promoting fair validator participation even under adversarial conditions.

Several studies have explored substituting energy-intensive Proof-of-Work (PoW)

puzzles with tasks that serve productive purposes [59]. For instance, Proof-of-eXercise

(PoX) [60] and Proof-of-Useful-Work [61] redirect mining resources toward scientific

computing and the solution of complex polynomial problems, respectively. Primecoin

[62], on the other hand, utilizes computational efforts to discover sequences of prime

numbers. Our focus lies on consensus mechanisms that embed ML processes into

their foundational design.

Bravo-Marquez et al. [63] introduced Proof-of-Learning (PoL), where participants

known as “trainers” submit ML models that are assessed by a group of “valida-

tors.” Rewards are granted to the trainer whose model performs best. In a related

approach, Proof-of-Federated-Learning (PoFL) [59] involves miners collaboratively

training models within distinct mining pools to compete for rewards. However, this

structure grants an early and persistent advantage to the winning pool, as their su-

perior model is not shared across pools. Furthermore, PoFL does not yield a unified

global FL model, since each pool independently trains its own architecture. A com-

parable limitation is found in Proof-of-Training-Quality [64], which applies FL within

isolated local committees.

In summary, current consensus mechanisms lack the capacity to support a fair,

secure, and globally consistent FL process. Chapter 3 introduces a novel framework
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designed to address this shortcoming by proposing a decentralized mechanism that

ensures equitable participation and validation in FL.

2.4.2 Decentralized Split Learning

In Chapter 4, we explore methods to enhance the scalability, security, and effi-

ciency of SFL. The subsections below provide an overview of prior research addressing

these issues.

Scalibility

The split architecture inherent to SL and SFL presents a fundamental scalability

limitation [65]. In parallel SL, the server-side model is updated more frequently than

the client-side segments, leading to a disparity in learning progress between the two.

This imbalance can degrade training efficiency, particularly when the server and client

updates are processed independently. To mitigate these issues, LocFedMix-SL was

introduced, which employs local regularization on client models and augments the

clients’ smashed data to enhance the server’s learning process [65].

Subsequent research has proposed further improvements. For example, Pal et al.

[66] suggested using distinct learning rates for the server and clients and implemented

gradient broadcasting to harmonize updates across clients. More recently, Mix2SFL

integrated these techniques, resulting in improved model accuracy and communication

efficiency [67].

Despite their contributions to scalability, these methods do not adequately address

the computational and communication burdens placed on the central server, which
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can hinder overall system performance. To overcome these challenges, we introduce

SSFL, a novel sharding-based framework that improves the scalability, stability, and

training efficiency of SFL.

Security

The integration of blockchain technology with SL remains a relatively underex-

plored domain. BlockFeST, introduced by Batool et al. [68], merges blockchain with

both FL and SL paradigms, shifting most of the computational load to an SL server

in order to reduce the burden on FL clients. In a related effort, Sai [69] proposed a

blockchain-based SL framework that utilizes smart contracts to dynamically assign

servers and clients for each training round. Although these methods enhance fairness

and improve security through decentralization, they still suffer from centralization

bottlenecks and limited scalability.

To the best of our knowledge, this thesis is the first to introduce Blockchain-

enabled SplitFed Learning, a novel framework that systematically addresses the se-

curity vulnerabilities, fairness constraints, and performance inefficiencies inherent in

conventional SL approaches.

2.4.3 Fairness in Decentralized AI

Over the years, considerable efforts have been made to introduce various notions

of fairness in FL. The aspect of fairness we are interested in is named Collabora-

tive Fairness, first introduced in Collaborative Fair Federated Learning (CFFL) [70],

referring to fair global model access in proportion to each client’s reputation.
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CFFL tackles this problem by deriving each participant’s reputation from the ac-

curacy of a subset of its uploaded gradients on a public validation set. This reputation

reflects how informative a client’s gradients are and is utilized to achieve fairness by

limiting access: low-reputation participants get fewer gradient updates. Nevertheless,

all clients receive a singular global model; hence, the unjust model ownership issue

remains unsolved.

A similar reputation scheme has been used in Robust and Fair Federated Learning

(RFFL) [71], where each client’s reputation is iteratively updated by measuring the

cosine similarity between its uploaded gradient and the current aggregated update,

and those scores are then used both to weight the gradient aggregation and to sparsify

the portions of the global update that each client downloads. While this dual-use of

reputation in RFFL does improve robustness against poisoned or low-quality updates

and aligns the “reward” of gradient access with measured contribution, it still delivers

a single global model to everyone. As a result, true model ownership remains undif-

ferentiated, and incentives for fair participation are not fully enforced at the level of

each client’s received model.

In chapter 5, we employ the concept of contributions in measuring and enforcing

fairness. A similar notion for contribution-aware aggregation has been proposed in

FedCon [72]. In this algorithm, weights are initialized using a KL-divergence–based

“data quality” term plus data volume, then refines them each round via (i) Monte

Carlo–approximated Shapley values on model performance and (ii) a cosine-similarity

adjustment, with a linear decay schedule blending initial and Shapley-based weights.

This pipeline is explicitly designed to overcome non-IID splits and to smooth out
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drastic weight jumps. Nevertheless, a single global model is propagated between all

clients, which diminishes fair model ownership.



Chapter 3

Repurposing Computation Power

3.1 Problem Statement

The decentralized nature of blockchain technology, the incentive mechanisms sup-

porting blockchain networks, and smart contracts—which enable programmable and

automated transactions—have all contributed to blockchain’s explosive expansion.

Blockchains, especially cryptocurrency networks, use consensus mechanisms such as

Proof-of-Work (PoW) to prevent double spending of tokens; nevertheless, this mecha-

nism requires substantial computational power to preserve data integrity and security.

The most well-known use of PoW, Bitcoin mining, has an energy demand currently

equal to the yearly energy usage of nations like Poland [73]. These serious environ-

mental issues emphasize the need for more effective consensus mechanisms to retain

blockchain’s advantages while mitigating its environmental impact.

PoW requires miners to solve computationally expensive hash puzzles by itera-

tively searching for a valid nonce. While effective in securing the blockchain, this

24
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process suffers from two core inefficiencies:

• The computation involved in solving PoW puzzles is inherently unproductive;

it serves no purpose beyond enforcing difficulty in block manipulation.

• Only the successful miner’s computation is utilized and rewarded, while the ef-

forts of all other miners are discarded, wasting massive computational resources

without any residual benefit.

These drawbacks have motivated researchers to explore more meaningful alterna-

tives to PoW. Some proposals seek to embed useful computational tasks within the

consensus process, such as deep learning training or scientific computing—in what

has been termed proof-of-useful-work [59; 60; 61; 62]. Other studies [15; 53] have also

suggested alternatives with less computational requirements, using various consensus

models that focus on efficiency and lower energy consumption.

In parallel, FL, introduced by McMahan et al. [5], has emerged as a promising

paradigm for privacy-preserving machine learning. FL enables collaborative model

training across decentralized clients without transferring raw data to a central server.

Despite these benefits, privacy concerns persist due to possible leakage from model

updates and the presence of a central aggregator. Furthermore, the lack of robust

incentive mechanisms may discourage honest participation.

To address these concerns, researchers have proposed blockchain-integrated FL

frameworks. Notably, BlockFL by Kim et al. [16] introduces smart contracts for

verifying and incentivizing model updates, thereby decentralizing trust. Since then,

numerous extensions have applied this fusion to domains such as IoT, medical imag-

ing, and cognitive networks [39; 40; 41; 42; 43; 44; 45; 74].
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Among these, Proof-of-Federated-Learning (PoFL) [59] integrates the FL archi-

tecture in the consensus mechanism of blockchains. In PoFL, requesters send Deep

Learning (DL) tasks along with a list of possible data providers. These tasks are

distributed among distinct pools of miners, with each pool selecting a DL model for

the task. In each pool, a miner is selected as the leader and serves as the central

server in the traditional FL paradigm, while the others operate as clients. However,

there are a few major drawbacks to this approach:

1. Limited collaborative scope: In PoFL, FL is executed within isolated min-

ing pools, typically composed of a small subset of miners. This restriction

reduces the diversity and representativeness of the data available for training,

thereby limiting the generalizability and performance of the resulting models.

In addition, besides the winning pool, the training contributions of all mining

pools are lost since no aggregation step is performed between mining pools.

2. Lack of model-sharing fairness: The framework encourages competition

among pools to produce the best-performing model; however, the winning global

model is not shared with other pools. This disparity significantly affects miners

who join the competition in the middle or final rounds.

3. Requester-specific constraints: In most practical scenarios, requesters spec-

ify both the model architecture and associated datasets. PoFL’s design, which

assumes flexibility in model and data distribution across mining pools, often

fails to accommodate such tightly defined training requirements, limiting its

applicability in real-world deployments.
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To address the limitations of existing FL-based consensus mechanisms, this chap-

ter introduces Proof-of-Collaborative-Learning (PoCL)—a novel, fully decentralized,

multi-winner consensus protocol for FL. PoCL improves model evaluation and fair-

ness by leveraging a distributed network of miners for collaborative assessment. In

each training round, miners exchange unlabeled test samples to evaluate the predic-

tive performance of peer models. Participating miners generate predictions on these

samples, which are then assessed based on two key criteria: accuracy (measured via

loss functions) and timeliness (measured by prediction latency).

Using smart contracts, the system aggregates evaluations and selects the top K

performing miners based on a voting mechanism. These selected miners are des-

ignated as round winners and contribute their models to form an updated global

model. Their contributions are rewarded proportionally through transparent, auto-

mated incentives governed by smart contracts. PoCL thus mitigates issues of unfair

competition, lack of model sharing, and single-winner inefficiencies prevalent in prior

frameworks—achieving better incentive alignment, fairness, and collaborative model

improvement.

3.2 Design

In this chapter, we extend the principles of FL to develop a novel consensus mech-

anism integrated into a decentralized FL framework, called Proof-of-Collaborative-

Learning (PoCL). Traditional FL systems involve a central server coordinating mul-

tiple clients, each training a shared global model on private local data and returning

model updates for aggregation. The server aggregates these updates into an improved
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global model at the end of each training round.

To decentralize this process and enable consensus through collaboration, we intro-

duce a set of steps that must be followed in each round of PoCL. Before delving into

the architectural workflow, we describe the key components involved in our system.

3.2.1 Components

To effectively implement our FL-based consensus mechanism, we define the fol-

lowing components within our network:

• Administrator: This component is responsible for altering user-defined val-

ues, including the number of rounds, number of winning miners, and deadlines

for each step, or any other parameter or hyperparameter in the system. The ad-

ministrator is also responsible for notifying the miners about the details of each

step. To ensure that this role does not compromise the network’s decentraliza-

tion, the Administrator’s functions can be implemented through decentralized

governance mechanisms. For instance, changes proposed by the Administrator

could require approval through a distributed consensus process among selected

stakeholders or be automated through smart contracts that execute based on

predefined rules agreed upon by the network participants.

• Requesters: In the proposed network, individuals who submit deep learning

tasks are referred to as requesters. Each task submission, or request, includes

a deep learning model intended for global training, along with a curated list

of publicly accessible datasets designated for that purpose. To address poten-

tial privacy concerns associated with distributing private data among multiple
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miners, requesters must select strictly from publicly available datasets for the

training process. Submitted requests are stored in a queue, from which one is

selected in each consensus round to determine the model to be globally trained.

• Miners: Miners are responsible for contributing new blocks to the blockchain

by participating in the training of global deep learning models, generating pre-

dictions on test data provided by other miners, and evaluating peer predictions

through a voting process. To become winners in each round, miners compete

to produce the most effective model within a time frame determined by the

administrator. The rewards distributed to winning miners are proportional to

the value of their contributions, measured by the average divergence between

their locally trained model weights and the previous global model.

• Aggregator: An off-chain entity responsible for coordinating the aggregation

of models submitted by the winning miners. Depending on the preferences spec-

ified by the requester, the aggregator is capable of switching between various FL

strategies. In addition to model aggregation, it evaluates each winner’s contri-

bution and communicates the results to the blockchain to facilitate appropriate

reward distribution.

• Users: Like other participants in a blockchain network, users submit transac-

tions intended for inclusion in the blockchain. These transactions are temporar-

ily held in a transaction pool, from which miners choose a subset to include in

the next block. To incentivize faster processing, users may attach additional

fees, thereby increasing the likelihood that miners prioritize their transactions.



30 Chapter 3: Repurposing Computation Power

Figure 3.1: Proof-of-Collaborative-Learning (PoCL) Design.

Furthermore, we assume that all peers in the blockchain network are equipped to

store and execute smart contracts. Under these assumptions, we define a structured

sequence of actions to be performed in each round to reach consensus through glob-

ally validated FL. The overall workflow of the proposed framework is illustrated in

Figure 3.1 and detailed in Algorithm 1.

3.2.2 Model Proposal

Each consensus round begins with the selection of a global deep learning model

from the request queue, which is then broadcast to all miners. Upon receiving the

model, miners select a verified subset of transactions and initiate the local training

process. After training the model on their private data, each miner constructs a model

proposal block that includes a hash of the locally trained model and a curated set

of unlabeled test samples. These test cases, distributed across clients, are carefully

chosen to reflect the overall data distribution while preserving privacy. This evaluation

step ensures a consistent and fair comparison of local models under similar conditions.
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At the start of each round, miners are informed of a designated time window known

as the model proposal deadline. Within this period, miners must select transactions,

train the assigned global model, and submit their model proposal block. Failure to

meet this deadline results in exclusion from the remainder of the consensus round.

The duration of this deadline is determined by the administrator and can be tailored

to the specific requirements of different systems, miners, or model complexities. In

scenarios where the global model demands extended training to achieve satisfactory

performance, this parameter can be adjusted accordingly, offering flexibility to system

operators.

3.2.3 Prediction Proposal

To identify and aggregate the highest-performing models, an evaluation process

is required. In our FL framework, we implement an innovative and decentralized

evaluation protocol that allows for the assessment of local models trained on miners’

devices. This approach ensures that only the most effective miners contribute to the

global model while also safeguarding the privacy of their local models.

After passing the model proposal deadline, the submitted test records are collected

and sent to miners who participated in the model proposal step. The miners predict

the given test records by feeding the inputs to the model. Afterward, they forward

the predictions to a smart contract, managing all miner predictions.

Once the model proposal deadline has passed, the submitted test records are

gathered and distributed to the miners who participated in the model proposal phase.

These miners generate predictions by entering the test records into the trained model.
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The predictions are then forwarded to a smart contract that manages all miner pre-

dictions.

To prevent miners from inferring the correct labels of the test records using meth-

ods other than their trained models, we impose a deadline on the prediction proposal

phase. This deadline is carefully set to allow only enough time for a forward pass

of the global model. Any proposals submitted after this deadline will be rejected to

Algorithm 1 The general workflow of the framework

1: class Miner:

2: function mine():

3: miningTrx ← blc.getTrx(self.id)

4: testRecords ← getTestRecords()

5: model.fit(localData)

6: modelHash ← md5(model)

7: blc.submitModel(modelHash, testRecords)

8: function predict():

9: testRecords ← blc.getTestRecords()

10: preds ← model(testRecords)

11: blc.submitPreds(preds)

12: function vote():

13: preds, times ← blc.getPreds(self.id)

14: losses ← lossFn(preds, testLabels)

15: votes ← sort(losses, times)

16: blc.submitVotes(votes)
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maintain the integrity of the evaluation process.

The administrator is also responsible for setting the prediction proposal deadline,

which may differ across systems depending on specific scenarios. Typically, the pro-

cedure involves running an experiment to measure the average time miners take to

perform a forward pass of the global model and submit their results. This empiri-

cally obtained time can then be used as the foundation for determining the prediction

proposal deadline.

3.2.4 Vote Proposal

The vote proposal phase plays a critical role in distinguishing between honest

and adversarial miners. In this phase, miners evaluate the predictions made by their

peers in the previous step based on two key factors: the loss value associated with the

predictions and the time taken to submit them. First, they rank the predictions from

most to least accurate. In cases where predictions are equally accurate, preference

is given to those submitted earlier. This approach incentivizes miners to adhere to

the guidelines for the prediction proposal phase and submit their results promptly.

Additionally, it strengthens the system’s defense against potential attacks, as outlined

in the discussion section.
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Algorithm 1 The general workflow of the framework (Continued)

17: class Blockchain:

18: function start():

19: for each miner in miners do:

20: notify(miner, "mine")

21: end for

22: setTimeout(getPreds, modelDeadline)

23: function getPreds():

24: for each miner in miners do:

25: notify(miner, "predict")

26: end for

27: setTimeout(getVotes, predDeadline)

28: function getVotes():

29: for each miner in miners do:

30: notify(miner, "vote")

31: end for

32: setTimeout(selectWinners, voteDeadline)

33: function selectWinners():

34: votes ← gatherAllVotes()

35: winners ← votes[:k]

36: runTrx(winners)

37: rewards ← agg.combine(winners)

38: giveRewards(winners, rewards)
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3.2.5 Winner Selection

A Chaincode aggregates all submitted votes and identifies the top K miners with

the highest vote counts as the winners of the round. Their trained models are then

sent to the aggregator, which applies the FL combination algorithm, such as Federated

Averaging (FedAvg) [5], to combine the models.

The aggregator ensures the integrity of each winning model by checking its hash

against the one proposed in the initial step, verifying that the model has not been

altered since its proposal.

3.2.6 Block Creation

In the Model Proposal step, each miner is allocated a set of validated transactions

to process. A smart contract then collects the transactions from the winning miners,

combines them into a single block, and appends it to the blockchain.

3.2.7 Reward Mechanism

In this framework, we propose a fair reward distribution mechanism that com-

pensates winning miners based on the importance of their contributions to the global

model in the previous round. The global model is denoted as MG = [W̃ 1, W̃ 2, ..., W̃L]

and the local model of the i-th miner is represented as Mi = [W 1,W 2, ...,WL]. In

these expressions, W 1 and W̃ 1 represent the weights of the first layers of the local

and global models, respectively, while L denotes the total number of layers in the

model. Since the sizes of the layers may differ, the reward for the winning miner i is

computed using a formula that considers these variations:
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ri =
1

L

∑
l

1

Nl

∑
n

|W l
n − W̃ l

n|, (3.1)

αi =
exp(ri)∑K
j=1 exp(rj)

, (3.2)

Ri = αi.Rtotal. (3.3)

In simpler terms, we calculate ri as the average contribution of each winning miner

to the current global model and distribute the total round reward Rtotal among the

winning miners based on their softmaxed contribution scores. At the end of each

round, the aggregator sends this information to the smart contract, which then issues

rewards to the winning miners. In the results section, we demonstrate how this reward

mechanism improves the fairness of our proposed framework.

3.2.8 Repetition

The consensus process described above is repeated through multiple rounds until

the global model converges. Convergence can be monitored using a decentralized val-

idation metric, such as the average improvement in model performance on a shared

validation set over recent rounds. Both the committee and the participating min-

ers can implement early stopping criteria, halting the training phase if no significant

performance improvement is seen over a set number of rounds. This ensures compu-

tational efficiency while maintaining the quality of the model.
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3.3 Discussions

3.3.1 Security Concerns

A potential threat to our FL-validated consensus mechanism lies in the possibility

of miners bypassing training requirements. Specifically, some miners may attempt to

deceive others by generating predictions using alternative supervised or unsupervised

algorithms, such as k-Nearest Neighbors (KNN), rather than properly training the

global federated model. In this section, we analyze two threat scenarios involving such

behavior and argue that in both cases, adversarial miners will not gain a competitive

advantage. Furthermore, our simulation results in Section 5.6 empirically validate

this claim by demonstrating the limited effectiveness of KNN-based attacks across

varying data sizes.

We begin by defining the training dataset as Ttrain = {xi}Ntrain
i=1 where xi ∈ RD.

High-dimensional Setting

When the feature dimension D is large, especially for modalities such as image or

audio data, non-parametric methods like KNN are generally outperformed by deep

learning models. This performance gap arises due to the curse of dimensionality,

where distance metrics become less meaningful as dimensionality increases [75]. Con-

sequently, adversaries attempting to shortcut training by using KNN will generate

lower-quality predictions, reducing their chances of securing votes and rewards in the

PoCL mechanism.
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Low-dimensional Setting

In contrast, when the feature dimension D is small, the performance of KNN may

closely match that of neural networks. In such cases, we intentionally select a simple,

fully connected architecture for the global model, since advanced architectures like

convolutional neural networks (CNNs) offer diminishing returns on low-dimensional

data. This ensures that model complexity remains appropriate for the data while

keeping inference efficient.

Let Ntest and Ntrain denote the number of test and training examples, respectively.

The time complexity of generating predictions using KNN is:

T (Ntrain, Ntest, D) = O(Ntest ·Ntrain ·D +Ntest · logNtest), (3.4)

Where the first term accounts for distance computations and the second for sorting

nearest neighbors.

By contrast, the time complexity of a forward pass through a fully connected

neural network is:

T (Ntest, D,Hmax) = O(Ntest ·D ·Hmax), (3.5)

Where Hmax denotes the size of the largest hidden layer. This forward pass is

highly parallelizable and can be efficiently accelerated using GPUs. Unless Hmax is

extremely large, the neural network’s inference time is generally faster than that of

KNN, particularly when Ntrain is large.

Security implication: In summary, adversarial miners are disincentivized from

using simpler models like KNN in both high- and low-dimensional regimes. In the



Chapter 3: Repurposing Computation Power 39

former, they suffer from inferior prediction accuracy; in the latter, they may match

model performance but incur greater computational cost and lower scalability. Since

the PoCL voting mechanism favors accurate and faster predictions, honest partici-

pation in global model training offers the highest expected reward, aligning system

incentives with collaborative learning goals.

3.3.2 PoCL vs PoW

PoCL repurposes the computational power in blockchain systems by redirecting it

from solving arbitrary puzzles, as in PoW, to contributing to collaborative machine

learning tasks. While PoCL retains some structural similarities with PoW, it also

introduces significant departures that warrant discussion.

Similarities

• Block Creation Through Mining: Like PoW, PoCL adopts a mining-based

framework for block creation and preserving the integrity in the blockchain

ecosystem. This sets it apart from consensus mechanisms such as Raft [18],

PBFT [19], and most Proof-of-Stake variants [15; 47; 48; 49; 50; 51; 52], which

do not rely on a mining paradigm.

• Transaction Flow Architecture: Both PoCL and PoW follow the tradi-

tional Order-Execute model of transaction processing, where transactions are

first ordered (via a consensus mechanism) and then executed sequentially by

all peers [22]. This pattern remains dominant across most blockchain plat-

forms. However, alternative transaction flows exist; for instance, Hyperledger
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Fabric employs an Execute-Order-Validate model, which fundamentally alters

the block generation process.

Differences

• Nature of Competition The core difference between PoCL and PoW lies in

the objective of their mining competitions. In PoW, miners race to solve a

cryptographic puzzle by discovering a valid nonce for a SHA-256 hash, making

the competition inherently time-based—the first to solve the puzzle is declared

the winner. In contrast, PoCL reframes this competition as a collaborative ma-

chine learning task, where success is measured not by speed alone, but also by

the quality of the trained model. Since rapid training does not guarantee high

model performance, PoCL must evaluate both model accuracy and training ef-

ficiency. Moreover, to sustain consistent transaction flow, the duration of each

training round must be carefully calibrated–miners are given a fixed time win-

dow for training to ensure timely block production. Thus, unlike PoW, which

assesses miners solely based on speed, PoCL employs a dual-criteria evaluation

grounded in both model performance and training time.

• Single vs. Multiple Winners: PoW rewards a single miner (or mining pool)

per round, reflecting its time-based metric, where only one entity can be the

fastest. However, this paradigm is incompatible with decentralized machine

learning (DeML), which relies on the aggregation of multiple models to achieve

robust global performance. PoCL instead selects the top k performing miners,

as determined by the evaluation criteria outlined in the design section. Their
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models are aggregated to form the global model, a design choice consistent with

standard FL protocols. Additionally, transactions proposed by these k miners

can be merged into a single block, which is collectively signed by all selected

contributors.

3.3.3 PoCL vs PoFL

Both PoCL and PoFL adapt blockchain consensus mechanisms to incorporate FL

in place of traditional proof-of-work (PoW). However, as outlined in the Problem

Statement section, PoFL suffers from several key limitations that hinder its prac-

tical adoption. This subsection outlines how PoCL addresses these shortcomings,

improving efficiency, fairness, and standardization in FL-based consensus.

Collaborative Scope

In PoFL, FL is restricted to individual mining pools, limiting participation to a

small subset of miners. This constrained scope reduces both the diversity of data

and the overall computational capacity available for training, which in turn hampers

global model performance. PoCL removes this restriction by establishing a unified,

decentralized FL network in which all participating miners contribute collaboratively.

This broader participation enhances the quality and generalizability of the global

model.
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Model-Sharing Fairness

PoFL’s isolated training within pools prevents model sharing across the broader

network, disadvantaging newly joined miners who lack access to the more mature

models held by long-standing participants. PoCL mitigates this issue by promoting a

shared training framework where all miners collectively update and benefit from the

same global model, ensuring equitable starting points and fairer competition.

Model Architecture Standardization

PoFL permits each mining pool to define its own machine learning model to solve

the requester’s task. However, in real-world scenarios, requesters typically specify the

architecture they wish to have trained. PoCL reflects this practical requirement by

enforcing a globally defined model architecture, which all miners must independently

train and validate. This ensures consistency in the training process and aligns better

with the needs of requesters.

3.3.4 Deadline Selection

PoCL defines multiple deadlines to regulate the timing of various stages in its con-

sensus mechanism. These include the model proposal deadline, prediction submission

deadline, and final voting deadline. This subsection outlines how each of these can

be calibrated based on system conditions and operational goals.
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Model Proposal Deadline

This deadline specifies the time allocated to miners for training the global model

on their local data, starting from the reception of the “start round” signal. As training

constitutes the most time-intensive phase of each round, careful calibration is critical.

The deadline should consider factors such as model complexity, the volume and quality

of local training data, and the desired transaction throughput of the blockchain. The

administrator, possibly under the authority of a dedicated committee for preserving

decentralization, can dynamically adjust this value based on these factors.

Prediction Submission Deadline

This deadline is intended to restrict miners to using only a legitimate forward pass

for generating predictions on the test dataset—thus preserving the integrity of the

evaluation process. It should allow sufficient time to perform a forward pass on the

global model, but not enough to enable reverse-engineering or label inference. The

deadline may be tailored based on the model’s computational complexity and the

miner’s hardware capabilities. In heterogeneous environments, this deadline can be

personalized for each miner, enhancing both fairness and security.

Voting Deadline

While less critical to system security, the voting deadline must still be optimized to

avoid unnecessary delays. It should provide just enough time for miners to compare

predicted and true labels and compute the required evaluation metric (e.g., accu-

racy or loss). Setting this deadline too high could hinder system throughput, while
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too low a value could reduce participation. A balanced value ensures both system

responsiveness and architectural stability.

3.3.5 IID vs Non-IID

We assume that the publicly available datasets used to train the requested models

are distributed among miners in an Identically and Independently Distributed (IID)

manner via an off-chain worker. This setup enhances the efficiency of the global

model by mitigating the risks of biased or imbalanced local training data. However,

our validation mechanism is also designed to handle non-IID scenarios. Since the

evaluation phase focuses on model quality rather than raw performance, the global

aggregation of the top k models reduces the risk of overfitting to any single miner’s

data distribution. By requiring each miner to validate predictions against a robust,

locally provided test set, PoCL ensures that the final global model remains general-

izable—even when trained on heterogeneous data.

3.4 Experiments & Results

We implemented PoCL using Hyperledger Fabric [22], a modular, permissioned

blockchain platform well-suited for enterprise-level distributed applications1. The

Chaincode-centric architecture of Hyperledger Fabric—where Chaincodes serve as

smart contracts—enabled the seamless integration of our consensus mechanism as a

dedicated network layer atop the existing infrastructure. We designed and deployed

smart contracts for all core operations of our framework, ensuring that no single

1https://github.com/tcdt-lab/FL-Validated-Learning
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Figure 3.2: PoCL Network architecture

miner or centralized authority can exert unilateral control over the network. Instead,

governance is enforced in a decentralized manner through these smart contracts. Fig-

ure 3.2 provides a high-level overview of the implemented system, highlighting how

the various components of the PoCL framework interconnect.

Our implementation revolves around the functionality of the following elements:

(i) Peers : In Hyperledger Fabric, peers serve as fundamental components of the

network, maintaining local copies of the ledger and executing Chaincodes (smart

contracts) to endorse transactions. Before appending transactions to the blockchain,

peers validate the results against the current ledger state, thereby upholding the

system’s consistency and integrity. Although this description focuses solely on peer

nodes, it is worth noting that orderer nodes—responsible for determining the transac-

tion sequence—are also integral to the Fabric architecture. However, they are omitted

here for clarity and brevity.

(ii) Applications : Applications act as intermediaries that facilitate communication

with the peers in a Hyperledger Fabric network. They allow for transaction submission

and the invocation of Chaincode functions. In our implementation, each peer is
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Figure 3.3: PoCL’s Evaluation Global Model Architecture.

paired with a corresponding application to streamline interactions. Furthermore,

the administrator is realized as one such application to centralize coordination and

notification tasks necessary for engaging with miners. Each application is deployed

as an Express JS server responsible for handling requests from both miners and end

users.

(iii) Miners : Miners are implemented as Flask-based servers that remain idle

until prompted by the application to initiate training. In addition to training, miners

are responsible for generating predictions on test data and evaluating the predictions

submitted by their peers. The training itself is conducted using the TensorFlow

framework.

(iv) Aggregator : Similar to the miners, the aggregator is implemented as a Flask

server that awaits the command to aggregate updates into a new global model us-

ing the FedAvg algorithm. Notably, our design is flexible and can be adapted to

incorporate other variations of FL.

(v) Submitter : To realistically emulate user behavior on the blockchain, we devel-

oped a program capable of submitting transactions at a configurable rate. Since the

blockchain is designed to manage a cryptocurrency system, the transaction submitter

generates transfer operations between wallets, simulating real-world fund exchanges.
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(vi) Adversaries : Malicious miners may attempt to compromise system integrity

by engaging in three specific adversarial behaviors. First, rather than training the

global model with their local data, they replace all learned parameters with zeros,

intending to degrade the performance of the global model if selected as winners.

Second, instead of generating predictions through a legitimate forward pass, they

rely on a K-Nearest Neighbors (KNN) algorithm. Lastly, while honest miners rank

predictions from most to least accurate during the voting phase, these adversaries

intentionally reverse the order, promoting inferior models to increase their chances of

success.

We trained a deep Convolutional Neural Network (CNN) [76], illustrated in Fig. 3.3,

to perform classification on the CIFAR-10 dataset using ten miners with equal com-

putational capabilities. In every round, the top K = 5 miners are selected based on

their prediction accuracy and response time, and their models are aggregated through

the FedAvg algorithm. To evaluate the fairness of our proposed framework, we delib-

erately created an imbalanced data distribution by assigning miners six through ten

four times more data samples than miners one through five. This configuration was

designed to study how varying data volumes influence a miner’s likelihood of winning

during competitive rounds.

Fig. 3.4 shows the validation loss of each local model over 20 rounds of training. As

demonstrated by these plots, all local models show improvement throughout training.

To further investigate the correlation between data size and competitive outcomes,

we present the total number of rounds won by each miner in Figure 3.5b. Counter-



48 Chapter 3: Repurposing Computation Power

Figure 3.4: PoCL Validation loss through 20 mining rounds. In each subplot, different

colors indicate different rounds of training.

intuitively, miners with smaller datasets outperformed their counterparts in terms

of win count. This counterintuitive observation prompted a deeper analysis of the

round-wise distribution of winners, depicted in Figure 3.6, which reveals that miners

with larger datasets tend to dominate the earlier rounds. Moreover, Figure 3.4 demon-

strates that their contributions during these early rounds are particularly impactful,

as indicated by substantial improvements in validation accuracy and reductions in

validation loss.

Our reward mechanism effectively reflects the relative contributions of individual

miners, as shown in Figure 3.5b. While miners with smaller datasets may secure

more round victories, their overall rewards are lower compared to those with larger

datasets. This outcome validates that our framework encourages fair competition on
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(a) KNN attack results from

adversaries with both small

(Miner 1) and large (Miner 6)

datasets.

(b) The relationship between data size, rewards, and

the number of winning rounds.

Figure 3.5: Comparative performance analysis of PoCL in normal and adversarial

settings.

a per-round basis while maintaining a balanced and equitable distribution of rewards

across all participating winners.

Additionally, we performed a comparable experiment using identical hyperparam-

eters to evaluate the effect of KNN-based attacks on the system. In this scenario,

we introduced two adversarial miners—miner one and miner six, with the latter hav-

ing four times the amount of data records compared to the former. The results of

this experiment, presented in Figure 3.5a, reveal that neither adversary succeeded in

winning any competition round, irrespective of their data size.
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Figure 3.6: PoCL Winning Miners Per Round.

3.5 Conclusion

In this chapter, we introduced Proof-of-Collaborative-Learning (PoCL), a multi-

winner consensus mechanism for FL that repurposes the energy efficiency of the tradi-

tional proof of work. This framework enables the global training of requested models

by utilizing the computational resources of participating miners. To assess min-

ers’ performance and identify the winners, we proposed an innovative evaluation step

based on the predictions miners make on the test records of their peers. Moreover, we

validated the resilience of our evaluation approach by simulating an attack scenario,

demonstrating the ineffectiveness of such attacks in disrupting the system. Finally, we

introduced a novel reward distribution model that compensates the winning miners

based on the significance of their contributions. Through comprehensive experiments,

we showed that our reward allocation strategy ensures fair compensation for miners,

both within individual rounds and across all rounds.
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Decentralizing SplitFed Learning

4.1 Problem Statement

Protecting data privacy has become a fundamental challenge in the training of

machine learning models, particularly as sensitive information is now often spread

across decentralized devices. This concern has driven the development of collaborative

learning paradigms [27], which enable multiple entities to jointly train a global model

without exposing their local data. Instead of exchanging raw datasets, participants

share model parameters or gradients, thereby reducing the risk of privacy breaches.

Among the most prominent collaborative learning methodologies are FL [5] and

SL [6; 7]. In FL, clients independently train a shared global model using their local

data and transmit the resulting model updates to a central server, where techniques

such as FedAvg [77] are employed to aggregate these contributions. However, this

approach places considerable computational strain on client devices, rendering it less

suitable for environments with limited processing power [68].

51
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To alleviate these constraints, SL proposes partitioning the model into two seg-

ments: a lightweight client-side portion and a more computationally intensive server-

side portion. Clients train the smaller segment locally, while the server processes the

remaining layers, thereby easing the computational burden on end devices. Despite

this benefit, SL is hindered by slower training times due to its inherently sequential

client-server architecture and the need for frequent communication per data batch

[27; 28; 29]. Additionally, SL tends to be less efficient than FL, as it does not fully

capitalize on aggregation strategies such as FedAvg [8].

To address the limitations of existing approaches, SFL [8] was proposed as a

hybrid paradigm that integrates the advantages of both FL and SL. By introducing a

federated server responsible for aggregating client-side model updates via the FedAvg

algorithm, SFL achieves a notable reduction in training time relative to conventional

SL. Nonetheless, as the number of clients increases, the computational load on the

SL server intensifies, posing scalability challenges. Moreover, the increase in client

participation amplifies communication demands, thereby exerting additional pressure

on the network infrastructure.

The scalability challenges associated with both SL and SFL are not limited to

infrastructure constraints but also manifest in diminished model performance. Prior

studies [65; 66; 67] have shown that increasing the number of clients can exacerbate

the disparity between client-side and server-side model updates, ultimately resulting

in performance degradation of the global model.

SFL architectures are also vulnerable to critical security threats. For example, a

compromised federated server could jeopardize the global model’s integrity by selec-
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tively incorporating adversarial updates [31]. Likewise, malicious clients may destabi-

lize the training process by contributing corrupted model updates. Furthermore, the

reliance on centralized servers introduces single points of failure, which significantly

increases operational risks, as these servers retain all contributions to the global model

[11].

To address these limitations, we present the first fully decentralized, scalable,

blockchain-enabled SplitFed Learning framework. At the core of our design is Sharded

SplitFed Learning (SSFL), a novel architecture aimed at improving the scalability and

performance of traditional SFL. SSFL distributes the workload of the SL server across

multiple parallel shards, with clients assigned to different shards to ensure balanced

computational demands and improved training efficiency. To resolve the issue of

imbalanced model updates inherent in SFL, SSFL introduces an additional federated

server that aggregates the models from each shard using the FedAvg algorithm [5].

This aggregation mechanism effectively stabilizes the training process by smoothing

shard-specific model updates and mitigating the detrimental effects of elevated local

learning rates and server-induced biases. As a result, SSFL achieves greater scalability

while also enhancing model convergence and training stability.

Building on the SSFL architecture, we further enhance our design by integrating

blockchain technology to address ongoing security concerns stemming from central-

ized control [78]. We introduce Blockchain-enabled SplitFed Learning (BSFL), the

first decentralized SFL framework that removes the dependency on a central FL server

and strengthens security through a committee-driven blockchain consensus protocol

[31]. In BSFL, core server responsibilities—including model aggregation, update val-
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idation, and reward allocation—are delegated to smart contracts deployed on the

blockchain. A decentralized committee of validator nodes assesses model updates

from each SSFL shard, thereby mitigating risks such as data poisoning and pre-

serving the integrity of collaborative contributions. This blockchain-based approach

establishes a secure, trustless environment that ensures fairness, transparency, and

tamper resistance through decentralized consensus.

We summarise the contributions of this chapter as:

1. Sharded SplitFed Learning (SSFL): We introduce SSFL as an advanced version

of the existing SFL model, designed to address its scalability challenges. This

approach alleviates the computational burden on the SL server by enabling

parallel training across multiple SFL shards, significantly improving both the

scalability and efficiency of the model. Additionally, SSFL tackles the issue

of imbalanced model updates by reducing the effective learning rate through

the use of federated averaging. SSFL proves particularly advantageous in envi-

ronments with a large number of resource-constrained devices, where efficient

training and model convergence are crucial.

2. We present BSFL, the first blockchain-powered SFL framework, designed to

resolve the security vulnerabilities arising from the centralization of the tradi-

tional SFL approach. BSFL replaces the central FL server with a decentralized

blockchain system, utilizing a committee-based consensus mechanism to ensure

robust model aggregation and validation. This architecture incorporates an

evaluation process for client model updates, effectively mitigating risks such

as data poisoning and model tampering, while simultaneously enhancing the
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system’s fairness, robustness, and overall performance.

3. To validate the effectiveness of SSFL and BSFL, we conduct extensive exper-

iments assessing their performance under both standard operating conditions

and in the presence of simulated data-poisoning attacks. Furthermore, we com-

pare the round completion time and convergence speed of our proposed frame-

works against traditional SL and SFL models, demonstrating that SSFL and

BSFL deliver superior performance and operational efficiency.

4.2 Sharded SplitFed Learning

As a variation of SL, SFL merges the advantages of both SL and FL to address

the limitations inherent in each approach. The SFL architecture introduces two key

innovations: parallel client training and a federated server that aggregates the client

models at each training round. While these modifications substantially reduce the

convergence time of SL, scalability remains a critical challenge. In both SFL and SL,

as the number of clients increases, the computational and communication overhead

on the central SL server grows significantly, which limits the applicability of these

architectures in large-scale, real-world scenarios.

However, the scalability challenges in SL and its variations are not solely driven

by infrastructure capacity. Both SL and SFL experience performance degradation

that worsens as the number of clients increases. In these frameworks, the server-side

model is updated far more frequently than the client-side model on each local device,

creating an imbalance in the training process. As a result, this disparity between the
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Figure 4.1: Overview of Sharded SplitFed Learning framework.

server and client models becomes more pronounced as the client count grows, leading

to a significant decline in overall performance. While previous studies have proposed

various solutions to address the performance and efficiency limitations of SL and SFL

in scalable environments [65; 66; 67], to the best of our knowledge, no work has fully

addressed the imbalanced training problem, nor the challenges related to server-side

computation and communication overhead.

To address these challenges, we propose Sharded SplitFed Learning (SSFL), an

enhanced framework in which clients are organized across multiple shard servers,

with each shard functioning as a conventional SL server. As depicted in Figure

4.1, the SSFL architecture introduces an additional federated server responsible for

aggregating model updates from all shard servers in parallel. Although we represent

the two FL servers as separate entities, their roles could be consolidated into a single

instance if specific security measures, such as encrypted model updates between clients

and servers, are implemented. For the sake of simplicity in our explanation, we assume

these security precautions are in place, and the system consists of a single FL server
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Table 4.1: SSFL and BSFL Notations

Symbol Description

R Total number of training rounds in a shard server

T Total number of training cycles

E Number of epochs for each client’s local training

J Number of clients per shard

I Total number of shard servers in the SSFL network

K Number of top committee-selected model updates in BSFL

WS
i,j,r Model weights of shard server i for client j at round r

WC
j,r Local model weights of client j at round r

WS
t Server global model at cycle t

WC
t Client global model at cycle t

Xj Input data for client j

Yj True labels associated with Xj

Aj,r Activation output from client j at round r

Ŷj,r Predicted labels for client j at round r

Lj,r Loss computed for client j at round r

∇ℓj(W
S
i,j,r, Aj,r) Gradient of the loss function with respect to WS

i,j,r and Aj,r

dAj,r Feedback gradient (from shard server to client) for client j at round r

∇ℓj(W
C
j,r) Gradient of the loss function with respect to the local model weights WC

j,r for client j

at round r

λ Learning rate for updating local client models

that aggregates both client and SL server models in the SFL framework.

4.2.1 SSFL Workflow

To initiate training, clients join an SFL network by sending a handshake request

to one of the available SFL servers. Once connected, clients begin the training process
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Algorithm 2 Sharded SplitFed Learning (SSFL)

1: /* Executes on each Shard Server (SFL Server) */

Ensure: TrainingCycle(c):

2: for each round r = 1, 2, . . . , R do

3: for each client j ∈ shard in parallel do

4: for each batch b in epoch E do

5: (Aj,r, Yj,r)← ClientTrain(WC
j,r)

6: Ŷj,r ← ServerForwardPass(Aj,r,W
S
i,j,r)

7: Lj,r ← Loss(Yj,r, Ŷj,r)

8: ∇ℓj(W S
i,j,r, Aj,r)← ComputeGradients(Lj,r)

9: W S
i,j,r ← W S

i,j,r − λ · ∇ℓj(W S
i,j,r)

10: Send dAj,r := ∇ℓj(W S
i,j,r, Aj,r) to client j.

11: end for

12: end for

13: Update shard server model:

14: W S
i,r+1 ← 1

J

∑J
j=1W

S
i,j,r

15: end for

16: /* Executes on the FL Server */

Ensure: Training():

17: for each training cycle t = 1, 2, . . . , T do

18: for each shard server i ∈ SFL network in parallel do

19: Call TrainingCycle(t) for shard i.

20: end for

21: end for
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22: /* Executes on the FL Server */

Ensure: Aggregate():

23: Receive W S
i,t and WC

j,t updates from each shard server i and client j.

24: Update global models:

25: W S
t+1 ← 1

I

∑I
i=1W

S
i,t

26: WC
t+1 ← 1

J

∑J
j=1W

C
j,t

by performing a forward pass on the global client model using their local data.

The outputs and targets for each batch are sent to the designated SFL server, which

continues the training by performing a forward pass through the split layers. Upon

reaching the final layer, the server computes the gradients and updates the local SFL

server model. These gradients are then sent back to the clients, enabling them to

update their respective models. After all shards complete local training and aggrega-

tion, both the clients and SFL servers send their updated models to the FL server for

a final aggregation step. Each FL aggregation completes a cycle of training in SSFL.

To formalize this process, we present Algorithms 0 and 0, which outline the detailed

workflow of each component in sequence. Additionally, Table 4.1 provides a compre-

hensive notation reference that defines the variables, parameters, and functions used

in these algorithms, enhancing clarity and aiding understanding.

4.2.2 Scalability and Performance

Incorporating shards into the SFL network significantly alleviates the computa-

tional burden on individual SFL servers by distributing the forward and backward
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Algorithm 3 Client Training in SplitFed Learning

1: /* Executes on each client device */

Ensure: ClientTrain():

2: for each batch b in epoch E do

3: Aj,r ← ClientForwardPass(Xj,W
C
j,r)

4: Assuming Yj is the label of Xj

5: Send (Aj,r, Yj) to the assigned shard server

6: end for

7:

8: /* Executes on each client after receiving the gradients */

Ensure: ClientBackProp():

9: Receive dAj,r from shard server.

10: ∇ℓj(WC
j,r)← BackPropagate(dAj,r)

11: WC
j,r ← WC

j,r − λ · ∇ℓj(WC
j,r)

propagation tasks across multiple servers. This sharding approach not only improves

scalability by effectively expanding the system’s infrastructure capacity but also en-

hances performance as the number of clients increases. Additionally, the sharding

mechanism addresses the scalability challenges related to performance degradation,

which arise from the imbalance in learning rates between the SFL server and client

models.

As discussed by [65], the performance issue arises from the SFL server’s effective

learning rate being higher than that of the clients, causing updates to the SFL server

model to occur much faster than those to the client models. This discrepancy leads to



Chapter 4: Decentralizing SplitFed Learning 61

unstable and suboptimal training, particularly as the number of clients increases. To

mitigate this imbalance, studies like LocFedMix [65] and SGLR [66] have proposed

solutions, including augmenting the client data or adjusting the learning rate to better

synchronize client and server updates.

In contrast, our approach introduces an additional federated server to aggregate

updates from the shard SFL servers. This extra FL server layer helps reduce the

learning rate of the shard servers, creating a more balanced and synchronized training

process. This adjustment not only mitigates the risk of performance degradation but

also ensures that both the SFL server and client models progress at a harmonious

rate, thereby improving the overall stability and efficiency of the training framework.

4.3 Blockchain-enabled SplitFed Learning

While sharding enhances both the performance and scalability of the SSFL frame-

work, centralization at the server side introduces several security and reliability risks:

(i) The FL server may exhibit bias, either intentionally or due to external manipu-

lation, which can disrupt the training loop and undermine both model integrity and

overall training efficiency. (ii) The central FL server in SSFL and its parent systems

handle all core functionalities and bear the main workload, making it a critical sin-

gle point of failure. Any failure of the FL server could halt the system’s operation

and risk the loss or corruption of all contributions, significantly impacting system

reliability and continuity. (iii) Malicious clients in the SSFL framework may engage

in data poisoning attacks, submitting manipulated data to compromise the quality,

reliability, and generalizability of the global model.
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Algorithm 4 Blockchain-enabled SplitFed Learning (BSFL)

Ensure: TrainingCycle(c):

1: for each round r = 1, 2, . . . , R do

2: for each client j ∈ shard in parallel do

3: for each batch b in epoch E do

4: (Aj,r, Yj,r)← ClientTrain(WC
j,r)

5: Ŷj,r ← ServerForwardPass(Aj,r,W
S
i,j,r)

6: Lj,r ← Loss(Yj,r, Ŷj,r)

7: ∇ℓj(W S
i,j,r, Aj,r)← ComputeGradients(Lj,r)

8: Send dAj,r := ∇ℓj(W S
i,j,r, Aj,r) to each client j.

9: end for

10: end for

11: Update shard server model:

12: W S
i,r+1 ← 1

J

∑J
j=1W

S
i,j,r

13: end for

14: Send W S
i,R to blockchain ledger.

15: Request each client j ∈ shard to submit WC
j,R to ledger.

Ensure: Evaluate(W S
i,R, [W

C
j,R for each client j]):

16: Initialize scores as an empty list.

17: for each client j ∈ shard in parallel do

18: Aj,R ← ClientForwardPass(X,WC
j,R)

19: Ŷj,R ← ServerForwardPass(Aj,R,W
S
i,R)

20: Lj,R ← Loss(Yj,R, Ŷj,R)

21: Append Lj,R (validation loss) to scores.

22: end for

23: Return Median(scores)
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24: /* Runs on the blockchain network */

Ensure: Committee Procedure:

25: for each cycle t = 1, 2, . . . , T do

26: if t = 1 then

27: Randomly select committee members.

28: else

29: Select committee members based on scores from the previous cycle.

30: end if

31: for each committee member i in parallel do

32: TrainingCycle(t)

33: end for

34: Receive all W S
i,R and [WC

j,R] updates.

35: for each member i do

36: Send W S
i,R and [WC

j,R] to other committee members.

37: Call Evaluate to obtain validation scores.

38: end for

39: Assign the median of all scores given to shard i as the final score.

40: Sort scores and select top k model updates.

41: Update global models:

42: W S
t+1 ← 1

K

∑K
k=1 W

S
k,t

43: WC
t+1 ← 1

K·J
∑K

k=1

∑J
j=1W

C
k,j,t

44: end for

(iv) Centralization increases the risk of privacy breaches, as the FL server manages
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sensitive information from all clients. A breach or unauthorized access to the central

server could lead to the exposure of confidential client data, violating core privacy and

confidentiality requirements. (v) The framework inherently assumes that the central

FL server is fully trustworthy and operates without malicious intent. However, if

the server is compromised or behaves maliciously, such as by colluding with external

entities, it could jeopardize the system’s security, fairness, and overall trustworthiness.

To mitigate the aforementioned challenges, we propose decentralizing the SSFL

framework using blockchain technology, thereby eliminating the reliance on a central-

ized FL server and its associated security vulnerabilities. In our Blockchain-enabled

SplitFed Learning (BSFL) architecture, smart contracts are leveraged to assume the

responsibilities traditionally held by the central server, enabling fully decentralized,

end-to-end model training. We further introduce a committee-based consensus mech-

anism within BSFL that governs block creation, model update evaluation, and val-

idation, thereby ensuring secure, impartial, and robust system operation. Through

the combined design of SSFL and its decentralization via BSFL, this work presents

the first Blockchain-enabled SplitFed Learning system, significantly advancing the

fairness, efficiency, and scalability of the original SFL framework.

To decentralize the responsibilities of the FL server, we initialize both the global

client and SFL server models directly on the blockchain. This configuration enables

clients and SFL servers to retrieve the global models seamlessly and initiate the

training process. After a predefined number of SFL training rounds, each client and

SFL server submits their locally updated models to the blockchain. This submission

triggers an aggregation smart contract, which autonomously combines the updates
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into a new global model, thereby ensuring decentralized, secure, and transparent

model evolution.

4.3.1 Committee Consensus Mechanism

Consensus mechanisms in blockchains determine the content of blocks and their

order within the chain. In this paper, we employ a committee consensus mechanism

to evaluate model updates proposed by each shard, selecting only the top-performing

models for aggregation. In BSFL, the SFL servers in each shard form a committee

that validates each other’s model updates by assigning a score to each update during

each training cycle. By limiting communication to the committee nodes, the system

significantly reduces communication overhead. The scores assigned to committee

members are then ranked, and only the top K models are aggregated to create the

updated global models. At the start of each new cycle, a new committee is selected

based on the scores from the previous cycle, ensuring that prior committee members

do not serve consecutively, therefore reducing the risk of collusion or malicious actions.

In blockchain systems, consensus mechanisms are essential for determining both

the contents and sequencing of blocks. Within our proposed BSFL framework, we

implement a committee-based consensus mechanism to evaluate model updates sub-

mitted by each shard, selectively aggregating only the highest-quality contributions.

Specifically, SFL servers within each shard constitute a committee that assesses the

model updates of their peers during each training cycle by assigning performance

scores. This selective, intra-committee communication strategy effectively reduces

network overhead. Following evaluation, updates are ranked based on these scores,
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and only the topK models are aggregated to form the new global models. To enhance

fairness and security, a new committee is elected at the beginning of each training

cycle, based on the scoring outcomes from the previous round. This rotation mech-

anism prevents consecutive participation of the same nodes, thereby mitigating the

risk of collusion or malicious behavior.

Each committee member validates model updates proposed by other members

by evaluating them on their own local dataset. The performance metric, such as

validation loss or accuracy, is used to quantify the quality of each model update. This

value is then reported as the score assigned by one committee member to another.

To ensure robustness against outliers or biased evaluations, the final score for each

committee member in a given cycle is computed as the median of all received scores.

The evaluation metric used in scoring can be either validation loss or validation

accuracy, depending on the nature of the task. The key distinction between the two

lies in the optimization objective: validation loss is minimized, whereas validation

accuracy is maximized. Moreover, validation accuracy is only applicable to classifi-

cation tasks, while validation loss serves as a more general-purpose metric that can

be employed across a wider range of machine learning problems, including regression

and other non-classification scenarios.

4.3.2 BSFL Workflow

BSFL supervises the training procedure through the use of three distinct smart

contracts, each replicating specific responsibilities of the central FL server. In the ini-

tial round, the AssignNodes smart contract randomly selects nodes within the network
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to act as SFL servers for each shard and assigns clients to these servers, thereby defin-

ing the shard composition. Each shard then proceeds with standard SFL training.

Upon completion, the resulting models are stored on the blockchain. The ModelPro-

pose smart contract is responsible for collecting all trained models and distributing

them to every committee member, i.e., the SFL servers. Each server evaluates the

submitted models using its local validation data and assigns a validation loss score

to the models of other members. The final score for each model is determined as the

median of the scores it receives. These results are passed to the EvaluationPropose

smart contract, which ranks the models and selects the top K performers. The ag-

gregate of these top K models forms the updated global models for the next training

cycle. The complete BSFL training workflow is detailed in Algorithms 4 and 0.

4.3.3 Node Assignment

The selection of the committee for each training cycle is governed by the perfor-

mance scores of nodes from the preceding round. To uphold fairness and enhance

the system’s security, nodes that participated as committee members in round t are

barred from committee participation in round t+ 1. A node is appointed as an SFL

server if its score exceeds that of other nodes not involved in the previous committee.

Shards are then constructed sequentially: each chosen server is assigned a subset of

clients to constitute a shard, and this process is iteratively applied for the remain-

ing shards. Notably, nodes that served as committee members in the prior cycle are

exclusively eligible for client roles in the current cycle, ensuring role rotation and

reducing the potential for collusion.
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The method used to assign nodes as clients and SFL servers could differ from the

one we propose. Our approach organizes nodes with comparable efficiency into the

same shard, ensuring that even if data-poisoning attacks occur, the performance of

the honest nodes is less likely to be compromised or overshadowed.

4.4 Discussions

4.4.1 Efficiency

The BSFL framework improves efficiency by aggregating only the highest-performing

models, leading to a more refined global model than what is achieved in SSFL. Fur-

thermore, the rotating selection of committee members guarantees that the global

model is trained on all local datasets throughout the system, effectively performing

a distributed form of k-fold cross-validation over time.

4.4.2 Security and Stability

By substituting the centralized FL server with a blockchain network, the system’s

reliability is significantly improved, as the central FL server no longer represents a sin-

gle point of failure. In this blockchain-driven framework, all operations are executed

through smart contracts and validated by a committee of nodes. This decentralized

approach to validation ensures the training process remains secure and continuous,

reducing the risks typically associated with central FL servers.
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4.4.3 Non-IID Data

A recurring issue in distributed learning is managing Non-Independent and Identi-

cally Distributed (Non-IID) local datasets. In such settings, each device may possess

a skewed or unbalanced dataset—for example, one device may predominantly contain

images of cats, while another may primarily include images of dogs. This imbalance

results in local data distributions that diverge significantly from the global distribu-

tion, thereby complicating model convergence and generalization.

To address this challenge, our framework leverages data from committee members

for cross-validation, thereby exposing the global model to a broader and more diverse

range of data during the evaluation phase. This approach helps mitigate the risk of

overfitting by reducing the model’s reliance on the specific, and potentially skewed,

data distributions of individual nodes. By validating model updates against varied

committee datasets, the system promotes the development of a more robust and

generalized global model, better suited to handle the heterogeneity inherent in non-

IID data.

4.4.4 Committee Election

In BSFL, we propose the selection of committee members based on the scores of

clients from the previous round. Alternatively, a random selection process could be

utilized to promote model generalization by ensuring the global model is exposed to

a broader array of datasets over multiple training cycles.

While our current approach maximizes performance, stability, and fairness by

selecting committee members from all clients in the prior round, this could seem
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Table 4.2: BSFL’s Evaluation Client and Server Model Architectures.

(D ×H ×W ) are the dimensions of input data.

Model Layer Type Parameters Output Shape

Client Model Conv2d In: D, Out: 32, Kernel: 3× 3 32×H ×W

ReLU - 32× 28× 28

MaxPool2d Kernel: 2× 2, Stride: 2 16×H/2×W/2

Server Model Conv2d In: 32, Out: 64, Kernel: 3×3 64×H/2×W/2

ReLU - 64× 14× 14

MaxPool2d Kernel: 2× 2, Stride: 2 64×H/4×W/4

Flatten - 1× (64×H/4×W/4)

Linear In: (64 × H/4 × W/4), Out:

128

1× 128

ReLU - 1× 128

Linear In: 128, Out: 10 1× 10

at odds with the objective of SL, which aims to reduce the computational load on

resource-limited clients. To address this concern, a more refined committee selection

strategy could be implemented, factoring in the computational capabilities of nodes.

Limiting committee membership to nodes capable of managing shard server tasks

ensures that only appropriate nodes are selected, thereby preserving the integrity of

SL while also promoting fairness and efficiency.

4.4.5 Malicious Nodes

In SSFL, the impact of malicious nodes on system performance varies based on

their assigned roles. As clients, such nodes may submit harmful model updates,

thereby degrading the accuracy of the global model. When functioning as FL servers,
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they can inject noise into the aggregated model or exhibit biased behavior by se-

lectively favoring specific clients, ultimately reducing the model’s generalizability.

To mitigate these risks, we propose the integration of a blockchain network with a

committee-based consensus mechanism. This approach eliminates reliance on a cen-

tral FL server and provides a robust framework for evaluating model updates. The

following sections describe how BSFL enhances resilience against malicious nodes in

two critical scenarios:

1. Malicious Clients: Malicious nodes may submit “poisonous” updates that

degrade the performance of the global model. Our proposed evaluation and

committee selection algorithm mitigates these threats by filtering out harmful

updates and retaining only the top K most reliable model submissions. As long

as there are at least K × C honest clients in the system (where C denotes the

number of clients per shard), the system can continue to train effectively and

resist major disruptions from data-poisoning attacks.

2. Malicious Committee Members: Malicious nodes may infiltrate the com-

mittee and attempt to disrupt the evaluation process. In a committee consisting

of N nodes, each model update is evaluated by the other N − 1 members, with

the final score being determined as the median through a smart contract. While

malicious members may try to skew the results in favor of subpar updates, their

influence is limited unless they form the majority. To maintain evaluation in-

tegrity, the BSFL framework requires that at least ⌊N
2
⌋+1 committee members

be honest. Additionally, to prevent the aggregation of harmful updates, the

number of selected models, K, must be kept under N
2
.
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(a) Performance comparison for 9 nodes

in 60 training rounds.

(b) Performance comparison for 36 nodes

in 30 training rounds.

Figure 4.2: SL, SFL, SSFL, and BSFL Validation Loss Comparison For Distinct

Network Sizes.

In conclusion, robust security in BSFL relies on having ⌊N
2
⌋+1 honest committee

members, at least K × C honest clients, and selecting K values that satisfy the

condition 2 < K < N
2
. However, BSFL’s security parameters are flexible: in cases

of minimal malicious activity, the value of K can be adjusted to prioritize efficiency

while still maintaining adequate security.

4.5 Results

To assess the effectiveness of the SSFL and BSFL frameworks, we implemented

both models using the Fashion MNIST dataset, which contains 60,000 images cate-

gorized into 10 distinct classes.1 In this study, a node refers to any participant in the

distributed learning process, whether functioning as a client or as an SFL server. This

terminology is particularly relevant in the BSFL framework, where roles are dynamic

1The corresponding implementation is available in the following link:
https://github.com/icdcs249/SSFL-BSFL
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and rotate across training cycles. Experiments were conducted under two configu-

rations: one with 9 nodes and another with 36 nodes, allowing for a comprehensive

assessment of the frameworks under both small-scale and large-scale deployment sce-

narios. Each node received an equally sized subset of 6,666 images; however, the

data distributions were deliberately constructed to be non-IID to emulate real-world

heterogeneity.

Approaches Normal Test Loss Attacked Test Loss Avg. Round Time (min)

Split Learning (SL) 0.456 0.981 37.6

SplitFed Learning (SFL) 0.430 0.872 37.2

Sharding SplitFed Learning (SSFL) 0.296 1.010 5.5

Blockchain-enabled SplitFed Learning (BSFL) 0.339 0.325 33.7

Table 4.3: Performance comparison of learning approaches: normal and attacked test

losses and average training times per round (36 nodes)

Furthermore, the BSFL architecture was implemented using the Hyperledger Fab-

ric framework to support the execution of smart contracts (also referred to as chain-

codes). Each node in our system integrates PyTorch for machine learning tasks and

Flask to facilitate communication between the nodes and the underlying blockchain

infrastructure. In our experimental environment, each node operates as an indepen-

dent process. All experiments were conducted on a system equipped with an Intel

Xeon(R) 4216 processor, comprising 16 physical cores and 32 logical threads (two

threads per core), and accelerated by an NVIDIA GeForce RTX 3080 GPU to sup-

port efficient model training.

To ensure a fair comparison, we evaluate the performance of both SSFL and BSFL
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under identical experimental conditions alongside traditional SFL and SL frameworks.

In each setup, the objective is to train global models—outlined in Table 4.2—to

perform image classification on the Fashion MNIST dataset. To maintain consistency

and enable an accurate assessment of each approach, all experiments are conducted

using the same set of fixed hyperparameters.

In the SL and SFL configurations, a single node—either one out of nine or one out

of thirty-six—acts as the central server responsible for managing the training process.

For the SSFL and BSFL experiments, we partition the system into three shards, each

comprising two clients, when operating with nine nodes. In the 36-node setup, the

system is restructured into six shards, each consisting of five clients. The parameter

K, which dictates how many of the highest-performing shard SFL servers contribute

to the global model aggregation, is set to two in the smaller setup and three in the

larger configuration.

Early stopping is applied uniformly across all frameworks to mitigate the risk of

overfitting. This technique is easily incorporated into SSFL, SFL, and SL, where

a central coordinating node monitors the training progress. In the BSFL setting,

early stopping is governed by the committee consensus mechanism, which terminates

training once a rise in validation loss signals the onset of overfitting.

Figures 4.2a and 4.2b show the validation loss of SL, SFL, SSFL, and BSFL

across all training rounds. As evident in both figures, SSFL and BSFL outperform

the earlier approaches, primarily due to the sharding mechanism employed in these

frameworks. In both frameworks, the sharded architecture eradicates the imbalanced

learning rate of SL by aggregating the SFL server models, enhancing global model
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performance. Furthermore, BSFL demonstrates superior performance compared to

SSFL by utilizing its committee consensus evaluation, which ensures that only the top-

performing model updates contribute to the global model. Notably, BSFL requires

fewer training rounds, as its enhanced performance leads the global model to reach

optimal accuracy and begin overfitting the training data more quickly. Finally, Table

4.3 compares the final test loss of all distributed learning algorithms. As shown, SSFL

substantially enhances scalability and performance over SL and SFL due to its lower

round time and test loss. Nevertheless, the test loss in the attacked settings proves

SSFL’s inability to tolerate data-poisoning threats.

4.5.1 Under Malicious Attacks

In our experiments, we assume that malicious nodes carry out data poisoning

attacks by sending harmful updates to the central FL server, thereby undermining

the performance of the global model. We conduct these attacks across all approaches

to validate the effectiveness of our proposed solution. To evaluate the impact of

data poisoning attacks, we test with varying proportions of malicious nodes, specif-

ically 33% and 47% for the 9-node and 36-node setups, respectively. These varied

attacker proportions allow us to evaluate the resilience and performance of our pro-

posed frameworks under different threat levels. Notably, the 36-node experiment with

47% attackers represents a scenario where the system is pushed to its limits, simulat-

ing the maximum number of attackers possible without breaching the 51% threshold

typically required for a successful blockchain takeover.

In BSFL, we further simulate a voting attack to assess the resilience of the com-
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Figure 4.3: BSFL Round Completion Times For 36 Nodes.

mittee consensus mechanism. In this scenario, malicious nodes, when selected as

committee members, deliberately vote for the worst-performing model updates to

disrupt the aggregation process. By examining the system’s ability to counter this

disruption, we evaluate whether BSFL can still effectively aggregate the most bene-

ficial model updates.

Figures 4.2a and 4.2b illustrate the performance of each algorithm under identi-

cal data-poisoning attacks. As shown in these figures, all algorithms except BSFL

are adversely impacted by these attacks, lacking effective mechanisms to counteract

them. In SL, SFL, and SSFL, data-poisoning attacks cause a substantial increase

in validation loss and decline in the global model’s performance. BSFL, however,

remains entirely unaffected due to its robust committee consensus mechanism, which

effectively filters out malicious updates from adversarial nodes. The effectiveness of

BSFL in mitigating data-poisoning attacks is also demonstrated by the test loss values

presented in Table 4.3.
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4.5.2 Round Completion Time

SSFL reduces transmission costs and communication overhead in SFL training by

employing parallel shards, which distribute the workload across multiple nodes. BSFL

incorporates blockchain technology to enhance the security of the system, which, in

turn, increases the communication load due to committee member coordination and

propagation of updates to and from the blockchain. In our experiments, we evaluate

the round completion time of all training frameworks by measuring the time between

the start and the end of each round and cycle, calculating the computation as well as

the communication overhead for each round. This evaluation helps with identifying

the most suitable distributed learning method by considering specific constraints,

such as time, infrastructure, and other critical factors.

Figures 4.2a and 4.2b present the validation loss trends for SL, SFL, SSFL, and

BSFL over successive training rounds. It is evident from both figures that SSFL and

BSFL consistently outperform the traditional models, primarily due to the implemen-

tation of a sharding strategy. This design addresses the uneven training progression

often encountered in SL by aggregating updates from multiple SFL servers, thereby

enhancing the quality of the global model. Among the two, BSFL achieves even

better results by leveraging a committee-based consensus evaluation, which ensures

that only the most effective model updates influence the global model. Importantly,

BSFL reaches optimal performance in fewer training rounds, as its improved learn-

ing dynamics lead to faster convergence and earlier onset of overfitting. Table 4.3

summarizes the final test losses across all approaches. While SSFL demonstrates im-

proved scalability and performance compared to SL and SFL, attributable to reduced
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round durations and lower test losses, it remains vulnerable in adversarial settings,

as indicated by the elevated test losses observed under attack scenarios.

4.6 Conclusion

This chapter proposed two advanced extensions to the SFL paradigm: SSFL and

BSFL. SSFL addresses the scalability limitations of conventional SFL by distribut-

ing the server-side responsibilities across multiple parallel shards. In contrast, BSFL

enhances system robustness and security by removing the centralized server and in-

tegrating a decentralized blockchain infrastructure. This infrastructure employs a

committee-based consensus protocol and a structured evaluation mechanism to pro-

tect against the incorporation of malicious model updates. The effectiveness of both

frameworks was thoroughly evaluated through a series of experiments, comparing

their performance with standard SFL approaches across a range of scenarios. Our

empirical results demonstrate significant improvements in scalability, resilience, and

training efficiency achieved through the adoption of SSFL and BSFL.
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Fair Model Ownership in

Federated Learning

5.1 Problem Statement

In the era of unprecedented Artificial Intelligence (AI) adaptation, data privacy

has become one of the most crucial concerns of individuals, organizations, and gov-

ernments. Consequently, collaborative learning schemes, including FL [5] and SL

[6; 7], have become increasingly popular by providing an environment where machine

learning (ML) training takes place without the need for data sharing.

FL refers to a variety of distributed learning algorithms where clients train a global

ML model by sharing model updates instead of private data records. Although FL

introduces a groundbreaking opportunity for privacy-aware ML, it lacks essential

fairness, robustness, and transparency issues.

Let us assess a scenario where a few enterprise-level organizations are considering

79
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participating in a FL procedure to collectively train a model without sharing data, a

task that would benefit all parties by producing a well-trained model. Nevertheless,

many deficiencies of FedAvg prevent such adaptation:

• Model Ownership: FL lacks an essential consideration in model ownership.

Inherently, the contributions of participating organizations are not alike; nev-

ertheless, their access to the global model is not restricted relative to their

contributions. This means that an organization can enjoy all the benefits of the

global model while making limited contributions to the training step (free-rider

problem) [79; 80].

• Centralization: FL’s centralized architecture produces stability, security, and

robustness concerns. In traditional FL, the aggregator becomes a single point of

failure, where, in the case of its collapse, a significant portion of training progress

becomes lost [11]. In addition, the central server is a black-box component in

the architecture, and its functionalities are not transparent to all clients and

organizations.

For these reasons, the adaptation of FL between enterprises is fairly limited, since

any risk in fairness, stability, or the security of the system might bring about signifi-

cant and irreversible damages. To counteract these obstacles, we propose Blockchain-

enabled Personalized Federated Learning (BPFL), a novel decentralized FL frame-

work that enhances fairness and robustness of traditional FedAvg. In this design,

we introduce a contribution metric computed for each client as a composite value

combining global and local loss improvement. We aggregate local models into a new

global model using weights derived from the softmax of client contributions, effectively
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normalizing contribution scores across all participants. Furthermore, we resolve the

fairness issue of FedAvg by personalizing each local client as the interpolation be-

tween the submitted local model and the newly computed global model relative to

the normalized contribution value. In other words, we generate personalized models

for each client according to its contribution value: greater contributions receive mod-

els closer to the new global model, and more inferior contributions receive a hardly

improved version of their submitted model. In addition, we introduce a tokenized

model access, where organizations that are unable to make significant contributions

can purchase the global model through the exchange of tokens. At last, we introduce

a novel reward mechanism for training nodes where we distribute a constant number

of tokens between participants proportional to their training contributions. We de-

centralize our design by substituting the centralized server with a blockchain network,

a well-justified choice due to our tokenization scheme and model commerce choice.

The integration of our personalized FL scheme with blockchain is further justified

due to its ability to reinforce the security, stability, and transparency of FL.

To summarize, the contributions of this chapter are as follows:

• We define a novel composite contribution metric that integrates global loss

reduction on a shared synthetic test set with each client’s local training progress,

enabling a fair measurement of individual utility.

• We design a softmax-weighted aggregation mechanism coupled with a fairness-

driven personalization update, whereby each client’s received model is interpo-

lated between its own update and the global model in proportion to its normal-

ized contribution.



82 Chapter 5: Fair Model Ownership in Federated Learning

• We introduce a tokenized model access scheme—also referred to as model acqui-

sition—allowing clients who cannot contribute sufficiently to acquire the global

model via on-chain token exchange.

• We propose a reward distribution protocol that allocates a fixed pool of tokens

among participants based on their measured contributions, fostering sustained

engagement and incentive alignment.

• We replace the centralized aggregator with a permissioned blockchain network,

leveraging smart contracts to automate submission recording, reward alloca-

tion, and model-commerce operations while enhancing security, stability, and

transparency.

• We provide rigorous convergence analysis under nonconvex, L-smooth assump-

tions and fairness guarantees, and validate our framework experimentally on

benchmark datasets, demonstrating significant reductions in ownership dispar-

ity with accuracy competitive to FedAvg.

5.2 Design

5.2.1 Problem Formulation

In traditional FL,K clients each utilize their local datasets to collaboratively train

a single global model θg. This process aims to solve the following global objective:

min
θg

G
(
F1(θg), F2(θg), . . . , FK(θg)

)
, (5.1)
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where Fi(θg) denotes the local objective of client i, computed as the expected loss

over its data distribution Di, i.e.,

Fi(θg) = E(x,y)∼Di
[L(θg;x, y)]. (5.2)

The function G(·) represents an aggregation rule for combining the local objectives.

A typical choice is the simple average:

G(F1, . . . , FK) =
1

K

K∑
i=1

Fi(θg). (5.3)

In FedAvg, this objective is approached through iterative rounds of local training

and global aggregation. At round r, each client i receives the global model θr−1
g and

performs a local gradient update:

θri = θr−1
g − η∇Fi(θ

r−1
g ). (5.4)

These locally updated models are then averaged to produce the new global model θrg.

This framework enables decentralized training while maintaining the privacy of client

data.

Despite its practical benefits, FedAvg has notable fairness and security limita-

tions. Clients with minimal data or computational effort contribute little to the

global model, yet receive the same model as more substantial contributors. Moreover,

adversarial clients may submit manipulated updates to degrade global performance.

Without personalized aggregation, such vulnerabilities can compromise both fairness

and robustness.

To address these issues, we propose a personalized aggregation mechanism where

each client’s influence on the global model is weighted in proportion to its training
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utility. To quantify contribution in a privacy-preserving way, we require each client

to submit a set of synthetically generated test records. These records are collectively

used to construct an inclusive test set for evaluating all local models and determining

their relative contributions, i.e, T =
⊔K

i=1 Ti

5.2.2 Measuring Contribution

We measure the contribution of client i at round r based on the performance

improvement of its local model θri relative to the current global model θrg. The global

improvement gap is given by:

∆gap = ℓr−1
g − ℓri , (5.5)

Where ℓr−1
g denotes the loss of the previous global model on a shared evaluation

set T , and ℓri is the loss of the client’s local model on the same set. However, as

training progresses, ∆gap tends to diminish, leading to vanishing contribution scores.

To address this, we define a composite improvement score that also considers the

local progress made by client i. Specifically, we compute:

∆local = ℓr−1
i − ℓri , (5.6)

∆i = α∆gap + (1− α)∆local, (5.7)

Where α ∈ [0, 1] is a mixing coefficient that balances global and local contribu-

tions. If the combined score ∆i is negative, indicating no meaningful improvement,

the client’s contribution is treated as negligible. We define the final contribution Ci

as:
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Ci = max(∆i, 0) + ϵ, (5.8)

Where ϵ > 0 ensures a non-zero lower bound on the contribution, preserving

continuity assumptions required for convergence guarantees.

5.2.3 Model Aggregation

We propose a novel aggregation mechanism that leverages the contribution scores

Ci defined in the previous subsection. In this approach, the updated global model

θr+1
g is computed as a weighted average of the local models θri , where the weights are

determined by applying a softmax function over the contribution scores:

wi =
exp(Ci)∑K
j=1 exp(Cj)

, (5.9)

θr+1
g =

K∑
i=1

wi θ
r
i . (5.10)

By employing the softmax transformation, we ensure that clients contributing

more meaningfully to the training process receive proportionally higher influence in

the global model update. This adaptive weighting enhances both the fairness and

robustness of the FL system, as it naturally emphasizes high-utility updates while

diminishing the effect of less impactful or potentially adversarial ones.

5.2.4 Personalization Procedure

In our framework, personalization is designed to promote fairness by tailoring each

client’s model update in proportion to the significance of its contribution. Specifically,
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clients with minimal contributions receive updates that preserve their prior local

models, while those with substantial contributions are guided more closely toward

the global model. This behavior is captured via a personalized interpolation:

θr+1
i = (1− γi) θ

r
i + γi θ

r+1
g , (5.11)

γi = min

{(
Ci

maxj Cj

)p

, γmax

}
, (5.12)

where γi ∈ [0, 1] denotes the personalization coefficient for client i, derived from

its normalized contribution Ci. The design of this update rule is motivated by three

key considerations:

• Relative Comparison: The contribution of each client is normalized by the

maximum contribution in the current round, ensuring that γi reflects each

client’s standing relative to others rather than in absolute terms.

• Boosting Modest Contributions: The exponent p ∈ (0, 1) acts as a soft

boost for smaller contributions. This allows clients with moderate improvements

to still benefit meaningfully from the global model, especially in later rounds

when absolute contribution scores tend to diminish.

• Controlled Personalization: The upper bound γmax serves as a safeguard

against excessive global influence by capping the interpolation factor. Allow-

ing γi = 1 would overwrite the client’s model with the global model entirely,

breaking the continuity required for convergence analysis. By ensuring γi < 1,

we preserve a minimal dependence on each client’s previous state, enabling a

smooth and analyzable contraction path toward the solution.
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5.2.5 Model Acquisition

In our architecture, it is essential to account for scenarios where a client either

lacks sufficient computational resources or possesses limited data, rendering its con-

tribution to the training process minimal or infeasible. Additionally, certain clients

may have participated extensively in earlier training rounds, such that their data dis-

tribution has already been well-integrated into the global model. As a result, further

contributions from these clients offer diminishing returns.

We must also accommodate newly joined clients, who require access to the current

global model before they can begin training. To address these challenges, we intro-

duce a token-based mechanism through which clients can obtain the global model in

exchange for a payment. The number of tokens paid determines the extent to which

a client’s local model is updated toward the global model, using a formula similar to

the personalization mechanism described previously:

θr+1
i = (1− β(p)) θri + β(p) θrg, (5.13)

β(p) = max

(
p

prmodel

, 1

)
, (5.14)

where p is the number of tokens paid by client i, and prmodel denotes the current

price of the global model at round r.

The global model price is initialized at a base value and incrementally updated

based on the model’s improvement in performance over time:
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p0model = pbasemodel, (5.15)

prmodel = pr−1
model + λ (ℓr−1

g − ℓrg), (5.16)

Where ℓrg is the global model loss at round r, and λ is a hyperparameter controlling

the sensitivity of the model price to performance improvements.

5.2.6 Reward Distribution

In each training round r, a fixed total number of tokens Rtotal is distributed as

a reward among the participating clients in proportion to their measured contribu-

tion. To mitigate sharp disparities and amplify smaller contributions, we apply a

logarithmic transformation to the raw contribution values:

C̃i = log(1 + Ci), (5.17)

ri =
C̃i∑K
j=1 C̃j

, (5.18)

Ri = Rtotal · ri, (5.19)

where Ri denotes the reward allocated to client i, and C̃i is the smoothed contri-

bution score.

These tokens can be used by clients in future rounds to purchase access to the

global model—particularly in cases where they are unable to contribute effectively

due to limited data or computational capacity. Alternatively, tokens may be traded

with newly joined clients, thereby creating an incentive-aligned and self-sustaining

FL economy.
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5.2.7 Blockchain Incorporation

FL offers significant advantages as a distributed learning paradigm, including

collaborative model training without direct data sharing, and scalable, parallelized

computation across clients. However, FL also suffers from critical challenges related

to security, stability, and fairness, which can hinder its practical deployment.”

• Security: In an FL system, both clients and servers can act maliciously and

undermine the system’s security. Clients can communicate malicious model

updates that, when aggregated, significantly degrade the performance of the

global model. An FL server, on the other hand, can perform adversarial attacks

such as Membership Inference Attacks (MIA) on the submitted client models.

In FL, since the server operates as a black-box from the clients’ perspective, it

can act as it pleases to threaten the system’s security.

• Stability: The FL workflow heavily relies on the centralized server’s availabil-

ity. Consequently, the server becomes a single point of failure, where in the

case of its downfall, the system comes to a halt, and training progress and

contributions may be lost..

• Fairness: In this chapter, we discuss fairness in the form of appropriate model

ownership concerning clients’ contributions. Nevertheless, another unfair pos-

sibility in traditional FL algorithms might arise since the server is free to favor

some clients over others in the aggregation step.

The disadvantages discussed above arise from the centralized nature of FL frame-

works. By replacing the server-client architecture with a blockchain network, we can
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improve security, stability, and fairness–concerning fair model aggregation. In ad-

dition, our proposed personalization scheme is much aligned with the abilities of a

blockchain network for the following reasons:

1. We propose a personalized FL framework where clients are rewarded in pro-

portion to their training contributions. However, in traditional settings, model

ownership remains centralized. Incorporating blockchain technology in this mat-

ter means removing this centralized ownership and enabling true decentralized

ownership of the global model, proportionally distributed among participants

based on their contribution.

2. We provide a scheme for model acquisition and reward distribution for training

nodes. Both of such features are among the most notable use cases of blockchain

technology. Hence, implementing our personalized FL algorithm seems best

suited when combined with this decentralized network.

5.2.8 System Workflow

Integrating a blockchain network into our architecture decentralizes the server’s

responsibilities, distributing them across a suite of smart contracts. Despite this ar-

chitectural shift, the overall workflow closely resembles that of traditional FL systems.

Our scheme is intended for a permissioned blockchain, where participants are au-

thorized and known to each other. This choice is appropriate since our design is

motivated by providing a solution for enterprise-level organizations with the possibil-

ity of training a superior model through decentralized and personalized FL. Hence, in
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our design, we assume the number as well as the identity of the participating nodes

are known to one another.

Under these assumptions, the workflow of our blockchain-enabled personalized

federated learning (BPFL) design is demonstrated in Algorithm 5 and is as follows:

Algorithm 5 Blockchain-enabled Personalized Federated Learning (BPFL)

1: /* Executes on each client device */

Ensure: ClientTrain():

2: for each round r = 1, 2, . . . , R do

3: for each client i in parallel do

4: if r == 1 OR just joined the network then

5: Receive (or purchase) θrg and set to θri

6: end if

7: for each batch b in epoch E do

8: θri ← θri − η∇Fi(θ
r
i ).

9: end for

10: Generate synthetic data Ti from Dt
i

11: Send (θri , Ti) to the blockchain Ledger

12: Receive personalized θr+1
i from the blockchain.

13: end for

14: end for
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Ensure: Aggregate([θri , Ti for each client i]):

15: /* Compute contributions */

16: T =
⊔K

i=1 Ti

17: for each client i do

18: ∆gap = ℓr−1
g − ℓri

19: ∆local = ℓr−1
i − ℓri

20: ∆i = α∆gap + (1− α)∆local

21: Ci = max(∆i, 0) + ϵ

22: end for

23: wi =
exp(Ci)∑
j exp(Cj)

24: θrg =
∑

i wiθ
r
i

25: for each client i do

26: γi = min
{(

Ci

maxj Cj

)p
, γmax

}
27: θr+1

i = (1− γi) θ
r
i + γi θ

r
g

28: end for

29: for each client i do

30: C̃i = log(1 + Ci)

31: ri =
C̃i∑
j C̃j

32: Ri = Rtotal · ri

33: end for

34: prmodel = pr−1
model + λ (ℓr−1

g − ℓrg)

35: Return [θr+1
i , Ri, p

r
model]
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1. Each node receives the latest public initialization of the global model and per-

forms local training using its private dataset.

2. Upon completion of local training, each node submits a reference (e.g., an ad-

dress or IPFS hash) to its updated model to the blockchain. This submission

is recorded along with the node’s digital signature and wallet address.

3. The blockchain aggregates all submitted references and makes them available

to a designated off-chain aggregator.

4. The off-chain aggregator downloads all submitted models, computes each client’s

contribution to global performance, aggregates the models using contribution-

weighted methods, and personalizes the resulting model for each node based on

their contribution.

5. The aggregator also computes monetary or token-based rewards for each par-

ticipant and updates the market price of the resulting global model.

6. These computed values—personalized model references, reward distributions,

and updated pricing—are then submitted to the blockchain. Smart contracts

are triggered to update the balances of node wallets and store the current model

state.

5.2.9 Off-chain Aggregator

A key design choice in this architecture is the introduction of a designated off-

chain aggregator that maintains privileged access to the private global model and
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performs computation-intensive tasks off-chain. While this component introduces an

element of centralization, it is justified on the following grounds:

• Designated Worker with Verifiability: The off-chain aggregator acts as a semi-

trusted computation unit, but its actions are made transparent and auditable

through verifiable commitments recorded on-chain. For example, model hashes,

contribution scores, and reward allocations can all be independently verified by

participants. Moreover, each aggregation round’s output is immutably recorded,

ensuring accountability over time.

• Consortium-Based Operation: The aggregator can be implemented as a con-

sortium service operated by multiple authorized participants, with aggregation

outputs requiring multi-signature approval or quorum consensus. This mit-

igates the risk of unilateral control and provides a decentralized operational

layer, aligned with the goals of fairness and transparency.

This hybrid architecture allows us to maintain the efficiency of off-chain computa-

tion while enforcing trust and accountability through the blockchain’s immutable and

transparent infrastructure. Furthermore, the private nature of the global model—visible

only to the aggregator—prevents leakage of sensitive aggregate information, while

personalized updates ensure that each client receives a model tuned to their data dis-

tribution and contribution. This design thus aligns the incentives of all participants

while preserving security, stability, and fairness.

This workflow effectively decentralizes coordination, enforces fairness through pro-

grammable rules, and enhances the security and robustness of the learning process.
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Furthermore, it provides a natural infrastructure for integrating incentive mecha-

nisms, provenance tracking, and verifiable training contributions—key requirements

for enterprise-grade FL systems.

5.3 Convergence Analysis

In this section, we present the convergence analysis of our proposed personalized

FL algorithm. Traditionally, FL seeks to optimize a uniform global objective across

K clients:

min
θg

Fw(θg) :=
1

K

K∑
i=1

Fi(θg) (5.20)

However, rather than optimizing this static average, we introduce a dynamic, contribution-

weighted global objective that adapts over communication rounds. Specifically, in

round r, the global model minimizes:

min
θg

F r
w(θg) :=

K∑
i=1

wr
iFi(θg) (5.21)

Unlike FedAvg, this global objective varies across rounds. As a result, we analyze

convergence to a moving target, i.e., the time-varying objective F r
w(θg). To proceed,

we first establish a set of standard and architecture-specific assumptions and then

derive convergence guarantees for both the global and personalized local models.

5.3.1 Assumptions

Assumptions 1-3 are standard in FL convergence analysis literature. However,

Assumptions 4-6 are specific to our personalization architecture.
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Assumption 1. Each client i has a loss function Fi(θ) = E(x,y)∼Di
[L(θ;x, y)] which

may be non-convex but is L-smooth:

∥∇Fi(x)−∇Fi(y)∥ ≤ L∥x− y∥, ∀x, y. (5.22)

Remark 1. We make no convexity assumption on the local objectives Fi. This reflects

the non-convex nature of modern ML models, such as deep neural networks, which

are commonly used in FL settings. Our analysis, therefore, applies to a broader class

of practical problems where convexity does not hold.

Assumption 2. Since clients use stochastic gradients to update local models, we

assume the variance of the stochastic gradient at each client is bounded:

Eξ∼Di

[
∥∇fi(θ; ξ)−∇fi(θ)∥2

]
≤ σ2 (5.23)

Assumption 3. We assume that the heterogeneity of local objectives is bounded in

expectation, with respect to the contribution-based weights wi. Specifically, for all x,

we have:
K∑
i=1

wi ∥∇Fi(x)−∇Fw(x)∥2 ≤ ζ2, (5.24)

where ζ quantifies the extent of data heterogeneity across clients.

Assumption 4. We assume that both the clients’ local losses and the global loss

remain finite and bounded across all communication rounds:

0 ≤ ℓri ≤ Lmax, ∀i, r (5.25)

0 ≤ ℓrg ≤ Lmax, ∀r (5.26)

This assumption guarantees the following:
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1. The contribution scores Ci are upper bounded:

Ci ≤ αLmax + (1− α)Lmax + ϵ = Lmax + ϵ (5.27)

2. Softmax weights wi are both lower and upper bounded, improving numerical

stability.

Assumption 5. Let the contribution score Cr
i be a function of the bounded and

Lipschitz-continuous loss values ℓrg, ℓ
r
i , ℓ

r−1
i , and the aggregation weights wr

i are defined

via a softmax over contribution scores. Then, for all clients i and communication

rounds r, there exists a constant β > 0 such that:

∣∣wr
i − wr−1

i

∣∣ ≤ β. (5.28)

This implies that the aggregation weights vary smoothly with the temporal changes in

the loss values, ensuring stable updates to the global model.

Assumption 6. The personalization step for each client is defined as a convex com-

bination between the local model and the global model:

θr+1
i = (1− γi)θ

r
i + γiθ

r+1
g (5.29)

where γi ∈ [0, γmax], and 0 < γmax < 1. This ensures that local models move toward

the global model in a contractive manner, promoting stability and bounding divergence

across rounds.
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5.3.2 Auxiliary Lemmas

Lemma 1 (Descent via Smoothness). Under Assumption 1 (L-smoothness), for any

round r and any two iterates x, y,

F r
w(y) ≤ F r

w(x) + ⟨∇F r
w(x), y − x⟩ +

L

2
∥y − x∥2. (5.30)

Proof. Direct from L-smoothness of each Fi and the convex combination defining

F r
w.

Lemma 2 (Unbiasedness of the Global Update). Under the stochastic-gradient model

and E[ξri ] = 0, the aggregation step

θr+1
g =

K∑
i=1

wr
i

(
θrg − η(∇Fi(θ

r
g) + ξri )

)
(5.31)

satisfies

E[θr+1
g − θrg] = −η∇F r

w(θ
r
g). (5.32)

Proof. Take expectation inside the sum and use
∑

i w
r
i = 1, E[ξri ] = 0.

Lemma 3 (Second-Moment Bound). Under Assumption 2 (bounded variance σ2),

the step-length satisfies

E[∥θr+1
g − θrg∥2] ≤ η2∥∇F r

w(θ
r
g))∥2 + η2σ2 (5.33)

Proof. Expand θr+1
g − θrg = −η

∑
i w

r
i∇Fi(θ

r
g) + η

∑
i w

r
i (−ξri ), square, take expecta-

tion, drop the cross-term by independence, and bound the variance.

Lemma 4 (Objective Drift). Under Assumption 5 (weight drift β) and bounded losses

(Assumption 4), ∣∣F r+1
w (θ)− F r

w(θ)
∣∣ ≤ Kβ Lmax, ∀θ. (5.34)
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Proof.

|F r+1
w (θg)− F r

w(θg)| = |
K∑
i=1

(wr+1
i − wr

i )Fi(θg)|

≤ |
K∑
i=1

(wr+1
i − wr

i )| · |Fi(θg)| ≤ KβLmax (5.35)

Lemma 5 (Tracking Error with Time-Varying γr
i ). Under Assumption 6, for each

client i and round r ≥ 1, the tracking error satisfies:

∥θri − θrg∥2 ≤ (1− γr−1
i )2∥θr−1

i − θr−1
g ∥2 + ∥θrg − θr−1

g ∥2. (5.36)

Proof. By the personalization step and subtracting θrg, we get:

θri − θrg = (1− γr−1
i )(θr−1

i − θr−1
g ) + (1− γr−1

i )(θr−1
g − θrg).

Taking norms and applying standard inequality bounds gives the result.

Lemma 6 (Lower Bound on Personalization Weight). Suppose each client’s contri-

bution score satisfies Cr
i ≥ ϵ > 0 for all r, and the personalization rate is defined

as

γr
i = min

{(
Cr

i

maxj Cr
j

)p

, γmax

}
. (5.37)

Then γr
i ≥ γ̄ > 0, where

γ̄ := min

{(
ϵ

Lmax + ϵ

)p

, γmax

}
. (5.38)

Proof. Since Cr
i ≥ ϵ and Cr

j ≤ Lmax + ϵ by Assumption 4, we get

Cr
i

maxj Cr
j

≥ ϵ

Lmax + ϵ
, (5.39)
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Hence

γr
i ≥

(
ϵ

Lmax + ϵ

)p

. (5.40)

Clipping at γmax still preserves this as a lower bound.

5.3.3 Theorems

Theorem 1. Let {θrg}Rr=0 be the sequence of global models generated by Algorithm 5.

Suppose Assumptions 1–6 hold, and choose a constant step size η ≤ 1/L. Define the

round-r surrogate objective

F r
w(θ) :=

K∑
i=1

wr
i Fi(θ), (5.41)

and let

F ∗
w := inf

0≤r≤R
inf
θ

F r
w(θ). (5.42)

Then the average squared gradient norm of the time-varying objective satisfies

1

R

R−1∑
r=0

E
[
∥∇F r

w(θ
r
g)∥2

]
≤ O

( 1
R

+ σ2 + β
)
. (5.43)

Interpretation. This suggests that as the algorithm progresses, the global model’s

parameter updates become smaller and the algorithm approaches a minimum or a

stationary point.

Proof. Start from Lemma 1 with x = θrg, y = θr+1
g :

F r
w(θ

r+1
g ) ≤ F r

w(θ
r
g) + ⟨∇F r

w(θ
r
g), θ

r+1
g − θrg⟩+

L

2
∥θr+1

g − θrg∥2 (5.44)

Take total expectation, substitute Lemmas 2 and 3:

E[F r
w(θ

r+1
g )] ≤ F r

w(θ
r
g) +−η∥∇F r

w(θ
r
g)∥2 +

L

2
(η2∥∇Fi(θ

r
g))∥2 + η2σ2)

E[F r
w(θ

r+1
g )] ≤ F r

w(θ
r
g)− η(1− Lη

2
)∥∇F r

w(θ
r
g)∥2 +

L

2
(η2σ2)
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Next, account for the change in objectives across rounds via Lemma 4:

E[F r+1
w (θr+1

g )] ≤ E[F r
w(θ

r+1
g )] +KβLmax. (5.45)

Combining the two gives, for each r:

E[F r
w(θ

r+1
g )] ≤ F r

w(θ
r
g)− η(1− Lη

2
)∥∇F r

w(θ
r
g)∥2 +

L

2
(η2σ2) +KβLmax

Summing from r = 0 to R− 1 and telescoping:

E[Fw(θ
R
g )]− Fw(θ

0
g) ≤ −η

(
1− Lη

2

) R−1∑
r=0

∥∇Fw(θ
r
g)∥2 +R

(
L

2
(η2σ2) +KβLmax

)
Rearrange:

1

R

R−1∑
r=0

E
[
∥∇Fw(θ

r
g)∥2

]
≤

Fw(θ
0
g)− E[Fw(θ

R
g )]

η
(
1− Lη

2

)
R

+
L

2
(η2σ2) +KβLmax

And, finally:

1

R

R−1∑
r=0

E
[
∥∇F r

w(θ
r
g)∥2

]
≤ O

( 1
R

+ σ2 + β
)
. (5.46)

Theorem 2. Let the personalization step follow:

θr+1
i = (1− γr

i )θ
r
i + γr

i θ
r+1
g (5.47)

where γr
i varies over time and satisfies γr

i ∈ [γ̄, γmax] for some γ̄ > 0, as shown in

Lemma 7.

Assume the global model drift is bounded as:

E[∥θr+1
g − θrg∥2] ≤ ζ2g . (5.48)

Then the expected personalized tracking error satisfies:

E[∥θri − θrg∥2] ≤ (1− γ̄)2r∥θ0i − θ0g∥2 +
ζ2g
γ̄
. (5.49)
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Interpretation. This theorem provides a bound on the personalized tracking error

of a client model in FL. It shows that as the personalization coefficient γr
i is adjusted

over time, the difference between the personalized model and the global model decreases

exponentially, ensuring that personalized models also converge to the global model or

a neighborhood depending on the personalization level.

Proof. From the personalization update:

θr+1
i = (1− γr

i )θ
r
i + γr

i θ
r+1
g , (5.50)

subtracting θr+1
g , we have:

θr+1
i − θr+1

g = (1− γr
i )(θ

r
i − θrg) + (1− γr

i )(θ
r
g − θr+1

g ). (5.51)

Applying Lemma 5, we obtain:

∥θr+1
i − θr+1

g ∥2 ≤ (1− γr
i )

2∥θri − θrg∥2 + ∥θr+1
g − θrg∥2. (5.52)

Taking expectations and using bounded drift E[∥θr+1
g − θrg∥2] ≤ ζ2g :

E[∥θr+1
i − θr+1

g ∥2] ≤ (1− γr
i )

2E[∥θri − θrg∥2] + ζ2g . (5.53)

Unrolling the recurrence:

E[∥θri − θrg∥2] ≤

(
r−1∏
k=0

(1− γk
i )

2

)
∥θ0i − θ0g∥2 + ζ2g

r∑
t=1

r−1∏
k=t

(1− γk
i )

2.

Since γr
i ≥ γ̄ > 0 (Lemma 6), we have:

r−1∏
k=0

(1− γk
i )

2 ≤ (1− γ̄)2r,
r∑

t=1

r−1∏
k=t

(1− γk
i )

2 ≤ 1

γ̄
. (5.54)

Hence:

E[∥θri − θrg∥2] ≤ (1− γ̄)2r∥θ0i − θ0g∥2 +
ζ2g
γ̄
. (5.55)
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5.4 Discussions

5.4.1 Personalization Trade-offs

Personalization Cap

A central component of BPFL is the personalization of each local model based on

its contribution value. As shown in Equation 5.12, this interpolation is modulated

by the coefficient γi, which is in turn upper-bounded by the cap value γmax. In this

section, we elaborate on the significance of γmax and provide guidance on how it can

be effectively tuned.

The cap γmax plays a crucial role in the personalization mechanism for two key

reasons:

1. Convergence Assurance: The cap is essential for satisfying Assumption 6 and

Lemma 5, which form the foundation of Theorem 2—our convergence guarantee

for local model trajectories. To uphold this theoretical guarantee while still

allowing substantial global influence, we recommend setting γmax ∈ [0.9, 0.99].

2. Personalization–Globalization Trade-off: The value of γmax can be viewed

as a tunable knob that controls the balance between personalization and global-

ization. In nearly IID settings, a higher γmax encourages closer alignment with

the global model, which can accelerate convergence and improve generalization.

Conversely, in highly heterogeneous environments, a lower γmax helps preserve

the individuality of local models, mitigating the risk of performance degradation

due to over-generalization.



104 Chapter 5: Fair Model Ownership in Federated Learning

The value of γmax should be selected based on both the theoretical requirements of

convergence and the characteristics of the underlying data distribution. We propose

the following practical guidelines:

• Convergence Guarantees: Theoretical analysis (see Theorem 2) relies on

each client retaining a minimal divergence from the global model. To uphold

this condition, γmax should be strictly less than 1. Empirically, values in the

range [0.9, 0.99] provide a good balance between convergence speed and stability.

• IID settings: When client datasets are homogeneous, higher values of γmax

(e.g., 0.95 or above) are preferable. These promote stronger alignment with the

global model, accelerating convergence and leveraging the benefits of shared

structure.

• Non-IID settings: When client data distributions vary significantly, a lower

γmax (e.g., 0.7–0.9) may be more appropriate. This allows clients to retain more

of their unique local characteristics, improving local performance and reducing

the negative effects of global overfitting.

• Empirical tuning: Just as any other hyperparameter γmax is best selected

through a fine-tuning process. In practice, we recommend starting with a default

value such as γmax = 0.95, and adjusting based on convergence diagnostics and

validation accuracy across clients. Grid search or adaptive tuning schemes may

also be used to optimize performance.
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Personalization Exponent

Another key variable in our personalization scheme is the personalization expo-

nent p. This exponent serves to amplify client contributions as the model converges,

particularly when composite contributions from clients start to diminish. To main-

tain this effect over time, dynamically adjusting p is a natural choice. This can be

achieved by initially setting p at the higher end of the [0, 1] range and applying a

custom decay function—such as exponential or linear decay—to gradually reduce its

value.

5.4.2 Convergence Speed

The convergence speed of FedAvg on non-convex and non-IID data is O
(
1
R

)
[81],

which is inherently faster than that of BPFL, whose convergence rate isO
(
1
R
+ σ2 + β

)
.

However, this gap narrows in scenarios characterized by:

• Increased Data Heterogeneity: As the data distributions across clients be-

come more heterogeneous (i.e., clients have more diverse, non-IID data), the

benefits of BPFL become more pronounced. The personalization parameter γi

allows for more controlled updates, preventing large, destabilizing changes from

clients whose data is highly skewed or unrepresentative. This helps in reducing

the variance σ2 and the contribution term β, leading to more stable updates

and faster convergence to personalized optima.

• Dissimilar Client Capabilities: In settings where clients vary significantly

in computational power, dataset size, or learning rates, BPFL’s personalized
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update mechanism (via adaptive γi) ensures that clients with limited resources

or less relevant data exert less influence on the global model. This prevents

the model from drifting toward suboptimal regions and reduces oscillations,

thereby improving convergence in cases where FedAvg may struggle due to its

equal-weight aggregation strategy.

5.4.3 Malicious Nodes

The BPFL design is intended for creating a collaborative learning environment

with fair model ownership among a group of training nodes. Due to the authentication

of all participants, we assume that there are no adversaries deliberately trying to

diminish global model performance by communicating malicious model updates or

other forms of attacks. Nevertheless, our design inherently offers safeguards against

ineffective and unproductive model updates by evaluating each model update against

a robust, synthetically generated, and diverse test dataset. Consequently, only the

most effective local models contribute to the global update, ensuring both robustness

and efficiency in the learning process.

5.5 Experimental Setups

In this section, we introduce the settings and environments we selected to evaluate

BPFT. The section is divided into two parts. In the first subsection, we discuss

problem-specific conditions such as data allocations for proper validation of BPFT;

in the second subsection, we introduce the tools, conditions, and hyperparameters we
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chose during our evaluation1.

5.5.1 Data Allocation Schemes

This chapter introduces an algorithm that fairly incentivizes training clients in

a blockchain-enabled federated learning system by granting model ownership pro-

portional to their training contributions. To evaluate our framework, we simulate

clients with varying contribution capacities and record the resulting outcomes. In

our experiments, we associate training contribution with dataset size, under the as-

sumption that a larger dataset corresponds to a greater contribution. Accordingly,

we implement three distinct data allocation schemes: uniform, linear, and quadratic.

1. Uniform Allocation: Each node receives an equal share of the total dataset.

Let the total dataset size be N and the number of participating nodes be K. Then,

each node i (for i = 0, 1, . . . , K − 1) receives:

Duniform
i =

N

K
, or equivalently,

Duniform
i

N
=

1

K
. (5.56)

2. Linear Allocation: In a linear scheme, the data allocated to each node

increases linearly with its index. That is, node i receives a fraction proportional to

(i+ 1):

Dlinear
i

N
=

i+ 1∑K−1
j=0 (j + 1)

=
i+ 1

K(K+1)
2

. (5.57)

For instance, with K = 4, the respective fractions are 1
10
, 2

10
, 3

10
, 4

10
.

3. Quadratic Allocation: In the quadratic scheme, each node i receives data

1The following link provides the implementation code for our design:
https://github.com/amirrezaskh/BPFL
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Figure 5.1: BPFL Data Allocation Schemes.

in proportion to (i+ 1)2:

Dquadratic
i

N
=

(i+ 1)2∑K−1
j=0 (j + 1)2

=
(i+ 1)2

K(K+1)(2K+1)
6

. (5.58)

For K = 4, this yields: 12

30
, 22

30
, 32

30
, 42

30
.

As shown in Figure 5.1, the gap between allocations widens with increasing index

values. These distinct schemes allow us to model clients with varying dataset sizes,

and by extension, differing training contributions.

5.5.2 General Settings

To benchmark our framework, we compare it against the traditional FedAvg al-

gorithm across all experiments. Both algorithms are evaluated under the three data

allocations using four widely adopted datasets: MNIST, FashionMNIST, CIFAR10,

and CIFAR100. For MNIST and FMNIST, we employ LeNet5; for CIFAR10 and

CIFAR100, we use ResNet18.

All experiments are conducted with four participating nodes. This limited scale

is intentional, reflecting our focus on collaborative training among a small set of
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Table 5.1: BPFL Hyperparameters

Name Symbol Value

Number of Clients K 4

Local Learning Rate η 10−3

Weight Decay ν 10−4

Contribution Mixing Coefficient α 0.5

Contribution Lower Bound ϵ 10−9

Personalization Exponent p 0.5

Max Personalization Factor γmax 0.95, 0.7

Total Reward Tokens Rtotal 300

Base Model Price pbasemodel 50

Price Sensitivity Coefficient λ 10

Number of Rounds R 20

Local Epochs E 5

Batch Size B 32

known organizations. Accordingly, scalability is not considered in this evaluation.

All local datasets are kept non-IID to reflect realistic heterogeneity among clients.

Hyperparameters are held constant across all runs to ensure consistent comparisons.

The proposed system is implemented using the Hyperledger Fabric framework

to construct the blockchain and smart contracts. As an enterprise permissioned

blockchain with incredible modularity, this platform fits perfectly into our design.

Each training node is built by integrating PyTorch (for model training) and Flask (as

the communication interface with the blockchain network). Nodes operate as separate

processes in our experimental environment, which is hosted on a machine equipped

with an Intel Xeon(R) 4216 CPU (16 cores, 32 threads) and an NVIDIA GeForce

RTX 3080 GPU for accelerated training.

We summarize all hyperparameters used in our FL framework in Table 5.1. For
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Figure 5.2: BPFL Global Loss and Model Price for LeNet5 and ResNet18 across

different data allocations on MNIST, FMNIST, CIFAR10, and CIFAR100.

local model training, we employ a learning rate of η = 10−3 with a weight decay of

ν = 10−4. Each client trains locally for E = 5 epochs using mini-batches of size

B = 32. The total number of clients is K = 4, and the global training proceeds for

R = 20 rounds.

Our aggregation mechanism balances global and local contributions using a mixing

coefficient α = 0.5. To avoid vanishing influence, we enforce a minimum contribution

of ϵ = 10−9. The personalization factor is once capped at γmax = 0.95 and once at

γmax = 0.7, and the personalization exponent is p = 0.5. In our incentive mechanism,

we distribute Rtotal = 300 reward tokens, with a base model price pbasemodel = 50 and a

price sensitivity coefficient λ = 10.
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Table 5.2: Comparison of BPFL and FedAvg results across different datasets and

data allocations

Dataset

Data Allocation

Uniform Linear Quadratic

BPFL FedAvg BPFL FedAvg BPFL FedAvg

MNIST 0.0287 0.0323 0.0189 0.0486 0.0389 0.0371

FMNIST 0.3154 0.3480 0.3561 0.3506 0.3193 0.3718

CIFAR10 0.2707 0.3216 0.3245 0.3263 0.2846 0.2912

CIFAR100 1.5107 1.4762 1.4781 1.4667 1.5890 1.5412

5.6 Results

This section provides the results of running BPFL under a multitude of condi-

tions, such a varying datasets and data allocations to evaluate global and local model

performance, fair model ownership, and rewards.

5.6.1 BPFL vs FedAvg

Since we introduce a novel model aggregation scheme, we must present a perfor-

mance comparison between our solution and the baseline FedAvg. We have performed

this task by running all our experiments both with BPFL and FedAvg. To provide

an appropriate comparison between the two algorithms, we have selected γmax = 0.95

since it greatly affects the global model’s performance. In addition, we provide a

comparison of the convergence speed of these two algorithms.
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Figure 5.3: BPFL and FedAvg Convergence Speed Comparison on ResNet18 trained

with CIFAR100 For All Data Allocations

Performance

Table 5.2 compares the global loss values of BPFL and FedAvg across four datasets

(MNIST, FMNIST, CIFAR10, and CIFAR100) under three data allocation schemes,

Uniform, Linear, and Quadratic using for four nodes. In each variation, two values are

reported, with the better one highlighted in light green. According to these results,

BPFL outperforms FedAvg, achieving an average loss improvement of 8.5% across all

experiments. These results are encouraging, especially considering that the primary

goal of BPFL was not to surpass FedAvg in performance but to introduce a fair model

ownership mechanism.

Convergence Speed

As discussed in Section 5.4, FedAvg is inherently designed to converge faster

than BPFL; however, the gap in convergence speed narrows as the variation in client

contribution capabilities increases.
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Table 5.3: BPFL Personalized Model Results Across Different Datasets and Data

Allocations

Dataset

Data Allocation

Linear Quadratic

N1 N2 N3 N4 N1 N2 N3 N4

MNIST 0.0872 0.0704 0.0739 0.0705 0.1288 0.0699 0.0536 0.0550

FMNIST 0.3401 0.3240 0.3194 0.3121 0.4927 0.3642 0.3571 0.3514

CIFAR10 0.5026 0.4936 0.4432 0.4240 0.6803 0.5291 0.4113 0.3391

CIFAR100 2.2591 2.0711 2.0140 1.9954 2.3172 2.1298 2.0318 1.8601

Table 5.4: BPFL Reward Distribution Between Nodes in Different Datasets and Data

Allocations

Dataset

Data Allocation

Linear Quadratic

N1 N2 N3 N4 N1 N2 N3 N4

MNIST 388.5 2067.5 2354.0 1189.8 361.3 209.7 2355.2 3073.6

FMNIST 868.3 1017.8 1327.1 2786.6 230.8 964.6 2423.6 2380.8

CIFAR10 906.6 1092.1 1351.3 2649.8 974.7 843.4 1326.6 2855.1

CIFAR100 1373.9 1542.8 1503.1 1580.0 1375.4 1392.1 1444.3 1788.0

As demonstrated in Figure 5.3, as the difference between client data sizes becomes

greater, the convergence speed of BPFL enhances and gets closer to FedAvg.

5.6.2 Personalized Model Performances

BPFL personalizes each client’s model in proportion to its contribution, which is

computed based on a combination of local and global loss improvements. As data

partition sizes—and consequently, training contributions—become more varied, the

performance of client models is expected to improve. In addition to benefiting from
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Figure 5.4: Comparison of Local Model Losses Across Datasets Under Varying Data

Allocations

more accurate models, clients with larger data partitions also receive greater rewards

over the course of training.

The following results are based on experiments conducted with a personalization

cap of γmax = 0.7. This choice increases the degree of personalization applied to local

models, thereby amplifying their individual effects.

Table 5.3 reports personalized loss values for all nodes across the four datasets

under two data allocation schemes–Linear and Quadratic. As evidenced in the table,

nodes with larger datasets and higher indexes achieve better model performance. This

reflects the fairness in personalization intended by our design.

Table 5.4 shows the final rewards received by all nodes under the same conditions.

Nodes with greater data volumes receive higher rewards, as their models contribute

more significantly to the global model and are therefore more highly incentivized.
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5.6.3 Global Model Convergence

In this section, we provide the convergence of local and global models throughout

all training rounds. This demonstration

Figure 5.2 illustrates global loss and model price trends across 20 training rounds

for all datasets and data allocations. As seen in the figure, both model price and

global loss improve over training rounds, indicating convergence to a global min-

imum. In addition, in the case of more complex datasets such as CIFAR10 and

CIFAR100, the performance of all data allocation schemes is considerably close to

one another, suggesting that our aggregation scheme converges regardless of varying

training contributions.

Figure 5.4 displays local loss trends over time. In linear and quadratic data alloca-

tions, increased data disparities–nodes with higher indexes-lead to greater divergence

in local model performance, validating the effectiveness of the proposed personaliza-

tion scheme.

5.7 Conclusion

In this chapter, we introduced a novel BPFL framework that empowers industry-

level organizations to participate in a fair and collaborative learning process. BPFL

addresses the fairness limitations of traditional FedAvg by introducing a contribution

metric and personalizing each local model based on this value. The framework also

employs blockchain technology to replace the centralized server, mitigating associ-

ated risks related to security and fairness. This design aligns with our token-based
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mechanism, which allows participants with insufficient contributions to acquire the

global model through token exchange. Our theoretical analysis under nonconvex,

L-smooth assumptions establishes both convergence and fairness guarantees, and our

experiments on benchmark datasets demonstrate significant reductions in ownership

disparity while maintaining accuracy comparable to FedAvg.
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Conclusion

In this thesis, we explored three key dimensions of integrating blockchain technol-

ogy with collaborative learning algorithms. First, we introduced a novel consensus

mechanism—Proof-of-Collaborative-Learning (PoCL)—which repurposes the compu-

tational power traditionally wasted in blockchain mining toward FL tasks, thereby

aligning security with meaningful computation. Next, we proposed Sharded SplitFed

Learning (SSFL), an enhancement to the standard SFL framework that distributes the

communication and computation burden of the central server across multiple parallel

shards. Building upon SSFL, we developed Blockchain-enabled SplitFed Learning

(BSFL)—the first fully decentralized SFL architecture—where a committee-based

consensus mechanism governs training, validation, and aggregation through smart

contracts. Finally, we addressed the fairness issue in FL by introducing Blockchain-

enabled Personalized Federated Learning (BPFL), which incorporates a novel con-

tribution metric and an aggregation mechanism that proportionally rewards clients

based on their utility. To promote equitable access, we further extended BPFL with

117
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a token-based model acquisition system, allowing clients to obtain the global model

in exchange for tokens. We conclude with a theoretical convergence analysis of BPFL

under standard non-convex optimization assumptions, providing formal guarantees

for its effectiveness.

6.1 Future Works

In the following, we discuss approaches to advance scalability, privacy, and the

evaluation mechanism of the three proposed algorithms:

• Employing Differential Privacy: In all three designs, we ensure a private

FL or SFL training procedure; nevertheless, privacy guarantees can be further

strengthened by integrating differential privacy. In this way, we prevent any con-

cerns about the aggregator or other components in the system from breaching

privacy using MIA attacks. Differential privacy can be achieved by modifying

the standard gradient descent step or adding noise to each local model before

submission to the ledger.

• Alternative Evaluation Metric: In all three algorithms, an evaluation mech-

anism is utilized, either in the form of validation in the committee consensus or

computing contribution for personalization. These evaluation schemes are built

based on the loss value of the submitted models; nevertheless, the evaluation

mechanism can be adapted to metrics beyond traditional losses, especially for

generative applications where labels are not required for assessing model perfor-

mance. In these scenarios, metrics such as Feature Likelihood Divergence (FLD)
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[82] or Fréchet Inception Distance (FID) [83] can be adopted. These metrics are

particularly relevant for evaluating nodes in tasks involving generative models,

offering better insights into their performance.

• SL Variations: In BSFL and SSFL, the model is split into two parts. A

promising extension involves partitioning the model into three or more seg-

ments, enabling clients to train the final layers locally. This would eliminate

the need to share batch targets with the SL server. Both SSFL and BSFL

can be extended to support multi-part model splits. Such an extension could

improve client-side privacy and reduce data exposure while maintaining the

framework’s scalability and performance. Nevertheless, this setup increases the

computational power demanded from the clients since they must contribute to

the training of more layers. This trade-off encourages further assessment from

the distributed learning research community.

• Layer-wise Personalization: The current BPFL design tailors the entire

global model based on client contribution. However, this can be computationally

expensive for larger, denser models (e.g., LLMs). A more efficient alternative is

layer-wise personalization, where deeper personalization (i.e., more layers up-

dated) is applied for clients with higher contributions. This approach balances

fairness and computational efficiency.
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