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Abstract

Blockchain interoperability is essential for enabling advanced functionalities in
decentralized applications, particularly for secure and reliable interactions across dis-
parate blockchain networks. The Notary scheme is a common approach to achieving
interoperability; however, it faces significant challenges: vulnerability to quantum
computing threats and the complexities of trust management in dynamic, adversar-
ial environments. We investigate a decentralized, quantum-resistant interoperability
framework designed to address these challenges through a novel protocol and trust
model. The protocol integrates post-quantum cryptographic techniques, including
ML-KEM for key distribution, ML-DSA for digital signatures, and AES-256 for mes-
sage encryption, ensuring security and resilience against emerging quantum threats.
Complementing this, we introduce a dynamic trust model that leverages Popoviciu’s
inequality to manage and update reputation scores in real time, enhancing resilience
against trust degradation and enabling recovery from malicious behavior and network
fluctuations. Experimental evaluation shows that our proposed protocol achieves

quantum resistance while maintaining performance comparable to traditional crypto-

i
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graphic approaches. Moreover, the novel trust model provides accurate and dynamic
trust computation under varying network conditions, contributing to more robust and

trustworthy interoperability.
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Chapter 1

Introduction

Our understanding of decentralized systems has been revolutionized by blockchain
technology, beginning with its first major implementation in Bitcoin [Nakamoto),
2008], which itself is based on previous work such as Karma [Vishnumurthy et al.,
2003]. The fundamental attributes of blockchain—transparency, immutability, se-
curity, availability, and traceability—have been key drivers in the development of a
wide range of protocols, networks, and platforms. Some protocols, such as Ethereum
[Buterin et al., 2013], are designed to support decentralized applications and smart
contracts, while others, such as Hyperledger Fabric [Androulaki et al., [2018], cater
to enterprise applications in permissioned environments. Furthermore, certain pro-
tocols focus on user privacy and anonymous transactions, as seen in Monero |Alonso
et al., |2020], among others. These examples represent only a subset of the numerous
blockchain protocols, each tailored to specific use cases and technological priorities.
The rapid proliferation of blockchain networks, each with its own protocol, consen-

sus mechanism, and tokenization system, has resulted in fragmented and isolated
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ecosystems. These silos lack native support for cross-chain transactions and secure
communication mechanisms, creating fundamental challenges for achieving interop-
erability among blockchains.

This limitation has driven the development of blockchain interoperability solu-
tions. According to the IEEE definition, interoperability among systems refers to
‘the ability of two or more systems or components to exchange information and
use the information that has been exchanged’ [Geraci, |1991]. In the context of
blockchain, interoperability can be understood as the ability to share data between
multiple blockchains and execute cross-chain operations based on this shared data
[Wang et al., |2023]. Achieving blockchain interoperability enables seamless access
to resources across networks, fostering collaboration, data exchange, and multi-chain
application development. These advances improve efficiency, scalability, and adapt-
ability within decentralized ecosystems [Harris, [2023].

Several interoperability approaches have been proposed, including Blockchain of
Blockchains, Sidechains, Trusted Relays, Hashed Time-Lock Contracts, and Notary
Schemes [Ren et al., [2023; Belchior et al. 2021]. Although these interoperability
solutions address the challenge of connecting heterogeneous blockchains and facilitate
cross-chain connectivity, they also introduce new security risks and vulnerabilities that
may result in significant financial losses [Augusto et al., 2024]. Therefore, ensuring
security and integrity in cross-chain interactions is a fundamental requirement for
effective interoperability solutions.

Among the various security issues in blockchain interoperability, this research fo-

cuses on two primary concerns. The first is confidentiality, traditionally achieved
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through cryptographic methods such as RSA [Rivest et al., |1978] and elliptic curve
cryptography [Koblitz, [1987]. While these algorithms are effective against classi-
cal computational threats, they are vulnerable to quantum attacks, as demonstrated
by Shor [Shor} [1999] and Grover [Grover, 1996]. Although the quantum threat has
been acknowledged in blockchain research [Holcomb et al., 2021} |[Sharma and Mishral,
2021, few interoperability solutions have attempted to address it [Yi, 2023; Wang
et al.,2022]. To date, no blockchain interoperability protocol has leveraged the newly
finalized post-quantum cryptographic standards, such as Modular Lattice Based Key
Encaptulation Mechanism (ML-KEM) [FIPS| [2024a] for key exchange and Modular
Lattice Based Digital Signature Algorithm (ML-DSA) [FIPS, 2024b| for digital sig-
natures. These standards are designed to withstand quantum attacks and enhance
long-term security in decentralized systems. By integrating these advanced crypto-
graphic primitives into a blockchain interoperability protocol, this work provides a
technically robust and practical solution that strengthens cross-chain security against
quantum threats, addressing both immediate vulnerabilities and future-proofing de-
centralized ecosystems.

The second major challenge is trust management, particularly in notary schemes,
where notary nodes are responsible for validating cross-chain interactions. These
nodes are critical to the security of interoperability solutions, yet existing trust mech-
anisms often lack the flexibility to dynamically adjust trust in response to malicious
activities or evolving network conditions. This limitation arises because the weights
assigned to trust factors are typically fixed and non-adaptive [Cao et al} 2023; |Chen

et al., 2024]. Some solutions, designed for blockchain-based trust management, at-
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tempt to mitigate malicious actions by adjusting trust scores. However, these adjust-
ments are often static, leading to either abrupt or gradual trust fluctuations [Putra
et al., |2023] or relying on a single static adjustment pattern [Putra et al. [2021]. A
dynamic approach proposed by Hu et al. [Hu et al., |2024] introduces penalty fac-
tors and a Dynamic Evaluation Window Mechanism. However, this method lacks
parameters for rebuilding adaptive trust after malicious actions. Additionally, its re-
liance on multiple thresholds across five stages complicates implementation, reduces
adaptability, and limits real-time responsiveness to network changes.

To address these challenges, we design a quantum-resistant notary scheme for
blockchain interoperability based on lattice-based cryptography [Lyubashevsky, 2024].
Furthermore, we develop a novel trust management mechanism that dynamically han-
dles trust degradation, trust rebuilding, and responses to malicious behavior among

notary nodes.

1.1 Research Questions

This thesis revolves around answering these key research questions:

1. How does the adoption of post-quantum cryptography affect the processing
time—used as the performance metric in this research—and the security of
blockchain interoperability compared to conventional solutions such as elliptic

curve cryptography (ECC)?

2. How can a dynamic trust model for notary nodes be developed to adaptively

update trust levels in real time in response to detected malicious behavior within
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the system?

3. What are the advantages and limitations of a dynamic trust model compared to

the conventional EigenTrust model in the context of blockchain interoperability?

1.2 Methodology and Approach

To investigate answers to our questions, this thesis designs and develops a notary
scheme-based interoperability solution to connect heterogeneous blockchain networks.
The proposed solution integrates key aspects of an interoperability framework, includ-
ing decentralization, security, and consensus mechanisms.

To address the first question, a cryptographic infrastructure is developed to sup-
port both post-quantum cryptography and elliptic curve cryptography for key ex-
change and digital signatures. This allows for a direct comparison of their perfor-
mance and security implications within the interoperability framework.

To answer our second and third research questions, a novel dynamic trust model
as well as an EigenTrust-based algorithm [Putra et al., 2023] are implemented and
applied within the proposed notary scheme. A comparative analysis is conducted to
evaluate their effectiveness, focusing on the detection latency of malicious behavior,
trust degradation rate, and the mechanisms for trust recovery. This analysis offers in-
sights into the strengths and limitations of each approach in the context of blockchain

interoperability.
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1.3 Contributions

To address the above research questions, we make the following key contributions:

e Designing, Implementing, and Evaluating a Decentralized Quantum-
Resistant Notary Scheme Interoperability Protocol: This protocol, tai-
lored for a permissioned interoperability network, ensures decentralization by
distributing validation responsibilities among multiple independent participants
from distinct networks, eliminating reliance on a central authority. The pro-
tocol integrates recently standardized post-quantum cryptographic techniques,
including ML-KEM for key distribution and ML-DSA for digital signatures,
addressing the vulnerability of classical cryptographic methods to quantum at-
tacks. Additionally, it employs AES-256 for message encryption, leveraging
its recognized resistance to quantum threats [Rao et al., 2017]. This design
enhances the security and longevity of blockchain interoperability protocols
against emerging cryptographic threats while maintaining the decentralized na-

ture of the interoperability process.

e A Dynamic Trust Model for Notary-Based Blockchain Interoperabil-
ity: This thesis introduces a novel adaptive trust management framework that
dynamically adjusts reputation scores based on the variance in malicious and
normal behaviors of notary nodes. The model leverages Popoviciu’s inequality
[Egozcue and Garcia, [2018] to enable adaptive trust degradation and recovery,
allowing for real-time adjustments to network conditions and adversarial be-

haviors. Unlike conventional models with static trust thresholds, this approach
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improves the responsiveness and resilience of trust mechanisms in blockchain

interoperability.



Chapter 2

Related Works

2.1 Blockchain Interoperability

Given the numerous approaches to achieving blockchain interoperability, along
with varied designs, architectures, and use cases, a substantial body of literature
aims to classify blockchain interoperability solutions. One approach structures vari-
ous layers of blockchain interoperability using principles similar to those of the OSI
model |Lohachab et al., 2021], while also examining different perspectives essential
for designing interoperability solutions, including technical, system, and operational
viewpoints. Another categorization method classifies interoperability solutions based
on their stability [Zuo et al. 2021], identifying mature solutions—such as the notary
scheme, distributed notary scheme, sidechains, and hashed time-lock—as more sta-
ble and established, and solutions with newer features but potentially lower stability
as innovative, including Deterministic Cross-Blockchain Token Transfers [Borkowski

et al 2019], Blockchain Router [Wang et al. 2017], Satellite Chain [Li et al., 2017],
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and HyperService [Liu et al., [2019].

Blockchain interoperability solutions are often categorized by their architectural
approach into three broad groups: public connectors, which include sidechains, re-
lays, notary schemes, and hashlock contracts; blockchain of blockchains; and hybrid
connectors, which represent solutions that combine elements of multiple models or
fall outside the first two categories[Belchior et al., [2021]. Another framework identi-
fies several distinct mechanisms: notary scheme solutions, sidechain/relay solutions,
smart contract solutions that leverage smart contracts, bridging solutions that estab-
lish non-blockchain bridges between different ledgers, and blockchain router solutions,
where a blockchain functions as a router to facilitate interactions among multiple
blockchains [Monika and Bhatia, 2020].

Another existing categorization of blockchain interoperability solutions groups
them into sidechains, notary schemes, hashed time-lock contracts (HTLCs), relays,
and blockchain-agnostic protocols [Ren et al. 2023], and analyzes them based on
system characteristics and security attributes. System characteristics include decen-
tralization, locking, verification, and communication, while security aspects cover
liveness, trust, safety, and atomicity.

A different approach focuses on the characteristics and properties of interoper-
ability solutions, introducing key properties such as administration, flexibility, per-
formance, security, and networking, with networking identified as the most influential
among them [Kannengiefer et al., 2020]. Another classification groups interoper-
ability solutions into manual asset ex-chang—referring to cross-chain transactions

conducted through off-chain or in-person solutions such as negotiations—, notary
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schemes, sidechains (relays), and hybrid solutions.

Interoperability solutions have also been examined based on the role of smart con-
tracts, dividing them into three categories: heterogeneous blockchains and homoge-
neous smart contracts, homogeneous blockchains and homogeneous smart contracts,
and heterogeneous blockchains and heterogeneous smart contracts [Khan et al., 2021].
Additionally, classification based on four characteristics—privacy and security, scala-
bility, degree of confidence, and bidirectional transactions—has been proposed.

Lastly, some surveys focus specifically on the security dimensions of interoper-
ability [Haugum et al.| 2022; Zhang et al., 2023} |Lee et al.. 2023]. One of the most
prominent security surveys provides a comprehensive review of the security aspects
of blockchain interoperability |Augusto et al. [2023]. This study discusses different
security layers such as the operational, implementation, protocol, and network lay-
ers, along with privacy and security properties characterizing a secure cross-chain
system. Security approaches in interoperability solutions include trusted third par-
ties, distributed trust, native state validation, secret-based and time-based locks,
and privacy-preserving methods such as zero-knowledge proofs, blind signatures, ring
signatures, adaptor signatures, homomorphic encryption, and trusted execution envi-
ronments. Furthermore, vulnerabilities and mitigation strategies have been explored

to enhance the security of blockchain interoperability.

2.2 Interoperability Solutions

Drawing on the classifications above, we group interoperability solutions into five

categories: sidechain, blockchain of blockchains, trusted relay, hashed time-lock con-
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tract, and notary schemes. The following sections provide a detailed overview of each

category.

2.2.1 Sidechain

A sidechain is defined as “a blockchain that validates data from other blockchains”
[Back et al., 2014]. This approach typically involves a mainchain and a sidechain.
The mainchain is responsible for maintaining a ledger of assets and is connected to the
sidechain, which is a separate system linked to the main chain through a cross-chain
communication protocol. These two blockchains can achieve interoperability utilizing
solutions such as the two-way peg [Singh et all 2020].

Loom network [Loom Team), |2022] is an interoperability solution which is based on
sidechain architecture. Loom has a blockchain network named Basechain on which
developers can publish their Decentralized Application (DApps). Basechain can con-
nect DApps to different blockchain such as Ethereum, Binance Chain, and Tron. It
is based on a federated two-way peg scheme to swap assets.

Another prominent sidechain platform, RooStock (RSK) [Lerner, 2019|, integrates
the security of Bitcoin’s Proof-of-Work with the capabilities of Ethereum’s smart
contracts. In the RSK framework, Smart Bitcoin (RBTC) maintains a two-way peg
with Bitcoin (BTC). When a transaction occurs, BTC is locked within the Bitcoin
network, and an equivalent amount of RBTC becomes accessible within RSK. To
convert RBTC back into BTC, the RBTC is locked on RSK, triggering the release of
an equal amount of BTC on the Bitcoin network.

Liquid [Nick et al., 2020], functioning as a sidechain solution, enables the transfer
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of bitcoins into Liquid Bitcoin (LBTC) within the Liquid Network and supports
conversion back to BTC through a cryptographic peg. This mechanism includes peg-
in and peg-out operations, which handle conversions between LBTC and BTC. The
network also comprises Blocksigner—consortium members responsible for validating
blocks—and Watchmen, who validate Bitcoin transactions during peg-out operations.
Blocksigners and Watchmen are collectively referred to as Functionaries, and they
collaboratively manage the federated peg validation process, ensuring transaction

integrity throughout peg-in and peg-out operations.

2.2.2 Blockchain of Blockchains

Blockchain of Blockchains is an interoperability solution wherein a blockchain is
designated to store and track transactions generated by DApps distributed across
multiple blockchains [Belchior et al., 2021].

In a blockchain ecosystem, two primary components govern its operation: the
state of the network, managed through a state machine, and security, ensured through
consensus mechanisms. In Polkadot [Wood, [2016], the authors delineate these com-
ponents by introducing a relay chain, responsible for security and consensus, and
multiple parachains, each managing its own state. To append a block to a parachain,
a group known as collators retrieves the block and forwards it to the validators des-
ignated for that specific parachain. The validators verify the information against
the relay chain, and upon validation, integrate it into the relay chain. Through a
format known as XCM (Cross-Chain Message), parachains can communicate with

each other via the relay chain, thereby fostering interoperability among them. More-
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over, to broaden interoperability further, bridges are employed to connect Polkadot
parachains to external sovereign blockchains.

Axelar [Team, 2021] is a blockchain designed to link various chains together. Two
key concepts on which Axelar operates are the Cross-Chain Gateway Protocol (CGP)
and the Cross-Chain Transfer Protocol (CTP). The CGP facilitates cross-chain rout-
ing and delivery across independent blockchains, and the CTP enables applications to
conduct simple queries for cross-chain operations. Axelar is composed of several es-
sential components, one of which is the Axelar Blockchain, a proof-of-stake network
supported by a group of permissionless validators who consistently produce blocks
containing transactions. Another critical component is the Gateway, which acts as
the access point for cross-chain messages sent by DApp users. Every blockchain
connected to Axelar has its own gateway deployed, allowing it to accept messages
from DApps and transmit them to the Axelar network for further routing to other
connected chains. The final component is the Validators, who play a crucial role in
verifying submitted events.

Another notable implementation of the Blockchain of Blockchains concept is the
solution proposed by Ghaemi et al. |Ghaemi et al., |2021]. In their approach, they
employ a publish/subscribe architecture to achieve interoperability. This solution
comprises three main components: the Publisher Blockchain, which serves as the
source of data; the Subscriber Blockchain, which acts as the receiver of the data;
and the Broker Blockchain, which acts as the intermediary connecting publishers to

subscribers.
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2.2.3 Trusted Relays

Trusted Relays function as essential bridges that connect blockchains directly,
without the need for third-party intermediaries. In this scheme, to enable Blockchain
A to verify data on Blockchain B, Blockchain A incorporates a smart contract. This
smart contract retrieves the block header of a specific block on Blockchain B and ver-
ifies it using the procedure dictated by Blockchain A’s consensus algorithm [Buterin,
2016].

Weaver E] is an interoperability solution centered around relays, with an archi-
tectural structure similar to that described in |[Abebe et all [2019]. In Weaver, the
connection between two distinct blockchains relies on two fundamental components.
The first is the Relay, which acts as an intermediary facilitating protocol communica-
tion between networks. Each Relay consists of three key elements: the relay service, a
gRPC server that receives and manages incoming requests from other Relays; the app
service, another gRPC server that handles requests from applications seeking assets
from remote networks; and the driver, responsible for managing all communication
between the Relay and its respective network. The second component is the IOP
Module, which encapsulates logic for membership management, verification policies,
and access control rules.

Testimonium [Frauenthaler et al., 2020] is another platform employing the Trusted
Relay model. Designed to reduce the cost of Simplified Payment Verification (SPV)
[Nakamoto|, |2008|, it uses an on-demand verification strategy. The system consists

of an on-chain relay and two off-chain components: Submitters, who transmit block

'https://github.com/hyperledger-labs/weaver-dlt-interoperability


https://github.com/hyperledger-labs/weaver-dlt-interoperability

Chapter 2: Related Works 15

headers from the source to the destination blockchain, and Disputers, who detect and
contest any invalid or fraudulent block headers.

Automated Gateways |[Khorasani et al., 2024] utilizes a modular, smart contract-
driven architecture to enable interoperability across blockchains. In this design, relays
act as gateways that connect individual blockchains within the network. Access con-
trol is managed through a smart contract-based mechanism, ensuring secure and de-
centralized authorization. A key principle of this approach is self-reliance—enabling

interoperability with minimal dependence on third-party products or infrastructure.

2.2.4 Hashed Time-Lock Contract

The Hashed Time-Lock Contract (HTLC) protocol combines hash—lockﬂand time-
lock H mechanisms to enable atomic cross-chain transactions. In this approach, the
initiating party must provide cryptographic proof of the transaction within a specified
time window to a smart contract in order to ensure successful execution [Belchior
et al., [2021].

Xclaim [Zamyatin et al. [2019] is an interoperability solution based on Hashed
Time-Lock Contracts (HTLCs). In this approach, a user u4 who owns an asset on
blockchain A (ast4) can issue a corresponding asset on blockchain B (asty*), backed
by the original asset on blockchain A. The issued asset asty' can then be exchanged
with any other token on blockchain B owned by another user ug.To ensure the security
of such exchanges, Xclaim relies on a vault on blockchain A responsible for handling

redeem requests, and a smart contract on blockchain B that manages the issuance

’https://en.bitcoin.it/wiki/Hashlock
3https://en.bitcoin.it/wiki/Timelock
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and exchange processes. The smart contract also monitors the vault’s behavior by
verifying proofs generated by a relay chain, ensuring the vault acts honestly.
Another HTLC-based interoperability solution is the Multiparty Hash Time-Lock
Contract (MP-HTLC) [Barbara and Schifanellal [2023], which enables cross-chain ex-
changes between groups of users on blockchain A and blockchain B. This design
enhances privacy and reduces transaction fees for participants. The protocol be-
gins with a pre-commitment phase, where all participants collaboratively generate an
aggregated public key and a shared secret using a multiparty computation (MPC)
protocol; the secret is known only to one group. In the commitment phase, users
demonstrate their intention and capability to proceed by either deploying a smart
contract or locking funds in escrow. Finally, the redemption phase mirrors tradi-
tional HTLCs, using a time-lock and the previously constructed aggregated secret to

complete the exchange securely.

2.2.5 Notary Schemes

A notary is characterized as a trusted witness or group of witnesses tasked with
validating the claims of typically untrusted blockchains involved in interoperability-
based processes, such as proof of asset ownership [Wang et al.| 2023].

An illustration of a Notary scheme platform is Bifrost [Scheid et al. |2019]. Oper-
ating as a trusted notary, Bifrost facilitates the connection of distributed applications
to various blockchains. It manages public and private keys, as well as the credentials
hash for completed transactions. The platform consists of three integral components:

(1) the API, which receives user input and initiates communication with the appro-
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priate adapter; (2) the Adapters, which format the user input to match the blockchain
node requirements and then transmit the transaction; and (3) the Databases, which
store critical information, such as credentials and transaction hashes, after successful
execution.

Focusing on the blockchain interoperability in the realm of the energy sector,
BAILIF |[Karumba et all 2023] exemplifies the application of Notary Schemes. It is
an interoperability solution that incorporates relays and a Decentralized Notary Ser-
vice (DNS). Each relay is supported by a notary node within the blockchain network,
selected via a DNS algorithm based on reputation, reliability, and availability. There
are two types of notary nodes: the source notary and the destination notary. The
source notary verifies transaction validity and generates a Merkle proof, which is then
sent to the destination notary. The destination notary checks the Merkle proof, exe-
cutes the transaction on the target blockchain, and returns block commit messages to
the source. This process is formalized as the Cross-chain Attestation and Verification
(XCAV) protocol.

Several notary-based solutions also emphasize privacy preservation. One such ap-
proach, designed for e-commerce systems, employs elliptic curve cryptography (ECC)
and AES for privacy, while incorporating BLS [Bacho and Loss| [2022] and ERC20
[Victor and Luders, |2019] standards for supervision [Tan et al. 2024]. Another no-
table example is proposed by Wu et al. [Wu et al., 2023], who introduce a notary
scheme using group signatures and blind identities. Their system includes a pair
of regulators capable of mapping blind identities to real notary identities—ensuring

accountability while maintaining user privacy.
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In this context, notary schemes are significantly improved by post-quantum cryp-
tography approaches. For example, one solution in an exchange system employs
notaries to verify transactions using a multi-signature scheme based on multivariate
cryptographic primitives [Yi, [2023]. Another method introduces an identity-based
quantum multi-signature mechanism tailored for interoperability in quantum envi-
ronments. In this system, participants and notaries generate, transmit, and recover
qubits while employing a Quantum Freeze mechanism to ensure consistency in cross-

chain operations |Wang et al., [2022].

2.3 Trust and Notary Scheme

Trust management in blockchain systems has been widely applied across various
domains, including the Internet of Things (IoT) [Putra et al., |2023|, supply chain
management |[Batwa and Norrman, 2021], and vehicular networks [Yang et al., [2018],
among others. However, since our proposed solution specifically addresses blockchain
interoperability using notary schemes, this will be the primary focus of our discussion.

Trust calculation in notary schemes has been explored through various method-
ologies. Chen et al. [Chen et al., [2024] employed the PageRank algorithm [Page,
1999] combined with an entropy weight method to evaluate notary node trustwor-
thiness, considering factors such as historical transaction data, node similarity, and
trust relationships. Fan and Li [Fan and Li, |2025] proposed an enhanced PageRank
algorithm tailored for cross-chain notary schemes, refining trust assessment based on
four key factors: transaction efficiency, notarial trust, delay, and user evaluation.

Guo and Hu |Guo and Hu| 2024] introduced a reputation scheme incorporating a
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modified FigenTrust algorithm [Kamvar et al., [2003] to ensure fairness via transac-
tion history. Their model also utilizes a verifiable random function (VRF') for mas-
ter notary selection and a cumulative probability method for selecting notary nodes.
Building on this, Cao and Yang [Cao and Yang, 2023] enhanced the PageRank ap-
proach by including node quality, initial trust scores, and age bias mitigation. They
combined VRF with a half-life algorithm to reduce reputational bias toward older
nodes.

A broader framework is proposed by Cao et al.|[Cao et al [2023], who designed
a cross-chain data traceability system comprising three components: one blockchain
for data authorization, another for access control policy management, and a network
of notaries. Notary reputation in this system is calculated based on voting outcomes,
transaction efficiency, and user feedback, creating a comprehensive evaluation mech-
anism.

Taking a more dynamic approach, Hu et al. [Hu et al., 2024] developed an inter-
operability solution with a dynamic reputation system. Their model evaluates notary
nodes using a combination of network trust and periodic committee assessments. It
introduces a penalty factor for malicious actions, a dynamic evaluation window using
a recurrent neural network (RNN) to adapt intervals based on network behavior, and

a reputation decay mechanism to penalize inactivity over time.
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Background

In this chapter, we explore the foundational concepts essential to understanding
the architecture of the proposed system. We begin by introducing blockchain technol-
ogy, which serves as the cornerstone of this research. We then proceed to discuss the
authentication protocol employed, the consensus mechanism adopted among notaries,

and the post-quantum cryptographic schemes integrated into our design.

3.1 Blockchain

Blockchain technology, first introduced by Satoshi Nakamoto [Nakamotol [2008],
is a form of distributed ledger that enables the decentralized recording, verification,
and sharing of transactions across a network of nodes. Transactions, once validated,
are grouped into blocks and cryptographically linked to preceding blocks, forming a
tamper-evident sequence known as a blockchain. This structure ensures data integrity,

immutability, and transparency without relying on a central authority. The validation

20
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and agreement process is governed by consensus mechanisms, which define the rules
under which nodes agree on the state of the ledger [Guo and Yu, 2022].

Blockchain systems employ a variety of consensus algorithms, including Proof
of Work (PoW) |[Nakamoto, 2008], Proof of Stake (PoS) [Nguyen et al., 2019], and
Proof of Authority (PoA) [Manolache et al.,2022|. Each of these mechanisms presents

distinct trade-offs in terms of security, performance, scalability, and energy efficiency.

3.1.1 Structure of a Blockchain

This section begins by outlining the structure of a blockchain transaction and its
constituent components. It then explores the structure of a block as the container
that holds and organizes these transactions.

In general, a blockchain transaction consists of two fundamental components—inputs
and outputs—although specific implementations may include additional or fewer el-

ements |Yaga et al., 2018|:

e Input: Refers to the source of funds or assets being transferred. Each input ref-
erences a previous transaction output that assigned value to the current sender.
In systems like Bitcoin, multiple inputs may be aggregated to meet the total

amount to be transferred.

e Output: Specifies the destination of the transferred value. Each output in-
cludes the amount, the recipient’s address or public key, and optional condi-
tions for spending. If the total input exceeds the intended transfer amount, a
secondary output (change output) is typically created to return the excess to

the sender.
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Figure 3.1: An abstract depiction of blocks in a blockchain network

Although the input / output structure is a defining feature of blockchains based on
the Unspent Transaction Output (UTxO) model, such as Bitcoin, other platforms,
including Ethereum, use an account-based model. In this approach, transactions
directly update account balances and are conceptually similar to operations on a
global state ledger, without referencing specific previous outputs.

Each block contains multiple transactions and is composed of two main parts:

the block header and the block body (or block data) |Golosova and Romanovs, 2018;

Yaga et al., 2018} |Zheng et al [2017]. The block header typically includes:

e Block number

e Hash of the previous block header

e Root hash of the Merkle tree representing the block’s transactions

e Timestamp indicating when the block was created
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e Size of the block

e Nonce (used in consensus mechanisms like PoW)

The block body contains:

e A list of transactions and ledger events

e A transaction counter indicating the number of transactions in the block

Figure [3.1] shows a simplified structure of blocks in a blockchain network.

3.1.2 Blockchain Networks

Blockchain networks are generally categorized into two types: permissioned and
permissionless. Permissionless, or public, blockchains—as the name suggests—are
open networks that allow anyone to read or submit transactions, create blocks, and
participate in the consensus process. These systems are typically open-source, en-
abling anyone to download the node software and operate a node. However, the
openness of such networks introduces a higher risk of malicious activity. To miti-
gate these risks, permissionless blockchains rely on incentive structures that promote
honest behavior, along with consensus mechanisms that require significant computa-
tional or financial resources. These mechanisms enhance the network’s resilience by
making it prohibitively expensive for adversaries to disrupt consensus or gain control.
In public blockchains, authentication and identity protocols are typically based on
public-key cryptography, allowing anyone to join the network by generating a key

pair.
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In contrast, permissioned blockchains include an access control layer, with par-
ticipation governed by network administrators or designated authorities. Only au-
thorized participants can access the system, submit transactions, and interact with
the network. As a result, anonymity and pseudonymity are generally not supported.
This restricted access enables the use of more efficient consensus mechanisms—such
as Practical Byzantine Fault Tolerance (PBFT)—that are less computationally in-
tensive. Moreover, permissioned networks offer high flexibility and customizable
configurations, making them well-suited for enterprise and institutional applications.
However, a key drawback is their semi-decentralized nature, due to the limited and
predefined set of trusted participants. In permissioned blockchains, participants must
be registered or whitelisted, and each node may be required to run authentication

protocols prior to joining the network.

3.2 Kerberos Authentication Protocol

Kerberos [Neuman and Ts’o|, |1994] is a distributed authentication protocol devel-
oped based on the Needham and Schroeder authentication protocol [Needham and
Schroeder} [1978]. This mechanism allows a client to prove its identity to a service or

server. In its basic model, Kerberos consists of the following components:

e Source Node (Client): The node that initiates a request for a service or

process.

e Destination Node (Verifier): The node that verifies the ticket and performs

the requested process.
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Figure 3.2: Stages of basic Kerberos mechanism.

e Session Key: A temporary encryption key generated by the Authentication

Server to secure communication between the client and the verifier.

e Authentication Server (AS): A trusted entity that authenticates the client,

issues tickets, and generates session keys for establishing secure connections.

e Authentication Ticket: A certificate indicating that the client has been au-

thenticated. It includes the session key, client identity, and an expiration time.

The basic Kerberos process, as illustrated in Figure [3.2] consists of the following

stages:

1. The client (source node) sends an authentication request to the Authentication
Server, which includes the client’s identity, the verifier’s identity, and a random

number (nonce) to match the request and response.
2. The Authentication Server responds with:

e A message encrypted with the client’s key K containing the nonce, veri-

fier’s identity, and a session key K¢y .
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e An authentication ticket encrypted with the verifier’s key Ky, containing

the session key and client information.

3. Upon receiving the response, the client creates an application request consisting

of:

e The authentication ticket received from the AS.

e An authenticator, which includes a checksum, timestamp, and optionally

a sub-session key, encrypted with K¢y .

4. The verifier decrypts the ticket using its own key Ky, extracts K¢y, then uses it
to decrypt the authenticator. It verifies the checksum and checks the timestamp

to ensure freshness.

5. The verifier then sends a confirmation response encrypted with the session key

Key.

In a more complete version of the Kerberos protocol, the client does not trans-
mit its identity each time an authentication ticket is needed. Instead, the protocol
incorporates a Single Sign-On (SSO) mechanism, in which the client provides its iden-
tity once and receives a reusable credential known as the Ticket Granting Ticket
(TGT). This TGT is accompanied by a session key K, which the client uses to
request additional authentication tickets without having to re-authenticate.

To support this functionality, the full Kerberos system introduces two dedicated

servers responsible for ticket issuance:

e Authentication Server (AS): As in the basic Kerberos model, the AS is
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Figure 3.3: Stages of complete Kerberos mechanism.

responsible for authenticating the client. However, instead of issuing a verifier-
specific authentication ticket, it issues a TG'T along with a session key K tgs.
These credentials are used by the client to request future tickets from the Ticket

Granting Server.

e Ticket Granting Server (TGS): The TGS issues authentication tickets for
specific services (verifiers). It verifies the TGT and, if valid, returns an authen-
tication ticket encrypted with the verifier’s secret key K, as well as a session

key K., for secure communication between the client and the verifier.

The complete Kerberos process, as illustrated in Figure 3.3 consists of the follow-

ing stages:

1. Initial Authentication: The client sends an authentication request to the
Authentication Server (AS), including its own identity, the identity of the Ticket

Granting Server (TGS), a timestamp, and a nonce.
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2. AS Response: The AS responds with two items:

o A session key Kt and a timestamp, encrypted with the client’s secret

key K..

e A Ticket Granting Ticket (TGT), encrypted with the TGS’s secret key
Kz, containing the client’s identity, K., expiration time, and other

metadata.

3. Requesting a Service Ticket: When the client wants to access a specific
service (verifier), it sends the TGT and an authenticator (e.g., timestamp and

checksum encrypted with K. 4s) to the TGS.
4. TGS Response: Upon validating the TGT and authenticator, the TGS issues:

e A service ticket encrypted with the verifier’s secret key K.

e A session key K., timestamp, and other metadata encrypted with K igs.

5. Client-Verifier Authentication: The client uses the session key K., to en-
crypt a new authenticator and sends it along with the service ticket to the
verifier. This authenticator confirms the client’s identity and the freshness of

the request.

6. Verifier Response: The verifier decrypts the service ticket using its key K,
extracts the session key K., and verifies the client’s authenticator. If valid, it
responds with a message encrypted using K., completing mutual authentica-

tion.
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Figure 3.4: Tllustration of the normal-case PBFT protocol involving one primary and
three backup replicas, with replica 3 exhibiting faulty behavior ﬂCastro et al.|, |1999ﬂ.

3.3 Practical Byzantine Fault Tolerance (PBFT)

Practical Byzantine Fault Tolerance (PBFT) [Castro et al., [1999] is a consensus

algorithm that allows nodes in a distributed system to reach agreement even in the
presence of Byzantine faults. Specifically, PBFT can tolerate up to f faulty nodes
out of 3f 4+ 1 total nodes, provided that at least 2f + 1 nodes operate correctly.
The protocol models the service as a replicated state machine distributed across all
participating nodes. Each replica progresses through sequential configurations known
as views. In each view, one node is designated as the primary (or leader), while the
others function as backups.

The view number increments over time, and the primary for a given view is selected
using the following formula:

p=vmod R (3.1)

where p is the index of the primary node, v is the view number, and R is the total

number of replicas. This mechanism ensures that all nodes eventually take turns
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acting as the primary.

The PBFT protocol proceeds through the following steps:

1. The client sends a service request to the primary node.
2. The primary multicasts the request to all backup nodes.
3. Each replica executes the request and replies to the client with the result.

4. The client waits for f + 1 matching responses to confirm the correctness of the

result.

When the primary node receives a request from a client, it initiates a three-phase
protocol consisting of the pre-prepare, prepare, and commit phases, as illustrated in
Figure [3.4]

In the pre-prepare phase, the primary node sends a message containing the se-
quence number n, view number v, the digest of the client request d, and the request

message m, all encapsulated in a PRE-PREPARE message in the following format:
((PRE-PREPARE, n,v,d, o), m)

where o denotes the primary’s cryptographic signature.

Upon receiving this message, each replica performs several validation checks: it
verifies the digest, sequence number, view number, and the digital signature. If all
checks pass, the replica accepts the PRE-PREPARE message and proceeds to the next
phase.

In the prepare phase, the replica constructs and multicasts a PREPARE message to

all other replicas in the following format:

(PREPARE, n,v,d, o, id)
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where id denotes the replica’s identifier. The replica waits to receive 2f PREPARE
messages from distinct replicas. It then ensures that all received PREPARE messages,
along with the accepted PRE-PREPARE message, agree on the sequence number n, view
number v, and digest d. If so, the replica proceeds to the commit phase.

In the commit phase, the replica multicasts a COMMIT message in the following
format:

(COMMIT, n,v,d,o,id)

Once a replica receives 2 f 4 1 valid COMMIT messages from distinct replicas—each
matching the sequence number, view number, and digest—it executes the correspond-

ing service operation associated with the client request.

3.4 Lattice Based Cryptography

In order to understand lattice-based cryptography, we must first define what a
lattice is. Given a set of linearly independent vectors aq,ao,...,a,, a lattice is the
set of all linear combinations of these vectors with integer coefficients x; € Z [Paar

et al., 2024]. These vectors are referred to as basis vectors of the lattice.

L ={r1a1 + 2900+ -+ xn0a, | z; € Z}

The dimension of the lattice corresponds to the dimension of the space spanned
by the basis vectors, and the number of basis vectors determines the rank of the
lattice.

Another essential concept in lattice-based cryptography is the Learning With Er-
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rors (LWE) problem, which serves as the foundational hard problem for many lattice-
based cryptographic schemes, including the one used in this thesis, ML-KEM, which
utilizes an extended version of LWE.

In simple terms, the LWE problem can be described as follows[Paar et al., [2024]:
Given a matrix A € Zy*" the goal is to find a secret vector s = (s1, 82, ...,5,) with
s; € Zg such that:

A-s+e=t (mod q) (3.2)

Here, e is an unknown error vector composed of small integers.
In order to introduce a more formal definition of the Learning With Errors (LWE)
problem [Lyubashevsky, 2024, we first explain some notations.

We define the notation [g] for any § € Z with § > 0 as:

8] ={zr €Z|-B<x<p} (3.3)

The notation a < [#] means that all integer coefficients a; of the fixed-degree
polynomials a are chosen uniformly at random from the set [3].

Similarly, the notation s < [5]™ indicates that each polynomial s; of the vector
s € Z[X]™ is independently sampled from the distribution [5] as s; < [f]. Our
final notation is [z], which denotes the integer closest to x , with ties being broken
upwards.

Having known the notations, we can define the Learning With Errors (LWE)
problem more formally:

Given positive integers m, n, ¢, and 5 < ¢, the LWE,, ,,, , 3 problem is defined as

the task of distinguishing between the following two distributions:

o (A, As+e), where A« Z™, s + [B]™, and e < [3]™;
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e (A u), where A < ZI*™ and u < Zj.

The hardness of the LWE problem is based on the assumption that no efficient
algorithm can reliably distinguish between samples drawn from the two distributions.

Having established the necessary background, we now present an encryption scheme
based on the hardness of the LWE,, ;, 3 problem. Assume we want to encrypt a mes-
sage (v € {0,1}.

We define the key pair as follows:

Secret key (sk) : s <« [B]™

Public key (pk) : A< Z]""™, t= As+e;, wheree; < [3]™

To encrypt a message u € {0,1}, we first sample random vectors r < [5]™,

ey < [5]™, and ez < [B]. Then the ciphertext is computed as:

W =rTA+el, v=rTttes+ (% ) (3.4)

In this formaula, In order to decrypt, we will compute v — u”'s:

v—uls=rT(As+e) +es+ gu— (r'A+el)s (3.5)

as a result, we will have:

v—uls=rTe; +e5+ g,u —els (3.6)

Considering the equation above, one can see that the (r7 As) terms cancel out, and

what remains is a combination of the error terms. As all the error term coefficients
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are between —f3 and 3, the vector products rfe; and el's each consist of m terms
with magnitudes at most (5%

As a result, we can rewrite the equation above as:

e+ - (3.7)

(RIS

where e € [ 2mfB3% + f3]. If the parameters are set such that:

omp2 + B < % (3.8)

then i can be correctly determined by checking whether the value of v — u”s is

q

closer to 0 or to 3
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Architecture

4.1 General Architecture

To investigate the proposed research questions, we designed and developed an

interoperability solution that connects two distinct blockchains—Hyperledger Fabric
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Figure 4.1: An overview of the general architecture

35
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and Ethereum—within a permissioned environment, specifically enabling contract call
operations. For the architectural design, component allocation, and role assignment,
we adopted a distributed notary scheme approach to interoperability.

This approach was selected for its scalability, flexibility, and ability to enable the
direct involvement of participants by allowing them to act as notaries. It aligns well
with the specific requirements of the proposed project, particularly in scenarios where
accountability, identity, and permissioning are critical.

We chose the notary scheme over the Blockchain of Blockchains approach because
the solution focuses on service-based contract calls rather than financial interactions.
Introducing an additional ledger in an environment without significant added value
would unnecessarily increase complexity. Additionally, the permissioned setting as-
sumes a baseline level of trust among participants, making the use of an intermediary
blockchain to reinforce trust largely redundant.

Similarly, we opted against the Hashed Time-lock Contract (HTLC) approach, as
the system does not involve token transfers or asset swaps that require cryptographic
hash locks or time constraints.

Compared to Trusted Relays, the notary scheme provides better resilience and
verifiability. In a relay-based architecture, a compromised relay node could jeopar-
dize the security and reliability of the entire system. In contrast, a decentralized
notary scheme based on the Practical Byzantine Fault Tolerance (PBFT) model can
tolerate up to f faulty nodes in a 3f + 1 configuration. As long as at least 2f + 1
nodes behave correctly, the system maintain its integrity and continue to operate re-

liably. Moreover, because notary nodes independently verify and sign events from the
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connected blockchains, the scheme provides enhanced transparency and auditability.
Lastly, while sidechain-based or two-way peg interoperability solutions are preva-

lent in rollup architectures, these approaches fall outside the scope of this research.

4.1.1 Components

The proposed system consists of two main components: Gateways and Verifiers.
Gateways are nodes that connect a blockchain to the interoperability network, acting
as the entry and exit points for cross-chain communication. Verifiers are responsible
for validating claims made by Gateways, initiating the proof generation process, and
issuing authentication tickets for each interaction between Gateways.

To participate in the permissioned interoperability network, each participant must
provide at least one Gateway—to connect their blockchain to the system—and one
Verifier—to engage in the verification and authentication processes. Figure illus-

trates the relationship between these components.

Gateways

Gateways serve as the bridge between a blockchain platform and the interop-
erability network. They are responsible for invoking contracts on other blockchain
platforms, generating cryptographic proofs, initiating the verification process, and
triggering the Kerberos-based authentication mechanism. As illustrated in Figure4.2]

a Gateway comprises the following main components:

e Network: Handles communication between the Gateway and the interoperabil-

ity network. This component is responsible for creating and processing requests
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Figure 4.2: An overview of the components of a Gateway

and responses, as well as managing the marshaling and unmarshaling of data.

e Logic: Serves as the core of the Gateway, connecting all internal components.
It manages cryptographic operations, analyzes incoming requests, and applies

the appropriate logic to process them.

e Connector: Links the Gateway to its respective blockchain platform using the
platform’s software development kit (SDK). It is responsible for invoking smart

contracts, calling services, and returning the results.

o ZKP (Zero-Knowledge Proof): Manages the generation and verification of
zero-knowledge proofs. Whenever the Gateway needs to produce a proof related

to blockchain activity, this module executes all required procedures.

Verifiers

Verifiers play a central role in the proposed interoperability solution. Each par-
ticipant in the network must deploy at least one Verifier node. A Verifier performs

several critical functions within the system, including:
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1. Notary Function: Acts as a notary node by monitoring changes within the
blockchain network, verifying the correctness of operations, and ensuring the
integrity of other Verifiers through participation in the consensus mechanism

and validation of generated proofs.

2. Trusted Setup for zk-SNARKSs: Serves as the trusted setup authority for
the zk-SNARK proof mechanism by generating the cryptographic parameters

required for both proof generation and verification.

3. Authentication Server: Operates as the authentication server within the
Kerberos mechanism, issuing tickets to enable secure communication between

Gateways.

4. Trust and Behavior Monitoring: Monitors the behavior of peer Verifiers to

detect malicious activity and dynamically adjust trust levels. This is achieved
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through the consensus mechanism, where Verifiers compare verification results

and update trust scores accordingly.

The Verifier entity consists of several internal components that support these core

responsibilities. These roles, illustrated in Figure [4.3] are as follows:

e Network: Connects the Verifier to other Verifiers and Gateways. It is re-
sponsible for creating and transmitting requests and responses, and, like in the

Gateway, it manages the marshaling and unmarshaling of data.

e Logic: Interprets incoming messages, applies system logic, connects internal

components, and manages cryptographic operations and message verification.

e ZKP: Handles two key tasks: (i) generating zk-SNARK parameters based on
the Powers of Tau ceremony |[Wang et al., [2025], and (ii) verifying the zero-

knowledge proofs submitted by Gateways.

e Trust: Collaborates with the ZKP component to manage the consensus mech-
anism. It maintains trust scores associated with peer Verifiers, uses these scores
to elect consensus committees, participates in verification, and updates trust

scores based on observed behavior during consensus.

e Authenticator: Manages Gateway authentication using the Kerberos proto-
col. It issues authentication tickets and enables secure communication through
symmetric keys established during the Kerberos exchange with participating

Gateways.
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Figure 4.4: ML-KEM mechanism between two nodes in the system [FIPS| [2024a].

4.2 Security Architecture

This section examines the security architecture of the proposed interoperability
solution. Key aspects include the use of cryptographic mechanisms such as key encap-
sulation, encryption strategies, message authentication between Gateways, message
integrity and validity checks, the proof generation and verification process, and the

consensus mechanism employed by Verifiers.

4.2.1 Key-Encapsulation Mechanism (KEM)

To create shared keys between different nodes in the system, we employ ML-KEM

as the key encapsulation mechanism. based on this algorithm, during the initialization
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phase, each node generates a key pair. When communication is initiated, the source
node transmits its encapsulation key to the destination node. The destination node
then generates a ciphertext and a shared key, and returns the ciphertext to the source
node. Using its decapsulation key, the source node extracts the shared key.

This process is repeated twice to derive two independent symmetric keys: one
for encryption and the other for verifying authenticity and integrity using HMAC.
Figure illustrates the ML-KEM key exchange process between a Gateway and
a Verifier. Table presents the different versions of ML-KEM along with their

respective key sizes. All three versions of ML-KEM are supported in the proposed

system.

Version Encapsulation Key | Decapsulation Key | Ciphertext
ML-KEM-512 800 1632 768
ML-KEM-768 1184 2400 1088
ML-KEM-1024 1568 3168 1568

Table 4.1: Different versions of supported ML-KEM with associated key sizes (in
bytes).

4.2.2 Encryption

In the proposed system, encryption is employed for two primary purposes:

1. Message Encryption Between Nodes: Communication between nodes is
secured using AES-256 encryption. The encryption key for this purpose is
derived during the key encapsulation process, ensuring that only the intended

recipient can decrypt the message.

2. Secure Storage of the Shared Key: Once established, the shared key is
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securely stored in a database. To encrypt this key, a separate encryption key
is derived using parameters such as an administrator password, a salt, and
an iteration count. These parameters are passed to the PBKDF2 (Password-
Based Key Derivation Function) algorithm [Ertaul et al., 2016], which generates
a strong cryptographic key. To ensure the encryption key can be regenerated

in the future, the salt and iteration count are also stored.

4.2.3 Digital Signature Algorithm (DSA)

To ensure the integrity and authenticity of messages—particularly in cases where
non-repudiation is required—We employ digital signature algorithms. To maintain
the quantum-resistant properties of the proposed solution, we used ML-DSA as the
digital signature scheme.

In the proposed system, each participating node generates a key pair for ML-
DSA. When a node needs to send a message that requires non-repudiation, it signs
the message using its private key. The recipient node then verifies the signature using
the sender’s public key. As indicated in Table ML-DSA has three versions, all of

which are supported in the proposed system.

Version | Private Key | Public Key | Signature
ML-DSA-44 2560 1312 2420
ML-DSA-65 4032 1952 3309
ML-DSA-87 4896 2592 4627

Table 4.2: Supported ML-DSA versions with associated key and signature sizes (in
bytes).

Given the distributed nature of the system, no centralized certificate authority is

used. Instead, public key verification is handled using a model inspired by the Web
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of Trust [Caronni, 2000]. In this model, the authenticity of a public key is endorsed
by a trusted participant in the network. Nodes that trust this participant also extend
trust to the certificates it issues.

In this system, each participant must operate at least one Verifier and one Gate-
way. A Verifier can join the network if an existing Verifier—designated as the Boot-
strap Verifier—trusts it and signs its public key. Upon receiving this certificate, the
new Verifier is trusted by all Verifiers that already trust the Bootstrap Verifier. A
participant’s Gateway may either join the network simultaneously with its associated

Verifier or independently request a certificate from the Bootstrap Verifier.

4.2.4 Hash-based Message Authentication Code (HMAC)

In the proposed system, Hash-based Message Authentication Code (HMAC) |Turner,
2008] is used to verify the authenticity and integrity of messages in scenarios where
non-repudiation is not required—such as during regular information exchanges be-
tween nodes. To implement this mechanism, nodes first establish a dedicated shared
secret key specifically for use with HMAC. The system employs SHA-256 in conjunc-
tion with a 32-byte shared key to generate a unique hash for each message. This
hash is transmitted alongside the message, enabling the receiving node to validate

the authenticity and integrity of the received content.

4.2.5 Authentication Among Gateways

To authenticate communication between Gateways, the proposed system imple-

ments a mechanism inspired by the Kerberos protocol [Neuman and Ts’o, 1994]. The
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process, illustrated in Figure [£.5] proceeds as follows:

1. The source Gateway requests a communication ticket from a Verifier node.

2. The Verifier authenticates the source Gateway by verifying the digital signature

(DSA) attached to the request.
3. Upon successful authentication, the Verifier generates a random session key.

4. The Verifier constructs a ticket containing the session key, the source Gateway’s
IP address, the destination Gateway’s IP address, the ticket’s creation time, and
its lifetime. This ticket is then encrypted using the destination Gateway’s public

key.

5. The Verifier sends a response to the source Gateway. This response includes the
session key and the encrypted ticket, both encrypted with the source Gateway’s

public key.

6. The source Gateway sends the actual message—encrypted with the session

key—along with the encrypted ticket to the destination Gateway.

7. The destination Gateway decrypts the ticket using its private key and verifies

its contents (IP addresses and validity period).

8. If the ticket is valid, the destination Gateway uses the session key from the

ticket to decrypt the received message.
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Figure 4.5: Kerberos-based authentication mechanism used in the proposed system.

4.2.6 Proof Mechanism

To provide verifiable evidence of specific actions performed on the blockchain, the
system requires the Gateway to generate a cryptographic proof. The proof mechanism
is implemented using zk-SNARKs [Petkus, |2019|, specifically adopting the Groth16
protocol |Groth|, 2016] due to its efficiency and succinct proof size.

Within the system architecture, the process proceeds as follows: the source Gate-
way initiates a request for a service. The destination Gateway, which provides the
service, generates a zero-knowledge proof attesting that the requested service has
been executed correctly. This proof is then sent back to the source Gateway, which
forwards it to the Verifier consensus committee. Upon reaching consensus on the
validity of the proof, the source Gateway acknowledges the successful execution of

the service on the destination blockchain and proceeds to apply the corresponding
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Figure 4.6: Consensus and trust adjustment mechanism in the proposed notary-based

architecture.

business logic.

4.2.7 Consensus Mechanism and Trust Adjustment

Consensus plays a crucial role in ensuring the reliability, security, and trustworthi-

ness of the proposed notary-based blockchain interoperability system. Its importance

is highlighted across the following four dimensions:

1. Validation of Actions and Proofs

No single Verifier is trusted to unilaterally validate a proof. Instead, multiple

Verifiers independently assess the submitted proof, and consensus ensures that a

predefined threshold of agreement—specifically, f 4+ 1 out of 3f + 1 Verifiers—is

reached before an action is accepted as valid. This mechanism mitigates the

risk of erroneous or dishonest validations.
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2. Ensuring Trust and Decentralization
The system is inherently decentralized, with no single Verifier holding absolute
authority. Consensus distributes the decision-making process across multiple
Verifiers, reducing the risk of single points of failure and enhancing overall

system fault tolerance.

3. Prevention of Malicious Behavior
Verifiers may act maliciously or become compromised. The consensus proto-
col ensures that such behavior cannot influence outcomes unless a majority
of Verifiers are dishonest—an assumption the system design considers highly

improbable.

4. Accountability and Trust Score Management
By comparing individual verification results with those shared by peers, Veri-
fiers can identify inconsistencies. This enables dynamic trust score adjustments
and allows the system to penalize Verifiers that consistently deviate from the

consensus.

To meet these objectives, the system adopts the Practical Byzantine Fault Toler-
ance (PBFT) consensus mechanism [Castro et al., [1999].

When a Gateway receives a proof of action (e.g., a zk-SNARK proof), it forwards
the proof to a designated Verifier committee. Each Verifier independently validates
the proof and returns its result to the Gateway. For the proof to be accepted, the
Gateway must receive at least f+1 positive responses, where f denotes the maximum

number of faulty Verifiers the system can tolerate.
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After consensus is reached, Verifiers share their verification outcomes with one
another. The Gateway also broadcasts its aggregated result to the Verifiers. By
comparing these shared results, each Verifier can detect discrepancies and adjust the
trust levels of its peers accordingly. Figure illustrates the full consensus workflow

and the trust adjustment process.
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System and Trust Modeling

In this chapter, we present a formal model of the proposed architecture, along
with the novel trust model. To model the architecture, we begin by describing its
core components, followed by a detailed walkthrough of the main stages of the solu-
tion. After establishing the architectural model, we introduce a dedicated model for
the trust mechanism, which is grounded in Popoviciu’s inequality and incorporates

dynamic trust adjustment.

5.1 System Model

To effectively model the proposed solution, we divide its main operations into
three distinct phases:

Initialization: This phase focuses on the system’s initial processes, including key
pair generation, key encapsulation for symmetric encryption, and key encapsulation

for the HMAC mechanism. In this phase, we also model the information-sharing

20
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procedures that occur when new nodes join the system.

Cross-chain Interaction: This phase covers the cross-chain communication pro-
cess, including ticket requests and message authentication using the Kerberos-based
protocol. We then model how the destination Gateway parses the ticket and com-
pletes the cross-chain interaction.

Proof Mechanism and Trust Management: In this final phase, we model
the steps involved in proof generation and verification, followed by the consensus
process among Gateways. Finally, we present the trust adjustment mechanism among

Verifiers and the triggers that influence it.

5.1.1 Modeling components

First, we define the system’s main components. Formally, we represent a blockchain
as a state machine B = (S, A, T,Sy), where S represents the set of states of the
blockchain network, A is the set of actions that trigger state transitions (e.g., trans-
actions), T : S x A — S is the state transition function that maps a current state
and an action to a new state, and S is the initial state of the blockchain.

The system comprises a set of Blockchain networks defined as B = Bty U Burr,

where:
e Brru = {Bgrru1, Betnoe, - - ., Bern;} represents the EVM-based networks, and

e Bury = {Buwr1, Buir2, .- ., Buwr,:} represents the Hyperledger Fabric net-

works (as permissioned networks) in our scheme.
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We define the set of Gateways in our system as

G:{glnga"'7gi}

Each Gateway possesses a key pair for digital signatures (pkgg, sksig); a key pair for key

encapsulation used between the Gateway and Verifiers for encryption (pkfhs; skenc );

hmac Sk,hmac

and another key pair for key encapsulation used for HMAC operations (pkpma©, skpmac)

It also stores the address and public key of the bootstrap node (addry, pky,); a sym-

hmac,
gi )

enc,

i and

metric key for encryption sym _key:'“; a symmetric key for HMAC sym_key
a reference to the blockchain network with which it directly interacts, denoted as B;.
Each Verifier is characterized by a set of properties, including a key pair for digital

signatures (pksig, Sksig); @ key pair for key encapsulation used between Verifiers for en-

enc enc
kem> Skkem

cryption (pk ); another key pair for key encapsulation used for HMAC oper-

ations (pkimac skhmac). the address and public key of the bootstrap node (addry, pky);
and a trust score 7S, that is determined by the participation of a verifier in PBFT
consensus. Each Verifier also maintains a symmetric key sym key,™ derived from the

key encapsulation process for encryption, and another symmetric key sme(eyf}‘imaC for

HMAC-based message authentication. We define the set of Verifiers as

V: {Ul,’UQ,...,UZ'}

5.1.2 Initialization

In this section, we model the three main steps of the initialization phase: Key

Generation, Key Encapsulation, and Information Retrieval.
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Key Generation

Upon launch, as the first step, each node in the system generates three key pairs.
The first key pair is for the digital signature, generated using the ML-DSA scheme:
(pksig, Sksig) = ML-DSA.KeyGen(). The node then generates two additional key
pairs using the ML-KEM scheme: one for deriving a symmetric key used for encryp-
tion under the AES-256 protocol: (pkfhS, skine ) = ML-KEM.KeyGen(), and another

kem? kem

for deriving a symmetric key used in the HMAC mechanism: (pklmac, skhmac) —

ML-KEM.KeyGen() Generating these three sets of keys prepares each node to par-

ticipate in the subsequent steps of the initialization phase.

Key Encapsulation

In order to perform the key encapsulation mechanism, as depicted in Figure 5.1},
each node must interact with a Verifier known as the bootstrap Verifier vg, whose
address and public key are assumed to be known in advance. To establish a shared
symmetric key between a Gateway ¢; and vp, the Gateway first creates a key encap-

sulation request message structured as:

Msgyem = (Pksig, Pkkem, 0, addr,, dsa_scheme_name, kem_scheme_name)

where 0 = ML-DSA Sign(Msg..,., Sksig) is the digital signature of g; over the
message, kem_scheme_name specifies the version of the ML-KEM scheme being used,
and dsa_scheme_name indicates the version of the ML-DSA scheme.

vg, upon receiving the message, first checks the validity of the signature using
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Figure 5.1: Illustration of the Key Encapsulation Mechanism.

ML-DSA Verify (Msgy.., 0, Pksig). 1f the verification is successful, vg stores the Gate-
way’s public keys in order to use it for the future verifications.

Next, it initiates the key encapsulation process. vp generates a ciphertext and a
shared key as: sym key;’y , ct = ML-KEM.Encaps(pkiem). The ciphertext is signed
and sent back to g;.

Subsequently, vp distributes the shared key and related metadata—such as the

public key and gateway address, to the other Verifiers to facilitate secure communica-
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tion between g; and the Verifier network. The synchronization message is structured

as:

Msgsyncgi = (ct, pksig, Phkem, 0, addr,, dsa_scheme_name, kem_scheme_name)

On the Gateway side, g;, using ct, this node regenerates the shared key using the
private (decapsulation) key sym key,"; = ML-KEM.Decaps(skxem, ct).
To ensure continued security, this mechanism is periodically repeated at fixed time

intervals. The same process is also applied when new Verifiers join the system and

need to establish trust with vg.

Get Information

Upon completing the key distribution between a node and vg, the node begins
receiving information about the network from vg. Since non-repudiation is not a
major concern in this process, we utilize HMAC instead of the digital signature algo-
rithm. We generate HMAC using SHA-256, the symmetric key generated during key

encapsulation, and the message:

h
g )

hash = hmac(Msggeting,, - Sym-key
In response, g; receives detailed information about all Gateways and Verifiers in
the system, which can be used for future communication. Specifically, the bootstrap

node provides all the data it holds about these entities, including their IP addresses,

ports, public keys, and other relevant metadata.
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Figure 5.2: Illustration of the cross-chain process from ticket issuance to receiving
the proof at the destination.

5.1.3 Cross-chain Interaction

To enable cross-chain interaction between two blockchains, B; and Bj, their respec-
tive Gateways, g; and g;, must communicate. Following a Kerberos-inspired mecha-

nism, the process begins with g; requesting a Verifier to issue a ticket. Upon receiving

. . . . : enc
this request, the Verifier generates a symmetric encryption key, sessmn,keygij , to se-
cure communication between the Gateways. This key is derived using the PBKDF2

algorithm as follows:
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session_key ' = PBKDF2.deriveKey(input, salt, iter, key Len, hash_method)

Here, input is a random string generated by the Verifier to serve as the basis for
a temporary session key. salt is a cryptographic salt value, iter is the number of
iterations, keyLen specifies the key length, which is set to 32 bytes in our system, and
hash_method is the hash function used by PBKDF2, for which we use SHA-256.

Subsequently, the Verifier constructs a ticket, denoted as:

Ticket = (session,keyzz_c, pkf;ig, addr,,, lifetime)

where the lifetime parameter defines the validity period of the ticket. The Verifier

then encrypts the ticket using the symmetric key previously established between g;

enc

and the verifier, denoted sym,keygj

; and sends the encrypted ticket, Ticketsym keyene,
J

enc
9ij

enc

back to g;, along with session_key i

encrypted under sym_key
Upon receiving the response, g; initiate a state transition on B; by constructing

a transition request, trans,,, which contains the operation details and is encrypted

with sessionkey;‘jc. Next, g; sends the following message:

NS Gtransition = (17ANS,, Ticket, o)

to g;. When g; receives this message, it first decrypts the ticket to obtain
session,keyg?jc, which is then used to decrypt trans,., and extract the public key of
g; for signature verification. Upon validating trans,,, g; proceeds with executing the

state transition on B;, resulting in the creation of a response message:
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MSGresponse — (transres, PI'OOf)

This response is encrypted using sessionkeyf;jC and sent back to g;. This process

is illustrated in Figure [5.2]

5.1.4 Proof Mechanism and Trust Management

Upon receiving msgresponse; Gateway g; decrypts the message and extracts the
proof, which is then forwarded to a subset of Verifiers known as the consensus com-

mittee, formally defined as:

Ve ={0EV|TS, >T}

Here, V.. denotes the set of Verifiers whose trust scores exceed the threshold T,
and V represents the complete set of Verifier nodes in the system. Each member of
the consensus committee independently verifies the proof, sends the result back to g;,
and exchanges their validation outcomes with other committee members. This mutual
exchange enables dynamic adjustment of trust scores based on observed behavior.

Once g; collects at least f 4 1 consistent responses from the committee, it makes
a final decision: either to apply the result on B;, or to initiate a rollback procedure.
The latter, depending on the context of the cross-chain operation, may include a

compensating action on B;. This phase of the protocol is illustrated in Figure [5.3]
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Figure 5.3: lustration of the consensus mechanism.

5.2 Trust Model

In this section, we introduce our novel trust score calculation model, which ex-
tends traditional approaches by incorporating enhancements designed to increase its
dynamism and adaptability. These enhancements allow the model to adapt seamlessly
to the specific requirements of interoperability across private networks, enabling the
implementation of diverse policies for adjusting the trust score 7'S.

The first improvement involves incorporating the variance of a verifier’s verifica-
tion result history into the trust score calculation. When the variance of the verifi-
cation results is zero—indicating that the system consistently generates either valid
or invalid results—we assign the last verification result, ¢;", as the trust score of the
system in epoch t. Each epoch represents the completion of the consensus process

and the acquisition of the corresponding verification result. Assigning a high trust
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score to nodes in the very first round of operation may seem optimistic, but it is justi-
fied in private interoperability networks, where nodes are semi-trusted and added by
known participants. Moreover, as shown in subsequent sections, our trust model can
significantly reduce the trust score even upon detection of a few malicious actions,
thereby effectively mitigating risk. This approach also enables the maintenance of a
predefined trust threshold from the outset—something not possible in models that
incrementally build trust from zero.

If the verification results exhibit inconsistency (i.e., non-zero variance), we utilize
a dynamic trust score derived from conventional models. Consequently, the trust

score for epoch t is defined as:

v if Var =0
TS, (t) = (5.1)

(1—a)Yt éya=D if Var > 0

where we define ¢,", the verification result of Verifier v; in epoch t, as follows:

_ 1 if v; acts benevolently
V= (5.2)

0 if v; acts maliciously
We define « as the discount factor, which assigns greater weight to recent activities
compared to earlier ones in the calculation of 7S. Based on Equation the large
value of a corresponds to long-term memory, which means that the trust calculation
gives significant weight to the entire history of observed behavior. In contrast, a small
value of a reflects short-term memory, where the trust calculation emphasizes recent

behavior over historical data.
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To manage inconsistencies in verification proofs and enforce various policies, we
introduce a dynamic discount factor. As mentioned before, lower discount factor
prioritizes recent activity in the case of invalid responses, enabling a sharp decline in
trust. Conversely, a higher discount factor places more emphasis on historical data,
allowing for gradual trust recovery. This dynamic adjustment of the discount factor

is computed based on the variance of the verification result history and is defined as:

o = e_klvarmax (53)

Here, the variance, var, represents the variance of ¢%, while var,,, denotes the
maximum possible variance of ¢“i. According to Popoviciu’s inequality [Egozcue and
Garciay, 2018, since ¢” is bounded within the range [0, 1], the maximum variance is
computed as:

((bmax - Qbmin)2

max — 5.4
var A ( )

Thus, the value of var,,,, is computed as:

(1-0)
4

Val'max —

The adjustment factor k controls the steepness of changes in the trust score.
Overall, in the presented trust model, recent validation results are prioritized
over historical data due to the presence of a discount factor. However, our dynamic
design allows the influence of recent results on trust to be modulated, as described
by Equation [5.3] When instability occurs—reflected by high variance—the system

automatically assigns greater weight to recent data. This influence can be further
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fine-tuned using the parameter k£ , which adjusts the steepness of the variance effect.
A higher £ intensifies the impact of fluctuations in variance, resulting in a more

significant increase or decrease in the trust score.



Chapter 6

Evaluation

To evaluate the proposed system and assess how effectively it addresses the re-
search questions—specifically, the impact of post-quantum cryptography on perfor-
mance, the usability of the trust mechanism in resisting malicious behavior, and the
comparison between the novel trust model and traditional ones—we conducted a
comprehensive evaluation based on our implementation of the proposed architecture.

This chapter first outlines the implementation details of the proposed framework,
followed by an analysis of the system’s performance and security. In the second
part of the evaluation, we present and analyze the results related to the novel trust

mechanism.

6.1 Implementation

A notary-based interoperability solution was developed to serve as a benchmark

for the proposed architecturd’] The implementation incorporates essential compo-

"https://github.com/tcdt-1lab/PQ-NS-I0P
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nents—namely, Verifiers and Gateways—designed in accordance with the system
model outlined in the preceding sections. Additionally, we developed two dedicated
modules: one for handling various cryptographic operations, including digital sig-
nature algorithms (DSA), key encapsulation mechanisms (KEM), HMAC generation
and verification, and key derivation; and another for managing the network protocol.
To support comparative analysis between different cryptographic approaches, the sys-
tem is compatible with both post-quantum cryptography and elliptic-curve cryptog-
raphy for all asymmetric cryptographic operations. In addition to the post-quantum
schemes previously discussed, we implemented the P-256 algorithm for digital sig-
natures |Adalier and Teknik} 2015] and X25519 for elliptic-curve Diffie-Hellman key
exchange |[Bernstein, [2006].

Regarding the technologies used, the system was implemented in Go (Golang). Go
was chosen for its built-in support for concurrency, making it particularly well-suited
for implementing key components such as message passing, cryptographic operations,
and network communication. Its lightweight performance and efficient concurrency
model enable the system to handle multiple simultaneous processes effectively—an
essential capability in a decentralized and distributed architecture.

For data management, MySQL was used as the primary Relational Database Man-
agement System (RDBMS) due to its reliability and structured data handling capa-
bilities. To enhance system performance, Redis database was integrated as a caching
layer. Since Redis stores data in memory, it enables extremely fast read and write
operations compared to traditional disk-based databases. This speed is particularly

beneficial in a distributed system, where frequent access to recurring data—such as
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session information, authorization tokens, or commonly used queries—can otherwise
introduce latency. By caching such data in Redis, the system significantly reduces
response times and computational overhead, improving overall efficiency.

To implement the proof mechanism, we utilized Circom [Bellés-Munoz et al., [2022]
to design and compile zero-knowledge proof circuits. In addition to Circom, we em-
ployed SnarkJS [Iden3| 2019] to generate the witness, construct the proof, and produce
the corresponding verification key.

Since the cryptographic mechanisms in the proposed architecture operate at a
low level, the network functionality relies on raw socket programming. This choice
provides the necessary flexibility to implement custom communication protocols from
scratch, without the constraints or abstractions imposed by higher-level networking

libraries.

6.2 System Evaluation

In this section, we present the results obtained from evaluating the performance
of the implemented system, with a particular focus on the impact of different cryp-
tographic approaches. First, we compare the cryptographic methodologies used in
the Key Encapsulation Mechanism (KEM). Next, we analyze performance related
to message integrity and authentication, specifically evaluating the effectiveness and
efficiency of digital signature algorithms and HMAC. Furthermore, we assess the
system’s performance within the context of the overall interoperability framework.
Finally, we evaluate the proposed trust management mechanism to determine its

potential benefits for enhancing blockchain interoperability as intended.
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Figure 6.1: Average execution time of key distribution using different cryptographic
approaches.

6.2.1 System Configuration

For all evaluation scenarios, we utilized a system equipped with 64 processing
units, 128 GB of RAM, and 512 GB of SSD storage. This high-performance setup
ensured reliable benchmarking, particularly under parallel load. In this environment,
we launched two Gateways and five Verifiers to simulate the proposed architecture

and evaluate its behavior under real-world-like conditions.

6.2.2 Key Encapsulation Mechanisms Evaluation

To evaluate the performance of the key encapsulation mechanism (KEM), we con-
ducted experiments using various cryptographic approaches. Initially, we compared
different versions of the ML-KEM algorithm. Subsequently, we evaluated ML-KEM
against X25519, an elliptic-curve Diffie-Hellman (ECDH) algorithm.

In the first stage, we executed the key distribution process 1,000 times sequentially



Chapter 6: Evaluation 67

o
>
o
o>

o
o
o
o

Average Time (Seconds)
3

Average Time (Seconds)
o o
w ~

\

o
[N
o
[

/

30 60 0 120 150 180 210 240 270 30 60 90 120 150 180 210 240 270
Send Rate (Transactions per Second) Send Rate (Transactions per Second)

o
o

o
o

= IL-KEM-512 et ML-KEM-768 ML-KEM-1024 == \IL-KEM-512  =@=X25519

o) (B)

Figure 6.2: (A) Comparison of average key encapsulation time across different ver-
sions of ML-KEM. (B) Performance comparison between ML-KEM-512 and X25519,
highlighting the impact of underlying cryptographic foundations on efficiency.

for each cryptographic method and calculated the average execution time to obtain a
consistent performance metric for a single key encapsulation operation. As shown in
Figure the results indicate that the ECC-based approach (X25519) demonstrates
the lowest average execution time. In contrast, post-quantum approaches (ML-KEM)
incur higher computational costs, with execution time increasing proportionally to key
size. Among them, ML-KEM-1024 exhibited the highest latency.

As the next step, we evaluated the impact of different cryptographic approaches on
system performance under parallel transaction loads to simulate real-world scenarios.
In this setup, the key encapsulation mechanism (KEM) was executed in parallel while
the load was gradually increased. The experiment started with a sending rate of 10
transactions per second and was gradually scaled up to 270 transactions per second.

Initially, we compared various versions of ML-KEM to analyze the impact of key

size on performance, as each version generates keys of different lengths. The results
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of this analysis are presented in Figure (A), which illustrates that larger key sizes
negatively affect performance due to increased bandwidth consumption.
Subsequently, we compared ML-KEM-512 with X25519, as both offer compara-
ble security levels based on fundamentally different mathematical foundations. As
illustrated in Figure (B), X25519 exhibits significantly better performance than
ML-KEM-512. These findings emphasize the role of underlying mathematical mod-
els in determining cryptographic efficiency: while lattice-based cryptography offers
stronger security against quantum attacks, it introduces more latency compared to

elliptic-curve cryptography.

6.2.3 Message Authentication and Integrity Evaluation

To evaluate the performance of the component responsible for message authenti-
cation and integrity, we assessed three approaches: post-quantum digital signatures,
elliptic curve-based digital signatures, and HMAC. The evaluation was conducted in
two distinct scenarios. First, we executed the algorithms sequentially to measure the
average performance of individual digital signature or HMAC operations. Second, we
executed the same operations in parallel to simulate real-world conditions and assess
how each approach performs under concurrent load.

In the sequential scenario, each protocol was executed 1,000 times, and the average
execution time was calculated to provide a basis for comparison. The results are
presented in Figure[6.3] As expected, HMAC demonstrated the best performance due
to its reliance on symmetric cryptography, which is inherently faster than asymmetric

approaches. P-256, the elliptic curve-based digital signature algorithm, followed in
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Figure 6.3: Average execution time of different message authentication and integrity
mechanisms under sequential execution.
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Figure 6.4: Authentication performance under concurrency: (A) shows the effect of
key size in ML-DSA variants; (B) compares ML-DSA-44, P-256, and HMAC-SHA256,

highlighting HMAC’s efficiency.

terms of efficiency. Post-quantum digital signature mechanisms exhibited the lowest

performance, with execution times increasing in proportion to key size.

In the parallel scenario, the system was subjected to increasing load by send-
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ing transactions concurrently. Starting from 30 parallel transactions per second, the
load was gradually increased up to 270 transactions per second. For each level of
concurrency, we calculated the average time taken by the server to process a sin-
gle transaction, aiming to evaluate the system’s performance under real-world stress
conditions.

As depicted in Figure (A), the processing time increases with higher send rates,
and larger key sizes in post-quantum schemes introduce additional overhead due to
bandwidth constraints. However, the underlying cryptographic algorithm used for au-
thentication and validation has a more pronounced impact on performance, as shown
in Figure [6.4(B). In this comparison, ML-DSA-44, P-256, and HMAC-SHA256—all
offering 128-bit security—were evaluated. HMAC, relying on symmetric cryptogra-
phy, significantly outperformed the others, demonstrating superior efficiency. While
P-256 generally outperformed ML-DSA-44, the performance gap between the two was

relatively small compared to the substantial advantage observed with HMAC.

6.2.4 End-to-End Evaluation

In addition to evaluating the cryptographic foundations of our platform, we as-
sessed the overall functionality of the system by analyzing a complete interoperability
interaction. In this scenario, a Gateway—referred to as the Source Gateway—first
requests a ticket from a Verifier to initiate communication with another Gateway;,
termed the Destination Gateway. After receiving the ticket, the Source Gateway
sends a message along with the encrypted ticket to the Destination Gateway. The

Destination Gateway then performs the requested operation, generates a proof, and
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Figure 6.5: Assessment of three post-quantum approaches according to NIST Security
Categories: Approach 1 (Category II), Approach 2 (Category III), and Approach 3
(Category V).

returns the result to the Source Gateway. Finally, the Source Gateway initiates the
consensus process to validate the result. This evaluation scenario concludes at the
end of the consensus phase.

To focus specifically on the performance of the interoperability platform as a
generalized solution, we excluded the time taken by on-chain transactions. This is
because each blockchain architecture employs different consensus mechanisms, result-
ing in varying transaction times. Moreover, differences in network deployment—such
as testnet configurations and infrastructure conditions—can significantly impact on-
chain performance. Including on-chain transaction times in the evaluation would
therefore introduce variability unrelated to our system design, making it more diffi-
cult to accurately assess the effectiveness of the proposed architecture.

To conduct the assessment, we first compared three post-quantum digital signa-

ture schemes under a parallel load, starting at 30 and increasing up to 270 concurrent
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Figure 6.6: Performance comparison between post-quantum approach 1 and elliptic
curve approach.

transactions. This scenario compares three distinct post-quantum approaches, each
offering a different level of security [Barker] 2020]. Post-Quantum Approach 1 cor-
responds to NIST Security Category II, Approach 2 aligns with Category III, and
Approach 3 achieves the highest level, Category V. Table summarizes the charac-
teristics associated with each security category. As illustrated in Figure[6.5 while key
size does influence performance, the differences among these post-quantum schemes

are minimal.

Security Category | Strength Equivalent
I At least as hard to break as AES-128
II At least as hard to break as SHA-256
111 At least as hard to break as AES-192
1Y At least as hard to break as AES-192
\% At least as hard to break as AES-256

Table 6.1: Security categories and their approximate strength equivalences.

For the comparison between post-quantum and elliptic curve approaches under the
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same parallel scenario, we evaluated a representative post-quantum scheme against
an elliptic curve counterpart. According to Figure elliptic curve cryptography
generally outperformed the post-quantum scheme. However, while the performance
gap is more noticeable than among post-quantum variants, it remains relatively minor.

The relatively small performance difference observed between post-quantum and
elliptic curve algorithms in the parallel scenario can be attributed to the architectural
decision to use symmetric cryptography for the majority of inter-node communica-
tion and message encryption tasks. In the proposed system, asymmetric cryptogra-
phy—whether post-quantum or elliptic curve—is primarily used for authentication
and non-repudiation purposes (e.g., digital signatures), whereas actual message en-
cryption and integrity assurance during communication are handled using symmetric
algorithms such as AES.

This design choice significantly mitigates the performance impact typically asso-
ciated with computationally expensive asymmetric cryptographic operations. As a
result, even when substituting elliptic curve algorithms with post-quantum alterna-
tives—known to be more demanding in terms of computational overhead—the overall
effect on system performance remains relatively limited. This demonstrates that by
effectively combining symmetric and asymmetric cryptography in a layered design,
the proposed architecture can maintain strong security properties while preserving

performance and scalability, even under high transactional loads.
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Figure 6.7: Variation of trust score (A) and discount factor (B) across different values
of k over epochs.

6.2.5 Trust Model Evaluation

This section presents the evaluation of the proposed trust model and the dynamic
behavior of the discount factor in trust score calculation, which represents one of

the key novelties of this research. The results are benchmarked against the baseline

model introduced by Putra et al. [Putra et al., 2023], which is based on the EigenTrust

algorithm [Kamvar et al., [2003].

First, we analyze the effect of varying the parameter k£ on the trust score 7S,
examining how the discount factor a evolves dynamically for each value of k. To
demonstrate the flexibility of the trust model, we assessed both fixed and dynamic
values of k. The dynamic k is designed to mimic the nature of trust in real-life
scenarios. In the dynamic k setting, when incorrect validation results are detected, a
higher k is assigned, enabling a quicker response to inconsistencies. Conversely, when

the Verifier consistently produces correct validation results, a lower k is applied,
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Figure 6.8: Comparison of the baseline model with fixed « values (o = 0.8 and
a = 0.9) against the dynamic k setting.

reflecting the gradual process of rebuilding trust. The evaluation is conducted over
200 epochs, with incorrect transaction verifications deliberately introduced between
epochs 40 and 80 to assess the model’s response under adversarial conditions.

As illustrated in Figure [6.7] increasing the value of k& from 0.5 to 10 results in
more pronounced variations in the rate of trust score changes. Specifically, higher
values of k lead to steeper rates of both decrease and recovery in trust. The dynamic
adjustment of k illustrates a sharp decline in the trust score in response to malicious
behavior, while also capturing the more gradual process of trust recovery when the
previously malicious node resumes honest behavior.

Regarding the value of «, higher k values lead to a sharper decrease in «, em-
phasizing recent activities—particularly beneficial during periods of inconsistency. In
contrast, lower k values give greater weight to historical data, providing stability as

trust is re-established.



76 Chapter 6: Evaluation

1.2
1 I
© VVVFMH
8 ll
g 0.6 - —— Dynamic k
E Baseline a=0.9
0.4 Baseline a=0.8
0.2
0
T OMNMNLOMO O MNLUOOMND OO T ONOOM— OO~ M
T ANOTTOOMNMNOVDODO—ANANMTE IO OOMNSO0D
Epochs

Figure 6.9: Comparison of the baseline model with fixed « values (o = 0.8 and
a = 0.9) and the dynamic k setting in the proposed solution, where v; exhibits
malicious behavior every four epochs between epochs 40 and 80.

Figure compares the proposed dynamic approach with the baseline model,
using two fixed values for the discount factor (0.8 and 0.9). As illustrated in the
figure, the proposed model demonstrates several advantages over the baseline. First,
because the trust model initially aligns with the validation results, a threshold can
be set early based on the variance of ¢,, observed during the initial steps. This
enables more precise adjustments from the outset. Moreover, the proposed solution
is specifically designed to facilitate interoperability between private networks. In this
context, we assume a certain degree of initial trust in the Verifiers, eliminating the
need to establish trust entirely from scratch.

Finally, we evaluate our proposed trust model in a scenario where a Verifier be-
haves maliciously every four epochs between epochs 40 and 80. As illustrated in Fig-
ure[6.9] the results demonstrate that the proposed model is more sensitive to sporadic

malicious behavior. This heightened responsiveness enables the system to effectively
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detect Verifiers attempting to mask their dishonest actions among otherwise valid
responses. This experiment highlights the superiority of the proposed dynamic trust
model over baseline approaches, particularly in realistic scenarios where malicious
nodes intermittently behave honestly to evade detection.

To conclude, our evaluation demonstrates that although post-quantum approaches
generally exhibit lower performance compared to conventional cryptographic meth-
ods—such as elliptic curve or symmetric cryptography—the performance gap can be
narrowed by employing a hybrid strategy that combines symmetric and asymmet-
ric techniques. This enables the effective integration of post-quantum cryptography
within blockchain interoperability frameworks.

Furthermore, our novel trust model proves effective in detecting malicious activi-
ties. Its dynamic and adaptable nature makes it particularly suitable for a range of
interoperability scenarios, as the proposed solution can be reconfigured to accommo-

date varying trust degradation and recovery conditions.
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Discussion

This chapter provides a critical discussion of the proposed solution. We begin by
analyzing its security aspects, including potential attack vectors and the correspond-
ing mitigation strategies. Following this, we revisit and address each of the research
questions outlined in the thesis, reflecting on how the proposed architecture meets

the stated objectives.

7.1 Security

In this section, we examine various potential attack scenarios and evaluate the
robustness of the proposed solution in mitigating these threats. We discuss how
the system’s design choices—particularly in architecture, protocol design, and trust
management—contribute to its overall resilience.

DDoS Attack: The proposed solution operates within a permissioned environ-

ment, where network access is restricted to authenticated participants. This signif-
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icantly reduces the likelihood of Distributed Denial-of-Service (DDoS) attacks com-
pared to permissionless blockchains. Beyond access control, the use of public key
verification ensures that only authorized nodes can engage in network activities, fur-
ther limiting potential attack vectors. Additionally, the deployment of firewalls and
rate-limiting mechanisms can serve as complementary defenses, helping to detect and
block abnormal traffic patterns and providing an extra layer of resilience against
DDoS attacks.

Man-in-the-Middle (MitM) Attack: Every node in the system is initialized
with the public key and IP address of a bootstrap Verifier during system setup. This
pre-distributed information allows nodes to validate the authenticity of messages by
verifying their origin against trusted public keys. As a result, malicious actors cannot
insert themselves between a Verifier and a Gateway to intercept or alter communica-
tions.

Misbehaving Notaries: The system leverages the Practical Byzantine Fault
Tolerance (PBFT) consensus mechanism to address the risk of misbehaving notaries.
As long as the number of faulty nodes remains equal or less than f, malicious actions
can be reliably identified and isolated. The proposed trust model further enhances
this capability by dynamically adjusting reputation scores and removing compro-
mised nodes from critical roles. Evaluation results confirm that the system effectively
mitigates the impact of malicious nodes, preserving network integrity and reliability.

On-Off Attack: The proposed dynamic trust model is specifically designed to
counter on-off attacks, in which malicious nodes alternate between correct and mali-

cious behavior to avoid detection. The adjustable parameter k governs the steepness
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of trust degradation in response to misbehavior, ensuring that even a single misbe-
havior results in a substantial trust penalty. This mechanism prevents adversaries
from regaining trust through temporary honest behavior and ensures that reputation
scores are reduced to a detectable level, limiting the attack’s effectiveness.

Sybil Attack: The architecture is inherently resilient to Sybil attacks, where a
malicious actor creates multiple pseudonymous identities to manipulate the network
and reputation system. This risk is significantly reduced in our setting, as the solution
is designed for private interoperability networks involving semi-trusted, pre-approved
participants. Verifiers are known to one another prior to deployment, and Gateways
receive verified information through a trusted channel established by the bootstrap
Verifier. This tightly controlled environment renders the creation and use of fake

identities impractical and ineffective.

7.2 Performance

To address the research question regarding the impact of post-quantum cryptogra-
phy on blockchain interoperability, we observed that adopting post-quantum crypto-
graphic methods can introduce performance overhead. Lattice-based cryptography is
generally more computationally demanding than traditional schemes like elliptic curve
cryptography. For instance, operations such as polynomial multiplication—especially
when using Number Theoretic Transforms (NTT)—can be quite costly |[Tan et al.
2021; Stelzer et al., |2025]. Another contributing factor is the typically large key
sizes associated with lattice-based cryptography, which are significantly larger than

those in conventional systems. These larger keys can increase bandwidth usage and
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introduce delays in communication and processing.

However, this performance degradation can be mitigated through hybrid ap-
proaches. For example, symmetric cryptography can be employed for encryption
tasks, and digital signatures can be replaced with more efficient mechanisms like
HMAC when non-repudiation is not required. Importantly, post-quantum cryptogra-
phy offers substantial security benefits, as it is based on hard mathematical problems
such as Learning With Errors. These problems are considered secure even against
quantum-capable adversaries, providing enhanced protection and contributing to the
overall robustness of the system.

In conclusion, while post-quantum cryptography does introduce performance costs,
it offers significant security advantages. Furthermore, with a carefully designed ar-
chitecture and hybrid cryptographic techniques, the impact on performance can be

effectively minimized.

7.3 Trust

As discussed in previous sections, we designed and evaluated a novel trust model
in which the discount factor («) is dynamically adjusted using a parameter denoted
as k. This design allows the system to adapt in real time, thereby answering our
second research question. By defining the parameter k, the trust model gains the
ability to regulate the sensitivity of trust adjustments in response to both malicious
and benign behavior. A higher value of k results in more rapid trust degradation
following malicious activity, as well as faster trust restoration when nodes behave

correctly. Conversely, a lower value of k£ leads to smoother, more gradual changes in
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trust levels.

Since the discount factor is defined as a function of k (as shown in Equation [5.3),
the system can modify £ at runtime. This flexibility enables system designers to
develop policies or algorithms for dynamically tuning k, allowing the trust model to
adapt to diverse operational conditions and evolving threat landscapes. The evalua-
tion results confirm the dynamic responsiveness of our proposed model and highlight
its advantages over the baseline model, which is based on the EigenTrust algorithm.

These findings directly address our final research question, which concerns the
comparative effectiveness of the proposed trust model versus a traditional, fixed-
discount-factor model. The results show that the proposed model introduces greater
adaptability and is better suited for long-term deployment in dynamic environments.
As illustrated in Figure [6.9] it performs especially well in detecting adversaries who
attempt to conceal malicious behavior within intermittent honest activity.

However, this enhanced adaptability also comes with increased complexity. Unlike
the baseline model, which employs a constant discount factor, the proposed approach
defines «a as a function of k, introducing additional computational overhead. Nev-
ertheless, the trade-off is justified by the model’s superior ability to adapt to varied

and evolving trust scenarios.
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Conclusion

This thesis investigated the role of cryptographic primitives in enabling secure
and efficient blockchain interoperability, particularly within notary-scheme-based ar-
chitectures. Specifically, it evaluated the impact of employing different cryptographic
approaches—lattice-based post-quantum schemes (e.g., ML-KEM, ML-DSA) and el-
liptic curve-based counterparts—across three critical phases: key encapsulation, digi-
tal signatures, and cross-chain communication. To address emerging trust challenges
in distributed environments, the thesis further introduced a novel trust model that
dynamically adjusts its parameters based on the observed behavior of a Verifier. This
model defines the discount factor as a function of a tunable variable, k, enabling
real-time responsiveness to both malicious and cooperative activity. The remainder
of this chapter summarizes the core contributions of this work and outlines directions

for future research in post-quantum-secure and trust-aware blockchain interoperabil-

ity.

83



84 Chapter 8: Conclusion

8.1 Contributions

This thesis addresses two primary challenges in blockchain interoperability: en-
suring post-quantum cryptographic resilience in cross-chain communication, and en-
abling adaptive, trust-aware coordination among decentralized notary nodes. To this
end, it contributes (1) the design and empirical evaluation of a quantum-resistant
interoperability framework, and (2) a dynamic trust model that enhances resilience

against both persistent and intermittent adversarial behavior.

8.1.1 Design, Implementation, and Evaluation of a Decen-

tralized Quantum-Resistant Interoperability Protocol

As our research component, we designed and developed a notary-scheme-based in-
teroperability framework to enable communication between heterogeneous blockchains.
This platform served as a benchmark for comparing the performance of lattice-based
cryptographic algorithms with elliptic curve cryptography (ECC), with the aim of
assessing the impact of different cryptographic choices on blockchain interoperability.
Specifically, we utilized various versions of MIL-KEM for key encapsulation (ML-
KEM-512, ML-KEM-768, and ML-KEM-1024), and ML-DSA for digital signatures
(ML-DSA-44, ML-DSA-65, and ML-DSA-87).

To evaluate performance, we compared different configurations of ML-KEM and
ML-DSA against ECC-based counterparts. Results indicate that although post-
quantum cryptographic algorithms introduce some performance overhead, the use of

hybrid models—combining asymmetric and symmetric cryptography—can help de-
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sign systems with competitive efficiency. This contribution thus provides the design,
implementation, and evaluation of a notary-scheme-based blockchain interoperability
protocol that supports quantum-resistant security while maintaining practical perfor-

mance.

8.1.2 Dynamic Trust Model for Notary-Based Blockchain In-

teroperability

Our second contribution is the introduction of a novel dynamic trust model. In
this model, the discount factor is no longer static but dynamically adjusted based
on a tunable variable k. This enables the trust mechanism to adapt in real-time,
allowing system architects to fine-tune the impact of recent behavior versus historical
actions when evaluating node trustworthiness.

To assess the effectiveness of this model, we analyzed how the dynamic discount
factor influences trust computation. Our evaluation demonstrated that system de-
signers can calibrate the sensitivity of trust degradation or restoration depending
on the operational context. We then compared our model to a baseline built on the
EigenTrust algorithm. The results showed that our dynamic trust model outperforms
the baseline in both responsiveness and accuracy. In particular, it is more effective at
detecting malicious behavior that is hidden among otherwise honest actions. These
findings validate the design of a flexible trust mechanism for blockchain interoper-
ability, offering system designers the ability to adapt trust scoring and node behavior

dynamically at runtime.
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8.2 Future Work

This thesis presents contributions in secure, quantum-resistant blockchain inter-
operability and adaptive trust management. Building on these contributions, several

research directions remain open for future exploration:

e Privacy-Preserving Interoperability: While the current framework en-
sures message confidentiality through encryption, it does not provide sender
anonymity or unlinkability. Future work could integrate privacy-preserving
primitives such as ring signatures or source obfuscation techniques (e.g., Clover [Fran-
zoni and Daza, 2022]). Evaluating their performance and compatibility with
post-quantum cryptography in interoperability settings would advance both pri-

vacy and security guarantees.

e Interoperability with Public and Semi-Public Blockchains: This work
targets interoperability in permissioned environments. Extending the protocol
to support interactions with public or semi-public blockchains introduces new
challenges, including trust establishment in open networks, Sybil resistance, and
reputation bootstrapping. Adapting the trust model to accommodate such envi-
ronments—potentially through stake-based or identity-based trust anchors—is

a promising direction.

e Evaluation of Emerging Post-Quantum Cryptographic Schemes: The
protocol currently uses standardized lattice-based schemes (ML-KEM, MIL-
DSA), but post-quantum cryptography remains an evolving field. Future re-

search could assess alternative primitives (e.g., isogeny-based or multivariate
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schemes) and evaluate their implications for cross-chain performance, key man-

agement complexity, and resistance to emerging quantum attacks.

e Dynamic Notary Discovery and Reconfiguration: The current model as-
sumes a static set of trusted notaries defined at system initialization. To improve
scalability and fault tolerance, future work could explore dynamic notary discov-
ery mechanisms—such as decentralized identifiers (DIDs), or on-chain behavior
auditing. Extending the trust model to support notary admission, revocation,
and rotation based on observed behavior would enable more robust and decen-
tralized system configurations, especially in environments where notaries can

be dynamically added or removed.
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