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Abstract

As adults, we experience discomfort when we hear about how our data has not been safeguarded by apps. Despite
this being a common experience, the psychological processes that underlie people’s reasoning about data ownership
and rights are poorly understood. Using a developmental approach, the current investigation examines the psychol-
ogy of data ownership. We test the specific proposal that people have a coherent theory of ownership that leads
them to view data as owned and under owners' control at the same developmental time point. In both studies
(N=218), children ages 5-12 were told about a user who shares personal and general information with an app.
Children then had to decide who it belongs to (Study 1) and who is in charge of it (Study 2). During middle child-
hood, children view users as owners of personal information and therefore entitled to control it suggesting coher-
ence in their representations of non-physical property types. Findings also suggest that by 8-years-old children have
the cognition in place to think of data as property and therefore understand their data rights online.
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A quick Google search will offer numerous examples of
data breaches involving the unconsented sharing of per-
sonal data online (e.g., Facebook data breach). As adults,
we experience discomfort when we hear about how our
data has not been safeguarded. This discomfort stems
from the intuition that such violations are violations of
our data ownership rights.

In online contexts, attributions of data ownership are
quick and commonplace. Although these ownership
judgments might appear simple on the surface, the prin-
ciples which guide thinking about the ownership of data
are less obvious. For example, embedded in the judgment
that we own any piece of data shared with an app are
intuitions about whether non-tangible data can be prop-
erty at all; what types of data are and are not owned; and
the nature of owners’ rights and responsibilities over their
data. Looking at intuitions about data ownership can tell
us about the psychology of ownership more generally,
including how people come to see wholly new-in-time
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types of resources as potential forms of property, espe-
cially non-physical ones.

Thinking about ownership entails two key components
(e.g., Nancekivell et al., 2019). First, it involves owner-
ship attributions or deciding who owns what, and the
second it involves considerations of ownership rights
or attributions of whose in charge of what. One theory
of ownership reasoning suggests that children’s thinking
about ownership is coherent, theory-like, and structured
(Nancekivell et al., 2019). This account predicts that
children’s thinking about the ownership of data should
develop coherently. Namely, it predicts that at the same
time point when children begin to attribute ownership
over data should also be the same time point when they
also attribute control or rights to the owner. In this way,
the study of when children come to view data as prop-
erty is informative for the coherence of ownership repre-
sentations. Indeed, if children do not possess a coherent
theory of ownership, they might show a more piecemeal
developmental pattern wherein they might attribute
ownership at an entirely different time point from control
or vice versa.

One reason why it is an open question as to how chil-
dren might reason about data ownership is because most
of the work on children’s ownership understanding has
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focused on how children reason about tangible physical
entities. However, there is relevant and important work
that has examined children’s thinking about non-physical
idea ownership and digital file ownership (Olson & Shaw,
2011; Shaw & Olson, 2015; Shaw et al., 2012). First, three
studies have examined how children think about ideas
(Olson & Shaw, 2011; Shaw & Olson, 2015; Shaw et al.,
2012). This literature suggests that at around 6-years-old
children can extend principles of physical ownership to
non-physical ideas (Shaw et al., 2012). For example, like
physical property, children view the first possessor of an
idea as the owner of it. This literature also shows that
unique factors like reputation govern thinking about idea
ownership (Shaw & Olson, 2015). For example, people’s
judgments of others’ actions are affected by whether the
non-owner using an idea has attributed credit or not to
the owner. Second, work on digital ownership shows
that by 9-years children reason similarly to adults when
reasoning about owners’ rights over digital files and
more negatively evaluate file theft (Lee & Gelman, 2022).
Together work on idea ownership and file ownership,
suggests that children’s ability to reason about non-tan-
gible property types likely emerges during middle child-
hood. It also suggests that there may be differences in
how physical property and non-physical property are
reasoned about.

Due to its focus on digital contexts, this study also
builds on what is known about children’s thinking about
digital rights which also changes during middle child-
hood. Five-year-olds know it is less acceptable to digitally
track someone else’s location than one’s own location
(Gelman et al,, 2018). At around this age, children also
view tracking of ingroup members as more acceptable
than the tracking of outgroup members (Gelman et al.,
2021). However, unlike adults, children view the track-
ing of others as generally acceptable (Gelman et al., 2018,
2021). Qualitative studies on digital safety and rights also
find that with age ownership is more likely to arise as a
theme in children’s conversations about their experiences
online (Agesilaou & Kyza, 2022; Dowthwaite et al., 2020;
Wang et al., 2023; Zhao et al,, 2019). In sum, during mid-
dle childhood children become better at reasoning about
the kinds of actions that violate people’s rights online,
and qualitative studies suggest ownership reasoning
could be related to this recognition.

As discussed, whether and when children view data
as a kind of property is not known. However, prior work
suggests that children reason in sophisticated ways
about other related issues: who knows information, and
whether it is acceptable to share different kinds of infor-
mation like secrets. By 4-years-old children recognize
that some types of information, namely generic facts, are
more widely known than others (Cimpian & Scott, 2012;

(2026) 11:15

Page 2 of 8

Diesendruck & Markson, 2011; Soley & Aldan, 2020). For
example, preschoolers appreciate that others are more
likely to know a generic fact like “hedgehogs eat hexa-
pods” than a specific fact like “last night, this hedgehog
ate a hexapod” (Cimpian & Scott, 2012). By 6-years-old,
children understand that only some types of information,
like information about a surprise birthday party, are likely
to be ‘secrets’ (Anagnostaki et al., 2010). At around this
same age, children think in sophisticated ways about the
morality of information sharing (Kim et al., 2014; Liber-
man, 2020; Liberman & Shaw, 2018; Loke et al., 2011).
For example, 4-year-olds think it is acceptable to share
positive, but not negative information about someone
else (Kim et al., 2014). Although related, this work does
not examine the role of ownership in children’s thinking.
For example, children might simply think sharing nega-
tive information is impermissible because it is interper-
sonally harmful.

Present studies

In two studies, we examined the development of own-
ership attributions (who owns what), and rights over
personal data (who should control the data). We asked
children to judge who owns pieces of personal data a user
willingly shared with an app (Study 1), and who should
be in charge or control the data after it has been shared
(Study 2). In both studies, we compare children’s thinking
about two kinds of data: personal and general informa-
tion. For example, children were told that Sally told the
game “She lives in a house on Kirk Street” (personal) and
“Houses have kitchens” (general). Notably, general infor-
mation is not about Sally and so should not be viewed
as owned (see prior work using general knowledge as a
control; Shaw et al., 2012). Children in both studies had
the option to select no-one as an option. Prior work has
established that 4-year-old children understand ‘no-one’
as an ownership status (e.g., as in “It belongs to no-one”;
see Nancekivell et al., 2014). If children do not view infor-
mation as a type of property, then they should select this
answer.

An OSF project (https://osf.io/vt2hw/?view_only=
1bd79ced2893478988ad3ealff9fa011) contains sample
stimuli, analytic code, data analysis files, and additional
figures.

Study 1
In Study 1, we examined children’s ownership attribu-
tions (who owns what).

Methods

Participants

The final sample included 90 children ages 5-years-old
to 10-years-old who were tested outdoors at children’s
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museums (41.3% female). The breakdown of the par-
ticipants’ parent-reported racial/ethnic identities was as
follows: 55% White, 28% Black, 8% Hispanic, 4% Asian,
and 1% Native American. One additional 6-year-old was
tested but excluded due to experimental error. The target
sample size was 108 children, but testing stopped early
due to COVID-19 limitations. Children were distributed
across the target age range as follows: eighteen 5-year-
olds, eighteen 6-year-olds, fifteen 7-year-olds, eighteen
8-year-olds, nine 9-year-olds, and twelve 10-year-olds.
The study received research ethics committee (e.g. Insti-
tutional review board) approval.

Materials and procedure

Children were told a story accompanied by pictures using
physical flipbooks outdoors. The story was about a girl
named Sally who was playing a game on her computer.
Sally shares some pieces of information (data) with the
game one by one. After each piece of information (see
Table 1) is shared with the game, the experimenter told
and then asked the child, “The game has that information
now. Who does it belong to: Sally, the game, or no-one?”.
If the child did not answer the question on the first try,
the question was repeated once. Children were permitted
to answer with any combination of responses (i.e., both
game and Sally). An online game was used as it provided
familiar context for children of different ages (see Han-
trais et al., 2020).

The study employed a within-subject block design
where children were asked about three pieces of personal
information and three pieces of general information. The
order of the information within each block was presented
in a fixed order (house, school, girl), but the presenta-
tion order of the information blocks (personal, general)
was counterbalanced across versions. Information was
designed to be as analogous as possible across conditions
(see Table 1).

Results

Scoring and power

The main variable of interest was changes in Sally
responses and so data were analyzed using a binomial
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regression where Sally=1 and other responses=0. The
dataset includes three NAs which were also scored as 0
(there were no such responses in Experiment 2). Figure 1
displays all responses by condition. This figure suggests
that including all response categories in our DV would
have resulted in poor model fit as some non-Sally catego-
ries were infrequent in some conditions. Post hoc sample
size analysis using pwr.f2.test suggests that a sample of 76
is adequate for a regression with three predictors (u=3)
and to detect a medium effect size (f2=0.15) with alpha
of 0.05 and power of 0.8. Although binary regressions
were conducted, linear models can provide a reasonable
estimate for other kinds of generalized models (Cohen,
1988).

Analytic plan

Regressions were built in R using Ime4 package (Bates
et al., 2015). We first ran an omnibus mixed binary
regression which included a predictor of condition
(personal, general), age (centered in months), and ran-
dom effects modeled as (1 + condition|id). Effect sizes
are reported as odds ratios (OR). Omnibus analyses
treated age continuously; however, simple effects analy-
ses and related visualizations unpacking age-effects

5-t0 7.49-years I I 7.5-10 10.99-years I

100%

75%

Responses

no-one

multiple
50% |
game
. sally
NA
. .
9% -

personal

Percentage

general personal

Condition
Fig. 1 Distribution of all children’s responses by age group
and condition

general

Table 1 Information used in each study is presented by study and condition. The exact wording told to children is provided

Study Personal Information General Information

Study 1&2 Sally told the game she lives in a house on Kirk Street Sally told the game houses have kitchens
house item Sally told the game she goes to Smithson School Sally told the game kids go to school

school item Sally told the game she is a girl Sally told the game some girls like rainbows
girl item

Study 2 only Sally told the game she has a full name, Sally Anne Smith  Sally told the game some people have

name item

a first, middle, and last name
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treated age categorically. Specifically, we used a median
split (median =7.5-years) to create two groups: an older
group (M =09-years; R=7.5 to 10.99 years; N=46) and
younger group (M=6.2-years; R=5.0 to 7.49-years;
N=44). For these simple effects analyses, separate
mixed binary regressions were run for each age group
with the predictor of condition (personal, general) and
random effects modeled as (1+ condition|id). For all
age calculations, if the month of birth was unknown,
or the same month as the month tested, age in months
was based on only the age in years (e.g., 6-years and 0
mos =72 months). This occurred 14 times total (Study
1 and 2). For both studies, a graph showing data by item
can be found in OSE.

Analyses

Children selected Sally more often as the owner of
the personal information than the general informa-
tion, b=—0.52, p<.001, OR=0.59. There was a main
effect of age, b=—0.04, p <.001, OR=0.96. These main
effects were qualified by an age-by-condition interac-
tion, »=—0.02, p=.033, OR=0.98. As shown in Fig. 2,
older children selected Sally more often as the owner
of the personal information than the general informa-
tion, b=—0.66, p=.012, OR=0.52, but younger chil-
dren selected Sally at similar rates across conditions,
b=—0.41, p=.098, OR=0.67.

Condition

. personal

general

Mean Proportion Sally Selections
1)
P

0.0

5-to 7.49-years 7.5-to 10.99-years

Age Group
Fig. 2 Distribution of children’s Study 1 Sally responses (as compared
to all other responses) by condition (personal, general), and age
group. Error bars represent standard error
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Study 2

Study 2 examined ownership rights attributions by ask-
ing children who (if anyone) should be “in charge of”
the information.

Methods

Participants

In total, 128 children ages 5-years to 12-years were
tested at various locations like science centers and farm-
ers markets (50.7% female). The breakdown of the most
frequent participants’ parent-reported racial/ethnic
identities was as follows: 53% White, 13% First Nations/
Métis, 5% Asian, and 5% multiple racial identities. 16%
did not report their racial identity. Less than 3% of par-
ticipants identified each of: Black, Muslim, Mennonite,
and Ukrainian. Six additional children were tested but
excluded for the following reasons: (3) parental inter-
ference, (1) language barriers, and (2) developmental
disability.

Materials and procedure

Children were told a story accompanied by pictures using
a Qualtrics survey on a tablet. The study flow was similar
to Study 1. In this study, during the introduction, chil-
dren were told that it was their job to decide “who should
be in charge of the information.” Although prior work
has established that children understand the term “in
charge” (e.g., Brey & Shutts, 2014; Dukler & Liberman,
2022), children were told as a precaution that: “being in
charge of information means picking who gets to use the
information and who gets to tell it to other people. So, if
you are in charge of information, you would get to decide
who gets told it and who uses it.” For this study, we used
Qualtrics to randomize the order of information types as
well as items within each block. To broaden test items,
this study also included an additional non-location based
item about names (see Table 1 for all items). At test, chil-
dren had the same response options (e.g., Sally, the game,
no-one).

Results

The same analytic strategy was used as Study 1, but
since this study had a larger age range, we created three
age groups for the follow-up analyses: 5- to 7-years-olds
(N=48), 8- to 9-year-olds (N=32), and 10- to 12-year-
olds (N=48).

Analyses

As shown in Fig. 3, children selected Sally more often
as ‘in charge’ of the personal information than the gen-
eral information, b=—0.63, p<.001, OR=0.53. Age did
not affect the rate of Sally selections, b=0.01, p=.12,
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Fig. 3 Distribution of children’s Study 2 responses by age group
and condition (personal, general)
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OR=1.01. As shown in Fig. 4, main effects were quali-
fied by an age-by-condition interaction, b=—0.02,
p<.001, OR=.98. The oldest children (10-years and
older) selected Sally more often as the owner of the per-
sonal information than the general information, b=-1.25,
p<.001, OR=0.29, as did the middle age group (8- to
9-years), b=-0.68, p=.003, OR=.51. However, younger
children (5- to 7-years) selected Sally at similar rates
across conditions, »=-0.10, p=.41, OR=.91.

General discussion

During middle childhood, children viewed users as more
likely to be the owner of their personal data than the gen-
eral information they share with apps and appreciated
that users should be more “in charge” of or have rights
over personal data than general information. Together,
we found a similar developmental trajectory wherein

Condition
- personal
general

5-to 7-years 8-years to 9-years 10-years +

Age Group

Fig. 4 Distribution of children’s Study 2 Sally responses (as compared to all other responses) by condition (personal, general) and age group. Error
bars represent standard error
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at the same age children view data as more likely to be
owned by the user they viewed her as more in charge of
it.

Notably, across studies children were never told the dif-
ferences between the two types of information. Instead,
older children inferred this distinction for themselves.
These findings suggest that as children age into mid-
dle childhood they come to appreciate that self-relevant
information or personal data is likely to be a type of
property with rights conferred therein. This supports
extended self-accounts of ownership reasoning (e.g.,
Belk, 1988; Locke, 1978 [1690]).

Prior work suggests that young children possess a the-
ory of ownership that should cross-cut property types
and contexts (Nancekivell et al., 2019). As such, the pre-
sent work contributes to what is known about ownership
by mapping how children reason about a new abstract
non-physical property type: personal data. The findings
have bearing on the coherence of ownership representa-
tions in childhood. Namely, the same time point when
children began to attribute ownership over data was also
the same time point where they attributed control to the
owner.

The findings in the present study build on prior work
showing that middle childhood is a sensitive time period
where children’s naive theories of physical ownership
extend to other types of non-tangible property types.
Specifically, prior shows that children extend their theory
of ownership to intellectual property or ideas (Olson &
Shaw, 2011; Shaw et al., 2012) and to digital files during
middle childhood (Lee & Gelman, 2022). The similari-
ties in developmental trajectory across studies suggest
that experience might be necessary to trigger children to
extend their theory of ownership to non-physical prop-
erty types. In the context of digital property types, we
suspect that with age children, as children’s social circles
grow, they might be encountering more contexts online
(and otherwise) where they have to make decisions about
who gets to know their personal information. We suspect
it is these experiences that lead them to realize that their
personal information is a self-relevant entity for which
they get to make decisions about. The same experience of
making decisions about other kinds of digital assets like
files, might also be necessary for children to reason effec-
tively about other similar kinds of online non-physical
property types (see Lee & Gelman, 2022). Supporting this
idea, middle childhood is a timepoint at which children
often use technology independently and time where they
are making decisions about their data (e.g., Livingstone
et al, 2019).

More work will be needed to fully understand the
present findings as there is nuance in the data that
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we will next address. First, so far, we have discussed
the pattern of young children’s judgments as suggest-
ing that they did not view personal data as property.
However, children judged that Sally owned her data at
high rates in Study 1. Although our interpretation is
the most conservative interpretation of their behavior,
it could be that these high judgments do reflect some
sort of deeper conceptual reasoning. A low-level inter-
pretation of their behavior is that it reflects some sort
of “Sally” response bias. But, one could instead inter-
pret these Study 1 judgments as suggesting that chil-
dren viewed Sally as both owning the personal data
and the general facts she shared with the app. Namely,
it could be that young children believe that users own
any information they share with apps regardless of the
content. This could be possible if children were using a
heuristic like the first possessor heuristic to guide their
judgments (e.g., Friedman & Neary, 2008). In our sto-
ries, Sally could be viewed as the first possessor of both
kinds of information. To test this possibility, younger
children’s judgments will need to be explored using an
entirely different study frame that isolates first posses-
sion and that perhaps examines their beliefs in a non-
transfer scenario.

Second, there was quite a bit of heterogeneity in chil-
dren’s responses even at the older ages. For example,
many older children viewed the game as owning the
personal information. As mentioned, the present study
relied on a transfer scenario to examine children’s judg-
ments. This scenario was chosen because it is ecologi-
cally valid (i.e., we often reason about data ownership
in the context of transfers), and because it was one of
the few scenarios that would provide us with multiple
reasonable competing response options. Namely, if the
data have not been transferred, then access is automati-
cally confounded with the ability to own it. Especially
in the context of Study 2, how can one be in charge
of an entity that it has no access to? Nonetheless, this
choice in scenario likely introduced the opportunity
for individual differences into the dataset. At a group
level, a greater amount of children with age, viewed the
personal data as more likely to be owned than general
information, supporting the general developmental
trends discussed. But, as mentioned children’s Sally
judgments were far from ceiling. Future work should
further investigate the heterogeneity in children’s judg-
ments and whether they represent deeper conceptual
differences in how children think about data owner-
ship. For example, it could be that these individual dif-
ferences represent heterogeneity in the degree to which
children think that data can be transferred at all, with
some viewing it as transferable and others not. This
might be the case if personal data is viewed by some
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children as inalienable (similar to parts of bodies), but
alienable by others (see work on alienability and owner-
ship; Rose-Ackerman, 1985). What predicts individual
differences in the view that data is inalienable, and its
links to ownership reasoning will be an interesting and
important area for future work.

Conclusion

In sum, we found that around 8-years children view
users as the owner of the personal data they share with
apps, and appreciate that users should be “in charge”
of or have rights over this personal data. This suggests
that by 8-years-old children have the cognition in place
to think about their data rights online. The develop-
mental trajectory discovered in this report opens the
door to explore many questions regarding the role of
data ownership in children’s reasoning more broadly,
including how children reason about the diverse moral
and conventional contexts where data is shared.
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