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Abstract

Background Health physical examinations play a crucial role in early detection of cancer and chronic disease.
However, privacy concerns limit the utilization of this kind of data for health interventions and research. Synthetic data
methods based on differential privacy are increasingly used to create complete datasets that protect privacy while
enabling data analysis and result interpretation. Hence, the use of synthetic algorithms based on differential privacy
for privacy protection of physical examination data is a promising research direction.

Methods Three synthetic algorithms, PrivBayes, PeGS, and DP-Gibbs were used to generate complete synthetic
datasets that adhere to differential privacy standards using physical examination data composed of categorical data,
which compared with the existing algorithm Private-PGM.

Results Compared with the existing algorithm, DP-Gibbs can provide privacy preserving capacity of 4.686 (¢=0.5),
while the existing algorithm only with 2.012. In addition, DP-Gibbs provides 0.620 of precision, 0.539 of F1-score, 0.342
of Kappa Coefficient, and 0.765 of AUC-score. The corresponding statistical results of existing algorithm are 0.520,
0.321,0.188 and 0.695.

Conclusions The main contributions of this study are the exploration of combination models incorporating different
noise forms and Bayesian synthetic algorithms, alongside a comparative analysis against existing algorithms. This
study explored the balance between privacy protection and data utility under different levels of privacy protection,
and DP-Gibbs offers more stable technical support for de-identifying physical examination data prior to sharing

and analysis, which realized the mining and application of a wider range of medical data under the requirements of
privacy protection. By leveraging this effective privacy protection technique, clinical researchers can extract valuable
insights on diseases and population health from the physical examination data without the risk of leaking private
information.
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Background

With the rapid development of society’s economy, there
has been an increase in public’ health literacy and aware-
ness of disease prevention. Consequently, health physical
examinations have become more prevalent, leading to a
great number of physical examination data. These exami-
nations are crucial for detecting early signs of chronic
diseases like cancer, coronary heart disease (CHD) in
seemingly healthy populations, and they provide essential
guidance on further health interventions [1, 2]. However,
the release of raw data by data collection organizations,
such as hospitals, containing individuals’ private and sen-
sitive information pose a risk of privacy breaches during
data mining. This situation can potentially lead to ethical
and legal concerns for researchers.

Privacy-preserving algorithms are essential for han-
dling data containing sensitive information. Techniques
like k-anonymity, which involve masking and generaliza-
tion, along with its derivatives /-diversity and T-close-
ness, are widely used for privacy protection [3-7]. These
techniques protect privacy by constraining the link
between quasi-identifiers and sensitive information.
Based on these anonymization models, some studies
have also proposed privacy protection ideas combined
with local suppression techniques and local generaliza-
tions to avoid privacy leakage of sensitive data with miss-
ing values [8]. Considering that generalization leads to
the reduction of data information, researchers have pro-
posed the concept of anatomy, dividing the data set into
a quasi-identifier table and a sensitive table to safeguard
privacy and data correlation [9, 10]. Aggregate query
frameworks constitute a valuable privacy protection idea
as well. Specifically, the query condition is determined
by quasi-identifier attributes, and the appropriate aggre-
gate function is used to query each query result from
the specific sensitive attribute. Datasets that meet these
limitations can be granted privacy protection. Some
researchers have proposed a privacy protection model
for rating datasets, so called as (#/, ..., ")-privacy. The
model provides datasets through the aggregate query
framework, which guarantees that all possible query
results have particular different sensitive values [11, 12].
Additionally, the concept of data shuffling is also used
for privacy protection. Such as based on aggregate query
frameworks, the values in each attribute of each partition
are shuffled [13, 14]. However, these privacy-preserving
algorithms rely on certain assumptions about the attack-
er’s background knowledge and the attack model, which
may not align with the real situation, leading to potential
privacy breaches. In 2006, Dwork et al. introduced differ-
ential privacy as a mathematical framework to quantify
the level of privacy protection. This model involves add-
ing specific noise to query results when performing oper-
ations like summing and counting on datasets containing
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sensitive information. Importantly, differential privacy
ensures that adding or removing any record from the
dataset will not significantly impact the query results,
thus avoiding the leakage of individual privacy informa-
tion [15, 16].

Differential privacy algorithms are extensively
employed within the context of data in cloud environ-
ment. For instance, prior to data sharing, k-anonym-
ity can be utilized for data partition, followed by the
injection of noise into sensitive data, thereby enabling
synthetic data for classification prediction [17]. Further-
more, differential privacy algorithms can be integrated
with classification models. By optimizing multi-layered
feed-forward deep neural networks on integrated data
that satisfies differential privacy, the classification perfor-
mance of the integrated data can be enhanced [18]. Con-
currently with the injection of noise into sensitive data,
noise can also be introduced into classification models,
such as Naive Bayes classifier. Consequently, employing
individual privacy constraints can yield more robust pri-
vacy protection and improved data utility [19].

These methods facilitate the safeguarding of data
within cloud services against potential privacy breaches.
For data sharing on local services, various privacy-pre-
serving algorithms based on differential privacy models
have been developed, including techniques like dimen-
sionality reduction using enhanced principal component
analysis, or random projection, as well as segmentation
of attributes values using spectral clustering [20-22].
These methods involve introducing noise to the modified
dataset to achieve differential privacy protection. How-
ever, the changed attributes add to the complexity in data
interpretation.

Instead of changing attributes and adding noise to
achieve privacy protection, there were also studies that
use the statistical transformation method such as weight
of evidence and information value to implement ini-
tial data perturbation to the original dataset. After the
completion of the first stage of data perturbation, a vari-
ety of privacy protection methods were applied to fur-
ther improve the ability of privacy protection, such as
privacy-chain based homomorphic encryption scheme,
differential privacy scheme using Laplace mechanism,
intuitionistic fuzzy Gaussian membership function and
three-dimensional shearing [23-26]. These studies used
multiple classifier models to evaluate the performance
of perturbed datasets, demonstrating that the mining
knowledge before the data transformation and after the
data transformation was nearly equal.

Differential privacy mainly perturbs real data by adding
noise, which can resist background knowledge attacks
and differential attacks implemented by attackers, and is
suitable for privacy protection in big data environment.
Unlike data transformation, synthetic models can also
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be used to generate new datasets instead of the release
of real data. A hybrid approach that integrates differen-
tial privacy with synthetic data models has been devel-
oped. For instance, a probabilistic graphical model to
understand the dependence between attributes in raw
dataset has been combined with differential privacy to
add specific noise to generate synthetic data that adheres
to differential privacy standards. The resulting synthetic
dataset retains the same attributes as the raw dataset,
which facilitates data analysis and result interpretation.
Recent discussions have focused on synthetic methods,
such as differential privacy-based Bayesian network, and
differential privacy-based Gibbs sampling [27-29].

For a set of attributes, a probabilistic graphical model
can present the relationship between attributes, and
Bayesian algorithms can reduce the computational dif-
ficulty and the dimensionality of the parameters. Zhang
et al. [27] used a Bayesian network based on differential
privacy to obtain a synthetic dataset, and they performed
the performance comparison of the proposed model
on four datasets. Specifically, they used greedy Bayes-
ian algorithm to construct a Bayesian network, and they
explored the choice of parameters for the Bayesian net-
work and the form of noise. After that, they used ances-
tral sampling to sample the Bayesian network, which
randomly selected a value of the ancestor and through
noisy conditional probability decided the descendant.
Yubin et al. [29] used Gibbs sampling based on differ-
ential privacy to obtain a synthetic dataset. Unlike in
differential privacy-based Bayesian network where the
marginal distributions incorporate random noise from
Laplace distribution, they used Dirichlet prior perturba-
tion to smooth out raw counts to satisfy differential pri-
vacy. Then, based on a seed, they used noisy conditional
probability to sample every variable in turn.

A Bayesian network describes the relationship between
a variable and its parent node through conditional prob-
ability distributions [30]. Markov Chain Monte Carlo
(MCMC) sampling methods are often applied to theo-
retically guarantee that the sampled dataset can fit the
full joint probability distribution, and Gibbs sampling
converts complex multi-parameter problems into simple
problems dealing with a single parameter at a time and
theoretically improve the power of sampling and control
computational burden [31, 32]. While two Bayesian syn-
thetic algorithms based on differential privacy can pro-
duce synthetic datasets that uphold privacy protection,
they may result in information loss, potentially leading
to suspicious information in the subsequent data analysis
process.

Balancing privacy protection with the utility of syn-
thetic data is a crucial consideration in real-world data
mining. From the literature review, the research gap can
be found. The model based on data anonymization and
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data anatomization can protect sensitive data to a certain
extent, but the generalization and suppression techniques
affected the utility of data [8—10]. Considering that the
complete dataset was more conducive to data analysis
and result interpretation in data mining, the application
of privacy protection model based on dimensionality
reduction was limited [20-22]. Different from the mul-
tiple perturbations of the original dataset, it is also a wor-
thy research direction to produce new synthetic dataset
with noise by using the correlation between attributes
[23-26]. An overview of the literature review is provided
in Additional file 2.

Based on the literature review and research gap found
in the studies, this study takes into account that the
performance of Bayesian synthetic algorithms based
on differential privacy is expected to vary based on
data characteristics and the level of privacy protection
required. Hence, comparing these synthetic algorithms
across various scenarios is a valuable area of research that
can offer insights for selecting appropriate methods in
real-world data applications.

In this study, we used physical examination data
obtained from a hospital health management center as a
case study. We applied two Bayesian synthetic algorithms
that combined different noise forms to generate synthetic
datasets. Specifically, for algorithm 1, we used Bayesian
network based on differential privacy (PrivBayes), with
random noise sourced from a Laplace distribution. For
algorithm 2, we added virtual samples as noise to each
variable category to get noisy conditional probabilities,
which were then sampled by Gibbs Sampler (PeGS).
Additionally, we used random noise from a Laplace dis-
tribution to get noisy conditional probabilities and sam-
pled by Gibbs Sampler for algorithm 3, referred to as
DP-Gibbs in this study.

The main contributions of this study are listed follow-
ing. First, we explored the combination model of differ-
ent noise forms and Bayesian synthetic algorithms, and
compared the existing algorithms to prove the effective-
ness of the Bayesian model based on differential privacy.
Second, we explored the balance between privacy pro-
tection and data utility under different levels of privacy
protection, and realized the mining and application of a
wider range of medical data under the requirements of
privacy protection.

The rest of the study is organized as follows: Sect. 2
explains the materials and methods used in our study.
Section 3 presents the results, encompassing the statisti-
cal similarity between synthetic datasets and the original
dataset, privacy preserving capacity, machine learning
performance, and a comparison of execution time. Sec-
tion 4 discusses our findings and future directions. Sec-
tion 5 provides a summary of this study.
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Methods

Data pre-processing

The dataset used in this study comprised the physical
examination data from Zhongda Hospital Affiliated to
Southeast University, located in Nanjing, China, for
the year 2021. The raw dataset initially contained vari-
ables with excessive missing values and duplicate per-
sonal records, which were removed. As the study was
to evaluate three algorithms, the easy-to-understand
and important indexes were filtered to be included
as variables in the preprocessed dataset, forming the
original dataset.

The original dataset consisted of 13,250 individual
records and 9 variables, including Age, Height, Weight,
Sex, Time, Career, BMI, BP, and HPL, with three continu-
ous variables Age, Height, and Weight. In this study, the
elbow method was utilized to determine the number of
clusters for the continuous variables, and an additional
file shows this in more detail [see Additional file 3].

After determining the number of clusters, the discreti-
zation of the continuous variables was then achieved by
using the Bisecting K-Means Algorithm. Nine variables
incorporated in the original dataset are shown in Table 1.

Differential privacy

The implementation of differential privacy allows for
the sharing of datasets containing sensitive information
while maintaining a specified level of privacy protection.
It is assumed that there exists a dataset D;, and a query
operation F (e.g., counting, summing) performed on this
dataset yielding result F(D;). When a record about indi-
vidual x is added to dataset D;, resulting in dataset D,.
The same query operation can be performed on D, to
obtain F(D,). If F(D,) and F(D,) are indistinguishable,
then no information about individual x is leaked.

Hence, differential privacy is formulated as follows:

[a)
%

in

Pi[M (D)) € O]
co (1)

Pr{M (D;) € O]

Where randomized function M yields the query results
after noise addition, O is the set of all possible query
results for the dataset, and ¢ is privacy budget, which
means the risk of privacy leakage. Function M is called
e-differentially private if Eq. (1) is satisfied. There are dif-
ferent methods to fulfill differential privacy, and the most
frequently used differential privacy mechanisms for con-
tinuous data and discrete data are Laplace mechanism
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Table 1 Nine variables in physical examination data in 2021
from Zhongda hospital affiliated to Southeast university
Variable Name Description Category Values

Age Age of the individual 54.3(4.2):0;
(years, mean (SD)) 284 (3.9):1;
72.8(6.9):2;
409(3.7):3
Height Height of the individual 1.81 (0.04): O;
(m, mean (SD)) 1.56 (0.04): 1;
1.65 (0.03): 2;
1.73(0.02):3
Weight Weight of the individual ~ 93.4 (9.0): 0;
(kg, mean (SD)) 63.5(34):1;
76.0 (4.1):2;
523(3.8):3
Sex Sex of the individual Male: 0;
Female: 1
Time Time of physical Jan-Mar: 0;
examination Apr-Jun: 1;
Jul-Sep: 2;
Oct-Dec: 3
Career Occupation of the Classified according to
individual Industrial classification for
national economic activi-
ties (GB/T 4754 —2017),
18 levels: 0-17
BMI Body mass index of the  Low weight: 0;
individual Normal weight: 1;
Overweight: 2;
Obesity: 3
BP The blood pressure level  Hypotension: 0;
of the individual Normal BP: 1;
|deal BP: 2;
Elevated BP: 3;
Stage 1 hypertension: 4;
Stage 2 hypertension: 5;
Stage 3 hypertension: 6
HPL The lipid level of the Normal lipid level: 0;
individual Hyperlipemia: 1
and exponential mechanism respectively [33-35].

Accordingly, the higher ¢, the higher the risk of privacy
leakage and the lower the level of protection of private
information.

The overall workflow of the proposed framework for
enhancing privacy protection of physical examination
data is summarized as follows:

I. Data collection and preprocessing Raw physi-
cal examination data are collected and preprocessed by
removing variables with excessive missing values and
duplicates. Continuous variables are discretized using the
Bisecting K-Means Algorithm.
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II. Selection of synthetic data generation method The
user selects one of the differential privacy-based Bayesian
synthetic algorithms (PrivBayes, PeGS, or DP-Gibbs).

III. Model construction and noise injection The cho-
sen algorithm analyzes the statistical relationships among
variables and constructs either a Bayesian network or
conditional probability distributions. Differential privacy
is achieved by injecting noise via mechanisms such as the
Laplace mechanism or virtual samples, depending on the
algorithm.

IV. Synthetic data generation The privacy-preserving
model is used to generate synthetic datasets that resem-
ble the statistical properties of the original data, but with
enhanced privacy protection.

V. Evaluation The synthetic data are evaluated for utility

(statistical similarity, machine learning performance) and
privacy (privacy preserving capacity).

hospital health management center
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Different differential privacy-based Bayesian synthetic
algorithms are described in following sections, and a
schematic illustration of this workflow is shown in Fig. 1.

Differential privacy-based bayesian network (PrivBayes)
Let the variables in the Bayesian network be X, X,,..., X,,
and a complex full joint distribution can be decomposed
into a product of conditional probability distributions for
each variable:

P(Xy, ., X) =[] P(Xilm (X)) @

Where X; is one of the set of variables, and n(X)) is the
set of parent_node variables of X,. By setting the number
of variables in n(X)), different Bayesian networks can be
generated using the greedy Bayesian algorithm.

This study developed a Bayesian network based on dif-
ferential privacy (PrivBayes), which involved a three steps
process. The algorithm is shown below.

Preprocessing

[ Original Data ]

[ Preprocessed Data J

Step 1
Data Collection and Preprocessing

EEE—

________________________ |
; . . | Step 2
! PrivBayes PeGS DP-Gibbs | Selection of Synthetic Data Generation
I Method
L e e e e e |

ittt ettt
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>

Data Utility ] [
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Fig. 1 Outline of the proposed work
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Algorithm 1 (PrivBayes)

Generate synthetic dataset for physical examination dataset:

Input: Physical examination dataset D of size n * d, m-the number of variables in

n(X7), privacy budget ¢

Output: Synthetic dataset D; of size n * d

Step 1
1 Initialize N =@, V =@

2 Randomly select a variable X7 from the set of variables. Add (X7, V') to N and X to

V
3Fori=2tod, it+t:
Initialize Q =@

For every variable Xi € X \V and n(X;) € V' (the maximum number of variables in

(X5 is m). Add (X, 1(X)) to Q

Set privacy budget ¢; and use exponential mechanism to select a (Xi, ©(X:)) from Q

Add (Xi, n(X7)) to Nand Xi to V
4 Get N (m-degree Bayesian network)
Step 2
5 Initialize P =@
6 For i =m+1to d, i++:

Construct the joint distribution Pr[X;, n(X:)] of X
Set privacy budget ¢2 and use Laplace mechanism to add noise to Pr[.Xi, 7(X)]
Extract Pr'[X;| n(Xi)] from Pr’[X;, n(X;)] and add Pr'[Xi| n(X:)] to P

7 For i =1 to m, i++:

Extract Pr'[X; | n(X;)] from Pr"[Xin+1, n(Xm+1)] and add Pr'[X; | n(X3)] to P
8 Get P (noisy conditional probability distributions)

Step 3
9 Initialize D; =@
10 For i =1 to n, i++:
Forj =1:
Use Pr[Xj] to select a value of X;
Forj=2to d, j++:
Use P to select a value of X;
Add i-th record to D;
11 Return D; (synthetic dataset)

The degree of the Bayesian network was first deter-
mined. The ratio of the average scale of the amount of
information to the average scale of noise should be large.
The average scale of the amount of information can be
denoted as 1/2™*!, and the average scale of noise can

be denoted as 2*(d-m)/(n*e,). Hence, to maintain a large
ratio, as privacy budget increases, the value of m should
become larger. In this study, we set m= {1, 2, 3, 4, 5},
when e= {0.5, 1, 3, 5, 10}. An example of a Bayesian net-
work is shown in Fig. 2.
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Fig. 2 An example of 2-degree Bayesian network

To satisfy differential privacy, we used exponential
mechanism to build a score function based on the mutual
information between X; and m(X;). A probability value
was obtained for each (X, m(X;)), by which we selected a
variable to be included in the Bayesian network. Mean-
while, we used Laplace mechanism, and the random
noise that satisfied the Laplace distribution was added
to the joint distribution of each variable in the Bayesian
network.

A Bayesian network satisfying the total privacy bud-
get parameter ¢, the sum of ¢; and ¢, was utilized for
sampling to obtain a synthetic dataset of the same size
as the original dataset. Let 8 be the allocation ratio of
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g, wheree; = X e,ea=(1—0)x e. With refer-
ence to [13], the value of 8 should be within the range of
[0.2,0.5], when S was 0.3, the utility of synthetic datasets
was better. In this study, 5=0.3 was set.

Differential privacy-based Gibbs sampling (PeGS)
Considering differential privacy and Gibbs sampling, for
a random seed s, a synthetic record x can be synthesized
by a probability, which is denoted as follows:

d
Prp o (z|s) = H . Proia (zilz1:im1)s S(i+1):a)  (3)

Where x,, and s, ;) ; are null values. For two datasets
D, and D,, differing by one record, (1) can be rewritten
as follows:

"Dy, (‘T ‘S)
TDs,c (I IS)

e > mk _ lnHZZIPTD"" (@il@1:(-1)) (i 41):a) (@)
P II i=1PT D2 ($i|ir»1:(z‘71)75(¢+1);d)

We used Dirichlet prior perturbation to smooth out raw

counts to satisfy differential privacy, which meant « vir-

tual samples were added to each category of each vari-

able. For i-th variable, we can get:

ni; +«

Prp, o (X =j|X_;) = m (5)

Where Ny_; is the count of records that have the same
conditional variable values. The C; is the category of val-
ues for variable X, and #;; is the count of the j-th category
within Ny_;. In this study, the relationship between a and
egisa=1/ (exp(e/d) - 1).

The algorithm of PeGS is outlined below.
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Algorithm 2 (PeGS)
Generate synthetic dataset for physical examination dataset:

Input: Physical examination dataset D of size n * d, m-the number of conditional
variables for X;, privacy budget ¢
Output: Synthetic dataset D of size n * d
Step 1
1 Initialize Q =@
2 Fori=l1tod, it++:
Initialize C(X;) =D
For Xi € X and every variable V€ X \Xi (j € [1, d-1]), calculate the mutual
information of X; and V;
Select m variables with the maximum mutual information from V, and add to C(X;)
Use feature hashing [36] to disintegrate the joint distribution of (X:, C(X7)) to form
statistical blocks, and add to Q
3 Get Q (some statistical blocks and each statistical block has the same values with
&, X))
Step 2
4 Initialize P =@
5Fori=1tod, it++:
Sum the count of records in some statistical blocks, and construct the joint
distribution Pr[.X;, C(X7)] of X
Set privacy budget ¢ and a = 1/ (exp(¢/d) - 1)
Add o to Pr[X;| C(X;)] and add Pr'[Xi| C(Xi)] to P
6 Get P (noisy conditional probability distributions)
Step 3
7 Initialize D2 =@
8 Fori=1 to n, i++:
For i-th seed s € D
Forj=1tod, j++:
Xj < P (Xj| x1:-1), SG+1): d)
null values x7.0 and s@+1):
Add i-th record x to D>
9 Return D: (synthetic dataset)

Differential privacy-based Gibbs sampling (DP-Gibbs) distributions, and then used Gibbs sampling to generate
For DP-Gibbs, we used Laplace distribution to gener-  synthetic dataset. As algorithm 3, DP-Gibbs modifies the
ate random noise to perturb real conditional probability  step 2 in Algorithm 2 appropriately.
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Algorithm 3 (DP-Gibbs)

Generate synthetic dataset for physical examination dataset:
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Input: Physical examination dataset D of size n * d, m-the number of conditional

variables for X;, privacy budget ¢

Output: Synthetic dataset D3 of size n * d

Step 1 - Get Q

Step 2

4 Initialize P =@
5Fori=1tod, it++:

Sum the count of records in some statistical blocks, and construct the joint

distribution Pr[X:, C(X3)] of Xi

Set privacy budget ¢ and use Laplace mechanism to add noise to Pr[Xi, C(Xi)]
Extract Pr'[X; | C(X;)] from Pr'[.X;, C(X;)] and add Pr'[X;| C(X))] to P
6 Get P (noisy conditional probability distributions)

Step 3 - Return D3

In three steps, the synthetic datasets result by three
algorithms (PrivBayes, PeGS, or DP-Gibbs) have been
done, and Table 2 presents the values of some variables
when ¢ was 0.5.

Assume that the quasi-identifier of this record is known
to the attacker (e.g., male in career category 4). When the
record is incorporated into the database, it forms a new
raw dataset, and is published by synthetic algorithms.
This record will be converted into a new instance (such
as a male in career category 17), and the attacker will not
be able to obtain the corresponding sensitive information
from the existing background knowledge.

Simulation study setting

The implementation of PeGS and DP-Gibbs relied on
the construction of conditional probability distributions.
The number of conditional variables for X; was set to 3,
and the variables that realize the joint distribution after
dimensionality reduction were 4 out of 9.

Five levels of privacy budget were established, with e=
{0.5, 1, 3, 5, 10}. The original dataset was employed to
generate a synthetic dataset with the same number of
records as the original dataset using PrivBayes, PeGS, or
DP-Gibbs. To address uncertainty, each algorithm was

Table 2 Synthetic data generated by differential privacy-based
bayesian algorithms

Operation Age Sex Career BP HPL
Real Values 1 0 4 1 0
PrivBayes 0 0 6 2 0
PeGS 1 0 10 1 1
DP-Gibbs 3 0 17 2 0

subjected to repeated experiments, with 100 repetitions
determined based on a pilot study. The average results
were then reported.

All data processing and data analysis were conducted
using R 4.2.2 software.

Results

Evaluation metrics

This section highlights the results of proposed algorithms
by conducting tests using physical examination data. The
performance of the three synthetic algorithms was evalu-
ated through comparisons of statistical similarity, privacy
preserving capacity, machine learning performance, and
execution time. And the result was also compared with
the existing algorithm Private-PGM [37].

Kullback Leibler (KL) divergence [38] can be utilized to
calculate the similarity between the distribution of two
variables. From the perspective of information loss, if two
distributions are more similar, then KL divergence will
be smaller. And KL divergence is always non-negative. In
this study, the marginal probability mass function of each
variable in the synthetic dataset and the original dataset
was calculated independently, and then the KL diver-
gence was calculated. The statistical similarity between
two datasets was measured by summing the KL diver-
gence of each pair of variables and normalizing it by 1/
(1+KL divergence).

Privacy Preserving Capacity (PPC) plays an important
role in data security. In this study, the ability of several
algorithms to protect sensitive data under different pri-
vacy levels was measured by calculating the variance
measure of the original dataset and the synthetic dataset.
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And higher PPC means better privacy benefits for the
synthetic algorithm.

In terms of machine learning performance, we used
Random Forest, Decision Tree, and XGBoost for analy-
sis. These classifiers [39] used the remaining 8 variables
to predict target variables specified, hypertension. Each
classifier used 70% of the dataset for training and 30%
for testing. We used precision, recall, F1-score, misclas-
sification rate, kappa-coefficient and AUC-score (Area
Under the ROC Curve) to illustrate the machine learning
performance of synthetic datasets as well as the original
dataset.

Statistical similarity
The KL divergence score of different synthetic datasets
generated and the original dataset are shown in Table 3.
The KL divergence score closer to 1 indicates a higher
similarity between two datasets. Given the privacy
budget, it can be found that synthetic datasets gener-
ated by PeGS and DP-Gibbs exhibited greater similar-
ity to the original dataset compared to those generated
by PrivBayes. Compared with Private-PGM, the KL
divergence score of PeGS and DP-Gibbs show a similar
upward trend as the level of privacy protection decreases.
When ¢ was set to 0.5, 1, 3, 5, 10, DP-Gibbs exhibited
progressively increasing KL divergence score of 0.637,
0.799, 0.950, 0.973, 0.987. When the privacy budget
increased, the statistical similarity of these algorithms
also improved. However, PrivBayes has a lower KL diver-
gence score, with fluctuations lacking a clear pattern. In
the context of our physical examination data, PeGS and
DP-Gibbs were able to preserve more information com-
pared to PrivBayes.

Privacy preserving capacity
This study used Privacy Preserving Capacity to measure
how well the proposed algorithms protect data privacy
compared to the state-of-art algorithm. Higher PPC
means that the algorithm achieves better privacy pro-
tection. Taking the blood pressure variable in physical
examination data as an example, Table 4 shows the PPC
of four algorithms.

From Table 4, it can be found that when the privacy
budget is small, both PeGS and DP-Gibbs have higher
PPC, 4.354 and 4.686 respectively, indicating that the

Table 3 Results of measuring statistical similarity between
original and synthetic datasets (KL divergence score)

Algorithms Privacy Budget €

0.5 1 3 5 10
PrivBayes 0.386 0412 0412 0.388 0.352
PeGS 0.669 0.807 0.950 0.977 0.990
DP-Gibbs 0.637 0.799 0.950 0973 0.987
Private-PGM 0.691 0.798 1.000 1.000 1.000
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Table 4 PPC comparison for four synthetic datasets

Algorithms Privacy Budget €

0.5 1 3 5 10
PrivBayes 2.063 2277 2.582 3.596 4512
PeGS 4.354 3.636 2675 2.365 2.158
DP-Gibbs 4.686 3.859 2644 2416 2.215
Private-PGM 2012 2.001 2.001 2.000 2.000

Gibbs sampling-based synthetic algorithm is superior to
the Bayesian network-based algorithm in privacy protec-
tion. Compared with the existing algorithm, which has
a stable PPC when the privacy budget changes, PeGS
and DP-Gibbs have better PPC within a given range of
privacy levels, indicating that PeGS and DP-Gibbs are
indeed better than Private-PGM in privacy protection.

Machine learning performance

The quality of a synthetic dataset can be gauged by how
closely its machine learning performance aligns with that
of the real dataset.

Precision is a measure of how accurate the positive pre-
dictions of a model are, and Recall measures the ability
of a model to capture all instances of the positive class.
F-Measure provides a single score that balances both the
concerns of precision and recall in one number. Table 5
presents the Precision, Recall, and F1-score of synthetic
datasets (under various privacy budgets) and real dataset
using different classifiers.

Misclassification rate is calculated as the number of
total incorrect predictions divided by the total number
of predictions. Kappa Coefficient is an indicator used for
consistency test and can be used to measure the effect of
classification. Table 6 presents the Misclassification Rate
and Kappa Coefficient of synthetic datasets (under vari-
ous privacy budgets) and real dataset.

Considering the Precision, Recall and F1-score com-
prehensively, the results in the Table 5 show that the
machine learning performance of the real dataset is bet-
ter when the model is trained by Random Forest (Pre-
cision=0.571, Recall=0.346, FIl-score=0.431). When
applying Random Forest for classification prediction of
synthetic datasets, under different privacy budgets, DP-
Gibbs has more consistent Precision and F1-score with
real dataset. When & was 10, DP-Gibbs had a Precision
of 0.540 and F1-score was 0.428, which was better than
other algorithms. With the increase of privacy budgets,
the Recall of DP-Gibbs gradually approaches the perfor-
mance of real dataset.

From Table 6, it can be found that when applying mul-
tiple Classifier Models, the Misclassification Rate and
Kappa Coefficient of DP-Gibbs gradually approach the
level of real dataset with the increase of privacy budget,
and the consistency of its Kappa Coefficient with the
real value is better than other algorithms, showing good
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Fig. 3 Results of AUC-score by training Random Forest on original and synthetic datasets

data availability. Applying XGBoost to the real dataset
obtained a Kappa Coefficient of 0.287. When ¢ was set to
0.5, 1, 3, 5, 10, DP-Gibbs exhibited progressively similar
Kappa Coeflicient of 0.341, 0.334, 0.313, 0.307, 0.291.

The AUC-score considers both False Positive Rate and
True Positive Rate, which can measure the performance
of Classifier Models. Visualize the results of AUC-score
as shown in Fig. 3. and Fig. 4.

From two figures, it can be seen that DP-Gibbs shows
unique advantages in both Random Forest and XGBoost,
and its AUC-scores are close to the true values. The true

value of AUC-score via Random Forest was 0.738, and
DP-Gibbs presented the AUC-scores of 0.729, 0.729,
0.723, 0.731, 0.723, with € was set to 0.5, 1, 3, 5, 10. The
true value via XGBoost was 0.777, and DP-Gibbs pre-
sented the AUC-scores of 0.765, 0.762, 0.764, 0.776,
0.768.

Obviously, the change trend of machine learning per-
formance of DP-Gibbs is related with the change of its
Privacy Preserving Capacity. With the improvement of
data utility of synthetic algorithm, the degree of privacy
protection gradually decreases. Under the requirement

XGBoost

0.8

0.6

0.4

AUC score

0.2

m PrivBayes ®PeGS m DP-Gibbs ® Private-PGM m No Privacy

0.5 1 3

5 10 o

Privacy Budget ¢

Fig. 4 Results of AUC-score by training XGBoost on original and synthetic datasets
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Fig. 5 The execution time of four algorithms for generating synthetic datasets

of privacy budgets, DP-Gibbs exhibits similar statistical
outcomes to the original dataset, which satisfies a certain
Privacy Preserving Capacity.

Execution time comparison

The simulations were run on laptop with 8 CPU cores
and 16 GB RAM. The realization of three algorithms
was done by R 4.2.2 software. The time taken by each
algorithm to generate synthetic datasets under a given
privacy budget was recorded individually. Figure 5. pres-
ents the comparison of execution time among these
algorithms.

For time complexity, the core computational cost of
PrivBayes arises from constructing the Bayesian network
via the greedy algorithm and performing ancestral sam-
pling. The network construction has complexity of O(d x
m x n), where d is the number of variables, m the maxi-
mum parents per node, and # the number of records.
Sampling is linear in # and d. Both PeGS and DP-Gibbs
require the computation of conditional distributions
using mutual information and block counting, followed
by Gibbs sampling. The time complexity of conditional
distribution construction is O(d x m x n). Gibbs sam-
pling requires O(n x d x s) time, where s is the number
of sampling iterations/seeds. The Private-PGM involves
fitting graphical models to the data, with computational
cost depending on the model order and dataset size, typi-
cally O(n x d¥), where k is the model’s tree-width or max-
imum degree.

For space complexity, all methods require storing the
dataset (O(n x d)) and the computed model param-
eters (e.g., conditional probabilities, sufficient statis-
tics), which may additionally require O(d x M), where
M is the maximum number of possible joint configu-
rations for parents of a variable. DP-Gibbs and PeGS

use block-based data structures for fast sampling,
resulting in higher memory consumption compared to
PrivBayes, in practice.

As shown in Fig. 5, DP-Gibbs and PeGS have higher
execution times compared to PrivBayes. Private-PGM
also demonstrates increased computation time for large
datasets. Regarding space usage, DP-Gibbs and PeGS
require more memory due to the storage of noisy condi-
tional probabilities for all blocks, especially as the num-
ber of variables and their cardinality increase.

Discussion

Taking physical examination data as an example, this
study evaluated synthetic datasets generated by three
Bayesian synthetic algorithms based on differential pri-
vacy, and compared them with existing algorithms under
specified privacy risk to further demonstrate the effec-
tiveness of the proposed algorithm. Through statisti-
cal similarity, Privacy Preserving Capacity, and machine
learning performance comparisons of synthetic datasets,
this study found that the PPC of DP-Gibbs decreased
with the increase of privacy budget, while the machine
learning performance was closer to the performance of
the real dataset. Under a given privacy budget, DP-Gibbs
can achieve higher level of privacy protection and excel-
lent machine learning performance compared with exist-
ing algorithms.

The DP-Gibbs may provide useful address on the
trade-off between privacy protection and data utility.
The superior performance of the DP-Gibbs framework in
balancing privacy protection and data utility arises from
several key methodological features: initially, differential
privacy quantifies the level of privacy leakage, facilitating
data sharing under specified privacy protection require-
ments. Secondly, in DP-Gibbs, we selected conditional
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variables based on mutual information between vari-
ables, which improves data utility. In contrast to
PrivBayes and Private-PGM, DP-Gibbs uses Gibbs sam-
pler for iteratively sampling each variable, circumventing
challenges like model selection and parameter estimation
inherent in parametric modeling. Unlike the approach of
adding noise through virtual samples, as employed by the
PeGS, the Laplace mechanism enriches the data through
the introduction of noise. The DP-Gibbs framework’s
methodological innovations, especially the integration of
Gibbs sampling with direct and tunable noise injection,
enable it to surpass prior state-of-the-art approaches in
achieving both strong privacy protection and high utility
in synthetic data generation.

The main contributions of this study are listed follow-
ing. First, we explored the combination model of differ-
ent noise forms and Bayesian synthetic algorithms, and
compared the existing algorithms to prove the effective-
ness of the Bayesian model based on differential privacy.
Compared with changing attributes or data anonymiza-
tion to achieve privacy protection, the idea based on
synthetic algorithm can provide a more suitable dataset
and realize the easy interpretation of statistical results.
Differential privacy is based on strict mathematical defi-
nition to quantify the level of privacy protection, which
is effectively applicable to big data application scenarios
with strict privacy protection requirements. Second,
we explored the balance between privacy protection
and data utility under different levels of privacy protec-
tion. Privacy budgets take into account the sensitivity
and noise of the data. In this study, five levels of privacy
budget were set to evaluate the trade-offs of privacy pro-
tection and data utility under different Settings through
Privacy Preserving Capacity and machine learning per-
formance. As a proposed algorithm, DP-Gibbs gener-
ates synthetic datasets under different privacy standards,
and the correlation between its privacy protection and
data utility can be found. That is, a high privacy budget
will cause a decrease in the level of Privacy Preserving
Capacity, but improve the availability of data. Therefore,
compared with the existing algorithm; by obtaining prior
information and setting an appropriate privacy budget,
DP-Gibbs can achieve the optimal collection of data
information under a higher degree of privacy protection.
Third, this study realized the mining and application of
a wider range of medical data under the requirements
of privacy protection. We focused on physical examina-
tion data. Compared with clinical data or outpatient data,
physical examination data contains more useful informa-
tion that has not yet been discovered and may be help-
ful for health management and disease prevention. This
study provides an implementable privacy-preserving
algorithm DP-Gibbs, which can generate synthetic data-
sets under specified privacy protection requirements for
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data mining of physical examination data rich in health
information. This algorithm might assist healthcare pro-
fessionals in accurate diagnoses and tailored guidance for
the daily health management of specific populations.

It is worth further stating that, with the increase of
physical examination data, health care managers have a
more novel way to understand the health status of the
vast majority of people, and possible undetected disease
patterns. Our study concentrates on the health informa-
tion of seemingly healthy individuals to achieve a com-
prehensive and professional assessment of the overall
population’s health status. However, physical examina-
tion data has the characteristics of large amount of data,
various indicators, relatively few available indicators, and
complete data also contains a lot of sensitive informa-
tion. When the physical examination data is improperly
used, it will cause the problem of meaningless statistical
results and privacy disclosure. How to deal with physical
examination data effectively to avoid privacy disclosure
and contribute to health analysis is a research direction
worthy of researchers’ attention.

In order to make full use of physical examination data,
one way is to achieve privacy protection through the
release of noisy synthetic datasets by hospital health
management center. There are also some challenges in
generating synthetic datasets. Constructing an exact joint
probability distribution can lead to divulging detailed
original data and increase computation load. Conversely,
converting the joint distribution into a product of univar-
iate marginal distributions reduces the utility of synthetic
data and overlooks crucial information from the original
data’s joint distribution. The determination of the num-
ber of conditional variables for each variable requires
balancing computational complexity and appropriate
conditional assumptions. Therefore, exploring adjust-
ments to the number of conditional variables (denoted
as “m”) is essential for evaluating the future availability of
the synthetic dataset generated by DP-Gibbs.

In addition to the construction of the model, the qual-
ity of the original dataset itself also affects the generation
of the synthetic dataset. When some important indica-
tors of physical examination data have very few posi-
tive values, imbalanced datasets will reduce the analysis
of this indicator when constructing synthetic datasets,
resulting in the loss of important information contained
in physical examination data. Utilizing resampling-based
data-augment techniques, such as Oversampling and
Undersampling, may be a suitable solution. In addition
to the impact of imbalanced datasets on the generation
of synthetic datasets, when unrelated indicators are used
as condition variables for data sampling, the informa-
tion between indicators will be exaggerated, resulting in
poor model performance. Therefore, it is worth paying
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attention to the proper processing of physical examina-
tion data and its synthesis and publication.

There are some limitations in this study. The proposed
DP-Gibbs synthetic data generation framework is cur-
rently optimized for tabular categorical data with mod-
erate dimensionality. As the number of variables and
parent set size increases, both computational and mem-
ory costs (for conditional probability table estimation and
Gibbs sampling) rise substantially. While discretization
enables the inclusion of continuous data, direct modeling
of high-cardinality or mixed-type data may require either
dimensionality reduction, hierarchical modeling, or
hybrid Bayesian structures. Ultimately, model scalability
and accuracy depend on careful design choices regarding
network complexity, privacy budget allocation, and the
adoption of emerging scalable methods. Future research
will address extensions to support large-scale and more
structured healthcare datasets (e.g., by integrating varia-
tional Bayesian approaches, parallelism, or advanced DP
techniques) to further enhance modeling fidelity while
preserving rigorous privacy guarantees.

Additionally, in this study, all continuous variables are
discretized prior to modeling to enable the use of cate-
gorical Bayesian networks and to simplify the application
of differential privacy mechanisms. While discretization
is a common strategy, it unavoidably leads to informa-
tion loss - particularly when the original variables exhibit
subtle patterns, outliers, or non-uniform distributions
relevant for downstream analysis. Recent advances in
the field offer alternative methods for handling continu-
ous variables under differential privacy with reduced
information loss. For example, approaches based on DP-
variational autoencoders (DP-VAE) or DP-generative
adversarial networks (DP-GAN) can natively support
both discrete and continuous features and often produce
higher utility synthetic data [40, 41]. Integrating these
state-of-the-art approaches into our framework repre-
sents a promising direction to reduce information loss
while retaining differential privacy guarantees. In par-
ticular, developing differentially private hybrid Bayes-
ian networks or leveraging DP deep generative models
could allow direct, high-utility modeling of mixed-type
healthcare data. We plan to investigate these extensions
in future research.

Dimensionality reduction (such as principal compo-
nent analysis, random projection, and feature selection
[20-22]), when carefully applied under differential pri-
vacy, can enhance privacy while maintaining critical data
structures—but also risks removing important variables,
impacting utility. Future work will explore the integra-
tion of advanced and differentially private dimensional-
ity reduction methods (e.g., DP-PCA, DP-autoencoders,
DP-feature selection [42, 43]), to optimize privacy-utility
trade-offs in synthetic healthcare data applications.
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Finally, addition of formal statistical tests to quan-
tify significance among algorithmic trade-offs is
beyond the current scope but represents an impor-
tant avenue for future work. Our present comparative
analysis is grounded in repeated empirical trials and visu-
alized trends, providing practical insights for real-world
deployment.

Conclusion

As aresult of increased health awareness, more and more
physical examination data are generated, which con-
tain useful information that has not yet been unearthed.
There are a lot of indicators and sensitive information
in physical examination data, which makes it difficult to
make full use of it, resulting in the loss of health knowl-
edge. In this study, a Bayesian synthetic algorithm based
on differential privacy, DP-Gibbs, is proposed. The data
manager first models the original dataset, constructs the
available probability distributions, injects noise into the
distributions through differential privacy, and then gen-
erates the synthetic dataset with the noised conditional
probability distributions. Compared with the existing
algorithms, DP-Gibbs proposed in this study has certain
advantages and can achieve privacy protection, that is, it
can meet a certain privacy preserving capacity and main-
tain high data utility at the same time, which is condu-
cive to the interpretation of statistical results of datasets.
Hence, DP-Gibbs can aid clinical researchers in conduct-
ing more in-depth data mining on physical examination
data, thereby assessing medical research insights on dis-
eases and the health status of a broader populations.

In future work, DP-Gibbs can be applied to more com-
plicated physical examination data including both con-
tinuous variables and categorical variables, to capture
more information through high-dimensional network
structure, and at the same time to explore solution to
high computing burden caused by the complicated net-
work, like variational inference technique.
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PrivBayes  Differential privacy-based Bayesian network

PeGS Differential privacy-based Gibbs sampling (virtual samples)
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AUC Area under the curve

ROC Receiver operating characteristic curve
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