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Abstract

Cloud computing technology has been emerging and spreading at a great pace
due to its service oriented architecture, elasticity, cost-effectiveness, etc. Many or-
ganizations are using Infrastructure-as-a-Service (IaaS) public Clouds for data mi-
gration away from traditional IT Infrastructure but there are a few fields such as
finance, hospitals, military and others that are reluctant to use public Clouds due
to perceived security vulnerability. Enterprises in such fields feel more vulnerable to
security breaches and feel secure using in-house I'T infrastructure. The introduction
of private Clouds is a solution for these businesses.

Private Clouds have been substituted for the traditional IT Infrastructure due
to its flexible “pay-as-you-go” model within an organization by departments and
enhanced privacy relative to public Clouds in the form of administration control and
supervision.

Goal of my thesis is to build and evaluate a private Cloud that can provide virtual
machines (VMs) as a service and applications as a service. To achieve this goal, in
my thesis, I have built and evaluated a service oriented IaaS model of private Cloud.

I have used off-the-shelf servers and open-source software for this purpose. I have
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Abstract 1l

proposed a new replication strategy using an Openstack component called Cinder.
My experiments show that efficient VM failure recovery on the basis of “preparation
delay” time can be achieved using my strategy. I have studied a real-world application
of option pricing from the finance market and have used that application for the
purpose of testing my private Cloud for compute workload and accuracy of the pricing
results. Later, I have compared performance between Cloud VMs and standalone
servers. The performance of Cloud VM is found to be better to standalone servers as
long as the number of virtual CPUs (vCPUs) are limited to single node.

Stratus clouds are groups of small clouds that collectively give a spectacular sight
in the sky. The private Cloud I have built uses multiple small modules to achieve
the stated goal and hence I named my private Cloud “Stratus”. This Stratus private

Cloud is now ready for deploying applications, and for providing VMs on-demand.
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Glossary

Cloud computing: Practice to store, access and compute information from
anywhere on physical server, storage and network.

Hypervisor: Software to run virtual machines.

Public Cloud: Service oriented architecture where the Cloud provider provides
resources in the form of services to customers.

Private Cloud: On-premise Cloud solution where virtual machines are hosted
in an organization’s infrastructure for privacy and security concerns.

Virtual machine (VM): Virtual machines (VMs) are the virtual desktop or
server created on physical resources using hypervisor.

Virtualisation: It is a process of creating a virtual (not real) resources for system
components like server, storage, network, etc.,.

VM consolidation: Optimal resource utilization to create maximum number of
virtual machines in a physical system.

VM migration: Moving a VM from one physical (real) machine to another.



Chapter 1

Introduction

With the exponential growth of Information Technology (IT) Infrastructure and
increasing scalability cost of IT from the small scale to high end enterprise sectors,
a technical strategy to effectively reduce the cost associated with IT infrastructure
has become essential. As IT expanded from mainframe computing to Grid and now
Cloud computing, this resulted in benefits such as easy operability, less migration cost
and downtime, use of resources effectively and supervision tools for I'T organizations.
Expansion often started with distributed computing as business tends to expand from
one location to multiple locations across the globe, with a requirement to enhance the
client-server model to incorporate distributed data from multiple locations. With the
implementation of server based data-centers, many major issues such as data man-
agement, data consistency, storage medium, security and accessibility have eventually

become main points of concern.
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1.1 Cloud Architecture

As rapid data growth raised concerns in late 90’s for enterprise environments, stor-
age moved outside the servers (such as EMC, HP, Hitachi etc. storage appliances)
to individual hardware units in the form of storage appliances that provided a sig-
nificant solution for large scale data management [27]. Hypervisors were also created
and used to make a virtualization layer on top of the operating systems. Integration
of virtual machines (VMs) in the virtualization layer to the operating system envi-
ronment added a robust and effective means to share the CPU load and processing
time between VMs [13]. It was at this time that Cloud computing emerged.

Cloud computing is a paradigm shift in how information is stored and shared on a
distributed platform in the form of VMs to provide services to customers on-demand.
Due to its service oriented architecture, it has been defined as a “pay-as-you-go”
model where customers use resources when required and pay for the used resources.
A very general view of Cloud computing has been given by Buyya et al. [9]:

“I don’t care where my servers are, who manages them, where my documents are
stored, or where my applications are hosted - I just want servers always available and
to be able to access them from any devices connected through the Internet; and I am
willing to pay for this service for as long as I need it.”

The ongoing success of Amazon, Microsoft and other public Cloud service providers
induced leading technology companies like Oracle, HP, IBM, Adobe etc., to introduce
their own Cloud computing platforms. By introducing their Cloud services tools, they
were able to expand their service areas and business. However, when it comes to fi-

nancial, health and defense services, public Clouds have several weaknesses, including
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security and privacy issues, and this is where private Clouds become attractive.

Private Clouds have shown to be able to provide effective solutions for security
and privacy issues of business and hence many other organizations have jumped into
using private Cloud systems [41]. A private Cloud is more secure as the organization
builds their own infrastructure and uses their own data storage servers. Private Cloud
owners may also outsource their requirements like applications to a third party but
underlying resources such as servers, storage and network remain non-shared.

In public Clouds, the Cloud provider controls the IT infrastructure of an orga-
nization and they ultimately have access to all data that is hosted or stored on the
running virtual machines. Even though service level agreements (SLA) are in place to
define the terms and conditions for data storage and access management, this central
control of data by the Cloud provider and privacy concerns are too much risk for
certain organizations. For example, government and military agencies do not con-
sider public Cloud for their operations such as computing or storing their sensitive
data [35]]40]. A security breach at a Cloud data centre for such organizations can
expose sensitive information to the outside world, which might bring a greater loss
for a government and its citizens. To better understand these challenges, I have built

a private Cloud.

1.2 Service Models in Clouds

Cloud computing is an evolving profit driven technology for IT Infrastructure
business. It has provided financial freedom to clients by introducing a popular pay-

as-you-go model. Integration of security features by Cloud providers has given an
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additional edge to this technology. However, optimization of Cloud computing tech-
nology to provide an effective and cost beneficial solution in all application areas is
still in progress.

Infrastructure as a Service (IaaS) is one of the service models of Cloud computing,
that enables an organization to distribute its workload by outsourcing major data-
center operations such as networking, storage, servers and analytical tools. Cloud
providers are responsible for the hardware used to run operations and maintain them.
Software as a Service (SaaS) is another service model, where applications are hosted
by Cloud providers and made available to customers over a secured communication
channel. SaaS provides an effective way of supporting on-demand software solutions
for the end user. In the Platform as a Service (PaaS) model, customers can easily use
the platform without implementing the infrastructure to run the applications. These
models are available in public and private Clouds but security remains major point
of concern for the organizations.

Security is one of the most important aspect of Cloud E] In private Cloud, virtual
machines are hosted and managed in a company’s infrastructure. This flexibility
gives easy access and secure medium for data storage. Moreover, on-premise solution
holds some advantages over Cloud infrastructure like more secure, easy operations on
hardware and full control on infrastructure. These advantages of on-premise solution
can be used in private Cloud with service flexibility of Cloud as well. As an added
advantage private Cloud can be integrated with public Cloud, which is called as
Hybrid Cloud. In case of Hybrid Cloud, third party VMs (public Cloud) can be

added to private Cloud within premise of enterprise, this add to available resources

TEEE Computing edge, special issue on Cloud Computing, page (34-40), September 2015
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in case of more resources are required.

1.3 Problem Description

Implementing a private Cloud is a complex and cumbersome process for system
analyst and administrators. Association of various components to make it service
oriented architecture adds complexity in design. The Primary objective of my work
is to implement a private Cloud and understand the implementation process. Af-
ter implementation, my objective is to test the performance with respect to various
parameters such as response time, replication status, data integrity and access on a
data critical and time constrained application. For my thesis, I set the following as

important steps in building a private Cloud that would satisfy the above objectives:

1. Implement open-source software Openstack on (Dell) servers to create a proto-

type private Cloud to achieve goal of creating VM on demand as a service;

2. Deploy a financial option pricing techniques on the private Cloud for application

testing;

3. Data replication provide backup for data and system therefore explore strategies

for data replication by -

(a) Proposing a strategy to use object and block storage available in Openstack
for replication in private Cloud with assessment of preparation delay time

and data consistency as objectives.

(b) Testing replication of data generated from financial application (option
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pricing problem) using block level and object level storage and compare

these replication strategies;

4. Analyse performance of VMs in my private Cloud on the basis of response
time on the VMs by using financial application. Compare performance with

standalone servers as well.

For my thesis I have built a private Cloud and performed experiments on it with a

real-world financial application to evaluate my private Cloud.
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Cloud Computing Standards

2.1 Market Oriented Standards for the Cloud

Cloud providers are responsible to provide services in the form of computing re-
sources like VMs to customers. To maintain the quality of service between Cloud
providers and customers, specific Quality of service (QoS) is required to achieve ob-
jectives and keep operations functional [33]. A service level agreement (SLA) is agreed
by an individual customer and the Cloud provider stating the required QoS param-
eters [35]. To implement this SLA, the Cloud provider may follow the Information
Technology Infrastructure Library (ITIL) approach[5] that sets standards for the ser-
vice request from customers. I'TIL is based on service management focusing change,
task and problem management. ITIL provide the freedom to Cloud provider to pri-
oritize the service requests on the basis of QoS, market incentive and urgency. This
differentiation of service request can be categorized on the basis of service utility

(importance of service request) as well [10].
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An SLA is maintained between a customer and Cloud provider, which includes
all the details of service provided to customer and the penalties if services are not
fulfilled. In case of any breach, the customer has full right to penalize Cloud service
provider with agreed financial restriction mentioned in SLA . These breaches include
downtime of any server and application running on them, slower response time than
agreed to, unavailability of resources as per the agreement and any major failures
which hamper the production services [35].

To improve the production services, it is important to automate the processes
involved in providing the services. To automate processes, service orchestration is
implemented by IT infrastructure companies. Service orchestration is an important
aspect to serve the purpose of full operational ability along with the effective use of
resources [34]. To streamline this aspect of SLA, IT services and policies are defined
by the Cloud vendors with the agreement of the client. The use of SLAs help a Cloud
solution to optimize the input-output process for the client with aggregation of a set
of protocols that need to be followed to get the required services. The SLAs can be
used in private Cloud as well if their are multiple departments in an organization and

there is need for resource auditing and regulation.

2.2 Trends in Compute Utility Services - Public

Clouds

Cloud services offer an efficient budget policy that have empowered organizations

to implement software and infrastructure to use platforms. To fulfill their require-
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ments for implementation of software, infrastructure and platforms, some major en-
terprise organizations have jumped into the Cloud market and the most prominent
one is Amazon. There are many public Cloud providers such as Amazon, Microsoft,
Google, IBM, Rackspace, HP etc. Amazon has created the Amazon web services
(AWS) tool which encapsulates all the Cloud capabilities and provides flexibility to
customers to use Cloud services as per their requirements [I0]. This has led to rapid
growth of Cloud adoption in big and small scale enterprises. one of the leading survey
agencies stated [16]:

“New Morgan Stanley research expects AWS to hit $24 billion in revenue by 2022
and to put the hurt on legacy IT providers in the process”.

There are predictions about how Cloud computing will bring change to compu-
tation process in companies. For example, Merrill Lynch Research notes [10] “Cloud
computing is expected to be a $160 billion addressable market opportunity, includ-
ing $95 billion in business and productivity applications, and another $65 billion in
online advertising”. Of particular note, the Cloud computing economy is leveraging
the power of multiuser capability using the Internet and enabling the ability to share
storage infrastructure between multiple users, as well as delivering extremely fast

shared storage through interconnects at significantly reduced costs.

2.3 Market solutions - Private Clouds

The introduction of open source Cloud computing software platforms has pro-
vided advancements in Cloud service deployment. Now, small businesses are using

private Clouds [19] based on these open source platforms to satisfy their needs of
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elastic demand for resources and high-end computing business requirements. Elastic
demand is the term used by Cloud vendors for dynamic provisioning of Cloud re-
sources using workload sharing and VMs migration to other physical machines [20].
Open source software platforms such as Openstack [31], Cloudstack [I1] and Euca-
lyptus [29] have made Cloud facilities freely available to researchers. One the open
source software is deployed in organization’s infrastructure it is made secure by cre-
ating private network. Organizations also have flexibility to modify open-source code
according to their requirements.

Some mid-range and small businesses have opted for creating their own private
Clouds using open source solutions such as Openstack, Cloudstack and Eucalyptus.
All these are Cloud supported software platforms which set up the working Cloud
environment on privately owned infrastructure. As the open source community is
gaining popularity day by day, these Cloud solutions are also beginning to build a
market of their own. Corradi et al. [14] and Ahmad et al. [3] discuss VM consolidation
and VM migration in Openstack which bind together network resources, power, CPU
time, fault tolerance and system maintenance to obtain efficiency in private Clouds.
Private Cloud software solutions require a minimum running environment for setup
which includes three components - Controller node, Compute nodes and Network
node [14] (explained later in Chapter 4.2).

Wen et al. [42] compared Openstack and OpenNebula [28] on the basis of char-
acteristics like “provenance, architecture, hypervisors, security and others in detail”.
They also provide recommendations for deployment of these private Clouds. They

explain how Openstack can be a substitute for Amazon as an enterprise solution due
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to its operation ability and scalability in the form of Cinder block storage [42], which
can add storage blocks as an additional storage capability to ephemeral (temporary)
storage. They provide important information like how OpenNebula is used by re-
search institutions but it is unable to serve at the enterprise level due to constraints
like the absence of any bare metal (Physical machine without operating system) ser-
vice. They also provide models for deployment that can be used for building a private
Cloud. Use of heterogeneous operating systems such as Unix and Windows were also
analyzed to measure the impact on overall cloud performance.

Saha et al. [36] described how a Eucalyptus based private Cloud can be used
as a service portal where various pricing algorithms are used and compared to get
highest profit for Cloud provider. The Service portal application act as a finance
service for Cloud provider, which can help to generate a pricing model for public
Cloud instances. It uses the three node architecture (Compute, Storage and Network
node) to setup the private Cloud and then deploys financial application for finance
as a service. They also described how image and storage nodes can be integrated in
the Cloud environment for scalability and reliability.

Among the various problems in using Cloud services, a significant one is imple-
mentation and performance evaluation for access to and reliability of user critical
data. IT infrastructure organizations typically have a central data repository that
contains all the important data required for the proper functioning of the organiza-
tion. Data allocation and then replication are an essential part of IT infrastructure.
In a public Cloud environment data remains at different locations; VMs at different

locations hold that data which can be migrated from one host to another host to meet
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the requirement of load balancing [21]. To create a replication environment in Cloud
infrastructure, these VMs need to be replicated and their state needs to be stored as
well.

The advantages of private Clouds include:

1. In the case of a private Cloud, data will always reside in-house, so security
concerns are reduced; while on the other hand security is a significant issue in

public Clouds as data lies on third party resources with the Cloud vendor.

2. An SLA is a document that captures services to be rendered by the Cloud
provider to a client. All the features of an SLA such as VM failure recovery,
monitoring etc., cannot be provided by public Cloud; public Cloud providers
cannot follow best standards for VM placement as more than one customer can
use the same VM. For example, a VM can be used by one company in the
morning hours and other company use the same VM in the evening times for
maximum utilization of resources. Public Cloud may have problem of dedicated
VM allocation due to following the standard policy of maximizing resource uti-
lization. Public Cloud providers sometimes use the same resources as explained

above which can violate organization policies.

3. In a private Cloud compliance standards and applications are customer driven,
whereas in the case of public Cloud, all application resources are configured by

Cloud vendor, which acts as a constraint for the customers to override.
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2.4 VM failure Recovery in Private Clouds

“VM failure recovery (DR) is defined as the use of alternative network circuits
to re-establish communications channels in the event that the primary channels are
disconnected or malfunctioning, and the methods and procedures for returning a data
center to full operation after a catastrophic interruption (e.g., including recovery of
lost data)” [1]. VM failure recovery involves restoring the technology aspect of a
service. In 1978, Sun Information Systems was the first American company to provide
a hot site to organizations [12]. A hot site is a facility that an organization can relocate
to in the event of a system failure due to a natural VM failure or a human induced
VM failure to resume the operation of a service.

As businesses became more reliant on their I'T infrastructure during the late 20th
century, there was pressure for organizations to have a VM failure recovery plan in
place in the event a service becomes unavailable. As a result, different mechanisms
were being provided as solutions. It has been statistically proven (see [12]) that
spending one dollar on VM failure recovery planning will save you four dollars in the
long run when trying to recovery from a VM failure. An important step in VM failure
recovery planning is to identify which services are considered vital for an organization,
how long can they afford to keep the service unavailable and identify which systems
are associated with providing the service [12].

There are multiple strategies in designing an efficient VM failure recovery plan,
here are a few strategies: backups of systems and data can be made and transported to
an offsite location; a second alternative is to only forward data to an offsite location

instead of copying the entire system; a third, more recent, alternative is to use a
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private Cloud to replicate virtual machines, disks, templates and store them in the
public Cloud; a fourth alternative is to use a hybrid Cloud to back up the data stored
onsite and offsite and in the event of a VM failure launch the system from within the

public part of hybrid Cloud.

2.5 Thesis organization

Private Cloud has been implemented and used by many enterprise organizations
for commercial purpose. We use Cloud services in our daily life while storing images,
documents and other files but what technology is used in back-end remains abstract.
To understand this abstract idea I have implemented a private Cloud for my thesis in a
small-scale testbed environment by deploying Openstack on Dell Servers. Most likely
this is the first attempt to built a private Cloud in Computer Science department
using Openstack.

Rest of the thesis is organized as follows: A primer on the option pricing problem
is presented in Chapter 3. For my thesis I have built a Openstack-based private Cloud
as described in Chapter 4. 1 proposed a strategy for replication of data from within
the Openstack and show significant improvement, which are presented in Section 5.1.
I executed one financial application, option pricing problem, that is data sensitive to
clients and results are presented in Section 5.2. Performance analysis of my private
Cloud virtual machines in comparison to standalone server is presented in Section 5.3.
I conclude this thesis study in Chapter 6 by summarizing my work and considering

possible directions for further work.



Chapter 3

Option Pricing Problem - A primer

For my work I have used a finance problem, which is one of the most suitable
applications (due to security and privacy concerns) to experiment with on the private
Cloud as any financial investor requires their financial portfolio secure and private. I
have learned about option pricing problems which taught me the breadth and depth
on finance markets and how Computer Science (algorithms and high performance
computing) can help to solve some of the problems in finance using mathematical
models. T have developed an application for the option pricing problem.

A Financial contract is an agreement between two individuals, groups or organiza-
tions to buy or sell any underlying financial asset. There are many financial contracts
used in finance markets such as options, swaps, etc;. For expedited solutions, al-
gorithms and programming practices have been used to solve problems in finance.
Private Cloud is one of the most suitable platforms that can be used for financial
applications to deploy and generate results.

In my work, I have studied one of the most commonly used financial contracts

16
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called an option. An option is a financial contract where the option seller (writer) of
the option writes an agreement on an underlying asset (for example, a stock) with the
option buyer (holder) of the option. In an option contract, the holder has the right,
but is not obligated to buy/sell the underlying asset during the contract period. An
option contract is set for a certain period of time as per the agreement. Finding the
worth of an option contract is known as the option pricing problem. Option pricing
is considered one of the computationally intensive problems in finance which could

use high performance computing algorithms to solve the problem.

3.1 Types of Options

There are two types of options:

1. Call Option - It gives the holder the right to buy an underlying asset at a pre-
determined price, without any obligation to exercise that contract on or before
expiration. A call option has an expiration date. Depending on the terms of
the contract, the underlying asset can be purchased on the expiration date only

(European Style) or any time prior to the expiration date (American Style).

2. Put Option - It gives the holder the right to sell an underlying asset at a pre-
determined price, without any obligation to exercise that contract on or before
expiration. A put option has an expiration date as well. Depending on the
terms of the contract, the underlying asset can be sold on the expiration date

only (European Style) or any time prior to the expiration date (American Style).

Figure 3.1 shows the process flow for a call option where call writer and holder
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communicate using broker as middle-man. The Option Clearing Corporation

(OCC) makes sure all the rules and regulations are followed between the writer

and holder.
)
Call To set up
Holder contract
protocols .
Broker (Middle-man) occC

OCC provides
license to go
for the contract

Call -/

Writer

Figure 3.1: Process flow in call and put option.

3.2 Examples of European Call and Put Options

Let us suppose a customer is using European style of call option: The Strike price
(S.P) of a stock or underlying asset is $100 and number of shares are 100. The Current
price of each share is $98, the Option premium to get into the contract is $5 and the
expiration date for the option contract is 4 months. Hence, the total investment that
would be required at the time of execution of the contract is 100¥100=%$10,000. On
the expiration date the customer has to decide if they want to exercise or not based
on three scenarios: (i) if the current open market price is less than the strike price

then there may be no exercise, (ii) If the current open market price is greater than
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the strike price but less than the sum of the strike price and premium then there is
no profit if exercised. The contract may still be exercised in order to get hold of the
stock as it is something difficult to get otherwise; and (iii) if the current open market
price is greater than the sum of the strike price and premium then there will be profit
and it should be exercised.

Now, let us suppose a customer is using European style of put option; strike price
(S.P) of a stock or underlying asset is $70 and number of shares is 100. The current
price of each share is $65, option premium to get into the contract is $7 and the
expiration date for the option contract is 3 months. Therefore, the total cash flow
expected at expiry of the contract is 70*100=$7,000. On the expiration date, the
customer has to decide if they want to exercise or not. There are three scenarios: (i)
if the current open market price is greater than strike price than there may be no
exercise, (ii) If the current price is less than strike price but greater than the sum of
strike price and premium then there is no profit if exercised, and (iii) if the current
price is less than the sum of the strike price and premium then there will be profit

and it should be exercised.

3.3 Binomial Lattice

Black Scholes [6] and Merton [26] derived a closed-form solution to price the simple
European style option. Pricing other styles of options led to the development of many
numerical techniques. One of those techniques is Binomial lattice [15] described below.

Binomial lattice is a discrete-time option pricing model. It is used to compute

option prices for both American and European styles. It is computationally inten-
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fu - E’fu - K

f=e"T(pfe+ (1 —p)fa)

fa=5i—K

Figure 3.2: One Step Binomial

sive and sometimes requires large computing resources to solve the problem for high
accuracy. Option pricing has two basic objectives: (i) determining the best time to
exercise the option; (ii) finding the best option value for a better profit.

Figure 3.4 shows an example of a one step binomial tree, where S is the initial
value at the time of the contract period. S can go up by factor u to wS with the
probability p. S can go down by factor d to dS with the probability (1-p) by the end
of the contract period. The values u and d can be evaluated by using the following
equations [15].

u=e’VAT

1

u

d=e° AT

As shown in the equations above, binomial Lattice for option pricing which in-

volves a tree data structure where ‘T’ represents time, o represents market volatility,
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A T represents difference in time between two steps and ‘u’ and ‘d’ represents the
factor by which the stock price increases and decreases, respectively. First we build
a tree with ‘n’ (number of branches) to compute the option value accurately. As ‘n’
increases, the accuracy of the results are expected to be better. Secondly, at each

step of the tree, payoff is calculated for either call or put options.
fn = Maz|[(S, — K),0], for call option
fn=Maz|[(K — S,),0], for put option

Here, K is the strike price and S, is the spot price (price of the asset at that
particular node of the tree) for the underlying asset at the n*® step. If the value of S
moves up f, is calculated and if S moved down f; is calculated where f, and f; are
the payoff at the next step. That is f, = S, — K and f; = S; — K as in Figure 3.4

—rAT (

for a call option. The current value of an option for a node with e discounting

factor) is calculated using two branch node values by using the formula [15]:

f=e"pf.+ (1 -p)fa)

where,

eTAT —d

P=Tu"a

This computation is repeated at each step (in the reverse direction) until we reach
the root node. The option value computed on the root node is the final result of this
computation. The size of the tree is varied according to the required accuracy of the
results prescribed by the user.

Binomial lattice problem for option pricing is used for application testing of the

my private Cloud in Section 5.2.
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3.4 Monte Carlo Simulation

Boyle [8] was the first to introduce numerical methods in option pricing using
Monte-Carlo (MC) simulation in 1977. MC has become a popular method to compute
the value of financial option value. Many scholars have contributed to the literature
on MC simulation such as Hull and White [22], who used the MC approach to obtain
more accurate option values than the Black-Scholes model. Similarly, Schwartz and
Torous [37] used payment behavior and evaluated the results that closely relate to
actual price. As the literature on MC grew, more work in computational finance
[7[18][32] has been reported.

This is similar to the Binomial lattice technique explained earlier. The algorithm

is given below:

Algorithm 1 Monte Carlo pricing Algorithm
1. Initialize the parameters such as S,r, K, T, o,

2. for i =1 to M do /*M = number of simulations. i.e., for each simulation*/

3. forj=1ton

4. simulate sample paths of the stock prices.

5. next j

6. for each simulated path, compute the pay-off of the option.
7. next i

8. Compute the discounted average of above simulated pay-offs.

Boyle et al. [7] have divided the MC technique into three steps: Simulation of
the sample path for underlying asset prices, evaluation of option value on each path

using discounting and averaging the calculated discounted option value over sample
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paths. After simulation of the sample path, payoff for each path is calculated. Each
payoff value is evaluated using discounting factor to calculate the option value for
each path. Averaging is done for all the sample paths to calculate final option value.

MC simulation experiment is used for performance testing of the Cloud VMs in

Section 5.3.
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Private Clouds

There are multiple open-source software systems available to build a Cloud. Cloud-
stack is an open source software that allows for a Private Cloud and Hybrid Cloud
deployment [39]. The main functionality of Cloudstack is to operate a large scale de-
ployment of a virtual infrastructure by managing a large number of virtual machines.
Eucalyptus is another open source system used to build Private Clouds and Hybrid
Clouds that are compatible with Amazon Web Services [29]. Eucalyptus manages
resources that allow for some dynamic allocation of resources. OpenNebula is an-
other open source system that allows for the deployment of Public Clouds, Private
Clouds, and Hybrid Clouds [28]. One of the important functionality of OpenNebula
is to manage data that is distributed among data-centers and to ensure that these
data-centers are able to exchange information with each other regardless of their in-
frastructure. Openstack is an open source software that is primarily used to manage
a virtual infrastructure using the Dashboard (Horizon) for central management of all

resources or the Openstack API.

24
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Characterstics Cloudstack Openstack Eucalyptus
Architecture Monolithic Fragmented, Distributed Five parts
GUI Strong EC2 like Multiple CLI based Limited
Security Low Strong token based High
Load Balancing Low High Medium
Scalability Low Very high Medium
Market spread Good Very Good Fair
Hybrid Support Not supported Supported Best integrated with EC2
Installation Medium expertise Difficult Medium level

Figure 4.1: Open Source cloud software comparison

A tabular comparison is shown in Figure 4.1 where Cloudstack, Openstack and
Eucalyptus [31] [I1] [29] are compared on the basis of certain important Cloud charac-
teristics. Openstack is better than other two when it comes to security as Openstack
uses token based authentication feature of keystone which is not present in the other
two. Openstack is also very scalable due to its Cinder component which provide ad-
ditional block storage other than object storage. On the basis of these characteristics
it can be said that Openstack is a standout performer in comparison to other two.
The only drawback with Openstack is the typical installation process. Openstack
installation and some of the major challenges that I faced while deploying Openstack
are described in the Appendix.

An important feature that makes Openstack advantageous compared to the other
options is that Openstack supports small scale deployment. Openstack can be tested
using the development version called as Devstack that supports deployment onto a

single, local machine for rapid application development and testing with minimal
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required effort in setting up. For these reasons, I selected Openstack in my thesis
work as the Cloud computing software to build a private Cloud and to enable the

VM failure recovery solution.

4.1 Openstack

Originally Openstack was developed as a collaborative project between Rackspace
and NASA [38]. In 2010, Openstack was released under the name Austin. Austin
had very limited features, for example, it had support for object storage only initially.
Companies started to contribute to Openstack because they began to see its potential
in the virtualization market. Contributors added more features to Openstack, and
eventually in 2012 support for Cinder was integrated [3]. Cinder provided a mech-
anism to create, access and manage volumes in Openstack. The main functionality
of volumes is to store data a virtual machine uses. Volume storage provides block
as storage medium which contains raw blocks to store data. Whereas Object storage
stores data as objects where object contains data attributes and metadata. In recent
years, Openstack has gained a lot of popularity due to its flexibility and ability to
provide a virtualized infrastructure as it provides multiple hypervisors such as KVM,
gemu and Hyperv.

Openstack provides a means for small companies to provide their customers with
services without the need for a significant investment initially. It thus became easier
for new service providers to start out who did not have a lot of investors. At the
same time, Openstack provided a means for big organizations to implement private

Clouds with reduced investments in physical hardware due to the ability to more
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effectively share such hardware between VMs. Openstack is currently an open source
project and has hundreds of contributors. What makes Openstack so advantageous
is that if there is a need for a feature there are contributors constantly available to
implement them and fix them if any bugs are discovered. Another reason Openstack
is advantageous is that as an open source project it does not require any subscription

or an annual fee to use.

Cinder(Block Glance (Image
Storage) Storage)
Virtual Machine Swift (Object
(VM) Storage)
Celiometer T
(Analytics tool) Feature)

Figure 4.2: Internal component connection in Openstack.

Several components contribute in building an Openstack based Cloud as shown
in Figure 4.2. Of the nine components, three components Swift, Cinder and Glance
provide storage mechanisms for Openstack. Swift provides an object storage capabil-
ity, Cinder provides a block storage capability, and Glance provides a repository to

store the virtual machines a user creates in Openstack or downloads them from the
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internet. Keystone authorizes the user to access the Horizon dashboard. It use token
based security mechanism. Nova communicates with other components to provision
resources for the virtual machines. Neutron does the networking infrastructure setup
within all 3 Openstack node types (Controller, Compute and Network). Two of the

storage components that are crucial to my thesis work are explained next.

4.1.1 Cinder

Block storage was a fundamental milestone for Cloud computing since it provides
the capability to store virtual machines along with the data those virtual machines
use. Before block storage was integrated into Openstack, virtual machines used ob-
ject and ephemeral storage [38]. Virtual machines using ephemeral storage have a
significant, fundamental flaw. The flaw is that when the virtual machine powers
down, all of the data and contents of the virtual machine are lost. This is a problem
because a virtual machine may contain important data required to provide services
to customers. Consider a banking transactions service. If the virtual machine powers
down, all of the customers banking information is lost. The organization will not
know what the last balance on the customers account was if that information was not
saved to persistent storage. Simply powering on the virtual machine would not solve
the problem because even though we have the environment to provide the service, we
need the data of past transactions. Finding a solution to ensure a virtual machine
never powers down is not a realistic answer to the problem.

There is a need to provide a mechanism that allows data to persist in the event

that a virtual machine powers down. Block storage provides one possible solution to
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this problem. The data persists within the volume even though the virtual machine
may power down and the data is available the next time the virtual machine powers
up. Cinder was developed and integrated into Openstack to provide access to and
management of a block storage created by a user.

Figure 4.3 shows the architecture of Cinder. Here, cinder API is responsible to
interact with the user, which in response request to create volume or take volume
snapshot. Cinder scheduler assigns volume and snapshot creation tasks to queue
sequentially. Database (DB) holds the volume data and assign block address for

future use. It also assigns unique block address for each volume and snapshot.

Cinder API

Cinder Scheduler » DB Cinder Volume

Queue

Figure 4.3: Architecture of Cinder
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4.1.2 Swift

In Openstack, the module named Swift provides the object storage component in
the application. Swift is used to implement something called an Openstack cluster.
The Openstack cluster is used to provide a distributed object store. The object store
uses HT'TP protocols PUT to update an object or GET to retrieve the most recent
version of the object. Swift implements something called an Openstack ring. This
ring consists of a proxy server and a storage node. These two components are used
to store and retrieve objects upon a user‘s request. The main functionality of the
proxy server is to track the location of the most recent version of the object and to
determine which storage server it should send the most recent version of the object.
These Openstack rings can be divided in various ways. The reason for the division
is if in the event a request for an object fails, then there is another entity available
who can fulfill this request. Three common divisions of Openstack rings are by disk,
object server and zone as shown in Figure 4.4.

Within each of these divisions the data is replicated in the event one of the
providers has a failure so another entity can fulfill the request. Through various
testing it was determined that maintaining three replicas was generally sufficient for
reliability so by default Openstack maintains three replicas of the data [3]. Swift
implements eventual consistency. This means that when an object is updated not all
of the storage servers are updated immediately to contain the most recent version of
the object. Only one of the storage servers receives the most recent version of the
object from the proxy server and then the storage server propagates that object to

the rest of the storage servers storing replicas of the object as a background task. A
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risk with eventual consistency is that a storage server may receive an updated object
but then may fail before it has a chance to propagate that updated object to another
storage server. In a future updated versions of Openstack [24], code named Grizzly,

allowed users to maintain as many replicas as they wanted within the Openstack ring.

‘ Virtual Machine (VM) ‘

l

The

Ring
Object Object Object Object Object Object
Server Server Server Server Server Server

¥ v "4 \ X 'y » ¥ P
— o [ " T 3
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Zone-1 Zone-2 Zone-n

Figure 4.4: Architecture of Swift

Another feature implemented in Swift is time based sorting where the proxy server
requests the most recently updated object from the fastest responding storage server.
The main reason time based sorting was implemented was that storage servers were
beginning to be distributed over larger areas, for example, the other side of the country

leading to large latencies to access objects if a distant storage server was selected. A
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major advantage Swift provided was that it allowed the capability to store objects on

different platforms for example, Cleversafe, Scality, and Amazon S3 [5].

4.2 Building a Testbed

To build a private Cloud, I used three Dell R420 servers with multiple Ethernet
ports. All servers have 4GB RAM and 8 Intel Xeon processors on each of them.
Ubuntu 14.04 server was used as the operating system running on each of them..
I have used Openstack to create a private Cloud environment for these machines.
Openstack is a better Cloud software in comparison to OpenNebula and Eucalyptus
due to its properties such as load balancing, scalability, market spread and security as
explained earlier (see for example, [42] and Figure 4.1). Openstack is a Cloud software
platform with a three node architecture [3I] as shown in Figure 4.5. Openstack
should have minimum three nodes to implement Cloud but to get more resources
more number of compute nodes can be added. There can be only one controller and
network nodes in Openstack setup. The three node types in Openstack are explained

next.

4.2.1 Controller Node

Controller node is responsible for running the basic Openstack services required

for private Cloud environment to function. These node:
1. provide APIs, which are accessible by users for various functionalities.

2. run numerous services with high availability, utilizing components such as Pace-
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Figure 4.5: Architecture of Openstack based Cloud.

maker and HAProxy [I7] to provide load-balancing and virtual server allocation

functions.

3. provide always accessible “infrastructure” services, such as MySQL and Rab-

bitMQ, combining the services using robust databases.

4. provide “persistent storage” through services run on the operating system.

Backups of “persistent storage” is created on storage nodes for reliability pur-

pose.

4.2.2 Compute Nodes

Compute nodes host the VMs in an Openstack environment. They:
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1. execute the minimal set of services required to run these VMs.

2. use locally defined storage on the nodes for the VM so that recovery, in case of

node failure, is possible.

3. execute the cloud users’ code within the VMs they support.

4.2.3 Network Node

Network node provides communication channels and the virtual networking re-
quired for users to build public or private networks. Network node can be used to

provide uplink to their VMs in the external network [31]. The network node:

1. creates the only ingress and egress points for access and security features of the

Openstack running instance.

2. runs the environment’s networking services other than networking API service.

4.3 Openstack components

VM provisioning is an important step for any Cloud. Below are the basic compo-

nents required for the VM provisioning;:

1. Block Storage (Cinder) - “Provides persistent block storage for running in-

stances” [31].

2. Object Storage (Swift) - Uses a RESTful, HTTP based API to retrieve unstruc-

tured data objects and operating system cloud images.



Chapter 4: Private Clouds 35

3. Network (Neutron) - Enables the communication channel for other Openstack

services, such as keystone, nova etc.

4. Authorization(Keystone) - Is an authorization and authentication service for

other component of Openstack.
5. VM Image (Glance) - VM images are stored and retrieved by this service.
6. VM Provisioning (Nova-Compute, KVM hypervisor integrated)
7. Controller provisioning (Nova-Controller)

Openstack provides all these as separate but inter-related components as shown

in Figure 4.2. These components help to establish services within the framework.

4.4 Implementation

The VMs on the compute nodes in my testbed are working on arbitrary com-
putation algorithms that could be memory intensive. Openstack provides snapshot
technology, I have used this technology to capture the state of VM images and these
snapshots are scheduled to be triggered in a timely manner [30]. Along with the
snapshots, I initiated block replication on the VMs, which captures the raw data on
the data blocks and stores them on other passive systems (replica of live VM which
is in offline mode) that are created and kept in idle mode. These data blocks can be
retrieved in case of VM failure and provide same data to an active node. With image
snapshot and synchronous replication, I show that (as explained in next Chapter)

that data is more reliable.
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Experiments, Results and

Evaluation

After the setup of virtual machines in the form of instances in Openstack, dynamic
[P allocation (for internet access) is done followed by testing for the connection using
Address Resolution Protocol (ARP), Java runtime environment and MYSQL are
deployed on all the nodes for multiple operations. After the setup of all three nodes
(one of each type) using Openstack with VMs, I run arbitrary computation tasks
on the multiple VMs hosted on the compute node. The snapshots are captured pre-
defined schedule using scripts. After testing is performed using a financial application,
where one of the VMs is triggered with configuration errors (edit instance and increase
memory size more than physical machine) that is followed by powering off that VM. At
that point, snapshots for that VM are retrieved and passive data blocks are activated.
This produces a replica of current VM in the powered off state. With this method, I

am able to test the reliability of time constraint and data critical applications. Time

36
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constraint applications are those that are required to be up and running all the time

since any downtime can bring severe loss to the business.

5.1 Replication strategy evaluation

In the VM failure recovery experiments, if the data can be retrieved using snapshot
and volume replication technique then we have a model for VM failure recovery within
the Cloud. On the basis of data retrieval following the VM failures, I also analyzed
the best (between Swift and Cinder) replication strategy that can be used in the
Cloud environment. A typical comparison of snapshot and volume replication is part
of the evaluation process to find the best VM failure recovery solution.

In my test scenarios, four VMs were deployed in the Cloud. Three of them were
virtual machine instances and the fourth system was an instance being launched using
a volume block containing the Ubuntu image. Of the three virtual machine instances
deployed, two of them were clients and the third was a server. The fourth instance
was used as a server as well, but deployed using a volume block. Cinder was used
to take a snapshot of the instance deployed from the volume block and Swift was
used to take a snapshot of the server virtual machine instance. After the systems
were deployed, a simple RMI (Remote method invocation) application was developed
and deployed on the instances to ensure they could communicate and transfer data
between each other.

I created multiple shell scripts for the automation of the snapshot and recovery
processes. These scripts were helpful to generate timely triggers to create and delete

snapshots. I also created a script for data generation on the Ubuntu based Linux
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system. Scripts that take snapshots of each instance at timed intervals and maintain
a specified number of backups, were needed to perform the experiment. For object
storage, there were three scripts created for taking a snapshot of the instance (multiple
experiments). The first script maintained the iterations, decided which instance to
target for the snapshot, and finally launched the other two scripts over every iteration
that performed the actual snapshot. The second script deleted any old snapshots
exceeding their lifespan and then created a new snapshot. The third script was used
to force the data to be written into disk and prevent the instance from accepting
input while the snapshot is taken to prevent any data inconsistencies as this was
documented as best practice in the Openstack documentation [31].

For taking a snapshot using block storage, there were two scripts associated with
the process. Again, one script was used to maintain the iterations, which volume to
target, and to launch the other script at timed intervals. The second script would
delete old snapshots exceeding their lifespan and then create a new snapshot of the
volume.

Generating data for the experiment manually would have been a time consuming
process. For this reason, a script was developed in order to create text files with
readable information in order to have sample data during each iteration. Due to the
time it took to create the script for generating the data, a snapshot was taken every

two hours instead of every three hours.
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Iteration | Test-Mem Mem-G ST(sec) | VT(sec) | SD(sec) | VD(sec) | ST+SD(sec) | VI+VD(sec) | Efficiency
I-1 100 MB 105.4 MB 108 1 143 13 251 14 94.44%
1-3 300 MB 309.8 MB 151 2 150 13 301 15 95.01%
I-5 500 MB 513.2 MB 193 3 155 13 348 16 95.40%
I-4 1024 MB | 1050.06 MB 368 5 233 13 601 18 97.00%
1-5 3072 MB | 3153.09 MB 712 10 349 13 1061 23 97.83%
1-6 5120 MB | 5254.15 MB | 1205 15 470 13 1675 28 98.32%

Table 5.1: VM preparation delay and efficiency for Cinder and Swift

5.1.1 Snapshot creation and VM deployment

Table 5.1 I observe which methodology, object storage or block storage, is faster
in terms of the time it takes to create a snapshot, the time it takes to deploy a
snapshot, and the amount of data associated with each iteration. Here, Test-Mem
denotes Test Memory used as data block size, Mem-G denotes memory generated
after taking snapshot, ST refers to time taken to create VM snaphsot (in seconds),
VT is time taken to create volume snapshot (in seconds), SD and VD are the time
taken to deploy VM and volume snapshot respectively. These numbers are captured
in Figure 5.1.

Analyzing the results from Table 5.1 and Figure 5.1, in terms of creating a backup,
and deploying the backup, block storage (Cinder) is seen to be much faster than
object storage (Swift). For example, with test memory of 5120 MB, Swift requires
1675 seconds while Cinder requires only 26 seconds, leading to a relative efficiency of
98.32% (((1675-28)/1675)*100). Also, note that the speed of Cinder increases with
the data size giving the opportunity to handle big data. As shown in Figure 4.3 and
4.4, Swift snapshot data is copied to multiple disks using object server which makes
the process time consuming, whereas in Cinder, the snapshot of a volume is taken and

stored as a single copy. This is one of the reasons for this high relative efficiency with
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Cinder, there can be other factors which affect replication process such object server
assignment and ring scheduling for object server allocation. For an organization, this
is a significant factor to consider when creating a VM failure recovery plan because
they want to make backups quickly to minimize overhead on the system so there is
minimal interference with service quality. The system can be recovered a lot quicker
using Cinder instead of Swift which means the system will be down for shorter periods
of time.

As more data is stored on these systems we may naturally expect the time to create
a backup and backup deployment to increase. Also, from Table 5.1 I observe that the
speedup is consistent with data size. That is, if it takes one minute to deploy a backup
using block storage, then we can expect a deployment using object storage to take
approximately 64 minutes (for a data size of 5 GB). This is a significant difference and
having a service down for approximately 64 minutes would likely not be acceptable
to an organization that relies heavily on their I'T infrastructure. Therefore, in terms
of recovering a system from a VM failure, it is clear that using block storage (Cinder)

is the better option.

5.1.2 Data Consistency

Table 5.2 shows which methodology, object storage or block storage, is better at
preserving consistent data by measuring how many bytes of data are lost at each
iteration. In this table, V-snap refers to bytes in VM snapshot, Lost-VM denotes
bytes lost in VM snapshot after deploying as new VM, V-VM refers to bytes in

volume snapshot and Lost-V as bytes lost after deployment of new VM using volume
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Figure 5.1: VM preparation delay analysis

snapshot. These results are captured in Figure 5.2

Iteration | Total-Bytes | V-Snap | Lost-VM | V-VM | Lost-vol
I-1 10538598 | 10538598 0 10538598 0
-2 20762214 | 20762214 0 20762214 0
I-3 25480806 | 25480806 0 25480806 0
I-4 15257190 | 15257190 0 15257190 0
I-5 26929875 | 26929875 0 26929875 0

Table 5.2: VM recovery data

Analyzing the results in Figure 5.2, we can observe that both components, Cinder
and Swift, experienced no data loss. As the amount of data increases on each system,
it would be expected that Swift and Cinder would begin to experience some data loss
due to time lapse of preparation delay. Based on the results, I can conclude that both
Cinder and Swift are effective in preserving small sets of data.

In future experiments, bigger sizes of data in the order of 20 GB would be used to
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Figure 5.2: VM data recovery analysis

test how much data we can capture in snapshot before we experience data-loss from
using Cinder and Swift. We would expect to lose data when more data is stored on
the system with Swift or Cinder but the goal would be to determine which component
provides more consistent data when the data gets large. As I expect that more data
will increase the preparation delay time, which will leave the window open for new
data to be written on the virtual machine and hence snapshot would not able to
capture the latest data on the VMs. In terms of providing consistent data, for this

experiment, both Swift and Cinder performed equally well.

5.1.3 Observations

Based on the results from Figure 5.1 and 5.2, I conclude that if the main objective

of a VM failure recovery is to restore service as quick as possible, then Cinder would be
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the best choice. I also conclude that both components function with equal reliability
if our system is small. At the beginning, all systems begin relatively small, therefore,
if we have two choices that both provide equal reliability and Cinder being faster
than Swift, then Cinder would be the better choice at that particular point in time.
As the system grows, more experiments could be performed to help determine which
component provides more consistent data as the size of the data grows and determine
the trade-offs if any.

Note- Some of the text for Private Cloud and Replication testing is taken from

my publication [4].

5.2 Financial application deployment and observa-
tions

In the application testing experiments, I checked if the VMs created in the private
Cloud are able to withstand application load and generate results on user request
so it can be used as a SaaS. After the application deployment, I also analyzed the
response time from the Cloud VMs. All the implementation is done on the Cloud
VM level and applications were created using the Java platform.

There were five VMs deployed in the private Cloud. Four VMs (EuropeanCall,
EuropeanPut, AmericanCall and AmericanPut) were used for the binomial lattice
problem where Binomial put and call options were used for European and American
styles (Client systems). I have divided implementation considering the request to get

option values are from many users than different VM can respond to that request.
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To fulfill that, One of the VMs (Server) was used to deploy code from where all
the classes were called on the client systems. Connection between VMs were done
using the server VM. After the systems were deployed, a simple RMI application
was developed and deployed on the instances to ensure they could communicate and
transfer data between each other similar to replication testing process.

The configuration used to create the Cloud VMs were the same for all five VMs.
The Ubuntu Cloud image is used as operating system, 512 MB RAM and 2 virtual
CPUs are set as a configuration parameter. IP association is done to provide Internet
access and intercommunication on all the VMs.

Java code created for this problem was deployed on the server machine and each
VM is responsible for its assigned problem. EuropeanCall VM was deployed for Java
code of European call and likewise for EuropeanPut, AmericanCall and AmericanPut.
Server has the main class which will invoke the user defined choice menu among the
four VMs. On the selection of each one of the input parameters from above mentioned
VM choices, activate the respective VM, which in response generates a user input
values for stock price, strike price, rate of interest, time (no. of years) and number of
steps. After the values are entered by the user, VMs generates the output in the form
of option value. Multiple requests can be processed simultaneously by the server VM.

For each experiment, I have used several iterations to get multiple values for
different set of inputs. Table 5.3 shows the results for the European call where the
option value is computed on the basis of a set of values given by the user for stock
price, strike price, rate of interest, volatility, time (no. of years). Similarly, Table 5.4

shows the results for the European put, Table 5.5 for American Call and Table 5.6
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for American Put.

Experiment | Stock price | Strike price | Interest | Volatility | time (years) | no. of steps | option value | BSM
I-1 50 40 5% 20 0.5 11 11.091 11.087
I-2 50 50 5% 20 0.5 11 3.374 3.444
1-3 50 60 5% 20 0.5 11 0.447 0.511
14 400 350 12% 30 1 22 101.536 101.227
1-5 600 600 12% 30 1 22 107.314 106.701
1-6 600 650 12% 30 1 22 82.130 82.507

Table 5.3: Results for European Call

To test the accuracy of my option value results, I calculated the option value using

only closed-form solution given by the Black-Scholes-Merton (BSM) [23] formula for

European Call.

For example, the option value obtained (11.087) from the BSM

formula for European call with the same parameters as in experiment I-1 in Table

5.3 is close to the option value that I got (11.091) using Binomial lattice approach

for European call and similar results are observed for other experiments. Therefore,

I can say that the binomial lattice implementation on Cloud VM is successful as it

produces accurate results when compared to BSM model.

Experiment | Stock price | Strike price | Rate of Interest | Volatility | Time (no. of years) | No. of steps | option value
I-1 50 40 5% 20 0.5 11 0.103
I-2 50 50 5% 20 0.5 11 2.140
1-3 50 60 5% 20 0.5 11 8.966
14 400 350 12% 30 1 22 11.959
1-5 600 600 12% 30 1 22 39.466
1-6 600 650 12% 30 1 22 58.628

Table 5.4: Results for European Put

Application deployment is a complex process for a financial investment organi-

zations that would like to keep their data secure and more agile. This prototype

implementation could be used in financial organization to secure their data privacy.
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Experiment | Stock price | Strike price | Rate of Interest | Volatility | Time (no. of years) | No. of steps | option value
I-1 50 40 5% 20 0.5 11 11.091
1-2 50 50 5% 20 0.5 11 3.374
I-3 50 60 5% 20 0.5 11 0.447
I-4 400 350 12% 30 1 22 101.536
1-5 600 600 12% 30 1 22 107.314
1-6 600 650 12% 30 1 22 82.130

Table 5.5: Results for American Call

Experiment | Stock price | Strike price | Rate of Interest | Volatility | Time (no. of years) | No. of steps | option value
I-1 50 40 5% 20 0.5 11 0.105
1-2 50 50 5% 20 0.5 11 2.293
1-3 50 60 5% 20 0.5 11 10.000
14 400 350 12% 30 1 22 13.691
I-5 600 600 12% 30 1 22 47.172
1-6 600 650 12% 30 1 22 73.343

Table 5.6: Results for American Put

Financial institutions prefer the traditional data-center architecture for their internal
use. Application testing implemented for my thesis can be similarly deployed within
an on-premise private Cloud in any financial institution.

These results show that private Cloud can be used to deploy any kind of applica-
tion with intercommunication among the Cloud VMs. This application test also helps
to understand the mechanics of a private Cloud for a real-world application. I may
also use this application as a service for the investor (who may not be aware of ad-
vanced algorithm of option pricing) in the form of software-as-a-service (SaaS). Saha
et al. [33] used the Eucalyptus Cloud to create the SaaS based financial application.
My work is different as it uses Openstack based private Cloud and explores the system
level features of private Cloud in comparison to application level features. Also, as
already explained in Chapter 4 (refer figure 4.1), Openstack has various advantages
over Eucalyptus.

Figure 5.3 depicts a possible SaaS model for financial institutions. If the investors
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Figure 5.3: SaaS model for application in private Cloud

access the webpage of the financial institution and provide parameters such as stock
price, strike price, rate of interest, volatility, time and number of steps then that
web page will respond with the option value using the secure channel on the on-
premise based private Cloud. The parameters are transferred from secure web page
to the Cloud server which can invoke the Cloud VM corresponding to option style
(European or American) choice entered by the investor. Hence, the option value can
be computed. The same process is triggered multiple times to get an average value
with the help of the optimizer for accuracy of the computed option value. Finally,
the option value is stored in the database and sent to the investor using the same
web page. By using this model, financial institutions can make their resources more
secure and agile (easily and rapidly available).

The next subsection discussed performance testing to explore the limitations of
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private Clouds for the high performance computing.

5.3 Performance Analysis of Cloud VMs using Fi-

nancial Application

With the application testing using the binomial lattice approach of option pricing,
I have shown that the private Cloud can be used to execute a financial application.
The next step is to measure the performance of the Cloud VMs in comparison to
standalone servers. This can help in analyzing the expected performance that is likely
to be obtained through Cloud VMs through comparative analysis between standalone
servers and Cloud VMs.

To check the performance of both the systems, I have used Monte-Carlo (MC)
simulations for option pricing. MC can test the performance of the system as huge
number of simulations are run to obtain value for the option price. To perform this
experiment, I have used a Dell R420 standalone server with 12 CPU, 4GB RAM and
Ubuntu operating system. For the Cloud VM, the operating system is Ubuntu, RAM
is 4GB and the virtual CPUs (vCPU) will be gradually increased with each iteration
of the experiment.

For the performance comparison, I have executed MC simulation in a parallel
computing environment using MPI (message passing interface) where I can run the
parallel tasks for each CPU in the server. I have used Mpich Cluster [25] to create a
Cluster of 3 standalone servers to run the MPI code. I created multiple VMs simulta-

neously with different number of vCPUs. This can produce maximum utilization of
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CPUs as they will run the parallel task simultaneously. For the initial test purpose,
the standalone server and Cloud VM had 2 CPUs and 2 vCPUs respectively. Oper-
ations for MC simulation will run on those 2 CPUs and 2 vCPUs. In the next set
of experiments, I gradually increase the number of CPUs and vCPUs in standalone
server and Cloud VM to measure the performance with respect to response time to
compute results for option value.

I deployed MC code on the VM similar to Binomial lattice application. After the
deployment, I ran the experiments on Openstack based Cloud VMs and standalone
servers. The performance metric for this experiment by the response time to get the
final value of option price from a system.

I ran the experiments multiple times using one configuration for Cloud VM. After
averaging the result from multiple experiments, I changed the configuration of VM
gradually for each set of experiments. As hypervisor limits Cloud VMs to utilize
the resources from more than one node, I suspected how it will perform in case of
Cluster configuration. Cluster configuration for this case is when single VM is using
resources such as vCPUs of three physical machines. Note that MPI code enables me
to use all the CPUs of three physical standalone machines to test the performance of
standalone servers.

The parameters for the MC simulation for all the experiments are described in
Table 5.7. The input parameters are Stock price, Strike price, Rate of interest, Time,
Volatility, Number of Steps and Number of simulations. To utilize the capability of
CPUs and vCPUs the number of simulations are kept in the order of 100,000. The

input values are kept the same for all the experiments in each iterations.
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Input Values
Stock Price 50
Strike Price 40
Rate of Interest 5%
Time 0.5 year
Volatility 20%
Number of Steps 500
Number of Simulation | 100000

Table 5.7: Monte-Carlo Input parameters for experiment

Table 5.8 shows the response time generated after running MC code on the cluster

of standalone servers and Cloud VMs. Cloud VMs RAM is kept 4GB for all the

iterations.
Iteration | Server CPU | VM CPUs | VM RAM | Server RT | VM RT
I-1 2 2 4 11799 ms | 9846 ms
1-2 4 4 4 10539 ms | 8533 ms
I-3 8 8 4 9155 ms | 7914 ms
I-4 12 12 4 7717 ms | 7388 ms

Table 5.8: Performance Analysis using Response Time

As we can see in Table 5.8 and Figure 5.4, as I increased the number of vCPUs
for Cloud VM from 2 to 12 it produces response time better than standalone servers
cluster. Cloud VMs are more efficent in comparison to standalone server cluster as the
time it consumes to distribute processes using MPI on cluster is relatively significant.
The overhead of distributing processes is not there in Cloud VM because Cloud has
automatic tool for load balancing, hence the Cloud VM performance is better. This
led to the question of what if I go across the nodes? I increased the vCPUs beyond
12 for which I have to use other nodes. As discussed earlier, since hypervisor limits

the internal configuration of Cloud VM only to a single node of physical machine, I
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Figure 5.4: Response Time Analysis

suspected that the performance of Cloud VM would be as good as the single node

experiments. To test this I did multiple experiments as presented in Table 5.9.

Iteration | Server CPU | VM CPUs | VM RAM | Server RT | VM RT
I-1 16 16 4 6251 ms | 7389 ms
1-2 20 20 4 4995 ms | 7385 ms
1-3 24 24 4 3542 ms | 7371 ms
I-4 28 28 4 3529 ms | 7375 ms
I-5 32 32 4 3516 ms | 7381 ms

Table 5.9: Performance Analysis using Response Time

From Table 5.9, soon after increasing the vCPU from 12, the change in response
time seems to have stopped. Response time for Cloud VMs shows that they were
unable to utilize the processing power of CPUs as it increased beyond 12 as I sus-
pected. This limitation in performance in this case does not allow Cloud VMs for

high speedup, unless some other mechanism are in place to avoid this limitation for
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this application.

Another interesting result that can be seen in Table 5.8, 5.9 and Figure 5.4 is
that the response time for standalone server cluster becomes almost close to constant
beyond 24 CPUs. This could be due to network-bandwidth at some of the processors
were used by controller node of my private Cloud. That is, these results show that
increasing the number of CPUs can increase the performance of cluster to a certain
limit, but we have to consider other factors as well such tasks running on other CPUs

for further analysis. This is beyond the scope of my thesis.
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Conclusions

To build a private Cloud named Stratus for my thesis I completed several objectives/sub-

tasks as described below:

1. To assess and choose the best available open source software for implementing
private Cloud: Among various such software I determined the superiority of

Openstack before deciding to use it for my private Cloud.

2. To build a private Cloud using the 3-node architecture based on three Dell R420
servers with Intel Xeon processors, 4GB RAM and 500 GB hard disk each. The
three nodes are Controller, Compute and Network node as described in Figure
4.5. T implemented Openstack on these three nodes to make them into a small

private Cloud.

3. Perform replication testing for VM failure recovery handling and compare repli-
cation strategies: With Openstack there are two storage mechanisms Swift and

Cinder. I used both to test replication and showed that Cinder is more efficient

23



o4

Chapter 6: Conclusions

than Swift.

In this thesis, I have described how a private Cloud can be built on the Open-
stack platform, and is used to determine an efficient strategy of volume replica-
tion using Cinder. Volume replication provides an efficient storage mechanism
in comparison to object based replication using Swift. The presented approach
represents an effective replication solution for Openstack private Clouds. With
the mechanism proposed, I can implement similar strategies in different private

Cloud platforms such as Cloudstack, OpenNebula and Eucalyptus.

There are some limitations in public Clouds as their data-centers can be situated
in different geo-locations which can add to hop count wait time and produce
delay in replication In such scenarios a block-based strategy such as Cinder is
clearly preferable. In my particular environment with a relatively small dataset,
Cinder was proven to be the preferable choice as it had a significant advantage
in terms of the time it takes to create a backup and deploy it. However, for
data consistency either Cinder or Swift could be used since my results showed

no data loss post deployment of VMs using either storage mechanism..

. Perform application testing using option pricing problem of finance: Investment

being a data private operation, I decided to develop and test an option pricing
financial applications on my private Cloud. I successfully ran one of the option
pricing approaches (Binomial lattice) on the private Cloud. I showed that the
option values computed are accurate compared to a closed-form solution given

by Black-Scholes-Merton model.

With the application testing, I distributed the European and American style of
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options on various VMs to generate the value of option price using single server
which communicated with other VMs. This distributed system within a private

Cloud functioned correctly for small scale computations.

5. Performance testing on the basis of response time and compare with standalone
servers: I also evaluated performance of the private Cloud using the response
time feature of Linux and MC simulation code. It produced some interesting
results but furthermore, it helped me understand how standalone server cluster
can be used for high performance computing, if required, in the current setup.
It also helped me to understand the role of hypervisor in the virtualization
environment. Hypervisor limits the Cloud VM to remain in a single node. In
order to make use of the Cloud VM from multiple nodes, we need to have a

distributed file system and inter node communication as well.

My thesis research included reasonably extensive experimental work with the pri-
vate Cloud. Use of finance application added a new dimension to my work in respect
to learning and implementation. During the literature review, implementation and
experimentation, my knowledge in the field of private Cloud and computational fi-

nance was enhanced significantly.

Future Work

Many other applications can be deployed on private Clouds and use features.
For fields such as finance, military and hospitals where data security and easy data

accessibility are a major concern, private Clouds can play a big role to fulfill their re-



56 Chapter 6: Conclusions

quirements. My experiments with option pricing technique of binomial lattice showed
that Cloud VMs can perform in an effective way and generate accurate results for
cloud-based applications. My option pricing application also provides a prototype
model for financial institutions for their internal and external operational use.

I also proposed a model for SaaS application environment in a financial institution.
This model helps the institution to achieve two major objectives: Security and agile
data availability.

To make Cloud system work as a cluster, distributed file system such as Hadoop
(HDFS) is required. I have not explored features of HDFS like systems but it might

produce captivating results with use of Openstack, which I leave as future work.
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Openstack implementation

Note: The following major steps are prescribed by Openstack document [2].
Hence, some of the description are from the Openstack document such as Figure A.2.
All three servers are of high performance capability and operability. Below are
some major implementation steps followed during deployment of private Cloud using

openstack:

1. Configure Ubuntu server 14.04 on the controller and compute nodes for the
primary OS installation. Install RabbitMQ message broker service and MYSQL

during the time of OS installation.
2. Setup the IP address for all the nodes as shown in Figure A.1.

3. Configure DNS server on the controller node for the name resolution. Edit-
ing the host configuration file to identify the node as controller, compute and

network node.

4. Configure DHCP on the controller node to obtain IP address for the virtual

57
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Figure A.1: Network configuration Diagram

machines that would be configured later.

. Configure Network time protocol (NTP) server at a controller node that will

propagate the time settings to the connected nodes through the address resolu-

tion protocol.

. Install Keystone services (Identity Service) on the controller node for the autho-

rization. Create following elements (shown in Figure A.2) within the Keystone

service by using a MYSql database.

. These elements are created with some key values. Below is the screenshot for

user-list (Figure A.3), service-list (Figure A.4), tenant-list (Figure A.5) and

user-role list (Figure A.6).

Figure A.3 shows the list of users which communicate with the keystone for

authorization before any operation. Once they authorize using the get-token
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Elements

User

Credentials
Authentication
Token

Tenant

Service

Endpoint

Role

Description

Digital representation of a person, system, or service who uses
OpenStack cloud services.

Data that is known only by a user that proves who they are.
The act of confirming the identity of a user.
An arbitrary bit of text that is used to access resources.

A container used to group or isolate resources and/or identity
objects.

Provides one or more endpoints through which users can access
resources and perform operations.

A network-accessible address, usually described by a URL, from
where you access a service

A personality that a user assumes that enables them to
perform a specific set of operations

Figure A.2: Elements of Identity service

function of keystone and using secret-id, they are ready to perform any opera-

tions. Figure A.4 shows the list of services and their description, these services

have particular id and they operate on the basis of token authentication. Fig-

ure A.5 shows the tenant list which resides on the users for the access to the

services. Figure A.6 shows the user role list where administrative and member

access are defined, these have the privileges to perform user defined operations.

Figure A.3: Keystone user-list
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Figure A.4: Keystone service-list

Figure A.5: Keystone tenant-list

8. Once the users are created for the Keystone authentication, Glance needs to
be configured. Glance retrieves the VM OS images that can be used by nova
compute for provisioning. It uses MYSQL for database entry and store all the
image in swift in the form of an object. These object images can be extracted
whenever requested. Glance can manually or automatically download the image
from the image provider. As we can see in Figure A.7, images are given an
ID and disk format, they are kept in active state if mounted on glance for
provisioning, but if it is stored in swift then it is in passive state. Figure A.7

shows the sample VM bootable images that can be used as per the requirement.

Figure A.6: Keystone user-role list
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9.

10.

11.

Figure A.7: VM bootable image

As three node architecture is used here, the nova legacy network is used where
network node is integrated within a controller node. In this case, dhcp agent
is installed on the compute nodes. First, network api is setup on the controller
node to communicate compute node so that floating IP address can be provided
by the controller node to the VM on the compute node. Secondly, the network
services are configured on the compute nodes stating the network interface and

other details to communicate with controller node.

Nova is installed on the controller and compute node with the metadata file
on the compute and api, conductor, scheduler, certificate, novncproxy and con-
soleauth file on the controller node. All these components have their role in the
VM provisioning as scheduler schedule the tasks on the VM and novncproxy
helps in remote access to the instance. Nova-Api helps in communication and

certificate authorize the services. They collectively act as a heart of this system.

Once we have an image, provision service and network, then space is require
for the data and containers which is provided by the cinder component. Cinder
is installed on the controller or can be configured as a separate as cinder node.
Cinder provides block storage for the space of the VM and backup of data.
Block storage enhances the speed of the data access as it provided high IOPs

value. Volumes are created on the compute node which can later use for the
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space provisioning for the VM. Figure A.8 shows the volume on the cinder.

| 1D Status | Display Name | Size | Volume Type | Bootable | Attached to |
| 5e691bTb-12e3-40b6-b714-77175500b501 | available | myVolume | 1 None | false | |

_______________________________________________________________________________________________________________

Figure A.8: Cinder volume

12. The rest of the services are optional and can be configured if required by the
user, but I limited to the above mentioned services for this project. While
configuring all these services, endpoints are created so the components have the

knowledge to connect to url address to resolve the request. Figure A.9 shows

the endpoints for the above mentioned components.

Figure A.9: Service-List endpoints

A.1 Major Issues during implementation and their

Solutions

Below are some major issues that I faced while implementing components of Open-
stack. There were some minor issues as well, but those were resolved with the help

of hit and trial and easy configuration changes. Major issues are:
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1. Keystone authentication requires OS URL authorization and OS service point
authorization for the further implementation. To overcome this issue, a shell

file was created with administrator privileges containing below

export OS USERNAME is admin
export OS PASSWORD is ADMIN PASS
export OS TENANT NAME is admin

export OS AUTH URL is http://controller:35357/v2.0

This file was sourced through root, so after reboot it is automatically considered
by the Openstack environment. But the issue persists and to get an automatic
OS username and OS password on each authentication file openrc was created
to source the username and password for the admin control. This permanent

authentication helps to avoid multilevel authorization on each step.

2. Glance authentication with Keystone requires glance-api.conf file with tokens
and other configuration description so that it can communicate with the database
and keystone. It also requires rabbitmq for message passing. The default userid
and password for rabbitmq have to be extracted or changed to input into con-
figuration file so that it can communicate with the message passing protocol for

message passing. All services need to be restarted for further implementation.

3. Oslo.config has to be rebuilt to obtain image retrieval from Glance or it will
throw an exception error as import files missing. Using pip installer oslo.config
have to be reinstalled with the new version and import file have to be un-

comment out in glance-api.conf.
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4. In Nova controller, port 8774 was not listening and unable to communicate to
keystone and rabbitmq to allow services to resume. To open the port nova-

api.config has to be edited with the correct configuration details.

5. Cinder volumes was in creating status and bootable have to be defined in the
cinder.conf for the endpoint status. The module was not functional until the
local.conf was enabled with the correct configuration. Block memory address
resides in the cinder.api library which in response contact controller node for
keystone authorization. To setup this configuration I made an ethernet port of

controller node accessible to compute node.

A.2 Configuration for Openstack nodes

Configuration for Controller node

[[localllocalrc]]
HOST_IP=192.168.0.106
FLAT_INTERFACE=eml
FIXED_RANGE=10.4.128.0/20
FIXED_NETWORK_SIZE=4096
FLOATING_RANGE=192.168.0.128/25
MULTI_HOST=1
LOGFILE=/opt/stack/logs/stack.sh.log
ADMIN_PASSWORD=*secretx*

DATABASE_PASSWORD=root
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RABBIT_PASSWORD=root

SERVICE_PASSWORD=root

SERVICE_TOKEN=xyzpdqlazydog

#Enable celiometer

enable_plugin ceilometer git://git.openstack.org/openstack/ceilometer
#Enable sahara

enable_plugin sahara git://git.openstack.org/openstack/sahara

# Enable sahara—-dashboard

enable_plugin sahara-dashboard

git://git.openstack.org/openstack/sahara-dashboard

Configuration for Compute node

[[locall|localrc]]
HOST_IP=192.168.0.103 # change this per compute node
FLAT_INTERFACE=eml
FIXED_RANGE=10.4.128.0/20
FIXED_NETWORK_SIZE=4096
FLOATING_RANGE=192.168.0.128/25
MULTI_HOST=1
LOGFILE=/opt/stack/logs/stack.sh.log
ADMIN_PASSWORD=*secretx*
DATABASE_PASSWORD=root
RABBIT_PASSWORD=root

SERVICE_PASSWORD=root
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SERVICE_TOKEN=xyzpdqlazy

DATABASE_TYPE=mysql

SERVICE_H0ST=192.168.0.101

MYSQL_HOST=$SERVICE_HOST

RABBIT_HOST=$SERVICE_HOST

GLANCE_HOSTPORT=$SERVICE_HOST:9292
ENABLED_SERVICES=n-cpu,n-net,n-api-meta,c-vol
NOVA_VNC_ENABLED=True
NOVNCPROXY_URL="http://$SERVICE_HOST:6080/vnc_auto.html"
VNCSERVER_LISTEN=$HOST_IP
VNCSERVER_PROXYCLIENT_ADDRESS=$VNCSERVER_LISTEN

#Enable celiometer

enable_plugin ceilometer git://git.openstack.org/openstack/ceilometer
#Enable sahara

enable_plugin sahara git://git.openstack.org/openstack/sahara
# Enable sahara-dashboard

enable_plugin sahara-dashboard

git://git.openstack.org/openstack/sahara-dashboard

A.3 Shell scripts used in Replication Testing

1. Scripts: To generate text files with n size of data
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generate_data.sh:

for i in {1..n}; do echo "Hello World $i" > "datafile"$i".txt";
done

for i in {1..n}; do for j in {1..19};

do cat "datafile"$i".txt" "datafile"$i".txt" >

test.txt && mv test.txt

"datafile"$i".txt"; done; done

2. Scripts: These were the scripts used to generate the VM snapshots every 2

hours.

testing_run_scripts.sh:

#!/bin/bash

IMAGENUM=1

TARGET="serverl"

for i in 1 2 3 4; do

sh freeze_instance.sh & sh make_snapshot.sh $IMAGENUM $TARGET &
IMAGENUM=$ (( (IMAGENUM + 1)%5 ))

sleep 2h

done

echo Script Complete...

freeze_instance.sh:

#!/bin/bash
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sleep 2m

sync

echo "freezing..."

ssh -1 my-private-key.txt ubuntu@10.0.0.4
sudo mount -a;

sudo fsfreeze -f /mnt;

sleep 3m;

sudo fsfreeze -u /mntH

echo "unfreezing..."

echo "DONE FREEZE_INSTANCE.SH"

make_snapshot.sh:

#!/bin/bash

echo "deleting..."

nova image-delete $2"_snapshot$1l"

sleep 2m

echo "making snapshot..."

t1=$(date +"%s")

nova image-create --poll $2 $2"_snapshot$1l"
t2=$(date +"7s"

diff=$(expr $t2 $t1)

echo "Number of seconds to create snapshot"+$2+"_snapshot$l
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$aiff"

echo "DONE INSTANCE_SNAPSHOT.SH"

3. Scripts: These scripts were used to create the volume snapshots

testing_volume_scripts.sh:

#!/bin/bash

IMAGENUM=1

TARGET="cloudvolume"

for i in 1 2 3 4; do

sh volume_snapshot.sh $IMAGENUM $TARGET &
IMAGENUM=$ (( (IMAGENUM + 1)7%5 ))

sleep 2h

done

echo Script Complete...

volume_snapshot.sh:

#!/bin/bash

echo "deleting volume..."

nova volume-snapshot-delete $2"-snapshot$l"
sleep 3s

t1=$(date +"%s"

echo "$t1"

cinder snapshot-create --force
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True --display-name $2"-snapshot$l" $2 & EPID=$!
wait $EPID

t2=$(date +")s")

echo "$t2"

diff=$(expr $t2 - $t1)

echo "Number of seconds to create volume snapshot : $diff"
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