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Abstract
Recent advances in cost-effective and efficient genome sequencing technologies and scalable health

data management systems have resulted in a biomedical data revolution. This massive data avail-

ability has created several exciting opportunities to accelerate clinical research, develop better and

efficient diagnosis and prevention techniques for patients. In order to perform a comprehensive

study by utilizing a large-scale dataset, multiple institutions need to collaborate with each other.

However, policy and legal challenges in biomedical data sharing result in geographic inequities in

access to data, which often hinders collaborative research. As constructing a centralized data repos-

itory is infeasible due to legal and policy constraints, a distributed network model is very effective

in this scenario. In this model, to protect the data and summary statistics of participating sites,

traditional cryptographic means are not readily applicable due to significant computation and com-

munication overhead. In this thesis, I propose three different frameworks for secure and efficient

biomedical data analysis in a distributed environment. These frameworks can securely perform

genome-wide association studies, regression analysis, and clinical notes de-identification.
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Chapter 1

Introduction

Rapid advances in human genome sequencing and scalable Electronic Medical Record (EMR)

management systems have enabled effective use of biomedical data in a wide range of healthcare

applications. The availability of such data offers numerous opportunities to accelerate clinical re-

search, develop better and targeted therapies for patients. In this way, biomedical data can yield

more effective healthcare by guiding medical decisions. Therefore, data-driven biomedical research

is gaining popularity as it can identify potential correlations between a disease and a certain clinical

profile, which improves the safety and efficacy of drug treatment and can also develop more effec-

tive prevention strategies. The outcomes of biomedical research are capable of providing new clues

to disease biology by identifying genes and biological pathways correlated with the disease process.

Some related tests attest this statement: women who have a higher risk for breast and ovarian cancer

can be identified by the mutations in the BRCA1 and BRCA2 genes [1].

To minimize the sampling error and to increase the statistical accuracy of this type of research

projects, large study populations are required. For instance, in observational drug effect studies,

very large sample size is essential to distinguish between individual members of drug classes [2].

Therefore, data from different sources need to be brought together since a single organization does

1



Introduction 2

not necessarily possess the required amount of data. However, biomedical data (for instance, human

genome) is potentially re-identifiable, and can expose sensitive information, which raises privacy

and security concerns about sharing such data. Several works have showed the vulnerability of

human genomic data if data security is not ensured: re-identifying patients from an anonymized

dataset [3], reconstructing allele frequencies for participating individuals [4], and predicting the

likelihood of developing a disease [5]. As genomic information is shared among family members,

the inappropriate exposure of individual genomic data may compromise their privacy as well [6]. In

addition, new privacy threats are emerging [7].

Collaborative biomedical research projects among multiple institutions (cross-state, cross-

provincial, or cross-border) must satisfy the strict policies that have been enforced to regulate

privacy-sensitive data sharing. These policies vary in different regions of the world based on various

criteria. For instance, there are several key differences between the US Health Insurance Portability

and Accountability Act (HIPAA) and the Canadian Personal Information Protection and Electronic

Documents Act (PIPEDA). Due to these differences in policies and potential misuse of the privacy-

sensitive data, it is hard to establish centralized data repositories between different geographical

entities. As a result, raw data never leaves the boundary of an institution or a government. For

example, the Institute for Clinical Evaluative Sciences in Ontario (ICES) and Manitoba Centre for

Health Policy (MCHP) do not allow the dissemination of raw data beyond the institution [8, Page

22]. Therefore, it is imperative to design a framework that is capable of performing computation

using summary statistics from participating sites instead of depending on centralized storage of raw

data. This distributed model, where data is analyzed in each local site and outputs are combined

by a collaborating centre, can overcome substantial policy and legal obstacles to pooling the raw

data [2].

To protect the confidentiality of shared biomedical data, different secure computation tech-

niques have been proposed. Most of these techniques solely rely on cryptographic means, which
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Table 1.1: Summary of the contributions of this thesis

Frameworks
Data Secure Computation Technique

Genomic Clinical Homomorphic Encryption Secure Hardware

Chapter 3 3 3 3

Chapter 4 3 3 3 3

Chapter 5 3 3

are very inefficient to handle a computation task of a practical scale. A promising alternative is

made possible by recent advances in trusted execution environments (TEEs) such as Intel Software

Guard Extension (Intel SGX) [9]. SGX enables critical code to process sensitive data in an isolated

hardware environment that is protected from the traditional operating system and other system soft-

wares. Such protection is available in Intel’s mainstream CPUs (Skylake and Kaby lake). However,

the system design of Intel SGX requires an enclave program to use resources (memory, I/O, etc.)

partially or fully controlled by the untrusted system softwares, and thus potentially subjects it to

side-channel attacks. By observing operations on the shared resources, an adversary could infer

sensitive information inside the enclave.

1.1 Contributions

This thesis explores different approaches to develop a practical secure computation framework that

is both secure and efficient. The proposed frameworks adopt two secure computation techniques:

homomorphic encryption and secure hardware. Table 1.1 summarizes the secure computation tech-

niques of the proposed frameworks and the nature of data they operate on.

Following we discuss the technical contributions of this thesis in detail.
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SAFETY: Secure gwAs in Federated Environment Through a hYbrid solution

We present SAFETY, a hybrid framework, which can securely perform GWAS on federated ge-

nomic datasets using homomorphic encryption and secure hardware component of Intel SGX to

ensure high efficiency and privacy at the same time. Different experimental settings show the ef-

ficacy and applicability of such hybrid framework in secure conduction of GWAS. To the best of

our knowledge, this hybrid use of homomorphic encryption along with Intel SGX is not proposed

or experimented to this date. Our proposed framework, SAFETY is up to 4.82 times faster than

the best existing secure computation technique. The results of this chapter appear in IEEE/ACM

Transactions on Computational Biology and Bioinformatics [10].

Secure and Efficient Regression Analysis Using a Hybrid Cryptographic Framework

We designed, developed, and evaluated a hybrid cryptographic framework, which can securely per-

form regression analysis, a fundamental machine learning algorithm using somewhat homomorphic

encryption and Intel SGX to ensure both privacy and efficiency at the same time. Experimental

results demonstrate that our proposed method provides a better trade-off in terms of security and

efficiency than solely secure hardware-based methods. In addition, there is no approximation error.

The computed model parameters are exactly similar to the plaintext results. The results appear in

Journal of Medical Internet Research - Medical Informatics [11].

A Secure and Efficient Framework for Distributed Clinical Notes De-identification

We propose a novel protocol based on private set intersection and secure thresholding for a dis-

tributed data de-identification task. We extended a previous filtering-based method [12] to de-

identify data from distributed sources and demonstrated the feasibility of using homomorphic en-

cryption to devise an efficient multi-party protocol. We optimized naive homomorphic encryption

by incorporating a Single Instruction, Multiple Data (SIMD) technique and number theoretic trans-
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forms. Experimental results show that our proposed method can simultaneously ensure data privacy

and preserve data utility. The outcome of this research project has been submitted to American

Medical Informatics Association Annual Symposium 2018.

1.2 Organization of this Thesis

This thesis is organized as follows:

• Chapter 2 discusses necessary background materials, which are utilized by the different meth-

ods proposed in this thesis.

• Chapter 3 shows how to securely conduct genome-wide association studies on a federated

dataset using a trusted hardware assisted framework.

• Chapter 4 discusses hybrid cryptographic framework for performing regression analysis over

distributed data in a secure and efficient way.

• Chapter 5 describes a novel secure protocol based on private set intersection and secure

thresholding to identify uncommon and low-frequency terms in clinical notes from distributed

sources.

• Chapter 6 concludes the thesis.



Chapter 2

Background

In this chapter, we will introduce some of the concepts, which are required to understand the

proposed methods in this thesis. Also, some general related works will be discussed. More specific

related works will be discussed in corresponding chapters.

2.1 Preliminaries

2.1.1 Genomics

Genes may have different variants which are located at a particular position or locus, on a chromo-

some. The different variants of a gene at a locus are called alleles. This kind of genetic variations

in DNA sequences has a significant influence on disease and phenotype. The most common form

of genetic variants is Single Nucleotide Polymorphism (SNP). A SNP is a genetic variation, which

refers to an alteration of a single nucleotide (A, T, C, or G). A SNP is generally bi-allelic: there are

two alleles at a SNP locus.

In humans, chromosomes are inherited in pairs, one from each parent. Hence, at a particular locus,

there is an allele in each of the two homologous chromosomes. These two alleles together are called

genotype. On the other hand, the sequence of alleles along a chromosome is called a haplotype.

6
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2.1.2 Intel SGX

Intel SGX is a set of extensions to the Intel architecture which mainly focuses on the problem of

running applications on a remote machine administered by an untrusted party. SGX allows parts of

an application to be executed inside secure segments of the CPU called enclaves. Untrusted entities

including privileged software (kernel, hypervisor, etc.) cannot access enclaves. SGX ensures that

the code and data within an enclave cannot be read or modified from outside the enclave.

There are two SGX features that play a vital role in provisioning of sensitive data to an enclave.

These are called attestation and sealing.

• Attestation: SGX enclaves are created without privacy-sensitive data. Privacy-sensitive data

are delivered after the enclave has been properly instantiated on the platform. The process of

demonstrating that a piece of software has been properly instantiated within an enclave on an

enabled platform is called attestation [13].

Attestation demonstrates to a user that he is communicating with an application running inside

an enclave. This demonstration is accomplished via a cryptographic signature that certifies

the hash of the enclave’s contents. The remote computer’s administrator is able to load any

program in an enclave. However, the user (who uses the remote computation service) will

deny to load his data into an enclave if the hash of the contents does not match the desired

value [14].

• Sealing: When an enclave is instantiated, SGX provides protections to its data while it is

maintained inside the enclave. However, when the enclave process exits, the enclave will be

destroyed and all associated data will be lost. If the data is required later, it needs to be stored

outside the enclave. Sealing is the process of encrypting and storing data in a way such that

only the same enclave would be able un-seal them back to their original form. In our frame-

work, data sealing is not required since the data owners do not necessarily outsource their
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data to the central server. Instead, they send certain local counts in response to researcher’s

query.

Memory Partition in Intel SGX

SGX partitions the main memory in two regions: protected region and unprotected region (as shown

in Figure 2.1). Unprotected memory region is generally accessible. However, access to protected

memory region is restricted. Data used by enclaves are swapped in and out of a segment of protected

memory region, which is called Enclave Page Cache (EPC). Enclave pages are stored in the EPC.

Size of an enclave page is 4KB.

ALU

Registers

Cache

CPU

Enclave Page Cache

Enclave Page Cache Map

Regular Memory

RAM

Memory Bus

Figure 2.1: Memory partition in SGX.

Access to EPC is restricted on the hardware level. The Enclave Page Cache Map (EPCM)

keeps track of which enclave is authorized to access which pages in the EPC. In EPCM, each page

is mapped to a set of enclaves that are authorized to access it. SGX checks whether a specific

enclave is authorized to access a page based on the EPCM.

2.1.3 Homomorphic Encryption

Homomorphic encryption allows performing computation on encrypted data without decrypting the

data. Homomorphic encryption in a nutshell is: if c1 = ξ(m1) and c2 = ξ(m2) (where m1 and m2

are the plaintexts, c1 and c2 are the ciphertexts, and ξ is any randomized encryption function), we
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can perform computation on c1, c2 and get the same output as if we were performing computation

on m1 and m2.

The idea of an encryption scheme that is capable of performing arbitrary computation on encrypted

data was first proposed by Rivest et al [15] in 1978. Since then, a number of homomorphic cryp-

tosystems were invented. In Chapter 3, we have used a additively homomorphic cryptosystem called

Paillier cryptosystem [16].

Paillier Cryptosystem

Paillier cryptosystem has two important properties that we utilized in chapter 3.

• Probabilistic encryption: If we encrypt the same message several times using Paillier cryp-

tosystem, it generates different ciphertexts for the same plaintext.

• Addition homomorphism: For any public key n and arbitrary messages m1, m2,

ξ(m1 +m2) = (ξ(m1) ∗ ξ(m2))modn2

which denotes that we can do an addition operation over ciphertexts.

Table 2.1 shows a partial list of homomorphic encryption schemes. As we can see, most of the

traditional homomorphic encryption schemes are either additively homomorphic (Paillier [17]), or

multiplicatively homomorphic (ElGamal [18]). However, such restriction to one single algebraic

operation is very inconvenient for general purpose applications.

Finally, Boneh et al. [22] proposed a partially homomorphic cryptosystem in 2005 that is able

to perform one multiplication and any number of additions.

Fully Homomorphic and Somewhat Homomorphic Encryption

Developing an encryption scheme that supports an arbitrary number of additions and multiplica-

tions was an open problem until 2009. In 2009, Gentry showed the first construction of fully ho-
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Table 2.1: A list (partial) of homomorphic encryption schemes

Cryptosystem Homomorphism

Goldwasser-Micali [19], Paillier [16] Additive

RSA [20], ElGamal [21] Multiplicative

Boneh et al. [22] Both

momorphic encryption (FHE) scheme [23] that can do any number of addition and multiplication

on encrypted data. Lately, researchers are adopting lattice cryptosystems, which leverage ring ho-

momorphism (addition and multiplication) [24, 25]. Since addition and multiplication operations

over integer ring Z2 form a complete set of operations, this type of encryption schemes supports

any polynomial-time computation on ciphertext.

To explain FHE, say ciphertext ci is the encrypted form of plaintext mi, where mi and ci are

elements of a ring (the operations of the ring are: addition and multiplication). In FHE, if a function

f consists of addition and multiplication in the ring, then

decryption(f(c1, c2, ..., cn)) = f(m1,m2, ...,mn)

Generally, f is expressed by an arithmetic circuit over GF(2) (Gallois field). This is equivalent to a

Boolean circuit with exclusive OR and AND gates.

In the existing FHE schemes, a certain amount of noise needs to be introduced in the cipher-

texts to ensure data confidentiality. This noise grows while performing homomorphic operations on

ciphertexts. In particular, a homomorphic multiplication operation increases the size of the cipher-

text abruptly. For instance, if 2 input ciphertexts have size M and N , then the output ciphertext

will be of size M + N − 1. If the amount of noise becomes too high, then the ciphertext cannot

be decrypted correctly. To perform any number of homomorphic operations, the noise of the ci-

phertexts needs to be reduced. As mentioned before, this can be done using a method known as
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bootstrapping [23], which is computationally expensive.

In use cases, where only a predetermined number of computational operations need to be done,

the costly bootstrapping process can be avoided by using a somewhat homomorphic encryption

(SWHE) scheme [26]. This scheme is often more practical than using FHE scheme with boot-

strapping. SWHE schemes use a method called relinearization [27, 28] to reduce the size of the

ciphertext.

The cryptosystem in [29] is a Somewhat Homomorphic Encryption (SWHE) scheme that can

compute a bounded number of homomorphic functions. Other recent RLWE-based SWHE cryp-

tosystems include BGV [30], FV [31], and YASHE [32]. While these systems are intrinsically

similar, there are differences and trade-offs. Interested readers can refer to [33,34] for more details.

In Chapters 4 and 5, we used the YASHE and FV cryptosystem respectively (other RLWE-

based systems will work in a similar manner), which consists of the following functionalities:

• KeyGen(params): Given the system parameters params as input, Keygen generates a

public-private key pair and an evaluation key (pk, sk, evk).

• Enc(pk,m): An encryption algorithm encrypts a plaintext message m using the public key

pk.

• Dec(sk, c): Let c be the encryption of plaintext m. A decryption algorithm outputs m, given

private key sk and ciphertext c as input.

• Add(c1, c2): Let c1, c2 be the ciphertexts for messages m1,m2 respectively. Given, c1, c2 as

input, a homomorphic addition operation Add computes the encrypted sum of m1,m2.

• Mult(c1, c2): Let c1, c2 be the ciphertexts for messages m1,m2 respectively. Given, c1, c2

as input, a homomorphic multiplication operation Mult computes the encrypted product of

m1,m2.
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• ReLin(cmult, evk): The objective of relinearization operation ReLin is to reduce the size

of a given ciphertext cmult back to (at least) 2. Relinearization is generally performed when

the size of the ciphertext increases substantially by multiplication operations. Relinearization

operation requires the evaluation key evk.

2.2 Related Works

In this section, we discuss some related works on secure genome-wide association studies and re-

gression analysis. To the best of our knowledge, there is no prior work that focuses on securely

de-identifying clinical notes from distributed sources. However, some relevant techniques are dis-

cussed in Chapter 5.

2.2.1 Secure Genome-wide Association Studies

Homomorphic Encryption based Approaches

Data privacy is a critical issue when genomic data is processed in an untrusted cloud environment.

For privacy-preserving processing of genomic data, each data contributor sends data to the cloud

server in encrypted form and all the computations are performed on encrypted data. An homo-

morphic encryption scheme allows computation on encrypted data. But existing homomorphic

encryption schemes support only a limited family of computations. For instance, Smart and Ver-

cauteren [35] proposed a fully homomorphic encryption scheme, which supports only addition and

multiplication operations on encrypted data. As a result, performing complex statistical analysis for

Genome-wide Association Studies (GWAS) using homomorphic encryption is challenging.

As existing homomorphic encryption schemes do not support certain operations, the cloud

server can perform only the supported ones and leave further operations for executing locally. In

a solution proposed by Lu et al. [36], when the cloud server receives a GWAS query from a re-
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searcher, it merges the encrypted data from different contributors. Then, using homomorphic addi-

tion and multiplication operations, the cloud server calculates different values required to perform

statistical tests in GWAS. However, computing the final result involves the division operation, and

in this scheme, the cloud server does not support homomorphic division. So, the server sends these

values to the researcher for further computation. The researcher then decrypts the values and calcu-

lates the final result locally.

Instead of sending necessary values for performing statistical tests, the cloud server can send the

final results of the statistical tests by implementing homomorphic division operation. Zhang et al.

[37] proposed two homomorphic division schemes (secure errorless division and secure approxi-

mation division) to conduct GWAS in the cloud server. Although a secure approximation division

protocol comes with some approximation errors, it provides a good trade-off in terms of complexity

and accuracy. In addition, their proposed division algorithms can be executed in a parallel fashion

to reduce the number of homomorphic additions and multiplications.

Unlike Lu et al. [36], Zhang et al. [37] allows computation of final results of statistical tests for

GWAS in the cloud server which facilitates complete outsourcing of GWAS to the cloud. Moreover,

in the proposed approach of Lu et al. [36], the cloud server sends individual values due to the lack

of a homomorphic division operation, which exposes a security threat. A researcher who receives

those values can infer additional information.

Lauter et al. [38] worked on some statistical algorithms, which are widely used in GWAS.

They made those algorithms to work on encrypted genomic data using homomorphic encryption.

Their proposed method operates on a database containing encrypted genotype and phenotype counts

in two steps. In the first step, encrypted genotype and phenotype counts are calculated using homo-

morphic addition operation. In the second step, outputs of the statistical algorithms are calculated

from counts calculated in the first step.

Secure Count and Ranked Query: To execute count and ranked queries securely on genomic data,
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Aziz et al. [39] proposed an architecture where data owners keep their data in their local databases.

Their architecture uses the Paillier cryptosystem [16]. In this architecture [39], when a researcher

wants to execute a count or ranked query on the integrated data, each query is executed separately in

each data owner’s database. Then, individual results are sent to the central server in encrypted form.

The central server then performs computation on the encrypted results. Finally, the researcher re-

ceives the result of his desired query. Since most computations and query executions are performed

on plaintext, and only individual encrypted results are used to formulate the final result, this process

is much faster than computation on encrypted data. There are some other solutions based on similar

architectures [37, 40]. These approaches are computationally secure but not suitable for real world

applications due to high computational overhead.

Secure Hardware (Intel SGX) based Works

There are some recent works, which perform privacy-preserving statistical analysis on genomic data

using secure hardware: PREMIX [41], PRINCESS [42].

PREMIX: In biomedical research, identification of demographic histories of patients is very im-

portant. For instance, by analyzing ethnicity information, researchers can understand whether a

population is more susceptible to a certain disease or likely to benefit from a specific therapeu-

tic intervention. In addition, understanding the individual admixture from different ancestries is

also required for this purpose (to clarify the term admixture, an example may be used: Hispanics

represent an admixed group among African, Caucasian, and Native American). However, many

ethnicity/race identification studies are limited by sample size [43]. Aggregating data from differ-

ent sources could improve the accuracy and reliability of these studies. However, sharing patients’

genetic data violates the patient privacy policy.

Taking into account the above mentioned issue, PREMIX [41] introduces a solution based

on Intel SGX, which enables efficient and privacy-preserving estimation of individual admixture.
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PREMIX [41] can protect the confidentiality of genomic data and ancestry information of patients.

Usage of strong security primitives of Intel SGX, allows PREMIX to enable multiple parties to col-

laborate on individual admixture estimation. PREMIX includes, a secure feature selection module

based on discriminative SNP and an expectation maximization based maximum likelihood estimator

to estimate individual admixture. These modules enhances the estimation accuracy and computa-

tional efficiency of the framework.

PRINCESS: As mentioned before in Chapter 1, protecting confidentiality during collaborative

(cross-institutional) genomic data analysis remains a big challenge. Cross-border collaborations are

more complex due to governmental policies that may restrict genomic data sharing. In this context,

the major challenge is, how to perform cross-border (or, institutional) collaborative research on ag-

gregate genomic data while satisfying legal and privacy policy constraints. Due to this complexity,

recent genomic data analysis projects [40, 44] used simulated data.

PRINCESS [42] introduces an international collaboration framework for privacy-preserving

analysis of rare disease genetic data that are distributed around the world. PRINCESS [42] was

evaluated in a study of family-based transmission tests (TDT) in order to understand the genetic

architecture of Kawasaki Disease (KD) [45].

In order to isolate sensitive genomic data analysis within a secure enclave, PRINCESS [42] uses

Intel SGX. It includes a secure TDT module to study KD.

2.2.2 Secure Regression Analysis

In this section, we discuss some of the existing works that focus on regression analysis in a secure

way. Table 3.1 demonstrates some of the recent works in this area in chronological order. Each of

the following Subsections cover a certain secure computation scheme.
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Homomorphic Encryption based Approaches

There are many applications of homomorphic encryption in privacy-preserving machine learn-

ing [46–49]. Some of these target regression analysis [48, 49]. Hall et al. [49] proposed a mul-

tiple linear regression analysis technique based on homomorphic encryption. Their main idea is,

since computing regression coefficients is basically done by matrix products, a secure method can

be formulated by composing secure matrix products. Another work by Bos et al. [48] demon-

strates a private predictive analysis (based on logistic regression) on encrypted medical data using

homomorphic encryption.

Homomorphic encryption is impractical as it comes with huge computational and storage over-

head. Some practical variants of homomorphic encryption scheme have been proposed over the last

few years [50–52]. However, the overhead issue still persists.

Garbled Circuit based Approaches

In the mid 80s, Yao proposed garbled circuits [61] in the context of secure two-party computation,

which can compute a function f on input x without exposing anything about f or x. So, a malicious

party cannot learn anything about the function f or the input x other than the result f(x). It should be

noted that the term circuit in this context means, boolean circuit.

Valeria et al. [57] implemented an evaluator for computing regression coefficient that uses

linear homomorphism in the first phase to perform all the linear operations. In the second phase,

it uses garbled circuit for non-linear computations since garbled circuit is much more efficient than

homomorphic encryption for this purpose.

However, there are some critical issues of garbled circuits.

1. First of all, standard garbled circuits suffer from one limitation: they offer no security if used

on more than one inputs. In other words, garbled circuits are not reusable. Consequently,
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Table 2.2: Previous research works in secure regression analysis

Technique Year Regression Differential Homomorphic Garbled Intel SGX

Type Privacy Encryption Circuit

Chaudhuri et al. [53] 2011 Linear 3

Lei et al. [54] 2011 Linear 3

Hall et al. [49] 2011 Linear 3

Zhang et al. [55] 2012 Linear, logistic 3

Wu et al. [56] 2012 Logistic 3

Valeria et al. [57] 2013 Ridge 3 3

Bos et al. [48] 2014 Logistic 3

Wang et al. [58] 2016 Exact logistic 3

Shi et al. [59] 2016 Logistic 3

Ohrimenko et al. [60] 2016 – 3

Our proposal 2017 Linear, logistic 3 3

evaluating the circuit on a new input requires a completely new garbling of the circuit.

2. Another problem with garbled circuits is that the communication complexity is proportional

to the size of the circuit. This makes garbled circuits inefficient from the communication per-

spective [62, Page 22]. However, with homomorphic encryption, the communication com-

plexity is much less.

For instance, consider a scenario, where encrypted clinical data is stored in the cloud, and a

researcher executes private prediction queries on this massive clinical dataset. In this case,

the communication complexity of a private query is extremely high since the garbled circuit

used to represent the query is proportional to the size of the dataset. On the contrary, the com-
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munication complexity of such a query in homomorphic encryption scheme is proportional

to the size of the encrypted response to the query.

3. Finally, garbled circuit-based techniques need complex circuit design and optimization for

each particular computation. Thus, it is not very flexible.

Differential Privacy based Approaches

Solutions based on differential privacy [63] add noise to the data to preserve individual privacy.

There are also some works on differentially private regression analysis [53–55, 64]. The solu-

tion proposed by Chaudhuri et al. [53,64] is applicable only for linear regression. Lei [54] proposed

another technique where in the first step, they generate a noisy histogram from the input data. Then,

from the noisy histogram they generate synthetic data by preserving statistical properties of the his-

togram. In the final step, they use synthetic data to compute the regression results. Finally, Zhang

et al. [55] proposed a solution based on functional mechanism. Instead of perturbing the results,

they perturb the objective function (cost function) of the regression analysis.

Noise added by differentially private techniques reduces data utility, and makes statistical anal-

ysis very difficult. Also, differential privacy requires one trusted entity who can access the integrated

dataset. In addition, in client-server architecture, where a client executes a query on the database

stored in the server, differential privacy is not applicable for several types of queries [65].

Secure Hardware (Intel SGX) based Approaches

There are no secure hardware based techniques that target regression analysis (to the best of our

knowledge). However, Ohrimenko et al. [60] worked on some machine learning algorithms using

Intel SGX. Although, SGX is very efficient from a computation and storage point of view, the

trustworthiness of SGX is yet to be fully established due to some recently proposed side-channel

attacks against SGX [66–68].



Chapter 3

SAFETY: Secure gwAs in Federated

Environment Through a hYbrid solution

Recent studies demonstrate that effective healthcare can benefit from using the human genomic

information. For instance, analysis of tumor genomes has revealed 140 genes whose mutations

contribute to cancer [69]. As a result, many institutions are using statistical analyses of genomic

data, which are mostly based on genome-wide association studies (GWAS). GWAS analyze genome

sequence variations in order to identify genetic risk factors for diseases. These studies often require

pooling data from different sources together in order to unravel statistical patterns or relationships

between genetic variants and diseases. In this case, the primary challenge is to fulfill one major

objective: accessing multiple genomic data repositories for collaborative research in a privacy-

preserving manner. Due to the sensitivity and privacy concerns regarding the genomic data, multi-

jurisdictional laws and policies of cross-border genomic data sharing are enforced among different

regions of the world.

19
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3.1 Introduction

Rapid advancement in human genome sequencing has led us to a genomic era where human genomic

data play an ever-important role in clinical research [70]. As cost-effective and efficient genome se-

quencing technologies are readily available, the research community can conduct experiments on

different genomic data repositories for scientific discovery [71]. As a result of this massive data

availability, Genome-Wide Association Studies (GWAS) are gaining popularity as they answer crit-

ical questions like susceptibility towards a disease or a physical trait by analyzing genome sequence

variations in different individuals. GWAS examine genetic architecture of a disease to identify ge-

netic risk factors associated with it. In other words, GWAS aims at finding if there is any correlation

between a certain set of genes and a specific disease. Another fundamental goal of GWAS is to

identify biological factors responsible for disease susceptibility in order to develop more effective

diagnosis, treatment, and prevention techniques.

A larger genomic dataset is quintessential to perform any analytical study such as GWAS. Dif-

ferent research organizations or healthcare facilities often sequence genomes of different patients

or participants for this reason. Researchers are interested in executing queries over these massive

genomic datasets for unraveling new pieces of information about diseases under study. Oftentimes,

the accuracy of this evaluation relies on the quantity and quality of the data used in the analysis–

but a single organization often does not possess adequate genomic data (collection, processing, and

storing of large-scale data is non-trivial) to perform a comprehensive or meaningful experiment.

Because more data can reduce the sampling errors and improve the power of the analysis (for in-

stance, statistical strength of GWAS increases with the quantity of data [72]), organizations tend to

collect as much data as possible to meet data analysis needs.

Because sharing genomic data in plaintext possesses serious privacy implications for the par-

ticipants [77,78], in addition to the approval from an institutional review board (IRB), collaborative
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Table 3.1: Previous research works in secure and privacy-preserving GWAS in chronological order

Existing Year Secret Homomorphic Differential Intel SGX

Techniques Sharing Encryption Privacy

Bogdanov et al. [73] 2014 3

Lauter et al. [38] 2014 3

Tramèr et al. [74] 2015 3

FORESEE [37] 2015 3

Simmons et al. [75] 2016 3

Shahbazi et al. [76] 2016 3

PRINCESS [42] 2017 3

SAFETY (our proposal) 2017 3 3

research on shared genomic data often needs to satisfy two criteria at the same time — a) authoriz-

ing access to genomic data for research and b) preserving participants’ privacy and protecting the

confidentiality of their genomic information [79]. That is why strict policies regarding genomic

data sharing have been enforced, and generally, these policies are different in different regions of

the world. This difference in the regulations of cross-border genomic data sharing greatly impedes

international research projects [80]. It is imperative to address the reality challenge with practical

solutions to promote health science discoveries.

3.1.1 Existing Techniques

To ensure the security and privacy of shared genomic data, different privacy-preserving techniques

(for instance, homomorphic encryption [23], garbled circuit [61], secure hardware [42], secret shar-

ing [81], differential privacy [82] etc.) have been proposed. Some applications of these techniques

in secure GWAS, are demonstrated in Table 3.1. Each of these techniques has some advantages
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as they allow some functions to be computed on the data without compromising confidentiality and

integrity of it [83]. For instance, homomorphic encryption allows to perform some computation (i.e.

addition and multiplication) on encrypted data. Hence, encrypting the data before sharing and then

executing the required computation on encrypted data is an intuitive solution. However, homomor-

phic encryption based solutions have significant computational and storage overhead, which makes

them often impractical for real life applications [84].

Secure multiparty computation (garbled circuit and secret sharing) is also a prospective solu-

tion because of their lower computational overhead. However, garbled circuit based solutions need

complex circuit design and optimization, which limit its flexibility and usability greatly. Another

technique of this genre, secret sharing involves huge communication overhead. Besides, it is not

suitable for client server architecture [85].

Differential privacy based techniques add noise to the data in order to protect individual pri-

vacy. But, this noise reduces data utility, and makes accurate statistical analysis much harder. In

addition, differential privacy requires one trusted party who has access to the integrated dataset.

This requirement is not applicable to our scenario.

Intel SGX [9, 86] is an extension to the Intel architecture which allows an application to run

inside protected execution areas of CPU. Although, SGX is efficient from computation and storage

perspective, the security of SGX is yet to be fully established due to the recent discovery of side-

channel attacks against SGX [66].

3.1.2 Contributions

In this chapter, we propose a hybrid framework, SAFETY, for secure execution of some popular

statistical tests used in GWAS in a federated environment. Our proposed hybrid model incorporates

security and efficiency of two different cryptographic schemes in a single system. More precisely,

it is the first attempt to infuse homomorphic encryption with SGX to develop a secure and scalable
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genomic data computation model. The experimental results clearly demonstrate that it performs

consistently irrespective of the number of data owners making it highly scalable (see Section 3.5

for details). This hybrid model captures the essence of both techniques: ability of computing some

functions on encrypted data (homomorphic encryption) and performing sophisticated mathematical

operation in the secure execution area of an SGX enabled CPU. Our primary goal behind proposing

a hybrid model relies on better security guarantee from existing secure computation schemes, and

faster and scalable execution for any number of data owners. From our experimental results, it

is evident that the proposed hybrid model provides better efficiency and security than pure secure

hardware or homomorphic encryption based solutions.

SAFETY utilizes an architecture [39] to execute secure count query on federated genomic

datasets. Similar federated architectures are available in literature [73, 87]. In our adopted architec-

ture [37, 39], genomic data resides in the local premises of individual data owners in plaintext (see

Figure 3.1). Data owners have their own database systems which are geographically distributed and

have different policy compliance for the data usage. An overview of data representation for each

data owner is shown in Table 3.2. Proper authentication allows any researcher to execute queries on

their data.

Among the existing secure computation techniques, SGX is the most efficient. For instance,

an implementation of SGX-based MapReduce framework [88] shows a very modest overhead of

8% to achieve read/write integrity. This is a great advantage of SGX in comparison to other secure

computation schemes like garbled circuit and homomorphic encryption, which generally increase

the computational overhead to a great extent. However, our proposed hybrid model is 1.7 to 4.82

times faster than SGX (see Section 3.5). This comparative efficiency increases with the number of

data owners. The contributions of this work are summarized as follows:

1. We propose a hybrid cryptographic framework, SAFETY, which uses homomorphic encryp-

tion along with secure hardware features of the Intel SGX. SAFETY is not only secure and ef-
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ficient, but also overcomes the limitations of solely homomorphic encryption based solutions

which often come with higher computational overhead for processing higher order polynomi-

als. In addition, SAFETY also simplifies solely SGX based solutions, which require pairwise

attestation and secure key distributions between server and data owners.

2. Using SAFETY, we securely execute and evaluate some of the major functions of GWAS in

federated architecture where genomic data is distributed and owned by different parties. We

performed four statistical tests: Linkage Disequilibrium (LD), Hardy-Weinberg Equilibrium

(HWE), Cochran-Armitage Test for Trend (CATT), Fisher’s Exact Test (FET) to evaluate

SAFETY over a variety of settings. Note that, our framework SAFETY can incorporate

any GWAS functions (i.e., transmission disequilibrium test [42], EigenSTRAT [89], linear

mixed model [75], etc.) and is not limited to the GWAS functions mentioned previously. The

methodology to perform these statistical tests securely is discussed in Section 3.4.

3. SAFETY ensures that each data owner is completely unaware of the contributions from the

other data owners, who are participating in the same analysis. Moreover, the final result is

revealed only to the researchers without disclosing individual contribution of data owners.

This allows us to preserve the privacy of the output of each data owner.

4. We conduct multiple experiments in different realistic setting in a federated environment vary-

ing the data size and the geographic locations of data owners (see Section 3.5 for details).

3.2 System Overview

In this section, we discuss the system architecture and the threat model.
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Figure 3.1: Diagram of the federated architecture where data owners are geographically

distributed.

3.2.1 System Architecture

There are four entities in the proposed system architecture as shown in Figure 3.1:

• Researchers (authorized): Individuals or organizations who want to execute queries over

genomic databases. This party sends queries to the central server and expects encrypted

results of different GWAS functions.

• Data Owners: These parties are geographically distributed and possess databases upon which

queries are performed. These data owners might be hospitals or government organizations

who want to share their genomic data and have different policies regarding the data shar-

ing. The proposed model supports any number of data owners where they can execute any

aggregate query locally.

• Crypto Service Provider (CSP): CSP manages the cryptographic keys that will be used for
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Table 3.2: Data representation in each party

Sequence

# Case rs4426 rs4305 rs4630 Cancer

Data Owner 1

1 CC CT GG . . . Negative

2 CT CT AG . . . Negative

3 CC CT GG . . . Negative

Data Owner 2

1 CC CT GG . . . Negative

2 CT CC GG . . . Positive

3 CC CT GG . . . Positive

Data Owner 3

1 CT CC AG . . . Positive

2 CT CT AG . . . Negative

3 TT CC GG . . . Positive

Data Owner 4

1 TT CC AA . . . Positive

2 CC CC GG . . . Positive

3 CC CT GG . . . Positive

data encryption and decryption in various steps of the system protocol. Each data owner

receives a public key from the CSP and encrypts its output using that public key. CSP also

issues the private key to an authorized researcher who can decrypt the final result.

• Central Server: The central server maintains communications with all other entities of the

system architecture. It receives queries from the researcher, sends them to the data owners,

and collects individual encrypted results from each data owner. Individual encrypted results

from data owners are securely combined by the central server to compute the final result of

the query with the help of homomorphic encryption and SGX.
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3.2.2 Threat Model

In this chapter, our goal is to ensure the confidentiality of individual contributions and data from

different geographically distributed data owners. Researchers can decrypt only the final result pro-

vided by the central server. We assume the CSP to be a trusted entity while the central server is a

semi-honest entity (also known as honest-but-curious) where it follows the protocol but may attempt

to derive additional information from the server logs or received defined protocols [90].

We assume that the computation (required for statistical tests of GWAS) runs in an SGX en-

abled central server. SGX architecture facilitates the central server to perform any computation se-

curely on data provided by multiple data owners. We assume that the processor works properly, and

is not compromised. We trust the design and implementation of SGX including all cryptographic

operations performed by it.

It should be mentioned that there are some recently proposed side-channel attacks against

SGX [66, 67, 91]. All of these attacks are software attack. To the best of our knowledge, there is

no known physical attack against SGX. The attack proposed in [66], is a limited or controlled side-

channel attack against a particular SGX based framework [92]. This is basically a page-fault attack.

Another software attack proposed in [67] (known as synchronization bugs), is applicable only for

multi-threaded applications.

Existing defense mechanisms are proposed targeting only the page-fault side-channel attacks [68,

93, 94]. However, these defense mechanisms may not prevent the future attacks. Further research

is required to better understand the potential vulnerability of SGX, consequence of different side-

channel attacks, and possible defense mechanisms.

Addressing these side-channel attacks against SGX, SAFETY protects the institutional privacy of

the participating data owners by aggregating their local statistics without decrypting them. This

approach provides a higher layer of data security.
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3.3 Statistical Tests Used in GWAS

In this section, we discuss the statistical tests that we used for GWAS. These statistical tests were

also discussed in some of the prior works on privacy-preserving GWAS [38, 76]. We are describing

these tests here to keep the chapter self-contained.

3.3.1 Linkage Disequilibrium

Linkage disequilibrium refers to a nonrandom association of alleles at two or more loci. On the other

hand, when the alleles are randomly associated they are said to be in a state of linkage equilibrium.

For example, suppose at SNP locus 1, the possible alleles are A, a, and at SNP locus 2, the

possible alleles are B, b. So, there are four possible pairs of alleles AB, Ab, aB, ab which are called

haplotypes. Let, NAB, NAb, NaB , and Nab be the number of four haplotypes AB,Ab, aB, and ab

respectively. If the total size of the population sample is N , then the population frequencies are

calculated as:

PAB = NAB
N , PAb =

NAb
N , PaB = NaB

N , Pab =
Nab
N . Let,

PA = frequency of allele A at locus 1,

Pa = frequency of allele a at locus 1,

PB = frequency of allele B at locus 2,

Pb = frequency of allele b at locus 2

If locus 1 and 2 are independent, we would expect to see that a haplotype, say, AB has frequency

PAPB . If the frequency of haplotype AB is different from PAPB , the two loci are said to be in

linkage disequilibrium. Linkage disequilibrium is defined based on following quantity:

DAB = PAB − PAPB (3.1)
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Here, DAB is called the coefficient of linkage disequilibrium. It characterizes the extent to which

two alleles are nonrandomly associated. Each pair of alleles has a specific value of D. The values

of D for different pairs of alleles are constrained by the following facts,

PA + Pa = 1

PB + Pb = 1

PAB + PAb + PaB + Pab = 1

The above set of equations demonstrate the underlying relationship among allele frequencies and

haplotype frequencies. This relationship can be illustrated by a table (see Table 3.3).

Table 3.3: Relationship among allele frequencies and haplotype frequencies

SNP 2
Total

Allele B b

SNP 1
A PAB PAb PA

a PaB Pab Pa

Total PB Pb 1

Only one value of D is required to characterize linkage disequilibrium between two loci because

DAB = −DAb = −DaB = Dab. Generally, D is used without subscript.

The following table illustrates the value of haplotype frequency under linkage equilibrium and link-

age disequilibrium.

Pij Linkage disequilibrium Linkage equilibrium

PAB PAB = PAPB +D PAB = PAPB

PAb PAb = PAPb −D PAb = PAPb

PaB PaB = PaPB −D PaB = PaPB

Pab Pab = PaPb +D Pab = PaPb
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It can be shown that,

D = PABPab − PAbPaB (3.2)

The range ofD depends on the allele frequencies, which makes it troublesome to use it as a measure

of disequilibrium. There are two scaled-down variants: D′- measure or r2- measure.

D′-measure: TheD′-measure is given by: D′ = | D
Dmax

|; whereDmax =


min{PAPb, PaPB}, ifD > 0

min{PAPB, PaPb}, ifD < 0

r2-measure: The r2-measure is given by: r2 = D2

PAPBPaPb

The range of bothD′ and r2 is [0, 1]. Here, 0 indicates complete linkage equilibrium and 1 indicates

complete linkage disequilibrium.

Now, let us consider the data from Table 3.2. We try to determine if rs4305 and rs4630 are at

linkage disequilibrium. Both SNPs are bi-allelic. So, there are four possible haplotypes: CA, CG,

TA and TG.

rs4630

Allele A G

rs4305
C CA CG

T TA TG

Let, total number of haplotypes beN and number of haplotypes CA, CG, TA and TG areNCA, NCG, NTA

and NTG respectively. We use subscript i to denote the contribution of ith data owner. So, for n

data owners,

NCA = NCA1 +NCA2 + . . .+NCAn

NCG, NTA and NTG are computed similarly. Now, we can calculate the frequencies of these

haplotypes. For instance,

PCA =
NCA

N
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With these haplotype frequencies we can compute the frequency of a particular allele at a specific

locus.

PC = PCA + PCG

PT = PTA + PTG

PA = PCA + PTA

PG = PCG + PTG

So,

D = PCAPTG − PCGPTA (3.3)

3.3.2 Hardy-Weinberg Equilibrium

Hardy-Weinberg Equilibrium (HWE) is a principle which states that allele and genotype frequencies

in a population will remain unchanged from one generation to the next generation given that there

are no evolutionary influences. A lot of assumptions are required for HWE to hold including no

inbreeding, random mating, infinite population size, and no mutation, selection, or migration [95].

HWE indicates a relationship between allele frequency in parents and genotype frequency in

offspring. For example, consider two alleles A and a of locus 1 (mentioned in 3.3.1). After one

round of random mating, the genotype frequencies in the offspring are:

P (genotype AA) = P 2
A

P (genotype Aa) = 2PAPa

P (genotype aa) = P 2
a


(3.4)

If all the genotypes of a population satisfy equation 3.4, it is said to be in HWE . It is noteworthy

that the sum of all the frequencies is the binomial expansion of the square of the sum of PA and Pa.

Since PA + Pa = 1, P 2
A + 2PAPa + P 2

a = (PA + Pa)
2 = 1.
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Table 3.4: A Punnett square demonstrating the probabilities of generating all possible genotypes at

locus 1

Females

Allele A(PA) a(Pa)

Males
A(PA) AA(P 2

A) Aa(PAPa)

a(Pa) Aa(PAPa) aa(P 2
a )

To estimate deviation from HWE, Pearson goodness of fit test is generally used. In this test, the

observed genotype counts are obtained from data, and the expected genotype counts are calculated

using HWE.

Table 3.5: Pearson Goodness of Fit Test for HWE

Genotype AA Aa aa total

Observed count nAA nAa naa n

Expected count nP 2
A nPAPa nP 2

a n

PA can be calculated using, PA = nAA
n + 1

2 ×
nAa
n .

Pearson Goodness of Fit Test for HWE is given by:

χ2 =
∑ (Observed count− Expected count)2

Expected Count
(3.5)

Now, let us consider, the data from Table 3.2. We try to determine if HWE holds for rs4305. Possible

genotypes at rs4305 are CC, CT and TT.

Observed count for genotype CC is given by,

nCC = nCC1 + nCC2 + nCC3 + nCC4
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nCT and nTT are calculated similarly. So, here population size is,

n = nCC + nCT + nTT

Now, the frequency of the allele C in this population is calculated as follows:

PC =
nCC
n

+
1

2
× nCT

n
(3.6)

Therefore, the frequency of the allele T, PT = 1− PC .

Expected counts of genotype CC, CT and TT are nP 2
C , 2nPCPT , and nP 2

T respectively. Pearson

goodness of fit test for HWE is given by:

χ2 =
(nCC − nP 2

C)
2

nP 2
C

+
(nCT − 2nPCPT )

2

2nPCPT
+

(nTT − nP 2
T )

2

nP 2
T

In this case, critical chi-square value with 1 degree of freedom (3 genotypes - 2 alleles) is 3.841 (for

0.05 significance level). If χ2 < 3.841, then HWE holds in this population.

3.3.3 Cochran-Armitage Test for Trend

Cochran-Armitage Test for Trend (CATT) is highly used in case-control studies in order to deter-

mine if an allele is associated with a disease. Such a study identifies factors that may contribute

to a disease by comparing the genotypes of the individuals who have the disease (cases) with the

individuals who do not have the disease (controls).

CATT can be applied when the data takes a form of 2× k contingency table. For instance, a 2× 3

contingency table can be constructed with 3 genotypes vs. cases/controls as follows.

AA Aa aa Sum

Controls N11 N12 N13 R1

Cases N21 N22 N23 R2

Sum C1 C2 C3 N
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In this table, Nij represents genotype frequency, Ri is the sum of the ith row and Cj is the sum of

the jth column. If a contingency table like this is given, CATT computes the trend test statistic as

follows:

T =
3∑
i=1

wi(N1iR2 −N2iR1) (3.7)

where wi are weights. Chi-square value is given by:

χ2 =
T 2

V ar(T )
(3.8)

where the variance of T is given by:

V ar(T ) =
R0R1

N
(

3∑
i=1

w2
iCi(N − Ci)− 2

2∑
i=1

3∑
j=i+1

wiwjCiCj) (3.9)

3.3.4 Fisher’s Exact Test

Like CATT, Fisher’s Exact Test (FET) is another statistical test which is used to analyze contingency

table in order to find association. FET performs well when the sample size is small.

FET operates on a contingency table to identify any association between a variable of s differ-

ent categories and a variable with t different categories.

Group 1 Group 2 · · · Group s Sum

Category 1 N11 N12 · · · N1s R1

Category 2 N21 N22 · · · N2s R2

...
...

...
...

...
...

Category t Nt1 Nt2 · · · Nts Rt

Sum C1 C2 · · · Cs N

The p− value of FET is computed by the following formula:

p =
(
∏t
i=1(Ri))(

∏s
i=1(Ci))

N ! ·
∏t,s
i=1,j=1(Nij ! )

(3.10)
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3.4 Methodology

In this section, we discuss how to perform the statistical tests (LD, HWE, CATT, and FET) securely.

To explain our proposed methods we use the data from Table 3.2.

As mentioned earlier, we consider the use of Intel SGX in two ways — 1) Hybrid approach: using

Intel SGX along with homomorphic encryption 2) Secure hardware approach: using only Intel SGX.

SAFETY is based on the hybrid approach.

3.4.1 Hybrid Approach (SAFETY)

Suppose, there are total n number of data owners (D1, D2, ..., Dn) connected in the federated en-

vironment where a researcher wants to execute a statistical query. The query result should follow

or represent as if the query is being executed on the combined dataset. Here, each data owner will

have their own individual outputs. For example, data owners D1, D2, . . . , Dn will have outputs

x1, x2, . . . , xn respectively. These outputs can be haplotype or genotype counts (encrypted) for a

specific SNP locus based on the query from a researcher.

These outputs are encrypted by the public keys provided beforehand by the CSP. Data owners

get the public keys from the CSP before any computation. The data owners generate their encrypted

outputs c1, c2, . . . , cn (from x1, x2, . . . , xn) using the public keys provided by the CSP and send

them to the central server for further computation.

The central server then performs homomorphic addition on the individual encrypted outputs

c1, c2, . . . , cn with the Paillier cryptosystem [16]. After homomorphic addition, it hands over the

total encrypted counts to Intel SGX for further computation required to perform different statistical

tests like LD, HWE, CATT, and FET. Then, the total counts are decrypted inside the enclave, and

further computation is also performed inside the enclave where no untrusted application can access

these data. The sequence diagram of this protocol is shown in Figure 3.2.
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Figure 3.2: Sequence diagram for the hybrid approach.

It is noteworthy that due to the use of homomorphic addition operations, the number of de-

cryptions required to perform statistical tests is greatly reduced (shown in Table 3.10). Also the

individual contributions from the data owners are secured since their values are encrypted. Figure

3.3 demonstrates the use of homomorphic encryption and Intel SGX in a hybrid architecture.

Homomorphic addition of
individual counts

Further computations
inside enclave

Central Server

Total counts Data Owner 2

Data Owner 1

...
Data Owner n

Encrypted counts

Encrypted counts

Encrypted counts

Figure 3.3: Usage of homomorphic addition in our framework.
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3.4.2 Secure Hardware Approach

In secure hardware approach, after receiving individual outputs from different data owners, the

central server decrypts them inside the enclave and performs further computation on plaintext. The

fundamental difference between a hybrid approach and a secure hardware approach is, not using the

homomorphic addition on ciphertext. Since in this approach, all the individual homomorphically

encrypted outputs need to be decrypted, the computational overhead is quite large.

In the following subsections, we discuss the methods for securely performing LD, HWE,

CATT, and FET according to the hybrid approach. We use the data from Table 3.2 to explain

the methods.

3.4.3 Secure Linkage Disequilibrium (LD)

A sample query from a researcher regarding LD may look like: Are rs4305 and rs4630 at linkage

disequilibrium?

Both SNPs are bi-allelic. So, there are four possible haplotypes: CA, TA, CG, and TG.

Each data owners send their haplotype counts, which are encrypted by Paillier cryptosystem

[16]. For instance, data owner 1 sends NCA1 = E(1) where the count of haplotype CA is 1 and

E is the encryption function. After receiving the encrypted counts of CA from all the data owners,

the central server performs homomorphic addition operation on them to obtain the total encrypted

count for CA. For n data owners,

NCA = NCA1 +NCA2 + . . .+NCAn

Similarly, total count for TA, CG, and TG are computed. Then the central server instantiates a

secure enclave and provisions these encrypted values as input there. As the decryption key (private

key) is sealed by the enclave, it can decrypt the counts and calculate the haplotype frequencies. The

haplotype frequencies are calculated in the enclave to avoid division of encrypted numbers, which
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is expensive even in fully homomorphic encryption. Finally, the coefficient of the LD is computed,

and the researcher gets the result of her query from this. We discuss the detailed procedure for

computing the LD coefficient in Subsection 3.3.1.

3.4.4 Secure Hardy-Weinberg Equilibrium (HWE)

A sample query regarding HWE is: Does HWE holds at SNP rs4305?

Possible genotypes at SNP rs4305: CC, CT, and TT. Each data owner will send their individual

count for CC, CT, and TT genotypes. After receiving these encrypted genotype counts from all data

owners, the central server performs homomorphic addition operation using Paillier cryptosystem

[16] to obtain total encrypted counts for corresponding genotypes.

Now, all the counts are decrypted inside the enclave to calculate the frequencies PC and PT . PC is

calculated using, PC = nCC
n + 1

2 ×
nCT
n . Then, PT = 1− PC .

Further discussion is available in Subsection 3.3.2.

3.4.5 Secure Cochran-Armitage Test for Trend (CATT)

A typical query from researcher regarding CATT is: Determine if CATT can be inferred at rs4426?

Possible genotypes at SNP rs4426 are: CC, CT, and TT. For cases and controls (Cancer positives and

negatives respectively), all the data owners send their encrypted genotype counts for both categories

to the central server. Homomorphic addition operations are performed to calculate row total and

column total using Paillier cryptosystem [16]. A contingency table needs to be constructed, which

is described in Subsection 3.3.3. This table is then sent to the enclave where all these row totals and

column totals are decrypted for further computation.
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3.4.6 Secure Fisher’s Exact Test (FET)

Like CATT, FET also operates on a contingency table. So, for FET, data flow is similar to CATT.

Here, the p − value is calculated in enclave after securely aggregating the individual encrypted

inputs from the data owners. Please see Subsection 3.3.4 for further discussion.

3.4.7 Pre-computation Table for GWAS

As we have seen, all the statistical tests mentioned before (LD, HWE, CATT, and FET) require

processing data in a tabular format. Data owners can keep their data in this format. Consequently,

when the central server requests for data, data owners can respond readily. It is noteworthy that

each data owner has to build the table only once. Thus, pre-computation of the table enhances the

efficiency of SAFETY.

Table 3.6 represents the pre-computation table of data owner 1 for performing HWE, CATT, and

FET at rs4426.

Table 3.6: Sample pre-computation table for HWE, CATT, and FET

CC CT TT

Case Control Case Control Case Control

2 0 1 0 0 0

2 1 0

Since performing LD involves two SNP loci, a different pre-computation table is required.

Table 3.7 represents pre-computation table of data owner 1 for performing LD at rs4305 and rs4630.
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Table 3.7: Sample pre-computation table for LD

rs4630

rs4305

Allele A G

C CA (1) CG (2)

T TA (0) TG (3)

3.5 Experimental Results

In this section, we extensively evaluate the aforementioned hybrid approach and secure hardware

based approach in a federated environment using Amazon cloud and demonstrate their applicability

in a real world setting. Our proposed framework SAFETY is based on a hybrid approach where we

use SGX along with homomorphic encryption. However, the secure hardware based approach uses

only SGX.

3.5.1 Experimental Setting

In our experimental setup, the researcher, CSP, and central server were located in Manitoba, Canada.

Our central server was hosted on a machine with Intel Core i7-6700 (3.40 GHz) processor and 8

GB memory. However, we emulate data owners in different locations of the world to evaluate the

propriety of our proposed framework in a real world environment. We used Amazon EC2 cloud

servers having the same configuration for all data owners. Table 3.8 shows the location, IP address,

and the latency of these servers used in our experiment. In our experiments, we used 80 bit security

(size of the public key is 1024 bits) on the public-key cryptosystem. The security can be improved

by increasing the key length.

We performed four experiments with different settings. The number of data owners was different

for different experiments which allowed us to evaluate the scalability of both methods. Table 3.9
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Table 3.8: Server locations and average latency

Server Location IP Address Network Latency (ms)

Canada (Manitoba) 130.179.30.133 <1

USA (Oregon) 52.32.83.223 37

London 52.56.65.221 105

Seoul 52.78.100.194 170

Sydney 54.206.67.251 233

shows different settings used in the experiments. For instance, in experiment 1, two data owners

were in USA and Canada while in experiment 4, five data owners were residing in all the locations

mentioned in Table 3.8. Experiments were performed using synthetic data which were generated

according to the allele frequency of CHB, CHS, JPT and MXL populations from 1000genomes

dataset (August 2010 Release) [96].

Table 3.9: Location of different data owners in different experimental settings

Exp. # Canada USA London Seoul Sydney

Exp. 1 3 3 7 7 7

Exp. 2 3 3 3 7 7

Exp. 3 3 3 3 3 7

Exp. 4 3 3 3 3 3
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Figure 3.4: Experimental results for plaintext.

3.5.2 Results and Analysis

Prior to analyzing the running times of our proposed methods, we evaluate the required time to

compute the four statistical tests on plaintext (i.e. without any security protection). We calculate the

exact results for the GWAS calculations without losing any accuracy.

In Figure 3.4, we show the running time (in milliseconds) for performing the four statistical

tests on plaintext. We observed that in any single experimental setup, the running time is almost

the same for all the statistical tests. However, running times for different experiments are different

because different experiments involve different numbers of data owners (as shown in Table 3.9). As

a result, higher communication overhead is added in these experiments. For instance, experiment

2 involves more data owners than experiment 1, which yields more communication overhead and

results in greater running time.

The running time for computing LD on ciphertexts is shown in Figure 3.5(a). Here, the running

time is decomposed into communication overhead in the network and time required for secure

computation of the method. It is noteworthy that,

Communication overhead ∝ Number of data owners
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(b)Experimental results for HWE

Figure 3.5: Experimental results for LD and HWE. (a) and (b) compare computation time and

communication costs of conducing Linkage Disequilibrium (LD) and Hardy-Weinberg Equilibrium

(HWE) test using SAFETY and purely secure hardware approach.

SAFETY requires 5,770 ms to compute the LD coefficient for two data owners, which is 1.7

times faster than the secure hardware approach. The rest of the time is due to the communication

overhead in the network. Figure 3.5(b), 3.6(a), and 3.6(b) illustrate the experimental results for

performing HWE, CATT, and FET respectively on ciphertexts. Experimental results illustrate that

SAFETY is much faster than solely secure hardware based approach. For instance, for HWE,

SAFETY is 1.93, 2.87, 3.8, and 4.82 times faster than solely secure hardware based approach in

Experiment 1, 2, 3, and 4 respectively (see Figure 3.5(b)). It is noteworthy that SAFETY and the

secure h/w approach both utilize the asymmetric encryption and decryption.

The experimental results demonstrate that the performance of the secure hardware approach
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(a)Experimental results for CATT
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(b)Experimental results for FET

Figure 3.6: Experimental results for CATT and FET. (a) and (b) compare computation time and

communication costs of conducing Cochran-Armitage Test for Trend (CATT) and Fishers Exact

Test (FET) using SAFETY and purely secure hardware approach.

does not scale well with the number of data owners. As the number of data owner increases, the

running time of secure hardware approach increases rapidly. On the contrary, the hybrid approach

(SAFETY) performs consistently irrespective of the number of data owners due to its hybrid prop-

erties (homomorphic addition followed by computation inside the enclave). In this case, only the

communication overhead increases which is very small considering the total running time.

Another important analysis regarding the methods is the number of decryptions needed for any

statistical tests. It is evident that LD requires more time than HWE while CATT and FET require

more time than the other two. The reason behind this is, the time required to perform a statistical

test is proportional to the number of decryptions required. Moreover, for secure hardware approach,
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all the individual contributions of data owners need to be decrypted inside the secure enclave. As

the number of the data owner increases, the number of decryptions also increases which results into

higher running times. Table 3.10 demonstrates how the required number of decryptions increases

with the number of data owners.

Table 3.10: Number of decryptions required to perform a statistical test for different number of data

owners

Test

Number of data owners

One Three Five

Hybrid Secure h/w Hybrid Secure h/w Hybrid Secure h/w

LD 4 4 4 12 4 20

HWE 3 3 3 9 3 15

CATT 6 6 6 18 6 30

FET 6 6 6 18 6 30

3.6 Discussions

In this section, we discuss some of the other security and privacy concerns regarding the secure

computation of GWAS in our hybrid model.

3.6.1 Query Privacy

In the proposed methods, we do not consider the query privacy of the researcher. In other words,

we consider the queries from researchers to be public and data owners, central servers know the

targeted position (locus) from the researcher. This issue can be resolved by some of the query

privacy or private information retrieval techniques [97–99].
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3.6.2 Output Privacy

SAFETY does not guarantee the privacy of the final result as that only gets decrypted by researcher.

We are aware that there are some differential privacy based approaches [75, 100, 101], those ad-

dress this issue and generate differentially private outputs for GWAS. However, as we consider this

researcher to be semi-honest, this issue is beyond the scope of the chapter.

3.6.3 Assumption Regarding CSP

In our threat model, we assumed that the Crypto Service Provider (CSP) is a trusted entity, and does

not collude with any other party. In other words, if the CSP leaks the secret keys, the proposed

framework will not be deemed secure.

To ensure the security and integrity of the CSP, we should employ good security practices (software

security, OS security etc.). However, if it is not the case, then our proposed system will fall apart.

Our situation is similar to the public-key system, where there are CAs (they are assumed to be

trusted).

3.6.4 Consideration of Symmetric Cryptography

We are not using symmetric cryptography (like AES) for a couple of reasons:

• Achieving randomized encryption (initialization vector management issue): One major

drawback of using any symmetric cryptography scheme, (i.e., AES) is achieving randomized

or probabilistic encryption. This randomness can be introduced by choosing initialization

vectors which needs to be managed by the central server or CSP for multiple data owners.

However, SAFETY is based on homomorphic encryption whose encryption is probabilistic

by definition, which reduces the burden of managing initialization vectors.

• Risk of individual contribution leakage: One of the major concerns in addressing the se-
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curity of the federated environment is hiding the individual contributions from data owners.

As we perform the additions over encrypted data, these contributions are never revealed. As

a result, in our proposed framework the possibility of such leakage is highly unlikely.

• Requires n remote attestations for n data owners (key distribution problem): Symmetric

cryptography schemes like AES require key distribution/setup with every data owners which

results in many network communications, which might be prone to attack. On the contrary,

our proposed framework is based on public-key cryptography where the data owners use a

public key to encrypt their data published by the CSP. As a result, key distribution is much

simpler and our framework incurs less communication overhead.

3.7 Conclusion

Homomorphic encryption and Intel SGX have their own strengths to utilize. Homomorphic en-

cryption can perform some computational operations without decrypting the ciphertext, and Intel

SGX can perform any secure computation efficiently after decrypting ciphertext. However, a hy-

brid model where homomorphic encryption and secure hardware are used in appropriate use cases

provides a good trade-off in terms of efficiency and computational support for secure statistical

analysis. The outstanding performance of SAFETY attests this hypothesis.

Recently, some data analytics and machine learning applications [60,88,102] have adopted In-

tel SGX for secure computation. However, little work has been done using Intel SGX for analyzing

genomic data. We think, using secure and efficient computation capabilities of Intel SGX to analyze

genomic data is very promising for healthcare and medical research.



Chapter 4

Secure and Efficient Regression Analysis

Using a Hybrid Cryptographic

Framework

Machine learning is an effective data-driven tool that is being widely used to extract valuable

patterns and insights from data. Specifically, predictive machine learning models are very important

in healthcare for clinical data analysis. The machine learning algorithms that generate predictive

models often require pooling data from different sources to discover statistical patterns or corre-

lations among different attributes of the input data. The primary challenge is to fulfill one major

objective: preserving the privacy of individuals while discovering knowledge from data.

Existing secure computation schemes are not suitable for processing the large-scale data that is used

in cutting-edge machine learning applications.

48



Secure and Efficient Regression Analysis Using a Hybrid Cryptographic Framework 49

4.1 Introduction

Machine learning algorithms are now being widely used in many applications to uncover deep and

predictive insights from datasets that are large scale and diverse. For instance, building predictive

models from biomedical data is very important in biomedical science. Such predictive models can

identify genetic risk factors for a specific disease under study and can guide medical treatment. For

instance, Tabaei and Hermana formulated a predictive equation to screen for diabetes [103].

Machine learning thrives on growing datasets. In most of the cases, the more data fed into a machine

learning system, the more it can learn and offer the potential to make more accurate prediction. It

is often known as “data never hurt in machine learning”, as insufficient information cannot lead

to powerful learning systems. In the context of health care, building an accurate predictive model

depends on the quality and quantity of aggregate clinical data, which come from different hospitals

or health care institutions. Consequently, in a real-world scenario, machine learning applications

use data from several sources, including genetic and genomic, clinical, and sensor data. Day by day,

many new sources of data are becoming available for instance, data from cell phones [104], wear-

able sensors [105], and participatory sensing applications [106]. For instance, there are wearable

sensing frameworks that collect sensing information regarding heart rate, body temperature, caloric

expenditure, etc, to train machine learning models. These models are then used for predictive anal-

ysis [105].

Data collection, storage, and processing power of a single institution is not always adequate to han-

dle the large-scale data used in cutting-edge machine learning applications. For rare diseases, indi-

vidual institutions oftentimes do not have sufficient data to calculate a model to achieve sufficient

statistical power. Therefore, data sharing among multiple institutions is required. However, sharing

sensitive biomedical data (clinical or genomic) exposes many security and privacy threats [107]. In

case of data breach, there is a risk of sensitive personal information leakage. Therefore, in addi-
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tion to addressing the fundamental goal of information retrieval, privacy-preserving learning also

requires the learning algorithm to protect the confidentiality of the sensitive records of individuals.

In this chapter, we concentrate on secure and efficient computation for a fundamental technique used

in numerous learning algorithms called regression (see Methods). Regression analysis identifies

the correlation among different attributes based on input data. Given a number of high-dimensional

data points, regression analysis generates a best-fit line or curve through these points. To evaluate

the fit, the value of a target attribute is predicted, which is associated with the given values of input.

For instance, the input variables can be an individual’s age, weight, sex, body mass index, and glu-

cose level, while the output can be the likelihood to develop diabetes. Although regression analysis

is widely used in practice, little work has been done in privacy-preserving regression analysis over

a distributed dataset. Our objective was to perform the required computation for regression analysis

without exposing any other information of user data.

4.1.1 Existing Techniques

To ensure the security and privacy of the sensitive data used in learning algorithm, different tech-

niques (eg, garbled circuit [61], homomorphic encryption [23], differential privacy [63], and secure

hardware [9]) have been adopted. But each of these techniques has certain shortcomings (eg, com-

putational overhead, communication overhead, storage overhead, reduced data utility, and approxi-

mation error), which make these techniques difficult to use in real-world applications.

Wu et al. developed a framework, grid binary logistic regression (GLORE) [56], for developing a

binary logistic regression model where data is distributed across different data owners. In their

proposed approach, instead of sharing patient records, data owners send intermediary results to a

central entity. These intermediary results are then used to build a prediction model without sharing

patient-level data. However, in their approach, the intermediary results are exchanged in plaintext.
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If the data size of a data owner is small, then sharing the intermediary results might compromise

privacy.

Later, Shi et al. incorporated secure multiparty computation in GLORE. Their proposed framework,

secure multiparty computation framework for grid logistic regression (SMAC-GLORE) [59], pro-

tects the confidentiality of intermediary results beside the patient data. However, SMAC-GLORE

cannot handle numbers outside of a predefined range, and it does not scale well (e.g, it cannot effi-

ciently handle data with more than 10 covariates). In addition, it uses a Taylor series approximation

approach to evaluate the logit function. This approximation causes precision loss in the final output.

4.1.2 Regression Using a Hybrid Framework

There are two obvious but suboptimal solutions in terms of security and efficiency. Existing fully

homomorphic encryption (FHE) techniques [23] provide rigorous security, but these solutions are

not efficient. In existing homomorphic encryption schemes, with subsequent homomorphic oper-

ations, the noise (and size) of the ciphertext grows substantially, which increases computational

and storage overheads to a great extent. There are some operations to reduce the size and noise of

the ciphertext: bootstrapping [108] and relinearization [109]. However, these operations are very

expensive from the computational point of view. Our proposed framework does not use these ex-

pensive operations at all, which enhances the efficiency of the framework greatly.

On the contrary, Software Guard Extensions (Intel SGX)-based solutions are very efficient but

have some security concerns resulting from the recent discovery of side-channel attacks against

SGX [66]. We developed our method so that only intermediary results, not individual records, are

decrypted inside the secure hardware. Hence, a successful adversary would be unable to compro-

mise the privacy of an individual.

Our proposed hybrid framework uses both techniques and provides a good trade-off in terms of

security and efficiency.



Secure and Efficient Regression Analysis Using a Hybrid Cryptographic Framework 52

4.1.3 Contributions

In this chapter, we propose a hybrid cryptographic framework for secure and efficient regression

analysis (both linear and logistic). Our proposed framework leverages the best features of two

secure computation schemes: somewhat homomorphic encryption (SWHE) and secure hardware

(Intel SGX). In this framework, data resides at the data owners end. We assumed that data is hori-

zontally partitioned, where all the records share the same attributes. Inspired by GLORE [56], we

formulated the regression problem as decomposable parts. Data owners compute these decompos-

able intermediary results locally. Then, after encrypting these local results using homomorphic en-

cryption, they send the encrypted intermediary results to an SGX-enabled central server. The central

server now combines the intermediary results using a homomorphic addition operation. Then, these

aggregate encrypted intermediary results are passed to the secure hardware hosted at the central

server. Here, the aggregate intermediary results are decrypted and further computation is performed

on plaintext. These computations involve matrix inversion and division, which are hard to handle

in existing homomorphic encryption schemes. Finally, model coefficients are computed inside the

secure hardware.

We summarize our contributions as follows:

(1) We address the limitations of existing secure computation schemes and propose a hybrid secure

computation model for performing regression analysis over distributed data, which is more efficient

and robust.

(2) We designed the framework in such a way that no homomorphic multiplication is necessary,

which is an expensive operation. In addition, we do not need any bootstrapping or relinearization

operation.

(3) In our proposed approach, a significant portion of computation is performed at the data owners’

end on plaintext. In computation at a central server, after homomorphic addition operations, further

computation is performed inside secure hardware on plaintext. Since most of the operations are
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performed on plaintext, our proposed approach is very efficient. In addition, due to avoiding any

kind of approximation technique, our proposed method does not introduce any precision loss in the

final output.

4.2 Methods

4.2.1 System architecture

Our proposed framework has three main entities:

• Data Owners: These parties are geographically distributed and possess databases. Data

can come from variety of sources including cell phones, wearable sensors, and relational

databases. Data owners send encrypted intermediary results to the central server so that it can

analyze the combined dataset.

• Key Manager: This generates and distributes the cryptographic keys that will be used for data

encryption and decryption in different stages of our proposed framework. Each data owner

gets a public key from the key manager and uses it for encrypting data.

• Central Server: The central server maintains communication with all the other entities of the

framework. It receives data from the data owners, and computes the final result using SWHE

and secure hardware.

4.2.2 Threat Model

In proposing this framework, our goal was to guarantee the confidentiality of data provided by

different data owners. We assume that the central server is a semihonest party (also referred to as

honest-but-curious), where it obeys the system protocol but may try to infer sensitive information

by analyzing the system logs or received information [90].
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Figure 4.1: Block diagram of the system architecture.

We assume that the computation runs in an SGX-enabled central server. SGX architecture enables

the central server to perform any computation securely on data provided by different data owners.

We assume that the processor of the central server works properly and is not compromised. We trust

the design and implementation of SGX and the cryptographic operations performed by it.

In general, side-channel attacks against SGX can be classified into two categories: physical

attacks (where the attacker has physical access to the machine) and software attacks (these are

launched by any malicious software running in the same machine) [110]. There has been no known

successful physical attack against SGX. However, it is possible to exploit a type of software at-

tack known as a synchronization bug [67]. Synchronization bugs are possible to exploit because an

untrusted operating system can manipulate the thread scheduling of enclaves. However, it is only

applicable for multithreaded applications, whereas our application is single threaded.
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There is another type of well-known software attack, which is called a page-fault attack [66]. As

the page tables are maintained in the operating system kernel and operated by the untrusted system

software, page table entries can be manipulated to attack enclaves. But, since enclave pages are per-

mission protected, malicious system software cannot compromise their integrity by manipulating

them. However, Xu et al. [66] showed that, by clearing the present flag in the corresponding page

table entries, the malicious software can generate traces of page access from the enclave. Although

an adversary can observe access to different enclave pages, enclave memory can be treated as private

at page-level granularity (4 kB) [93]. In other words, a different access to an enclave page is indis-

tinguishable to an adversary. Further research is required to better understand the gap between the

potential vulnerabilities of SGX and proposed defense mechanisms. Most of the existing defense

mechanisms have been developed to address the page-fault side-channel attacks [68, 93, 94]. How-

ever, these mechanisms may not be effective for future attacks. Keeping these attacks in mind, we

developed our framework to protect institutional privacy by combining the local inputs of partici-

pating institutions without decrypting them, therefore providing a higher layer of protection without

introducing too much computational overhead.

We did not consider the aspects of adversarial machine learning through obtained outputs. Adver-

sarial parties may try to infer sensitive attributes of data by model inversion attacks [111, 112].

4.2.3 Linear Regression

Suppose we are given a set of paired observations (xi, yi), for i = 1, 2, ...., n, and we want to

generate the best-fit straight line for these points. This straight line is given by,

y = β1 + β2x, for some β1, β2 (4.1)

The purpose is to explain the correlation between variable y and x. To evaluate the fit, the value of

y is predicted that is associated with a given value of x. In the literature, y is called the variable to
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be explained (or the dependent variable) and x is called the explanatory variable (the regressor, the

covariate, or the independent variable) [113, Page 79].

Consider, the following simple linear regression model:

y = β1 + β2x+ ε (4.2)

Here, ε is the error we make in predicting y. For, i = 1, ...., n, we obtain n equations:

y1 = β1 + β2x1 + ε1

y2 = β1 + β2x2 + ε2

...

yn = β1 + β2xn + εn

We can formulate this regression model using matrices.
y1

...

yn

 =


1 x1

...
...

1 xn


β1
β2

+


ε1

...

εn


In this way, the simple linear regression function can be represented by a short and simple equation:

Y = Xβ + ε (4.3)

The linear regression model with several explanatory variables is known as multiple linear regres-

sion. This is given by:

yi = β1x1i + β2x2i + β3x3i + βkxki + εi (i = 1, 2, ....., n) (4.4)

Here, x1i = 1 for i = 1, 2, ....., n. The function of 4.4 can also be expressed in matrix form which

is more convenient.

Y =


y1

...

yn

 , X =


1 x21 . . . xk1

...
...

...
...

1 x2n . . . xkn

 , β =


β1

...

βk

 , ε =

ε1

...

εn


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It is noteworthy that equation 4.3 is also applicable for multiple linear regression.

Using ordinary least square estimate technique, we can show that (for details, see [113, Page

79]),

β = (XTX)−1XTY (4.5)

Secure linear regression over distributed data: Each data owner Di computes XT
i Xi and XT

i Yi

locally on plaintext. Di then encrypts XT
i Xi and XT

i Yi using homomorphic encryption. After

receiving these intermediary results from all of the data owners, the central server then adds these

using homomorphic addition operation to construct XTY and XTX . Further computation is per-

formed inside the enclave after decryption. Our secure linear regression algorithm is illustrated in

Algorithm 1.

XTX =
n∑
i=1

XT
i Xi

XTY =
n∑
i=1

XT
i Yi

(4.6)

Algorithm 1 Secure Linear Regression
Input: Each data owner Di provides encrypted XT

i Xi and XT
i Yi

Output: The model parameters(β)

1: Perform homomorphic addition over XT
i Xi for each data owner i.

2: Perform homomorphic addition over XT
i Yi for each data owner i.

3: Send XTY and XTX to enclave.

4: Inside the enclave decrypt, encrypted XTY and XTX .

5: Inside the enclave, compute (XTX)−1.

6: Finally, compute β inside the enclave .

Figure 4.2 illustrates the sequence diagram of our proposed method. At first, the key manager

establishes the public key and private key. The private key is sent to the central server securely

using remote attestation. The data owners then encrypt their data with the public key, and send the
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encrypted data to the central server. Finally, the central server computes the model parameters.

Central Server 
(SGX enabled) Key Manager Data Owners

Encrypted Data

Encrypted Model

SendPublicKey(Pk)

AckSendPublicKey(Pk) 
RemoteAttestSecretKey(Sk)

Homomorphic
Computation

Computation in 
Secure enclave 

Secure Computation

Key Distribution 

Figure 4.2: Sequence diagram of our proposed framework.

4.2.4 Logistic Regression

Logistic regression extends the principles of multiple linear regression to the case where the depen-

dent variable y is binary (either 0 or 1). Like multiple linear regression, the independent variables

can be categorical or continuous.

Instead of modeling the dependent variable directly, logistic regression models the probability of the

dependent variable. Logistic regression uses the equation of linear regression (Equation 4.4). But,

in that equation the value of the dependent variable can fall outside [0, 1]. Therefore, a nonlinear

transformation is used, which is called logit transformation. The logit function takes any value x
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and maps it into a value between 0 and 1. Logit function is given by: logit(x) = log x
1−x .

logit(P (y = 1|x1, x2, ....., xk))

= log
P (y = 1|x1, x2, ....., xk)

1− P (y = 1|x1, x2, ....., xk)

= β1 + β2x2 + ....+ βkxk

(4.7)

Therefore,

P (y = 1|x1, x2, ..., xk)

=
exp(β1 + β2x2 + ....+ βkxk)

1 + exp(β1 + β2x2 + ....+ βkxk)

(4.8)

where β1, β2, ...βk are unknown constants analogous to the multiple linear regression model. Probability(y =

1|x1, x2, ..., xk) denotes the probability that input(x1, x2, ..., xk) belongs to default class (y = 1).

Logistic regression models are generally fit by maximum likelihood by using the conditional

probability of y given x. Here, the Newton-Raphson method is used to solve the coefficients.

Let, X represents the matrix of xi values, Y represents the vector of yi values, , P be the vector of

fitted probabilities with ith element p(xi;βold) and W be a n × n diagonal matrix of weights with

ith diagonal element p(xi;βold)(1− p(xi;βold)). Then a Newton step is as follows:

βnew = βold + (XTWX)−1XT (Y − P )

= (XTWX)−1XTW (Xβold +W−1(Y − P ))

= (XTWX)−1XTWz

(4.9)

In the second and third steps, the Newton step is expressed as a weighted least squares step, with

the response z = Xβold +W−1(Y − P ). This method is also known as Iteratively Reweighted

Least Squares (IRLS), since each iteration solves the weighted least square problem (see Friedman

et al. [114] for details):

βnew ← arg min
β

(z −Xβ)TW (z −Xβ) (4.10)
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In practice, the W matrix is not computed explicitly because its size could be huge. If we have

1,000 rows of training data, matrix W would have 1,000,000 cells. For this reason, direct matrix

operations with W may be very inefficient. Notice the beta update equation (Equation 4.9) has a

term WX , which means the matrix product of W and X . Because most of the values in W are

zero, most of the matrix multiplication terms are also zero. This allows W times X to be computed

directly from P and X , without explicitly constructing W . Several of the math references that

describe IRLS with the Newton-Raphson algorithm for logistic regression use the symbol
∼
X (X

tilde) for the product of W and X .

βnew = βold + (XT
∼
X)−1XT (Y − P ) (4.11)

Secure logistic regression over distributed data: Each data owner Di computes XT
i

∼
Xi and

XT
i (Yi − Pi) locally on plaintext. Di then encrypts XT

i

∼
Xi and XT

i (Yi − Pi) using homomorphic

encryption. After receiving these intermediary results from all the data owners, the central server

then adds these using homomorphic addition operation to constructXT
∼
X andXT (Y −P ). Further

computation is performed inside the enclave after decryption. After computing β, the central server

sends β to all of the data owners. For the next iteration, data owner i computes XT
i

∼
Xi and XT

i (Yi−

Pi) using new β (received from the central server), and send these intermediary results to the central

server. The central server then updates β using newly receivedXT
i

∼
Xi andXT

i (Yi−Pi). In this way,

iterations continue until parameters converge. Our secure logistic regression algorithm is illustrated

in Algorithm 2.

XT
∼
X =

n∑
i=1

XT
i

∼
Xi

XT (Y − P ) =
n∑
i=1

XT
i (Yi − Pi)

(4.12)
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Algorithm 2 Secure Logistic Regression

Input: Each data owner Di provides encrypted XT
i

∼
Xi and XT

i (Yi − Pi), β is initialized to an all-

zero vector

Output: The model parameters

1: Receive encrypted XT
i

∼
Xi and XT

i (Yi − Pi) from each data owner Di

2: Perform homomorphic addition over XT
i

∼
Xi for each data owner Di

3: Perform homomorphic addition over XT
i (Yi − Pi) for each data owner Di

4: Send encrypted XT
∼
X and XT (Y − P ) to enclave.

5: Inside the enclave, decrypt XT
∼
X and XT (Y − P )

6: Update βnew = βold + (XT
∼
X)−1XT (Y − P )

7: If the stopping criteria is satisfied then stop; otherwise, send β to each data owner and go to

step 1

4.2.5 Implementation

We developed our proposed framework using C++. For SWHE, we used the Simple Encrypted

Arithmetic Library (SEAL) [27]. SEAL is an easy-to-use homomorphic encryption library, with no

external dependencies. There is another homomorphic encryption framework called HElib [115],

but we choose to use SEAL for its simplicity.

4.3 Results

4.3.1 Experimental Settings and Dataset

We performed experiments in a machine with Intel Core i7-6700 (3.40 GHz) processor and 8 GB

memory. We used Intel SGX software development kit version 1.7. We simulated 2 data owners

and the central server in this machine. Table 4.1 shows the SEAL parameters.
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Table 4.1: Parameters used for Simple Encrypted Arithmetic Library.

Parameter Value

Polynomial modulous x1024 + 1

Plaintext modulous 1 << 8

Decomposition bit count 32

No. of coefficients reserved for fractional part 64

We performed experiments using Haberman’s Survival Dataset from UCI Machine Learning Repos-

itory [116] and the Longitudinal Low Birth Weight Study dataset from Hosmer and Lemeshow

[117]. The records of the datasets were evenly distributed between the 2 data owners.

Table 4.2 demonstrates the datasets with their sizes.

Table 4.2: Size of datasets used for experiments.

Dataset No. of instances No. of features

Haberman 270 3

Birth Weight 488 8

4.3.2 Results and Analysis

Table 4.3 shows the experimental results. For SWHE, most of the computation time was due to ho-

momorphic operations. Our proposed framework avoided expensive homomorphic multiplication

by transferring the later phase of computation to the secure hardware. In addition, we needed to

decrypt only the intermediary results, not every individual attribute value. Consequently, our pro-

posed framework was more efficient than solely secure hardware (SWHE)-based technique (where

every individual attribute needs to be decrypted) and the SWHE-based technique (which involves
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Table 4.3: Experimental Results

Dataset
Linear regression Logistic regression

Plaintext
Proposed

method

Secure h/w

(SWHE)

Secure h/w

(AES)
Plaintext

Proposed

method

Secure h/w

(SWHE)

Secure h/w

(AES)

Haberman 6 ms 8.991 s 259.908 s 4.30 s 171 ms 27.037 s 264.669 s 4.65 s

Birth Weight 25 ms 39.382 s 880.228 s 8.54 s 886 ms 162.544 s 904.718 s 8.64 s

many expensive homomorphic multiplication and relinearization operations). Table 4.3 does not

report the results for the SWHE-based technique. However, according to our empirical results, it

took more than 2 hours for the Haberman dataset and more than 17 hours for the Low Birth Weight

Study dataset for both kinds of regression analyses.

We want to emphasize that, although the secure hardware (Advanced Encryption Standard [AES])

method is faster, state-of-the-art attack models targeting SGX show that solely secure hardware-

based approaches might expose data from participating institutions to potential attackers (as ex-

plained above). Our method, although a little bit slower, preserves such institutional privacy by

combining the local inputs without decrypting them; therefore, it offers a stronger security guaran-

tee without imposing too much computation or storage cost. In this way, our proposed hybrid model

provides a good trade-off in terms of security and efficiency.

Table 4.4 shows the storage overhead of the solely secure hardware-based approach. For SWHE,

times required to encrypt the datasets were 4.37 minutes for the Haberman dataset and 18.46 min-

utes for the Low Birth Weight Study dataset. For AES, times required to encrypt the datasets were

14 milliseconds for the Haberman dataset and 38 milliseconds for the Low Birth Weight Study

dataset.
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Table 4.4: Storage Overhead for the Secure Hardware approach

Overhead before and after encryption
Dataset

Haberman Low Birth Weight Study

Before encryption (KB) 3.8 28

After encryption (SWHE) (MB) 30.3 123

After encryption (AES) (MB) 36 143

4.4 Discussions

4.4.1 Comparison with Prior Work

There is a homomorphic encryption-based implementation of linear regression [118], which re-

quired 2 days to compute on a dataset containing 51,000 input vectors of 22 features with a key

size of 1024 bits. That matrix inversion procedure took 1 day to complete because matrix inversion

is a very expensive computational task in homomorphic encryption. In our proposed method, we

performed matrix inversion on plaintext in secure hardware, which is much more efficient.

Hall et al. [118] proposed an iterative matrix inversion algorithm, which introduces approximation

errors when a fixed number of iterations is used. Their method offers a low accuracy of 10−3. Pre-

cision can be slightly improved by choosing greater values for the 2 constants used by their method.

However, this would require a larger public key, which would introduce significant computation

overhead. In contrast, in our proposed method, there is no approximation error: the regression

coefficients are completely identical to the plaintext results.

4.4.2 Security Discussions

In the Methods (Threat Model subsection), we discussed the security of SGX, specifically different

side-channel attacks on SGX, and how we treat those attacks in our proposed framework. Address-
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ing these attacks, we developed our framework in such a way that it can protect institutional privacy

by combining the local inputs of participating institutions without decrypting them. This approach

provides a higher layer of security without imposing too much computational cost.

In our proposed method, only intermediate values (eg, XTY,XTX) are decrypted inside secure

hardware. Even if the hardware is compromised (or, in case of a side-channel attack), it is not pos-

sible to retrieve any sensitive attribute from those intermediary results. Hence, our proposed hybrid

model not only achieves good performance but also guarantees stronger security than the solely

SGX-based techniques. Dowlin et al. [27] and Pass et al. [13] discussed the security of SEAL and

Intel SGX further.

A symmetric cryptosystem like AES requires n remote attestations to distribute the key to n data

owners, which results in much more network communication, which might be prone to attack. In

contrast, our proposed framework relies on public-key cryptography, where the data owners use a

public key to encrypt their data published by the key manager. In this way, our proposed method

reduces the attack surface of the system model, makes key distribution much simpler, and avoids

additional communication overhead.

4.4.3 Limitations

There are some limitations of our proposed framework.

First, we did not consider the issue of model privacy. Several works based on differential privacy

have addressed inference attacks (eg, model privacy [119]). These solutions are complementary to

our proposed method and can be readily incorporated into a single framework.

Second, the central server of our proposed method must be SGX-enabled; that is, it must use an

Intel processor of sixth generation or later.

Third, since computing coefficients for logistic regression require multiple iterations, all parties

must be synchronized until coefficients converge. However, linear regression does not require mul-
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tiple iterations. So, in this case, parties can be offline just after sending their intermediary results.

4.4.4 Generalizability

Others have addressed training machine learning models (eg, support vector machines [120]) over

distributed data [121, 122]. Our proposed method can be easily applied to this kind of technique.

4.4.5 Cost of Deployment

The Intel SGX feature is available in all Intel Skylake and KabyLake processors. The price of an

Intel Skylake or Kaby Lake processor is identical to that of processors from other vendors (having

similar configuration). Price ranges from US$42 to US$1207 depending on configuration [123].

Recently, Microsoft started using SGX-capable servers in their Azure confidential computing ser-

vice [124]. Azure confidential computing is offering the developers the ability to develop appli-

cations on top of Intel SGX software development kit. Apparently, there will be no significant

additional charge for using this service.

4.5 Conclusion

In this age of big data, data need to be analyzed to uncover valuable insights and patterns. But this

kind of analysis poses a threat to individual privacy, since data often contain sensitive information.

In this chapter, we address this data security and privacy issue and propose a hybrid cryptographic

framework to overcome the limitations of the existing cryptographic techniques. We think that se-

cure hardware assisted predictive analysis of biomedical data is very promising for healthcare and

medical research.

In future work, we will investigate the applicability of our proposed method to other learning algo-

rithms such as neural networks, support vector machines, and decision trees.



Chapter 5

A Secure and Efficient Framework for

Distributed Clinical Notes

De-identification

Medical data sharing is a big challenge in biomedicine, which often hinders collaborative re-

search. Due to privacy concerns, clinical notes often cannot be directly shared. Many effort has

been dedicated to de-identifying clinical notes but it is still very challenging to accurately detect

and scrub all sensitive elements from notes in an automatic manner. An alternative approach is

to remove sentences that might contain sensitive terms related to personal information. A previ-

ous study introduced a frequency-based filtering approach that removes sentences containing low

frequency bigrams to improve the privacy protection without significantly decreasing the utility.

Our work extends this method to consider notes from distributed sources with security and privacy

considerations. We developed a novel secure protocol based on private set intersection and secure

thresholding to identify uncommon and low-frequency terms, which can be used to guide sentence

filtering.

67
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5.1 Introduction

Clinical notes represent an indispensable component of electronic health records (EHRs), which

contain important information (such as symptoms and medical history) that structured data might

not cover. Sharing clinical notes can promote research, improve healthcare services, and contribute

to clinical decision support [125, 126]. However, it has been a very challenging task to de-identify

such data to mitigate the privacy risks. Due to the unstructured nature of notes, de-identification is

not as straightforward as the structured data. To satisfy the privacy regulations of Health Insurance

Portability and Accountability Act (HIPAA) [127], we can remove the Protected Health Information

(PHI) defined in the HIPAA safe harbor method [128]. Traditionally, this is done through the detec-

tion and scrubbing of 18 specific categories of PHIs including name, social security number, dates,

etc. Many efforts have been devoted in this direction including both the manual and the automatic

approaches. Manual approaches to identify PHI are prone to mistakes (Neamatullah et al. [129]

shows the recall of 14 clinicians to detect 130 clinical notes varied from 0.63 to 0.94) and they

are also expensive (e.g., $50/hour to read and label 20k words/hour in de-identifying MIMIC II

database [130]). Automated algorithms can save time and reduce the human review efforts. Early

systems used rule or template based approaches to match and detect PHI [131, 132]. Berman [133]

developed a concept matching algorithm that steps through confidential pathology text to replace

medical terms matching standard nomenclature code with a synonymous term while keeping the

high frequency “stop words” intact. However, the system blocks too much and has a high false

positive rate, making the outputs hard to read [129]. A similar method was proposed by Finley

et al. in which words that appear in a list of patient names and do not appear in the Unified Med-

ical Language System (UMLS) Metathesaurus are removed [134]. This method was successfully

applied to de-identify distributed semantic models. Scrub [135] used a template-based approach

to match components of high privacy risk, which are then removed, generalized, or replaced with
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made-up ones. This method can get rid of explicit personally-identifiable information but it does

not handle combinations of fields and the results might still be matched or linked to the identities of

individuals [136].

Other researchers also treated text de-identification as a Named Entity Recognition (NER) prob-

lem and tried to solve it with machine learning models [137]. Szarvas et al. used decision tree to

take into consideration of various features (length, frequency, etc.) to detect PHIs [138]. Several

groups [129, 139, 140] developed methods based on Support Vector Machine (SVM) to classify

sensitive attributes based on Part-of-speech (POS) inputs. Another popular framework is to utilize

conditional random fields (CRF), an extension of logistic regression that considers correlations in

the sentence to predict PHIs [141–143]. Latest methods in this direction [144] using deep learning

approaches have reported improved performance in detecting PHIs but the model requires careful

tuning of parameters for each dataset, which makes it hard to be portable for collaborative research.

A recent method was proposed by Li et al. [12] to filter out rare sentences (frequency < 3)

and sentences containing bigrams under a certain frequency threshold (frequency < 256). This

method demonstrated good performance in obtaining sentences with almost no PHIs (evaluated by

a manual review on sampled outputs) while preserving a similar Type Unique Identity (TUI) dis-

tribution of the original data, providing an alternative and generalizable way to obtain useful data

with mitigated privacy risks. However, the method is only designed to anonymize data from a single

source. In reality, collaborative research often involves more than one party and poses new chal-

lenges to conduct filtering in a global manner. In this chapter, we propose a distributed and privacy-

preserving method as an extension of the single source model [12]. In our scheme, rare sentences

will be filtered at each local site considering the low frequency threshold and differences in sentence

patterns from site to site. Our criterion for bigram filtering is stricter by taking distributional differ-

ences of local sites into consideration. We will only keep sentences containing bigrams observed at

all collaboration sites with sufficient global frequency. To develop such a global bigram-based fil-



A Secure and Efficient Framework for Distributed Clinical Notes De-identification 70

tering method, appropriate protection needs to be enforced on private set intersection, secure count

aggregation, and thresholding to ensure data confidentiality during the process.

5.2 Existing Techniques

A critical step for our distributed bigram filtering model is to find what the bigrams in common are

among all collaborative sites in a privacy-preserving manner. Although there are several previous

works on 2-party private set intersection, little work has been done to solve multi-party private

set intersection (MPSI) problem. Earlier approaches for MPSI have some limitations. In [145], the

dataset size of each party must be equal. Another approach suffers from approximation errors [146].

Some recent works have shown the feasibility of handling n > 2 parties [147, 148]. In these

works [147,148], each data owner constructs a Bloom filter from their data (using only the words or

bigrams, not the count associated with them). Data owners send the encrypted (exponential ElGamal

encryption scheme) Bloom filter to a service provider. All encrypted Bloom filters are securely

added by the service provider without decrypting, which results in an encrypted Integrated Bloom

Filter (IBF). Then the service provider constructs a randomized n-subtraction of IBF (encrypted),

where n is the number of parties. At this point, the service provider broadcasts this encrypted

randomized n-subtraction of IBF to all the data owners. Finally, all data owners jointly decrypt

it and compute the set intersection: if an element x is in the set intersection, the corresponding

array locations in the encrypted randomized n-subtraction of IBF, where x is mapped by k hash

functions is an encryption of 0; otherwise, is an encryption of random integer. Their approach

[147, 148] demonstrated good performance for set sizes range from 64 to 16,384. However, their

approach may not scale well with millions of records, which is common in real world applications.

With a much larger set, to reduce the probability of false positives, the size of the Bloom filter

should be large enough compared to the number of items to be inserted in it. In their approach,
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runtime is dominated by the encryption and decryption of Bloom filter. Constructing, encrypting,

and transferring such large Bloom filters (that can deal with millions of records with a minimal

probability of false positives) will introduce huge computation and communication overhead. Our

problem specification is different from the works on private set intersection mentioned here, which

do not involve any secure thresholding operations. We are describing these works just to give an

overview of state-of-the-art solutions of the related problems. To the best of our knowledge, there

is no secure protocol for sensitive information filtering that combines private set intersection and

secure thresholding.

5.3 System Overview

We developed a secure and privacy-preserving framework for bigram-based filtering to simultane-

ously meet two goals: multiparty private set intersection and secure thresholding.

5.3.1 Architecture and Entities

There are three types of entities in the system.

• Data owner: Data owners might be any hospital, clinical research facility, or federal (or,

provincial) health science institute that possess clinical datasets. Our proposed system sup-

ports any number of data owners.

• Crypto Service Provider (CSP): Cryptographic Service provider manages public and private

keys. CSP also manages salt for hashing (refer to Security Analysis, Security of Hashing for

more details). Each data owner receives a public key and a private key from the CSP. Data

owners use this public key to encrypt their data (count of bigram), and use private key to

decrypt the encrypted response from the central server.
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Figure 5.1: Block diagram of the system architecture. Only encrypted summary statistics are dele-

gated to the central server to conduct the bigram filtering, which returns to individual data owners

with encrypted bigrams that are both common and frequent enough in a global manner.

• Central Server: The central server coordinates the system protocol. It maintains communi-

cations with all other entities of the system. It receives encrypted data (hash and encrypted

count of bigram) from the data owners, performs computations locally, and finally sends the

encrypted result to the data owners.

5.3.2 Threat Model

In this work, our goal is to ensure each data owner knows the thresholded set intersection as a result

of the protocol. Data owners should not know the elements of other data owners’ dataset (elements

that are not in the intersection). We consider the central server as a semi-honest party (also known

as honest-but-curious). It follows the protocol but may attempt to scoop additional information from

the server logs or received messages. We also assume that the data owners do not collude.
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5.3.3 Problem Specification

The objective of this study is to identify the globally frequent common bigrams of participating

parties based on a threshold value. In the first phase of the system protocol, all the parties jointly

identify the common bigrams. Then, data owners send counts of the common bigrams to the central

server (please see Detailed System Protocol). Consider the example of table 5.1. Here, data owner

A sends E(count of bigram Flu-fever = 10), E(count of bigram Cancer-pain = 15), and E( count

of bigram Diabetes-glaucoma = 20), where E denotes an encryption algorithm. The central server

performs addition over the encrypted bigram counts after receiving counts from all data owners. If

the total count for a specific bigram is less than or equal to a predetermined threshold, then that

bigram is considered privacy-sensitive, and this information can be used to guide sentence filtering

of clinical notes. The intuition behind this filtering is: the more potentially identifying a bigram is,

the rarer it will be.

Table 5.1: Identification of globally infrequent bigrams

Data Owner
Frequency of the

bigram Flu-fever

Frequency of the

bigram Cancer-pain

Frequency of the

bigram Diabetes-glaucoma

A 10 15 20

B 20 15 10

C 5 15 25

Total 35 45 55

Let us consider the data of the above table. Assume, the threshold value is 40. Since total count

of Flu-fever (35) is less than the threshold value (40), it will be considered privacy-sensitive.
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5.4 Background

5.4.1 Ciphertext Packing

The considerable computational overhead of homomorphic encryption results from the large cipher-

texts. As homomorphic operations have to operate on these large ciphertexts, they can be quite slow.

The primary solution to deal with this issue is to work with packed ciphertexts, which refer to the

ciphertexts that encrypt a vector of plaintext values [149, 150]. Homomorphic operations can be

performed on these vectors component-wise in a Single Instruction, Multiple Data (SIMD) manner.

Depending on the memory allowance, this mechanism can significantly boost the performance due

to parallelization.

Consider the plaintext elements in a polynomial quotient ring m ∈ Rt = Zt/(X
n + 1) and cipher-

text elements in Rq = Zq/(X
n + 1). Here, q and t are positive integers (q > t, q > 1, see [31]),

Zq represents the set of integers (− q
2 ,

q
2 ], and Xn + 1 is an irreducible polynomial of degree n.

Using ciphertext packing, we can encrypt n plaintext values in a single ciphertext for a single in-

struction execution. Since a packed ciphertext is essentially the same as a standard ciphertext, the

basic homomorphic operations still work, for instance, homomorphic addition by adding cipher-

texts. Ciphertext packing thus facilitates SIMD-type homomorphic computation, which is capable

of computing the same function over many inputs at once. The usage of ciphertext packing in our

proposed framework is elaborated in Detailed System Protocol. We apply ciphertext packing to

minimize both computational and communication overhead. The data owners groups their counts

of bigrams into vectors of length n, encrypt them, and send Cardinality of Sets/n cipher-

texts to the central server (see Detailed System Protocol). Then the packing mechanism allows the

central server to perform computation on n items simultaneously, which results in n-fold improve-

ment in computation and communication both. In our case, n is equal to 4096, which results to a

significant time cost reduction over the naive homomorphic encryption method.
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5.4.2 Hash Functions

Hash functions are one of the fundamental cryptographic primitives. Hash functions can compute a

digest of a given message, which is a fixed-length bit string. For a given message, the message digest

(also known as hash value or hash) can be considered as an unique representation of that message.

In this work, we have used SHA-256, which is a member of Secure Hash Algorithm (SHA) family.

The length of message digest for SHA-256 is 256 bits [151]. Security of hashing is discussed in

detail in Security Analysis, Security of Hashing.

5.5 Detailed System Protocol

At the system initialization phase, data owners receive public and private keys from the CSP. Also,

the central server receives only the public key. Then, each data owner sends the hashes of bigrams

to the central server. After receiving the hashes from each data owner, the central server computes

the intersection of the hashes. Then, the central server sends the elements of this intersection to data

owners. Figure 5.2 shows the flow diagram of our proposed protocol.

Upon receiving the hashes from the central server, data owners encrypt the local frequency of the

intersected bigrams by using ciphertext packing technique. To do so, they follow the order received

from the central server. Figure 5.3 illustrates this technique for a data owner and indicates the differ-

ence with naive homomorphic encryption approach. After encrypting the counts, data owners send

the packed ciphertexts to the central server, where the encrypted global frequency will be computed.

After receiving the ciphertexts, the central server performs a homomorphic addition operation on

these packed ciphertexts. So, at the end of this addition process, the resulting output looks like the

Table 5.2. Here, E represents the encryption function.

In Table 5.2, E(C11) denotes the encrypted count of bigram B1 contributed by data owner 1.

E(C12) denotes the encrypted count of B1 contributed by data owner 2, E(C13) denotes the en-
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Figure 5.2: Flow diagram for the proposed system protocol. The order of the execution runs in a

top down manner in key distribution and computation phases.

Figure 5.3: Usage of ciphertext packing in our proposed method. Here, n is the degree of the

polynomial, which indicates the number of slots for parallel computing.

crypted count of B1 contributed by data owner 3, and so on.

Now we need to meet the thresholding requirement for the sum of homomorphically encrypted

counts. For each of the records we check the following inequality.

E(C11) + E(C12) + E(C13) + · · · > threshold
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Table 5.2: Secure count aggregation at central server.

Bigram Encrypted Global Frequency

B1 E(C11) + E(C12) + E(C13) + . . .

B2 E(C21) + E(C22) + E(C23) + . . .

B3 E(C31) + E(C32) + E(C33) + . . .

...
...

Solving this problem involves both addition and comparison. It is known that in arithmetic circuits,

addition is cheap but comparison is not trivial. To avoid the comparison operation in the arithmetic

circuit, we formulate the problem in the following way,

E(C11) + E(C12) + E(C13) + · · · − threshold

After performing the above mentioned homomorphic operation, the central server sends to the data

owners r ∗ (E(C11) + E(C12) + E(C13) + − threshold), where r is a random number drew by

the central server. After decrypting it, if a data owner gets a random negative number (or zero),

she will understand that the sum of counts of the corresponding record is less than (or equal to) the

threshold. Similarly, if a data owner gets a random positive number, she will understand that the

sum of counts of the corresponding record is greater than the threshold.

Multiplying every coefficient of the resulting ciphertext by same random number may expose some

additional information about other data owners’ counts. So, we multiply the resulting ciphertext

with a random polynomial, all of whose coefficients are randomly generated.

Although polynomial addition and subtraction are coefficient-wise by nature, polynomial multipli-

cation in Rt(and Rq) is a convolution product of the coefficients. An effective technique to trans-

form convolution product into coefficient-wise product in polynomial ring is the Number-Theoretic

Transform (NTT). NTT is a specialization of Fourier transform for finite rings. One important prop-
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erty of NTT is that it works in the same ring as lattice cryptosystems do. Therefore, NTT can be

used to improve the efficiency of the polynomial operations. NTT is commonly used in ciphertext

space to speed up polynomial multiplication [152]. To ensure that the products in the ciphertext

space be translated into coefficient-wise products in plaintext space, we perform an inverse-NTT

operation to plaintext before encryption and a NTT operation after decryption. The NTT operation

does not have any effect on addition and subtraction, as they are linear in nature.

5.6 Experimental Settings

5.6.1 Dataset

We have used the MIMIC-III (Medical Information Mart for Intensive Care), an openly available

dataset comprising of de-identified health data associated with ˜40k critical care patients [153]. To

be specific, we used NOTEEVENTS table of this database, which contains de-identified clinical notes

including nursing and physician notes, and reports on ECG, radiology, and discharge summary.

There are 2,083,180 rows in NOTEEVENTS table.

5.6.2 Dataset Preprocessing

The text column of NOTEEVENTS table represents the contents of the clinical notes. At first,

we remove the stop words [154] from the entries of this column. Stop words [154] are frequently

occurring words in English, which are semantically unimportant. We also removed any standalone

symbol/character, numerical values (for instance, heart rate, arterial blood pressure, respiratory rate,

or dose of a prescribed drug) including temporal expressions like 4:10 AM, 9:50 PM etc.
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5.6.3 Evaluation Environment

Experiments were performed on Google Compute Engine (GCE) and Amazon EC2 cloud server.

GCE is a cloud computing service that provides virtual machines running in Google’s data centers.

In GCE, we used a n1-standard-8 machine with Ubuntu 16.04.3 LTS. For Amazon EC2, the

configuration was r3.xlargewith Ubuntu 16.04.2 LTS. The central server was hosted in Amazon

EC2 and the CSP and the data owners were hosted in GCE. Each entity of the system architecture

communicated with others through TCP.

5.6.4 Implementation

To hash the words, SHA-256 (OpenSSL version 1.0.2g) was used. To encrypt the bigram counts,

we used FV scheme [31]. For FV implementation, we choose NFLlib [155]. NFLlib [155] is an

efficient and scalable C++ library for ideal lattice cryptography. This library is much faster than

NTL [156] and FLINT [157] due to its algorithmic and programming optimizations.

The computation and communication tasks were processed in parallel whenever possible. We used

OpenMP for this purpose.

5.7 Experimental Results and Discussions

It is evident from the methodology of our proposed method that the runtime mostly depends on the

cardinality of the intersection of the sets and the number of data owners. We evaluated our proposed

method in terms of these two factors. Tables 5.3 and 5.4 show the experimental results. These tables

report computation time for intersecting hashes, encryption, homomorphic operation, decryption,

and network communication costs. However, the total time reported here does not include cost for

system initialization, for instance, reading and parsing configuration file, reading input data file,

TCP socket setup and shutdown etc.
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Table 5.3: Experimental results for different cardinality of intersection of sets. In the five different

settings, cardinality is increased by 1% of the entire dataset. Here, the number of data owners is a

constant (3). The numbers are in seconds.

Cardinality of

intersection

Intersecting

hashes (s)
Encryption (s)

Homomorphic

operation (s)
Decryption (s)

Network

Comm. (s)

Total

Time (s)

1,515,520 (∼10%) 4.63 8.11 55.43 6.73 0.48 75.38

1,667,072 (∼11%) 4.69 8.92 61.19 7.06 0.52 82.38

1,818,624 (∼12%) 4.98 9.70 66.63 7.88 0.54 89.73

1,970,176 (∼13%) 5.07 10.97 72.21 8.49 0.59 97.33

2,121,728 (∼14%) 5.20 11.32 77.65 9.34 0.60 104.11

5.7.1 Communication Cost

The total number of bigrams was about 15 million. These were equally distributed among three

data owners for the experiments shown in Table 5.3. Each data owner was given 4 million disjoint

bigrams along with common bigrams as shown in Table 5.3. For the five different settings, the

sizes of encrypted data for each data owner were 46.3, 51, 55.6, 60.2, and 64.8 MB respectively.

The sizes of the files containing hash (for each data owner) were 341, 351, 360, 370, and 379 MB

respectively.

For the experiments shown in Table 5.4, bigrams were distributed equally among the six data owners

(3,518,464 each). The size of the encrypted data for each data owner was 46.3 MB. The size of the

file containing hash (for each data owner) was 218 MB.

5.7.2 Concept Distribution Analysis

Now, we show that the proposed method is able to retain enough information for data analysis. We

compare the concept distribution of clinical notes and sanitized sentence repository constructed by
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Table 5.4: Experimental results for different number of data owners. The cardinality of intersection

of sets was fixed (1,515,520). The numbers are in seconds.

Number of

Data Owners

Intersecting

hashes (s)
Encryption (s)

Homomorphic

operation (s)
Decryption (s)

Network

Comm. (s)

Total

Time (s)

2 1.69 8.17 54.72 6.29 0.32 71.19

3 2.72 8.19 55.49 6.33 0.39 73.12

4 3.53 8.28 55.51 6.60 0.46 74.38

5 4.63 8.22 56.36 6.67 0.53 76.41

6 5.36 8.24 58.01 7.11 0.60 79.32

eliminating sentences of the clinical notes that contain low frequency bigrams (frequency less than

or equal to a specified threshold). Due to the significant computations involved, we sampled 800

clinical notes for this experimentation. The results of concept distribution analysis are reported in

Table 5.5. Each concept is expressed as a type unique identity (TUI) defined by UMLS [158]. The

difference of the TUI districution is not too large when the threshold is small but it gets larger at

an increasing threshold. However, this is not a critical issue because we can maintain the original

distribution by oversampling the filtered corpus using sentences that contain one or more TUIs. This

is a standard combinatorial optimization problem but we do not explore it in this work.

5.8 Security Analysis

In this section, we analyze the security of cryptographic primitives that we used in our proposed

framework.
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Table 5.5: Comparison of TUI Proportion Distribution

TUI
Original Clinical

Note
Threshold = 1 Threshold = 2 Threshold = 4 Threshold = 8 Threshold = 16

T007 0.2627 0.2012 0.1601 0.1421 0.0922 0.0428

T023 5.8168 4.4492 3.5281 2.9490 2.5213 2.1758

T033 7.7646 5.3959 4.847 3.6402 3.1259 2.5570

T047 7.6978 5.4338 4.8742 3.7598 3.3876 2.8825

T060 2.5509 1.8672 1.6446 1.4018 1.1242 0.9680

T074 1.5871 1.2046 1.0991 0.9302 0.8257 0.6724

T093 0.9824 0.7123 0.6594 0.5846 0.5197 0.4925

T109 4.1908 2.8163 2.7084 2.8069 2.6024 1.6447

T121 1.2840 0.8898 0.8983 0.7719 0.5971 0.6253

T170 0.7523 0.5182 0.4450 0.3165 0.2764 0.1284

T184 3.5566 2.4968 2.2498 1.8443 1.4265 0.6895

T201 1.8249 1.1075 0.9960 0.9173 0.8441 0.8437

5.8.1 Security of FV Cryptosystem

To evaluate the security of a lattice cryptosystem a widely used measure is root-Hermite factor δ.

Lindner and Peikert showed a mathematical relationship between root-Hermite factor and security

level λ (in bits) [159].

λ = 1.8× 1

log2δ
− 110 (5.1)

1
log2δ

is given by 1
log2δ

= 4n(log2q)
(log2(

cq
s
))2

, where c =

√
ln 1
ε
π and s = σ

√
2π. n, q, and s represent

the degree of the polynomial ring, ciphertext modulus, and scale parameter of the error distribution

respectively. σ denotes the standard deviation of the error distribution, and is the attacker advantage.

For our experiments, we choose n = 212, q = 2120, σ = 3, ε = 2−32. According to root-Hermite

factor measure, our proposed method guarantees 142 bit security.
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5.8.2 Security of Hashing

One of the primary security requirements of hash function is one-wayness: given a hash output h,

it must be computationally infeasible to find an input m such that h = H(m). In other words,

given a message digest, an adversary cannot find out the matching message m from H−1(h) =

m. There exist some cryptanalytic attacks against one-way hashing that try to break the security

properties of the hash function. Brute-force attack (also known as exhaustive search) is a type of

cryptanalytic attack. Let (m,h) denote the pair of input message and output hash value, and let

M = {m1,m2, .....,mk} be the message space of all possible messages mi. Such an attack checks

for every element of M if H(mi) == h. If this equality holds, a possible input message is found.

This type of attack is impractical for large message space. A similar one is called dictionary attack,

which tries all the input messages in a pre-arranged listing, generally derived from a list of words

such as in a dictionary (hence the term dictionary attack), which has a smaller space to search. There

is a variant of dictionary attack, known as Rainbow table attack [160], which uses a a precomputed

table (Rainbow table [160] that contains elements up to a certain length consisting of a limited set

of characters) for reversing hash functions. This attack requires less computation time but more

storage compared to brute-force attack.

Addressing the above mentioned attacks, we used salt to randomize the hashing. In cryptography,

salt refers to random data that are used as an additional input to a hash function. Salt was generated

by the CSP and provided to data owners before each hashing process, which makes these attacks

computationally infeasible.

Another desirable property of a hash function is collision resistance. A hash function is said

to be collision resistant if it is computationally infeasible to find two different inputs m1,m2 with

H(m1) == H(m2). It seems if the hash function has an output length of b bits, we have to check

about 2b messages. However, it turns out that an attacker needs only about 2
b
2 messages. This is

a quite surprising result, which is due to the birthday attack. This attack is based on the birthday
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paradox, which is a powerful tool that is often used in cryptanalysis.

It turns out that the following real-world question is closely related to finding collisions for hash

functions: how many people are needed at a party such that there is a reasonable chance that at

least two people have the same birthday? Collision search for a hash function H() is exactly the

same problem as finding birthday collisions among party attendees. The question is how many

messages (m1,m2, ......,mk) does an attacker need to hash until he has a reasonable chance that

H(mi) == H(mj) for some mi and mj that he choose.

The most significant consequence of the birthday attack is that the number of messages needed to

hash to find a collision is roughly equal to the square root of the number of possible output values,

i.e., about
√
2b = 2

b
2 . Hence, for a security level of u bit, the hash function needs to have an output

length of 2u bit. In order to thwart collision attacks based on the birthday paradox, the output length

of a hash function must be at least 128 [151]. As mentioned previously, we are using SHA-256 in

this work, which has output length 256.

In 2004, collision-finding attacks against MD5 and SHA-0 were demonstrated by Xiaoyun Wang

[161]. One year later, it was claimed that the attack could be extended to SHA-1 and a collision

search would take 263 steps, which is considerably less than the 280, achieved by the birthday attack

(the output width in this case is 160 bit) [162]. In this work, we are using SHA-2 (precisely, SHA-

256) against which no attacks are known to date.

5.9 Conclusion

In this chapter, we proposed a novel protocol to achieve the joint mission of private set intersec-

tion and secure thresholding for a distributed data de-identification task. We extended a previous

filtering-based method to cover data from distributed sources and demonstrated the feasibility of

using homomorphic encryption to develop an efficient multi-party protocol. Experimental results
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show that our proposed method can simultaneously guarantee data privacy and preserve data utility

for analysis. To the best of our knowledge, this is the first privacy-preserving initiative to de-identify

clinical notes in a distributed environment.



Chapter 6

Conclusion

In this thesis, we have presented three different frameworks for analyzing biomedical data

securely, where data is possessed by different participating parties. The proposed frameworks

can securely perform genome-wide association studies, regression analysis, and clinical notes de-

identification.

The first two solutions leverage trusted hardware to achieve the desired security and efficiency trade-

off. On the contrary, the third work relies on an optimized variant of homomorphic encryption.

6.1 Summary

Firstly, we proposed a hybrid approach to conduct genome-wide association studies securely, where

homomorphic encryption and secure hardware are used in appropriate use cases. This model offers

data confidentiality, efficiency, and computational support for secure statistical analysis.

Secondly, we presented a hybrid cryptographic framework to perform regression analysis over dis-

tributed biomedical data in a secure and efficient way. This framework ensures data security and

computational efficiency at the same time. Unlike prior works, it does not introduce approximation

errors in the final output. Computed model parameters are identical to the plaintext results.

86
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Finally, we presented a privacy-preserving initiative to de-identify clinical notes in a distributed

environment. We developed a novel secure protocol based on private set intersection and secure

thresholding to identify uncommon and low-frequency terms, which can guide sentence filtering.

We extended a prior filtering-based method to consider clinical notes from distributed sources and

demonstrated the applicability homomorphic encryption to develop an efficient multi-party proto-

col.

To summarize, the primary contributions of this thesis is the secure, efficient, and privacy preserving

computation on biomedical data considering different functions.

6.2 Future Work

Shortly after Intel SGX, ARM introduced their hardware security architecture ARM TrustZone 1,

which is available in AMD CPUs 2. It would be interesting to see how ARM TrustZone performs

with traditional cryptographic primitives like homomorphic encryption, garbled circuit etc.

Also, memory oblivious primitives (e.g. Oblivious RAM and data oblivious algorithms) can be

incorporated into our hybrid frameworks to prevent information leakage through memory access

patterns. This will minimize the vulnerability of side-channel attacks.

In addition, we intend to explore more statistical tests and machine learning algorithms, and extend

the existing frameworks to perform these additional functions securely.

In general, it is an exciting future research direction to develop generic privacy enhancing technolo-

gies by leveraging state-of-the-art cryptographic primitives and recent trusted execution environ-

ments, and evaluating their compliance with different biomedical data sharing policies. This will

further accelerate collaborative biomedical research including personalized medicine by minimizing

the regulatory burdens aimed at protecting the privacy of the individuals.

1https://www.arm.com/products/security-on-arm/trustzone
2https://www.amd.com/en/technologies/security
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preserving data sharing methodology for genome-wide association studies. Journal of

biomedical informatics, 50:133–141, 2014.

[102] Feng Chen, Michelle Dow, Sijie Ding, Yao Lu, Xiaoqian Jiang, Hua Tang, Shuang Wang.

PREMIX: Privacy-preserving EstiMation of individual admixture. In American Medical In-

formatics Association Annual Symposium.

[103] Bahman P Tabaei and William H Herman. A multivariate logistic regression equation to

screen for diabetes. Diabetes Care, 25(11):1999–2003, 2002.

[104] Saeed Abdullah, Elizabeth L Murnane, Mark Matthews, Matthew Kay, Julie A Kientz, Geri

Gay, and Tanzeem Choudhury. Cognitive rhythms: unobtrusive and continuous sensing of

alertness using a mobile phone. In Proceedings of the 2016 ACM International Joint Confer-

ence on Pervasive and Ubiquitous Computing, pages 178–189. ACM, 2016.

[105] Tauhidur Rahman, Mary Czerwinski, Ran Gilad-Bachrach, and Paul Johns. Predicting about-

to-eat moments for just-in-time eating intervention. In Proceedings of the 6th International

Conference on Digital Health Conference, pages 141–150. ACM, 2016.



Bibliography 101

[106] Hossein Ahmadi, Nam Pham, Raghu Ganti, Tarek Abdelzaher, Suman Nath, and Jiawei Han.

Privacy-aware regression modeling of participatory sensing data. In Proceedings of the 8th

ACM Conference on Embedded Networked Sensor Systems, pages 99–112. ACM, 2010.

[107] Khaled El Emam, Jun Hu, Jay Mercer, Liam Peyton, Murat Kantarcioglu, Bradley Malin,

David Buckeridge, Saeed Samet, and Craig Earle. A secure protocol for protecting the iden-

tity of providers when disclosing data for disease surveillance. Journal of the American

Medical Informatics Association, 18(3):212–217, 2011.

[108] Craig Gentry. A fully homomorphic encryption scheme. PhD thesis, Stanford University,

2009. crypto.stanford.edu/craig.

[109] Kim Laine and Rachel Player. Simple encrypted arithmetic Library-SEAL (v2. 0). Technical

report, Technical report, September, 2016.

[110] Ben Fisch, Dhinakaran Vinayagamurthy, Dan Boneh, and Sergey Gorbunov. Iron: func-

tional encryption using intel sgx. In Proceedings of the 2017 ACM SIGSAC Conference on

Computer and Communications Security, pages 765–782. ACM, 2017.

[111] Matt Fredrikson, Somesh Jha, and Thomas Ristenpart. Model inversion attacks that exploit

confidence information and basic countermeasures. In Proceedings of the 22nd ACM SIGSAC

Conference on Computer and Communications Security, pages 1322–1333. ACM, 2015.

[112] Matthew Fredrikson, Eric Lantz, Somesh Jha, Simon Lin, David Page, and Thomas Ris-

tenpart. Privacy in pharmacogenetics: An end-to-end case study of personalized warfarin

dosing. In 23rd USENIX Security Symposium (USENIX Security 14), pages 17–32, 2014.

[113] Christiaan Heij, Paul De Boer, Philip Hans Franses, Teun Kloek, Herman K Van Dijk, et al.

Econometric methods with applications in business and economics. OUP Oxford, 2004.

crypto.stanford.edu/craig


Bibliography 102

[114] Jerome Friedman, Trevor Hastie, and Robert Tibshirani. The elements of statistical learning,

volume 1. Springer series in statistics Springer, Berlin, 2001.

[115] Shai Halevi and Victor Shoup. Algorithms in helib. In Advances in Cryptology–CRYPTO

2014, pages 554–571. Springer, 2014.

[116] M. Lichman. UCI machine learning repository, 2013.

[117] David W Hosmer Jr, Stanley Lemeshow, and Rodney X Sturdivant. Applied logistic regres-

sion, volume 398. John Wiley & Sons, 2013.

[118] Rob Hall, Stephen E Fienberg, and Yuval Nardi. Secure multiple linear regression based on

homomorphic encryption. J. Off. Stat., 27(4):669, 2011.

[119] Martı́n Abadi, Andy Chu, Ian Goodfellow, H Brendan McMahan, Ilya Mironov, Kunal Tal-

war, and Li Zhang. Deep learning with differential privacy. In Proceedings of the 2016 ACM

SIGSAC Conference on Computer and Communications Security, pages 308–318, 2016.

[120] Vladimir Vapnik. The nature of statistical learning theory. Springer science & business

media, 2013.

[121] Hwanjo Yu, Jaideep Vaidya, and Xiaoqian Jiang. Privacy-preserving svm classification on

vertically partitioned data. In Pacific-Asia Conference on Knowledge Discovery and Data

Mining, pages 647–656. Springer, 2006.

[122] Hwanjo Yu, Xiaoqian Jiang, and Jaideep Vaidya. Privacy-preserving svm using nonlinear

kernels on horizontally partitioned data. In Proceedings of the 2006 ACM symposium on

Applied computing, pages 603–610. ACM, 2006.

[123] Santa Clara Intel Corporation. Products formerly Skylake. http://ark.intel.com/

products/codename/37572/Skylake, 2017. [Online; accessed 2017-10-11].

http://ark.intel.com/products/codename/37572/Skylake
http://ark.intel.com/products/codename/37572/Skylake


Bibliography 103

[124] Russinovich M. Introducing Azure confidential comput-

ing. https://azure.microsoft.com/en-us/blog/

introducing-azure-confidential-computing, 2017. [Online; accessed

2017-10-11].

[125] Dina Demner-Fushman, Wendy W Chapman, and Clement J McDonald. What can natural

language processing do for clinical decision support? J. Biomed. Inform., 42(5):760–772,

October 2009.

[126] Stephen T Wu, Hongfang Liu, Dingcheng Li, Cui Tao, Mark A Musen, Christopher G Chute,

and Nigam H Shah. Unified medical language system term occurrences in clinical notes: a

large-scale corpus analysis. J. Am. Med. Inform. Assoc., 19(e1):e149–56, June 2012.

[127] John J Trinckes and Jr. The Definitive Guide to Complying with the HIPAA/HITECH Privacy

and Security Rules. CRC Press, December 2012.

[128] U S Department of Health & Human Services. Guidance regarding methods for

de-identification of protected health information in accordance with the health

insurance portability and accountability act (HIPAA) privacy rule. https:

//www.hhs.gov/hipaa/for-professionals/privacy/special-topics/

de-identification/index.html, November 2015. Accessed: 2017-10-26.

[129] Ishna Neamatullah, Margaret M Douglass, Li-Wei H Lehman, Andrew Reisner, Mauricio

Villarroel, William J Long, Peter Szolovits, George B Moody, Roger G Mark, and Gari D

Clifford. Automated de-identification of free-text medical records. BMC Med. Inform. Decis.

Mak., 8:32, July 2008.

[130] M Douglass, G D Clifford, A Reisner, G B Moody, and Mark Rg. Computer-assisted de-

https://azure.microsoft.com/en-us/blog/introducing-azure-confidential-computing
https://azure.microsoft.com/en-us/blog/introducing-azure-confidential-computing
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html


Bibliography 104

identification of free text in the MIMIC II database. In Computers in Cardiology, 2004,

pages 341–344, 2004.

[131] Ozlem Uzuner, Tawanda C Sibanda, Yuan Luo, and Peter Szolovits. A de-identifier for

medical discharge summaries. Artif. Intell. Med., 42(1):13–35, January 2008.

[132] Bruce A Beckwith, Rajeshwarri Mahaadevan, Ulysses J Balis, and Frank Kuo. Development

and evaluation of an open source software tool for deidentification of pathology reports. BMC

Med. Inform. Decis. Mak., 6:12, March 2006.

[133] Jules J Berman. Concept-match medical data scrubbing. how pathology text can be used in

research. Arch. Pathol. Lab. Med., 127(6):680–686, June 2003.

[134] Gregory P. Finley, Serguei V.S. Pakhomov, Genevieve B. Melton. Automated De-

Identification of distributional semantic models. AMIA 2016 Annual Symposium.

[135] L Sweeney. Replacing personally-identifying information in medical records, the scrub sys-

tem. Proc. AMIA Annu. Fall Symp., pages 333–337, 1996.

[136] L Sweeney. Guaranteeing anonymity when sharing medical data, the datafly system. Proc.

AMIA Annu. Fall Symp., pages 51–55, 1997.

[137] Stephane M Meystre, F Jeffrey Friedlin, Brett R South, Shuying Shen, and Matthew H

Samore. Automatic de-identification of textual documents in the electronic health record:

a review of recent research. BMC Med. Res. Methodol., 10:70, August 2010.
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