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Abstract
The IBEtr 802.15.4 specifications ontline a class of wireless radios ancl protocols

targetecl at, ìou' power clevices. personal area netrvorlis, and sensor devices. The ItrtrB

802.15.4 specific:atiou eurplolrs a nrttrrbel of u'ell-knou'n secnrity services l,hat can lte

implementecl in such netltorl<s. Sensor networli application clevelopers neecl overheacl

s[atisl,ics in choosing t]re security service that best snits seculing a particr-rlar thleat

environment. For evaluating these security overheacls on wireless sensor netu'orlçs, I

have simulatecl the ItrtrB 802.15.4 meclia access control layer inclucling snpporl, for

securitl' features u'ith interconnectecl ciusters of nocles ancl also clesignecl ancl simu,

latecl key excha,irge protocol. Clusters are interconnect,ecl via bridges implementecl on

chtster coorclinaLors, rvhere each cluster has to contribute a constant numìter of pacii-

ets per seconcl to the sink. Packets are protected with the N4essage Authentication

Cocle that requires a secret key shared l¡etween each nocle and coordinator. I have

nroclclctl ttctrvorl< ìrch¿r.r,ior undel rcguÌar scnsing trerffic, powcr uìânagement, and pe-

riodic liey exchanges. Symmetric and Asymmetric lçey exchange protocols of varying

complexity are consiclerecl, ancl the iml:act of their communication and computation

complexity on the netu'ork lifetime is evaltiated. N,ly model and results can be usecl
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to cletermine netrvork ancl securitv parameters in IBEtr 802.15.4 basecl rvireless sensor

netu'orli u,hen application recluiremenLs a,re lcuown.
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Chapter 1

Background and Related Work

Recentlv trcloptecl IEEB 802.15.4 sl,anclarcl is poisecl to become the key enabler

for'lorv complexity, ultra loiv po\\¡er consumption, low clat¿r rate u'ireless connectivity

anlong inexpensive cler¡ices such ¿ts sensoì's. The stanclal'd defines tìre irhvsical ancl

mediam âccess control layer for lou' rate u'ireless personzrl area netr,vorlçs. The s'ireless

personal area netu'orks are usecl in sensing applications such as habitat, monitoring,

burglar âla,rms, inventory control, meclical monitoring, emergency response ancl bat-

tlefield managenent and such appì.icat,ions sometirle reclnile leliable ancl secure dat,a

trailsfer.

Two netr'vork topologies are a,llou'ecl by the stanclarcl, but both of them rely on

the presence of a central controiler clevice known as the PAN coordinator. In the

peer-to-peer topology, devices can communicate rvith one another directly, as long as

they are ivithin the physical range. In bhe star-shapecl topology, the clevices must

commttnicate thror"rgh the PAN coorclinator. The network uses tu'o types of channel

access mechanism, one based on slotted CSÀ{A-CA algorithm in u'hich the slots are
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alignecl rvith the beacon fr¿ìmes sent perioclically by the PAN coorclinator, a,ncl ¿ìn-

other basecl on unsloLl,ecl CSÀ,IA-CA in ll'hich case there are no lteacon fra.mes. The

lteacou en¿rblecl mocle ancl the sta,r-based (in the text that, foliorvs u'ill refer lo star-

basecl l,opology as cluster-basecì topology) hierarchical topologv appeàr to be ì¡etter

suitecl to sensor netu¡orlç implementation than their peer-to-peer counterparts ltecause

the PAN coorclinator can act as both the net'rvork controller and the sinli to collect

clata from the sensor nocles. Within one cluster, time is organizecl in sr:perframes

u'hich a,re clelineatecl by beacons sent by the PAN coorclinator. Superframe is further

orgzrnizecl as au acl,ive part u'here nodes can tra,nsmit r-rsing CSN,IA-CA or TD\44

(callecl Guaranteecl Time Slots) ancl an inactive part u'here all nocles sleep. Larger

areas under snrveilla,nce c¿ur be efficientll, coverecl lty inter-connecl,ing clusters in rnesh

topologl, through their coorclinators. This feature is enablecl thror-rgh the existence

of inactive superframe part since coorclinator can t,hen srvitch to another clnsl,er ancl

conmunicate as ¿rn orclinary nocle. When communical,ion in foreign cluster is finished,

coorclinator returns to its ou'n clust,er.

Wireless devices r,rsecl for sensing the environment, are lorv in conputationa,l power

¿rnd tnemory t'esources. The bandri'iclth offerecl ìry iEEE 802.15.4 stanclarcl is lon',

since the stanclarcl allorvs the PAN to use either one of three frequencl, ba,ncls: 868-

868.6NIHz, 902-928\dHz and 2400-2483.5N,IHz rvith rau, clata rates of 20libps. 4Okbps

ancl 250kìtps respectively. Horvever, the banclwiclth available to the apitlication is fur-

tìrcr clccrc¿usecl ciuc to CSlt4A-CiA acccss u'ith srnall backoff u'inclol's (dcfault baclioff

u'inclorv sizes rvithoul porver saving mode are B, 16, 32, 32, 32, respectivelv, for fir'e

aliowecL b¿rck<-rff atterrtpts). Also. irr dolr'nlinl< conlnlnnic¿r,tions. PAN coolclina,tor first



Chapter 1: Backqround ancl Related ltVorlc

coordinator network
device

Beacon

Data Request

Acknowledgment

Data

Acknowledgment

uplink direction

downlink direction

Figure 1.1: Data Transfer in 802.15.¿1 PAN in beacon en¿rblecl mocle

has to aclvertise the pacliet irr l,he beacr-in. l,hcln nocle h¿rs 1,o sencl t,he request pacliet

ashing for clorvnlinl< translnissiou, anci fin¿rllv clorvnlinl< tr-ansnrission can commence.

Therefbre, in the presence of rnan1, nocles in t,he cluster', elfective banchvicll,h lefl, to

the application is less than 20% of the r'¿ul' bandri'iclth [25].

Provicling secttlitl, Serrrices in such u,ireless Senso¡ netçorhs is a technic¿rl challenge.

Algorithms for key exchange u'hich natnr¿r,lh' inclucle aut,hentication elements ancl

acldition of pachet signature rvill further clecrease Lhe ltanclrviclth availaltle to the

sensing application. Besides, complex computations often involvecl in ptiblic hey

cryptograph), might consume too much energ-v ancl memory I'esources. Therefole,

goal of clesigning lorv porver sensor clevices forces security mecÌranism to fit uncler

processing, memory and banclwiclth constraints.

This chapter is organized as follows. In Section 1.1, I u'ill explain the relationship

betweeu the sensor networli architecture ancl its availability for both clata colieclion

and event sensing applications. Netu'orlçs supporting secure apirlications, networ'Ì<
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availabilil,y for sensing appliczrtions has the same irnportance a,s clata integritl,' ancl

cìata conficlentialitl'. Section 1.1 explains the neecl of securitv in rvireless sensor net-

l'ollis ancl rvhich ¡1rpes of security techniclues are consiclerecl in snch netu'orks. De-

tailecl clescription of seculiby features of IBEB 802.15.4 [3] basecl sensor netlorlcs is

presentecl in Sect,ion 1.2. Section 1.3 cliscusses liey exchange approaches currently

used in \,VPANs.

1.1 Cluster-based wireless sensor networks

One of tlte rnost signific:erut benefits of sensol netrvorks is that thcy ertencl the

compr"ttation capabilitv to irhysical environments u'here hnma,n beings can not reach.

Flou'eter, energ-v possessecl by sensol nocles is limitecl. lvhich becomes the most chal-

lenging issue in clesigning sensor nebrvorlçs. The ma,in po\\¡er consumptions in sensor

netu'orlis a,re compr-ttation a,ncl communicat,ion bet,u'een sensor nocles. In part,icular.

the raLio of energy consuniplion for communication and compntation is Lvi:icaliy in

the scale of 1000 [20]. Therefore it is critical to enable collaborative information pro-

cessing ¿rncl data aggregal,ion 1,o prolong lhe lifetime of sensor netu'orlçs. The choice

of netrvorli topologv in u,ireless sensor netu,orhs is still an open question. Holever. it

seeuts that the choice of topology is an issne of tlade off ltet',r'een the nocle simplicity

ancl homogeneity versus the cluration of netrvork lifetine. For sensor networlis cov-

eling lar-ge geogi'aphic ¿rle¿rs it is difficult to replace sensors batteries vu'hen they are

exhausted, ancl therefore, u'hen nocles close to sink clie the rvhole netu'ork is unavail-

able.

Wileless sensot' netu'or'Ìis can car-ry tu'o clifferent t-ypes of sensing. First lçincl of
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sensing is cl¿rt¿r collection n'here nocles in the netu'orli frequent,ly communicate Lo re-

port measttremeubs. Depencling on the application requirements. some collective sleep

techniclue for all bhe nocles in the clust,er can ìre usecl in orcler to extencl the netrvork

lifetime. Data collection applications exploit spatial correlation of sensed data ancl

in older to save banchviclth perform some lçincl of clata aggregation. In peer-to-peer

ItrEE 802.15.4 architectures aggregation is performecl in nocles u'hich are conveying

sensed dat,a tolarcls the srnli. In cluster-basecl architectures aggregation occurs at the

PAN coorclinator ancl aggregat,ecl packets â,re conveyecl to the next coorclinator along

the path possibl¡' over nìore porverfitl linh GTS(Guar¿rnteecì Time Slot) comparecl to

the link t¡,pe this is a,r¡ailable t,o orclinary nocles CS\,fA-CA(Carrier sense multiple

âccess lvith collision avoicl¿rnce). From the aspect of available bandrvicith, presence of

GTS linlis betrveen the cluster coorclinators puts the cluster ìtasecl netu'orks in advan-

tage ovel the peer-t,o-peer nel,rvorlis. AIso, the aggregation done by ¿L. coorclinator

can be macle much more secure th¿rn the aggregation in peer-to-peer networlç since

coordinator is alu'ays a\\¡are abont the iclentitics of l,he nocles which participate in the

aggregation (since this is clone in the attachment process), rvhile the set of neighbors

in peer-to-ireer netu'ork might clepencl on the type of the cluery. From the aspect

of lifetime, it is reasonable t,o ¿ìssune that PAN coorclin¿rtors i,vill have higher power

lesources than the orclinarS, nocles rvhich combinecl u'ith the GTS access rvill extend

the iifetirne of the netu'orh (since they r,vill clo the pachet relaying).

In seconcl kincl of sensing, communication occurs only urþs¡ some important event

occurs. For applications u'here event cletection is the targel (e.g enemy troops move-

ment, cletection of noise level), sensors are reqr-rired to be vigilant most of the time
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t'hich nìeans tliat collecl,ive sleep of the nocles is prohibitecl. Bvent cletection reqnires

reporting onlv u'hen an er¡ent occurs in contrast to clata collection u'here commniri-

cation of measurenent is more frequent. In tìris c¿ìse aggregation is avoiclecl ancl it is

importanl 1,o cleliver the sensecl data to the sinlç within some time bouncl. In event

cletection applicat,ions, netu'ork availability ancl data integrity is much more critical

than in clata collection applications. Again, I argue that cluster-ìrasecl architectule

u,here PAN coorclinators have higher power resources, GTS linhs for communication

and reli¿rble iuformation a,bont chrster meurbers offers bettel avail¿rbilitl, ancl cl¿rt,¿r,

integrity than peer-to-peer architecture.

Nocles in u'ireless sensor networks can clirectlv communicate rvith ne¿u'lly nocles.

Nocles thal, are nol, ivithin clirect cornmunication range use other nocles to lelav rnes-

sage betu,een them. Routing in such a muiti hop netu'orli is cìrallenging clue to the l¿rcli

of central control ancl the high clynamics of tl're netivork. Recent u'orh ha,s focusecl on

cliscovering ancl maint¿rining routes that heep the connectivity bel,r'een t,he noc'les or.

furthermore, that minimize the number of hops on a path. One import,ant resLrict,ion

of a u'ireless sensor netrvork is that nocles are energy-constrainecl as they are normalll'

porvelecl by bz-Ltteries. Hou'ever, the algorithms that aim to minimize t,he pzrth lengt,h

na)/ ignore fairness in routing, for example, the shortest-path routing is liliely Lo use

the same set of hops to relay packets for the sarne source ancl clest,ination pair. This

rvill heavily loacl l,hose nocles on the path even rvhen there exist other feasible pat,hs.

Such an uneven use of the nocles nray cause some nodes to clie earlier, thus creating

holes in the netrvorli or worse, leaving the netu'orlç clisconnected.

Low available banchviclth to nocles, CSNiÍA-CA access? data aggregzrtion, ancl rout-
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ing in u'ireless sensor netu'orlis basecl on iEBtr 802.15.4 rr¿rke the implementation of

securit¡' a technical challenge. Even at t,he meclia a.ccess control la.r'er it is possible to

launch Denial of Service ¿rtl,acli r'r,hich rvill clra.sLic¿rlly increase the nnmber of collisions

ancl prevent ancl clata commnnication (clue to CSN,IA-CA ¿rccess and small b¿lchoff u'irr-

clorvs). The processing, communication ancl ilggregation cost of secure ptrckets first

increases both computational ancl commnnica,tion overheacl. In orcler to clecrease this

overheacl aÌl the security parameters ancl lieyinpç moclel uncler u'hich the netu,orl< will

work are seiectecl with grea,[ care so t]ral, t,he ob.jective of both secure communication

ancl longer netrvorli life is achievecl. These tu'o objectives are corupeting a,rrcl tracle ofi

between them is necessary.

L.2 Overview of IEtrtr 802.L5.4 security operations

IBEB 802.15.4, a link laYer securit,y protocol itrovicles fbur basic secttritv services:

access control, nressage integritl'. üless¿ìge coirfidentiality, lncl replav protection(AppenclixA

gives a clescription of these securil,y t,echniclues). The security requirements c¿l,n lte

tunecl by setting the appropriate control pa,r'a,meters of the protocoì stacic. If an ap-

plication cloes not set any ptrrarneters. lhen security is not enabled by clefault. An

application must explicitlv enable secr,rritv features.

L.2.L Addressing

For unique identification of a clevice in a netrvorli or clnster. aclclressing in IEBE

B02.15.4 is accomplished via a 6r1-ìrit node ident,ifìer and a 16-bit netu'olk identifrer.

ItrEB 802.15.4 supports a fcr,v cliffcrcnt arlch'cssing moclcs. Fol cxarnple, a 16 bit
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trunc¿rtecl aclclress nÌa¡r lls usecl in place of the full 64-bit nocle iclcntificr in ccltain

cases. This ¿llou's l,he sizes of the soLrrce ancl clestinat,ion aclclresses vâ.ry ltetu'een 0

ancl 10 bytes clepencling on u'hether truncatecl or full ¿rclclresses are usecl, ancL u'hether

or not the nocle senc'ls to a broaclc¿rst, adclress.

The specific¿rtion cìefines four packet types for meclia access control layer:

1. Beacon pzrckets

2. Dat,a paciiets

3. Aclinori'leclgnenl, ptrckets

21. Conl,rol pa,cftet,s

'l'hc spccificatiol'l clocs uot sttppor-t sec:ru'ity fol achnou'lcclgr-ncnt pa,ckets rvhiie

secnrit,,v is opt,ional f'or the rest of pacliets types clepencling on the neecl of applicat,ion.

Depencling ou the thleat, environr¡rent the zrpitlic¿rl,ion has a choice of security suites

th¿r,t control the t,ype of security lrrotection thal, is proviclecl for the transmitl,eci ciat,a.

Bach securit)' suite offers a clifferent set of secr-rrity properties and results in difÍ'erent

pzrchct lblnt¿rts. 'I.hc IIJIìII802.i5.4 spccificzrtiorr dclirres eight diflelcrrt sccuritl,'sr-rit,cs

outlinecl in (Taìrle f .i).

We can cl¿rssif'y the suites by the propelties they offer:

o No security

c Encryption only (AtrS-CTR)I

IAES-CTR.: Aclvanccd Bnclvption Stanclarcì in Coultel NIode



0x00 Noue - No Secluity
0x01 AtrS-CTR X X - BncryptionOnly
0x02 AtrS-CCN{-12S X X X Encryption&12Bbit

N4AC
0x03 AES-CCN'I-64 X X X Encryption & 64 bit

N4AC
0x04 ABS-CCN4-32 X X X Bncryption&32 bit

NIAC
0x05 AtrS-CBC-N,IAC- X - X 128 bit I{AC

128

0x06 ABS-CBC-N4AC- X - X 64 bit À{AC
64

0x07 AES-CBC-N,IAC- X - X 32 bit N4AC
3)
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Idcltificl Scculity Sr"ritc Access Data En- Frarue Description
N-¿rme conl,roL crvption Integrit,y

Table 1.1: Securit-v Suites suirportecl by 802.15.4 [Table 75 from l3]]

o Authentication only (AES-CIIC-\,lAC)2

o Encryption ancl Authentication (AtrS-CCÀd)3

The specifica,tion snpports \dACl'r of sizes that can lte either of 4, B or 16 bytes

long. The security feature of a,ul,hentica,l,ion is clirectlv proportional to the length of

il4AC artcl it is ver)' difficult for an adversalv to breal< ol guess a NÍAC of longer size.

Fol example, u'ith an 16 ìtyte ÀdAC, ¿rn acll,ersary has a 2-128 chance of forging the

MAC. The tlacle off is a largr:r' packr,:t size fol incre.rsecl protection against authenticity

attaclis.
2AES-CBC-\"IAC: Aclvancecl Enclyption Stancl¿l'cl - Ciphcr Bloclt Chaining - N'Icssagc Authenti-

cation Coclc
3AES-CCX,L Adr¿ncecl Enclyption St¿urclalcl - Counter with CBC-NIAC
4À,IAC, À,Icssagc Authcntication Coclc
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The choice of secnre ¿ìuthentication is tiecl il,ith the acldressing of clevices in IEBE

802.15.4 protocol. Hence secttrity stiites are ba,secl on sorlrce ancl clestination aut,hen-

tic¿r,tion aclclresses. Every clevice supporting IEBE 802.15.4 has an Access Cont,r'ol

List (ACL) that control u'hat security suite and heying information is usecl ìty each

clevice. Bach clevice can support up to 255 ACL entries. Each entry contains an

802.15.,1 clevice address. a seculity suil,e iderrtifier', ancl security material as shou'n iir

(Figule 1.2).

The communi,cation securittl maLeri,al is a persistent, st¿rl,e necessàrl¡ to execute

the securitl, snite. It consists of

' Cryptographic liev

o Scctu-ity Sititc iclcntificr

o \once state: that must be preserved across cliffelenl, pacl<et encryption invoca-

tions.

Outgoi,n¡; Frame packet and use o.f ACL

If security is enablecl, the mecli¿r access control lal,e¡ 1oot. r-rp the clestinat,ion

aclclress in its ACL table. If there is a match ACL entry, the security suite. ancl

lonce specifiecl in that ACL ently are usecl to encrypt ot' authenticate the oubgoing

pirckets. On the otirer hand in case of broadcast type of clata packet lr'here no specific

clestination aclclress is menLionecl, a default ACL entry is usecl, ancl this clefault entry

matches all destination aclciresses

Incom'ing Frame packet and use of ACL

On packet reception the media access control clefined ltv IEBE 802.15.4 exanine
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Address
Security

Suite
K.y Replay

Counter

Figure 1.2: Access control List entry

Frame Counter Key Counter Encrypted Payload Encrypted MAC

Figure 1.3: Franre format aft,er aclcling securiLy features

flag ficlcls in the pacl<ct to rk:tcrminc if an1' secrrlitv suite h¿rs been apltliecl to that

packet. If no securitv lr¡as appliecl. pacliel is passecl lo LUlper layer. Otheru'ise, meclia

access contloì layer fìncls appropiitrte ACL ently r:olresponcling to Sencler's aclclress.

It then applies the appropri¿rt,e secnrit,y sr-rite, zrncl reitlav connt,er to the incomino

packet. General st,ructure of secnrecl lia,me is shou'n in (Figure 1.3).

7.2.2 No Security

This is the simplest securitv suite. Its inclusion is manclatory in all raclio chips.

It does not have àny ss..,.it't maLerial ancl operates as tire iclentity funcbion. It cloes

not prorride any security guaranl,ees.

L.2.3 AES-CTR

This suite prorrides conficlentialif,l: protection nsing the AES (Advancecl Bncryp-

tion Stanclarcl) block cipher rvith counter mocle. To encrspL clata under connter
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inocle, the ltre¿rlis the plain text packet into 16-byte bloclis 1pt,...p,, ancl computes

c¡: p¡ $ E¡,(:r¿). Bzrch l6-byte block uses its on'n varying collnter, rvhich \\¡e call iü¿.

The recipient, Lecor¡ers tl-re origintrl plaintext by computingp¡: c¡A Et,(r¿).Clearll,

the recipient neecls the counter value z¿ in orcler to reconstruct p¿.

The r¿ counLer, knourn as nonce or IV, is composecl of

o a static flag fielcl

o the sencler's ¿r.clclress

ø .l s<-'ir¿rt'¿rt,c courrtcrs: ¿r ¿l ì.ryli: fi'¿rrnc countcr that idcrrrifics thc packet. a 1

l;-1'ls lç¡-'1. counter fielcì: Tlie key countel is unclel application cont,rol ancl can

l-re increrttentecl if the frarne colrnter errer reaches its maxirnlrrn v¿ì,lue) a 2 byte

ìrlocli counter l,h¿rt numl:rer the 16 byt,e ltloclçs rvithin the pachet,.

Fot' emploving secnritv, lecprirement is that the nonce mnst nevel repeat, t'it,hin

the lifet,ime of anv single liey, hence fra,me ancl key counters ¿rre introclucecl to prevent

ilonce reltse. The 2 by¡s block counter enslrres t,h¿rt each bloch rvill rrsc a diffclr:nt

nonce ValLte.

In srimr-nar¡', the sencler inciucles the frame connter. key counter, ancl encryptecl

pavload iirto tlie clata payload fielcl of the packet as sho\\¡ ir (Figrire 1.3)

7.2.4 AES-CBC-MAC

This suit,e provicles integrity probection using CBC-N4AC. The sencler can compute

either tr, 4,8 or 16 ltyte N,IAC nsing the CBC-N¡IAC algorithm, leading to three clifferent

AtrS-CBC-À¡IAC variants. The ÀdAC can only be computecl by palties rvith the
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s),mmetric lçev. The N,IAC protects packets heaclers as u'ell as the clata payloacl. The

sencler a,ppencls the plain l,ext clata rvil,h the À{AC. The recipient r¡erifies the \'IAC

b;, conpttl,ing the À,IAC ancl comparing it rvith the value incluclecl in l,he packet.

L.2.5 AES-CCM

This security suite uses CCN,I mocle for encryption and authentication. Broaclly, it

first applies i,ntegrit'¡1 protection over the heacler ancl clata payload using CBC-N{AC

ancl tlren encrypts the clata pal,loacl ancl NIAC using AES-CTR mocle. As such, AES-

CCil,I irrcluclcs tìrc ficlds froru both thc ¿lut,hcutic¿ltiorr ¿lucl crrclypl,ion operations: a

N{ACj, ancl the fi'arne ancl l<ey counters. These fielcls serve the sarne function as allove.

Jr-tst as AES-CBC-\,IAC has thlee varianl,s clepencling on l,he N{AC size, AtrS-CCN4

also has three vari¿rnl,s.

\.2.6 Replay Protection

A receiver can opl,ionallv enaìrle replay protect,ion r,vhen using a security suite that

provides confi.clcntiality protection. This inclucles AtrS-CTR ancl ¿rl1 of the ABS-CCN{

variants. The recipients use the frame ancl key counter as a 5 byte replay counter,

rvith the l<e), ç'suntelr occrup)¡illg the most sig¡ificant byte of this value. The recipient

compares the replay cottnter from the incoming pachet to the highest, seen) as stored

in the ACL entry. If the incoming packet has a larger replav counter than the storecl

one, then t'he pacltet is acceptecl ancl l,he nerv replay counter is savecl. If. hou'ever, the

incoming packet h¿rs a smaller value, the packet is rejectecl and application is notified

of the rejection. I refer to this counl,er as the replav counter, even though it is the

13
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sanc r:olrnkrr as thc noncc, rrhich

exposecl 1,o the application to nse.

rusccl for conficlcntialitl'. Thc repÌav collnter is not

1.3 Key Management Models

Key ¡1ono*ement is the process by rvhich keys are generatecl, storecl, protected,

transferrecl, upclatecl ancl clestroyecl. Keying refers to the process of cleriving comnton

secret heys among communicating parties. Pre-clepiovecl lieying refers to l,he clistli-

bution of hey(s) to the nocles before their cleployment. Pa,ilu,ise keyi¡g inl,ehrss h¡,6

pat'ties a,greeing on ancl commnnicating u'il,h a session key after cleplol'mcnt,, u'hile

gt'ol-tp ke1,i¡* iuvolves more than trvo parties using a cotnmon grollp kev. Gloup lieving

is im1:ort,ant for multicasting.

I(eying moclel that is nost appropliate for an application clepencls on the t,hre¿rt,

moclel tha,l an ar¡rpliczrtion fäces ancl r,r'hat type of resources it is u,illing t,o expeucl

for kev rn¿lnagemenl,. Depencling on application types, hev management nioclels can

be cliscussecl uncler following parameters: (i) netu,orlç architecture (ii) conriunnic¿lt,ion

styles such trs pair-rvise (unicast), group-wise (muiticasL) or netu'ork-u,ise (ìrroacl-

cast), (iii) security requirements such as authentication, conficlentialill' 6¡ i11fçg¡i¡1,.

and (iv) keying recluirements such as pre-distributed or clynamically generatecl pair-

u'ise, grottp-wise or netrvork-wise lieys. The constrainecl energy buclgets ancl the lim-

itecl contputational ancl communication capacities of sensor nocles make nse of public

cryptography very challenging in large-scale sensor netr'r¡orlis. At present. the most

practical approach for bootstrapping secret heys in sensor netrvorlçs is t,o use pre-

cleploved lieying in rvhich keys erre loacled into sensor nocles before they are cleploy66|.
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Several solutions l¡asecl on ple-cleployecl lieving have ìreen proposecl in the literature

inclucling approaches basecl on t,he lrse of a global liev sha,recl bv all nocles. approzrches

in ivhich every nocle shares a uniclue liev u'it,h the base sbal,ion, ancl arpprotrches basecl

on ranclom key sharing. In rvireless sensor netu'orlç, nocles use pre-clisl,ributecl lçeys

clirectly, or Lrse keving materials to clyn¿lmically generate pair-wise ancl grouit-wise

keys. Challenge is to find a,r-i efficient way of clistribr"r[irrg keys a,ncl heying materials

to sensor nocles prior to cleployrnent. Solutions to key clistribution problem in IVSN

can Lrse one of the following popula,r zrpproaches:

1.3.1 Probabilistic keying models

In probabilistic solutions, l<ey-cha.ins ¿re r¿rnclomlv selecbecl from a liey-pool ancl

clistributecl to sensoL nocles. For exa,rnple R¿rnclorn pa,ir-u'ise liev scheme [11] aclclresses

unnecessarY storage problem. In this schenre. each sensor nocle stores a ranclom set

of Np pair-u'ise heys to achieve prolltrbilit,y p that tu,o nocles are connecl,ecl. At lçey

setup phase. each nocle iclentit-v is mal,checl u,it,h /Vp other ra,nclomly selectecl nocle

rvith probabilitv p. A pair-u'ise lie-v is genet'¿tecl fbr each nocle pair, ancl is storecl in

every nocle's liey-chain along ivith the iclentit.v of corresponcling node. Similarly [13]

also proposed probabilistic key' pre-clistribution scheme u'hich relies on probaltilistic

key sliaring àmong the nodes of a ranclom graph.

L.3.2 Deterministic keying models

In cleterministic solutions. cleterministic processes âre useci to clesign the hey-pool

ancl the liey-chains to proiricle better liey connectivity. For example [B] suggestecl that

1rI t-)
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all possible lirllt lievs in ¿r netu'orli of size N can lte representecl as an Àr x À¡ liey

urat,rix. It is possible to store small amount of infolmation to each sensot' noc.le. so

that evely pa,il of nocìes c¿r,tr calcttl¿-lie corlesponding fielcl of the Ìn¿lt,rix. a,ncl uses it, ¿rs

the linli key. \,lultipÌe space key pre-clistribution scheme 112] inploves the resilience

of Blorn's scheme. It uses a pr-rblic matrix G ¿rncl a set of ø private matrices D.

Polvnomiaì basecl key pre-clistribution scheme [9] distributes a polynomial share (a

partiall-r' evaluatecl polynonrial) to each sensor nocle by using rvhich every perir of

nocles can generate a link key.

1.3.3 Hybrid keying models

Fin¿rlly. hyblicl sohit,ions use proba,bilistic approaches on cleterminist,ic soiul,ions to

improve sc¿rlabilitv irncl resilience. Polynomial pool-bzrsecl key pre-clistribution schente

[21] consiclers t,he f¿rct that not all pairs of sensor nocles have l,o estaltlish ¿r, Iiet,. ll

conltirtes Polynomia,l btrsecl liey pre-clistribution scheme [9] rvith the key-pool icle¿r in

113, 11] to improve resilience ancl scalabilit¡'.

1.3.4 Group-wise keying models

In hierarchical \'VSNs, sensor nocles recluire group-u'ise keys to secllre multic¿rst

nressages. One approach is to use secrtre but costly asymmetric cryptogrzrphy. Some

stuclies [10], iI(42 [30] hai,e usecl ¿r Dilfie-llellru¿ur l,¡asecl grolrp licv transport protocol.

Hou'et er recenl,l-v, moLe u,ork on the public liey cryptography protocols (e.g Elliptic

cltrve clvptogr-apìr1') r'ega,rcling evaluation and efficiency tneasltrnÌents on sensor nocle

platl'olms shos'ecl optimistic results [32],[16]. In an hierarchical networli, rvhere a base
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st¿-Ltion shzlre pa,ir-u'ise lievs u'ith all the sensor nocles. b¿rse sl,ation can intermediabe

establishment of gror-rp-rvise keys. Such protocols liiie Localizecl Encryption ancl Au-

thentication Prot,ocol (LEAP) 135] provicle ¿r urechanism to generate group-u,ise heys

íncorporating nocle IocaLion cluring pair-lvise key establishment phase.

An important clesign considera,tion for security protocols basecl on symmetric keys

is the clegree of hey sharing between the nocles in the system. At one extreme, we can

have netu'orli-u'icle keys Lhat are usecl fol encrypting clata ancl for authentication. This

Itev sharing approzrch has lhe lou'est stora,ge costs ancl is very energlr-effìcient since no

commturica,tion is requirecl betu,een nocles for establishing aclclitional ireys. Holi'errer, it

has the obviotts secr-tritl' cìisaclvanterge that the compromise of a single nocle rvill reveal

the globai keys. At the other extLene, \\¡e cân h¿tve a key sharing approach in r,r'hich all

seclrre commnnica,tion is basecl on keys that are sharecl pairrvise betrveen trvo nodes.

From a secr.trill, point of vieu¡. this approach is icleal since l,he comltronise of a node

ck¡es not reve¿rl anv liet,s that, are usecl Ìry the othel nocles in the netu'orh. However,

uncler this approach, each nocle will neecl a uniclue kev for evely olher nocle th¿-rt it

communicates rvith. X,loreover, in many sensor netlvorks, the immecliate neighÌrors

of a sensor nocle cannot be preclictecl in aclvance; conseqlrentiy, these pairu,ise sharecl

heys rvill neecl to be establishecl after the netu,orli is cleirloyecl. A unique issue t,hat

arises in sensor netu'orks that needs to be consiclerecl rvhile selecting a hey sharing

apploach is its imptrct on tìre effectiveness of in-net',r'orÌ< processing. Particular key

cxchangc urcchanisur tnay rccltrcc thc cffcctivcncss of in-nctr,vorl< processing.

IBtrE 802.15.4 complianL clevices can sha,re netu'orli key such that each cluster

share only one liey anìong all clevices to exchange data anci for authentical,ion pur-

77



1B Ch,apter 1: Backgroun,d an,d RektterJ Work

poses. This u,iìl ease the hey management and memory overheacl issues ìrut this comes

at the cos1. of lou,er securiti,. Similarly IEtrtr 802.15.4 conirliant clevice can also sr-rp-

port ptr,iru'ise lie1, exchange that improves the over all secnrity of netu'ork u'here any

tr'vo cleviccs cxcha.ngiirg cl¿rt¿r ri'ill share a clifferent l<cy. This irnprorrecl robustness of

network security comes at a cost, particularly in the overheacl of key management. A

clevice communicating with many clevices in a networh has t,o have dif'lelent l<eys for

each corresponding communicating clevice which rvill increase the memory overheacl

on lesoì-rrce scàrce clevices usecl in the netrvork.

1.3.5 Key updates

Key nrernagement scheme is ¿rt the he¿rrt of securing snch nett'orlçs. I(e1, ¡¡¿¡-

agcntcnt sch<-'rucs foL sensol netu'orl<s can classificcl lrroaclly into static :rncl clyiranric:

lieying basecl on aclministrative hey upclates after neflork cleplovment,. \'Vhile static

schemes âssume no upclates, cll'¡o-t" ones provicle for post cleployment lie1, ¡t,1.-,t"..

The general securitv ancl performance objective of key management, schemes inclucle

ninimizin¡i nnmber of keys storecl per sensor nocle, provicling rich logical pairu,isc

connectivity, ancl enhancing neturorh resilience to nocle capture.

Static Keying Schemes

Static heying manàgement schemes (a.k.a key-preclistribution) perfornr liev man-

agement functions statically prior to ol shortìy after the deployment, of the netrvorlc.

Aclministrative heys are generatecl at the sensor manufacturing time or lt;, ¡þs lla"e

station upon netu'orh bootstrapping. Key assignment to nocles may be perforrnecl
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on lànclom basis or tlav t,alçe place basecl on some cleplovment, information. Once

generatecl and assignecl, Iieys are pre-clistributecl lo nocles. The main fe¿rture of static

key management is the fact, 1,hat t,he above liey managenrent c¡rsls take place only

once at or prior to initialization. Accorclingly lost lie1's clue to nocle capLure ancl or

failure are not compensatecl.

Dynamic Keying Schemes

The main featule of clyntr,nric liev management schemes is repeating the key man-

agement process eil,her periocliczrll-v or on cìcm¿rncl to responcl t,o nocle capture. After

initial lteying, liey gener¿rtion. arssignment, ancl clistribution rlight t,alie place (in tr

plocess knou'n as reliet'ing) t,o crea,te neu' lie-vs t,hat replaces the lçeys ¿rssumecl losl, or

revealecl l,o attaclter so t,hat t,ire net,u'orii is refreshecl ¿ncl the attacker loses information

earnecl b.y nocie c¿-r.pt,ure. Anot,her ¿ìch¡a,nt¿lge of clvn¿rmic heying is that upon aclclirrg

nerv nocles, unlilie st,¿rtic ke),ing. the proltaltiìity of ne[u'orli c:rpture cloes not necessàr-

ily increa,se. Varioris ch,namic liev rlan.,gement techniclnes harre lteen proposecl u,iLh

diffclcnt Ì<cy mauagoucnt lr:sponsibilitl t¿rhr:n Ìry r1iffr:r'cnt nctworh component.

1.3.6 Limitations of IEEE 802.75.4 standard from the secu-

rity aspect

Higher layers rvill cleterntine u'hen the security is entplo¡'e¡| at meclia access control

layer bv any device trncl provicle all keying material necessary to provide the security

services. Key managentent, clevice ¿ruthentication ancl freshness protection may be

providecl by the higher la1,s¡r but is nol, aclclressecl in Itrtrtr 802.15.4 stanclard. The

19
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man¿l,gement ¿rncl estaìrlishment of ke¡'s is the responsibilil5' of the implementel of

higher: ln)'.rc.



Chapter 2

Symmetric and Asymmetric Key

Exchange Models

2.1 Security services provided by ZigBee alliance

In previons Chapter rve ha,r,e ontlinecl nnnrber of problems in achieving the target

of secttre commttnica,tion in u'ireless sensor netu'orks. IBBtr 802.15.4 ch-rster basecl

r,r'ireless sensor nel,u'ork plovicles higher banchviclth links for inter-coorclinator com-

munication, ancl allolr's highel po\\¡er resources at, the coorclinator but, still cluring

cìepioyment of srrch letr'r,orlç neecls a lot effort in choosing the right heying moclel

basecl on the appiication requiremeuts. Since key exchange protocols require clorvn-

link communications from the PAN coorclinator to the orclinary nodes it lvill consume

major bandu'iclth. Therefore, period of key exchange is a crucial clesign parameter

u'hich has to match both security recluirements and banclwiclt,h recluires for the sens-

ing application. Also, aclclition of the À4essage Authentication Cocle at the encl of the

27
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packet, clecreases the banclu'iclth rvhich is left to the application ancl ¿rffcc:ts 1,hc com-

plexit.v of the aggregation. We exirect that the ftiture u'orh in this are¿r. u'ill cleliver the

reasou¿rble tladeoff betu,een the level of secnritv and a,pplication banchl'iclth in lalge

sensor networlis implenentecl or¡er interconnected ItrBB 802.15.4 clusters. The IEEtr

802.15.4 stanclarcl aclclresses good security mechanisms but still cloes not, ¿rclclresses

the tvpe of lieying mechanism to be useci employing supportecl security techniqties.

Zigbee alliance l+] is an a,ssociation of companies u'orliing together to en¿rl-ile u'ire-

less netu'orltecl monitoring ancl control proclucts basecl on Itrtrtr 802.15.4 sta,ncla,rcl.

After the tlcceptauce of 802.15.4 as ItrtrE sternclarcl, Zigltee ¿rlli¿rnce is nrainll, focusecl

on cleveloping nel,rvork ancl Application layer issnes. Zigbee ¿rllia,nce is a,ìso u'orlçing

on Application Programming Interfaces (API) trt, netu'ork ¿rncl linlç l¿r¡,er of IEBB

802.15.4. Alliance also introcluces secure clata tr¿rnsmission in u'ileless sensor net,u'orli

tìrat are basecl ou IEBB 802.15.4 specification blrt most, of this u'orlç is in generral t,he-

oretic¿rl clescriptions of security protocol at netli'ork 1a1'e¡. 1h".e is no specific stuc.lv

or lesults published or mentionecl lty Zigbee alliance in regarcls to u'hich securitl¡ suiLe

perfolm bettel in cliffercnt irpirlication overhe¿rds. Zigbee ¿rlliance h¿rs recommenclecl

bot,h sl'mtnetlic ancl asymmetric key' excha,nge plotocols for clifferent net,u,orhing larv-

ers. Asymmetric key exchange protocols that, m¿rinly rely on public ke1'crvpt,ographv

are computationally intensive ancl their feasibility in wireless selìsor net,urorlis is oniy

possible rvith clevices that are resource rich both in coilputa,tion ancl po\\¡er.



Ch.apter 2: Symmetri,c and Asymtnetri,c Key Erch,anqe trtlodels

Keyed Hash function for Message Authentication

A h¿rsh fi.uction is a, u'¿ty of creating a suall dig-ital firrgerprint of aul' clat,a. Crypto-

grrrphic hash function is a oue-u,à), operation ancl there is no practical rva,y lo calculate

a particultrr clatzr input that rvill result in a ciesirecl hash valne thus is clifficult to f'olge.

A practical motivation for constructing hzrsh functions from block ciphers is that if an

efficient iurplencntation of blocli ciphcr is alreaclr, available u'ithin a syslsm (either

in ha,rclu'a,re or in soflivare). then using it as the centra] component f'or a hash func-

tion rnay provicle lal,ter functionalitv at litlle aclclitiorral cost,. IEEE 802.15.4 probocol

suitports a rvell knou'n blocli cipheL AES a.ucl hence Zigbee Alli¿rnce spccification also

reliecÌ on AtrS. Zigbee ¿rlli¿rnce suggest,ecl the use of Àdat1'¿s-\deyer-Osea.s [23] as the

cryptographic hash funcLion that u'ill be basecl on AES u'it,h a ltlocli size of 128 bits.

À4ech¿rnisms t,h¿rt provicle irrteglitv chcclis b¿ìsecl on ¿r sect'et hey are usuallv c¿llecl

\4esszrge Authentica,l.ion Cocles (N,lACs). Tvpically. message aut,hentication cocles are

usecl betu'een t\\¡o parties t,hat, share a secret key in orcler to authenticate infolmal,ion

transuritted ìrets'een these parties. Zigbee ¿-¡,lliance specification suggesl, the liel'ecl

h¿rsh messa,ge tr,nthentication code (HNIAC) as specified in the FIPS Pub 198 12] A

I4essage Authentication cocle or N'IAC t,ahes a, message ancl a, secret liey airci generates

a d'IACtag) suclì that it is clifficult for'¿rn attacher to generate a valicl (message. tag)

pair ancl âre usecl to prevent, at,t¿rclcers forging nìessages. Tire caiculation of ItIacTag

(i.e HNÍAC) of clata AtlacData uncler kev Xlacliey rvill be shorvn as follorvs

X'I acTo.g : X,I AC un"xe,1À'I acDaLa

Z,J
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2.7.I Symmetric-Key Key Establishment Protocol (SKKE)

I{ev est¿rbli"hment invoh,es tu'o entities, em initiator clevice ancl a responcler clerrice,

ancl is prefacecl ìt1r a l¡¡c¡-ilrovisioning step. TrusL information (".g., o ¡raster key)

provicles a start,ing point for establishing a linli hey ancl can be provisionecl in-bancl or

oul-bancl. In the fbllorving explanation of the protocoi we asslrme unique ident,ifiers

for initia,t,or clevice's as U ¿rncl for Responcier Device (PAN Coorclinator) as V. The

nraster lie5' 5¡.,.".1 ¿ì.mong l¡oth clevices is representecl as A,'lkey.

\\¡e u'ilÌ clivicle Synmetric-I(ey l(ey Establishment Protocol (SKKE) betli'een ini-

tia,tor ¿r.ncl responcler in folloil'ing majol steps.

Exchange of ephemeral data

Figrile 2.1 illusl,raLes the exchange of the ephemeral clata u'her-e the initi¿rt,or clevice

U u'ill general.e the Ch¿rllenge QEU. QEU is a st,¿rtist,ically uniclue ancl unpleclictable

bit sl,ring of length chalLengteLet'¿bv either using a ranclom or pseucìoranclom sLring

for a, clrallenge Dont,ain D. The challenge clomain D dcfines thc minimrrln ancl max-

inum length of the Challenge.

[) : (nt,irt c:h ctl I etz q e L en, tn a r c lz al I en g e L ett)

Initiator clevice U n'ill sencl the Challenge QEU Lo responcler clevice r'vhich upon

receilrt u'ill r,¿rliclate the Challenge QEU by computing the bit-lengt,h of bit string

Clrallenge QEU as clzalLengeLen and verify that
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lt )

Check lf a valid
challenge QEV wthin

Domain D is
received.

u ll QEU

v ll oEU ll oEV

t,he Responcler clevice u'ill

clevice U. The initiator

DEVICE

lf a valid challenge
QEU wthin Domain D

received.

Generate a challenge
QEV and send to

dev¡ce U.

also generate a Ch¿l-

will also valiclate the

.:ì tu ù *?!.Lr#t!v ry.!Ìu : 
-

Figure 2.1: Bxchange of ephemeral clata

l't al L en g e L en Ç lnt,ut ch al L err g e L e?7 ) m, o" r c lL aI I en, 91 e L etzl

Once the valiclation is successful

Ienge QEV ancl sencl it to initiat,or

Challenge QEI/ as clescribecl above.

Generation of shared Secret

Both parties invoìvecl in the protocol u,ill

iderttifiers (i.c. rìistirrguished n¿ìuìes fbr cacir

and Challenges receivecl ancl ou,necl lty each

generate a sharecl secret based on uniclue

p¿ìr'ties involved), symmetric master keys

party as shorvn in Figure 2.2.
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Device

u ll oEU

Calculate the shared Secret Z

lvlAcData = U IIVIIOEUIIOEV
MACTag= MAC ¡q"rMACData

Z=MACTag

Calculate the shared Secret Z

MAcData = U llvlloEUliaEV
IilACTag= MAC ñrkey lvlACData

Z=MACTaS

Figr-rre 2.2: Generation of sharecl Secrel,

Eaclr pzrrty li'ill generate a À'IACData lw appcncling thcil iclentificls ¿rncl lc-

spect,ive valicI CL¿allenges together as follorvs

A,I AC D ata : u llv llQ EU llQ nv

2. trach party u'ill calculate the À,IACTag (í.e I(evecl hastr) for tì./, CDaúa using

A,Ikey (\{aster Key for the clei,ice) a.s the hey for keyecl hash function a.s fbllou's.

AtI ACT ag : AtI AC ¡¡¡.rX[ AC Data

3. Norv both parties involvecl have clerivecl same secret Z

(note: This is just a sharecl secret not the Linh liey. This Sharecl secret u,ill be

involved in cleriving the linlç hey but is not the linli ltev itself.)

Set Z: XTIACTag

ullv ll QEU ll oEV
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Derivation of Link key

Each party invoh,ecl u'ill gener'¿lt,e h'r'o 6¡1'pt,ographic hashes (this ls not, keyecl

hash) of the sharecl secret ¿rs cìescribecl in ANSI X9.63-2001 li].

Hash4: H(Zll0I)

Hasl4: H(Zll02)

The hash value fI¿sl¿r u'ill be Link kev ¿r,nong tu'o clevices (figure 2.3). Nor,r' for'

c;onfirrnirrg th¿rt bolh ptrltics h¿n'c rc¿rr,hcd on s¿r.l'n<-. Linli kcy (IieyData: Hash,z) tve

rvill use value llasl¿1 , ¿ìs lie)¡ fbl generating Iieved h¿rsh va,lnes for confirrning stage of

the prot,ocol.

ÌLACIiet1 : Hasht (2 1)

IietlDaLn: Hasltz

27

I( I(etlData : Hash.tllHash2

(2.2)

(2 3)

Confirming Link key

Till this stage of protocol both parties are generating the same values ârcl nou¡

they rvanL t,o m¿-llie snre th¿rt they re¿rchecl on same Link key values ltut they clo not

u¡ant to exchange the actual liey at all. For this they rl'ill once again rely on heyed hash
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------I oevrce I,/

u ll aru

ullv ll oEU ll oEV

Caiculate the shared Secret

Z=MACTag

Derive Link Key
KeyData= H(zll 02)

And also
MAcKeY= H17¡¡ 61¡

Calculate the shared Secret

Z=N4ACTag

Derìve Link Key
KeyData= H(Zll 02)

And also
MAcKeY= H(zll 01)Now will confirm that they have generated same Link Keys.

Figure 2.3: General,ion of Linli Kev

ftirrc't,ions aud itot' botìr dr:r'iccs s'ill gcncratc cliflclcut AIACTags b¿rscd orr rliffclcnt

D¿rf¿r r,¿rlues but rvill Lrse same key (i.e. A,IACI{ey) for generzrting the l<eyecl hashes

(XI ACTass).

1. Generation of N,IACTags

Irritia,tor ancl r-esponcìer clevices will first generate A¡IACData vahres ancl based

on tlrese valttes u'ill genera|e At[ACTags. Initiator clevice D u'ill receive the

A,IACTagll from the responcler clevice V and generate A,lACTag2 ancl sencl to

clevice V.

We explain the generation of both XI AC D ata va]ues and AI ACT ag s as follows

Both Devices have generated L¡nk keys
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First both clevices rviìl calculate A,lACDal¿ r,alues

A,I AC D atar : 02ro I lV llu llQ EU llQ øv

AI AC D ataz : 03ro I lV llu llQ EU llQ nv

From tlre above I,'lACData, r,alues ltoth clevices will generate the AiIACTags

nsing tlre kev X,IACkey (Ec¡-ration 2.1) as follou's

A,I acTagl : A,I AC ¡,¡nrx,,,1A,I o.cDa,l.a,1

dl o.cTa,g2 : luI AC ¡¡o"x",1\[ acDo,La,2

2. Clonfìrrn¿ltion of ÀIACTags Nou' the initiatol device D u'ill receive A,IacTagl

fronr responcler ancl Responcler clevice V u'ili receive X,IACTaqz from clevice D

ancl both 
"i'ill 

verify tiral, the recievecl X,IACTags a,re eclual to corlesponcling

calcrtlatecl X,I ACTags by ca,ch clcvicc. Nc.¡r' if this vclilic¿rtic¡n is succcssfìl c¿rch

clevice linou's t,hat the other clevice has computecl the colrect link key as shou'n

in Figure 2.4.

2.7.2 Communication steps in SKKE protocol

SKKB protocol can be implementecl in four major communication steps as àre

clescribed in ZibBee specification fal as shorvn in Figure 2.5.

SKKE-1

Initiator [/ rvill sencl the Challenge QEU and wait for the C]rallenge QEV from re-
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ullv IIQEU ll oEV

Now w¡ll confirm that they have generated same Link
Generate MACOATA's

MACDatar = 02re llVllUllaEUllOEv
MACDataz = 03rs llVllUllOEUllOEV

Recieve MACTagr from V
Calculate ¡¡ACTag! and compare

lvith rece¡ved MACTagr and ¡f val¡d
Generate MACTagz and send to V.

MACTagz =MAC ilô.royMACData 2

Figule 2.4: Confir'rlation of Linli I(eys

sponclel Y.

SKKE-2

Responcler I,/ u'ill receive the Challenge QEU from initiator U,

ancl in the same clata packet will sencl the MacTaqt.

Generate MACOATA's
MAcDatar = 02re llVllUllaEUllOEv
MACData2 = 03i6 llVllUllOEUllOEV

Generate MACTagl and send to U

MACTag, = ¡¡¡ç 
"o.x"yMACDatar

Rec¡eve ¡¡ACTag2 from U

Calculate MACTa92 and compare
w¡th received MACTag? , ¡f val¡d
Generale ACK ând send to [J-

c¿ìlclrìates iLs QEV
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SKKE-3

Initiator u'ill verify' Lhe XI acTo.,Ç1 a]rcl ìf it is vr:rifiecl successfillì1r, urill sencl its A,I atTctg2.

Norv the initiator has a. Linli l<ey but, u'ilì rvait for an achnorvleclgment thal its

ù[acTo,g2 has been r,¿-r,liclatecl ìr1; ¡1'," Responcler V.

SKKE-4

Responder u'ill receive a,ncl va.licla,tc., Lhe AIac:Tag2 front the Initiator. If A,IacTag2

valiclat,ed successfr-rlly. the lesponcler u'ill sencl ¿rn acknou'leclgment ancl norv ìroth

Initiatol ancl Resportcler h¿n'e Linli lievs. Orrce inil,iator leceives Lhis SKKB-4 rnessage.

heys estal"llishment, is complet,e rl,ncl nou¡ r'egr-rlrrr secure communicat,ion can proceecl

using Linli liey among thc; initi¿tor ¿rncl the responclerr.

2.2 Asymmetric Key Exchange Model

Public ker, l,echnolog)' is a ivicleiy usecl tool to snpport symmetric liey management

in the rea,ln of Inl,ernet hosts ancl high-banchviclth interconnections. In the past, the

constraints of sensor netu'orlis have fost,erecl a belief in some researchers that many

pr-rblic key seculit¡, t,echniclues ¿ìt'e conput,at,ionaly hs¿vlrursight for sensor netrvorlçs

ancl neu'alternaLives mnst be clevelopecl. Although the lor'v compntational complexitt,

of symmetric key basecl authentic¿r.tion schemes are aclvantageolrs, ìrut leacls to a sig-

nifrcatrt amouui of overhead fot' c;onlnlurication ¿ìncl temporary storage. The common

pelception of public liey stttrt,.*raphv is that it is complex, slory a,ncl irou'er hungry,

ancl a.s such not at ail suitabie for use in ult,ra-lorv power environments like rvireless

sensor netq'otlis. IìecentÌy, irublic lcey crypt,ography, in particular its lor,v power form

31
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, **;;;;;^*r\
] hece w¡ll send SKKE-3 to 

I

''.- ïï"oio'"nIï' -,

Device Rece¡ved SKKE-1 packet

fr"no 

r^^r-r,o raru cooroinator)

Rece¡ve SKKE-3 and send SKKE-4
to PAN Coordinator and w¡ll wait

for ACK of SKKE-4

- PAN
..-Çoordinr

-<a^. 
.."--.--\:

, ìDévicê .

lnitiator
U

Responder
V

SKKE.1
:her of

I ACK
for
w KÊY

Send

KEY=
And S

SKKE-2

vllv ll oEU ll oEV ll MAcr

\
SKKE-3

vllv ll oEU ll oEV ll MAcr

SKKE.4

ullv lloEU lloEV llMAcr

ACK SKKE.4

i/ Receive SKKE-4 and will send ACK
I and update the ACL entry for
i correspond¡ng device w¡th new KEY
I generated\__

Receive ACK for SKKE{. Set
EY= Newly Generated Link Key.
rd Start sending data packet by
us¡ng newly generated KEY

Figure 2.5: Communication Steps in SKKE prot,ocoi

Elliptic CLrrve Clvpt,ographv (BCC) [17], is being consiclerecl as a via,ble opt,ion for

sccuritrg u'irclcss scnsor iretu'oLl<s [5]. trCC [17] oflbrs cc¡rivalcnl, secnrit,y ¿rs l,he bet-

tel linou'n RSA [7] , ìrut ivith much lou'er key sizes: for example, the u,iclelv acceptecl

security level of RSA rvith 1024-bit lieys can be matchecl bv BCC u'ith 160-l¡it heys.

2.2.1 Elliptic clrrve cryptography

At the fonncl¿rtion of every public-key cryptosystem is a ha,rcl mathema,l.ical prob-

len th¿t is cotlputationally difficult to soh'e. The reìative clifñculty of soh'ing that

i PAN Coordinator w¡ll send SKt

\ packet to all dev¡ces ¡n e¡ther
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problem cletermines the security strength of the corresponcling system. Since tl're

ltest lçnou'n algorithms t,o ¿rttack trCC have fully exponentìal run times but the best,

lçnourn algorithms to at,tacli RSA have snb-exponent,ial run times. Smaller lieys re-

sult in faster compulations, ancl lou'er po\\¡er consumption as i,r'ell as memor.y ancl

banchvicìth savings mzrhing BCC especially appealing for resolrrce-constrainecl envi-

ronments. N4ore importa,ntly, the perforn¿rnce aclvantage of ECC over RSA increases

as security needs increase over t,ime.

Accorcling to [32] 160-biL BCC liey-exchange operations are 13 times faster lhan

1024-bit RSA clecryption oirerations on l,he mote. bLrt 224-bit ECC operations ¿re

almosl, 38 times faster tha,n 2048-lliL RSA cìecryption operal,ions. BCC opera,tes on a.

glor"lp of points ou an elliptic curvr: clefinecl over a finite fielcl. Its main crvptographic

opertrtion is scal¿u point multiplication. rvhich computes Q: k P (o point P on an

elliptic cun'e multipliecl bv an inl,eger Â; resr"rlting in a,nother point Q on the curve).

Scalar mr-rltiplical,ion is performecl through ¿ì contìlinàtion of point aclclitions ancl point

cloublings.

The securit), of ECC relies or the clifficulty of solviirg the Elliptic Curve Discrete

Logarithr-n Problem (BCDLP). Blliptic curves suitable for cryptography represent

sonc Galois ficld IF over sets p or 2p rvhere p is prime. Gener¿rl form of elliptic cr.rrve

ecluation is y2 + a1rlJ I az'lJ : 13 + a2r2 * a,1r * a6 rvhere a¿eE ll7l. Implementation

over IF2, is reportecl inl22] u'hile impiementation over IF, is reported in [15].

In BCC, a large random integer li acts as a private liey. rvhile the result of mul-

tiplying the private hey li u'ith the curve's base point G serves as the corresponcling

pi.rblic key. The Ellilrtic Cun'e Diflie Heìluta,rr (trCDH) kcr.' s*.1,rr,uge ancl the Elliptic

.).1
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Cttrve Digital Signature Algorithm (trCDSA) are elliptic clrn e coLu'rterparl.s of the

l'ell-kuot'n Diffie-Hellman and Digital Signature algolithms. i'espect,ivell,. In ECDH

key agreement, 1,uro communicating parties A ancl B agree t,o use the same clrrve ll¿ì.-

rameters. Thev generate their private lieys ,k ./ ¿rncl À. . 8, zrncl corresponcling pultlic

keys Q'A: k A'G and Q'B: k.B.G. The parties exchange their public lieys ancl

each party muitiplies its private key ancl the other's public lçey to arrive at a common

shareclsecret k. A-Q. B :k. B.Q A:k A.k. B.G .

Ha,rclu'are plal,forms rvhich support elliptic curve sc¿lla,r point, multiplicat,ions(spnr)

¿rre also rapicllv errolving since gerieral purpose S-bit ¿rrchitectures a,r'e not r,erJ' snit-

altle for large integer basecl arithnetic operations. Recenl,Ìy. 16-bi1; rlriclc¡c;ont,roller

Tmote-sky hers appeared 126] that consumes minimal ener'g.y of 2.4nrA clr-rling couìpu-

t¿ttion u'hile its r'¿r<-lio is off. Neu' h¿rr'd.u'¿rlc co-ploccrisoi fol ECC st:aiar point mult,i-

plication \\¡as ploposecl oflering enelg)¡ consuruption on S-Ìtit ¿ìtcjhitec:t,ure of lrnJ per

rnuitiplication [6]. Nevertheless, even u'ith all t,he improvement,Ê;. ECC scalar point,

multiplication is consiclerecl as computationally most expensive operation in l,hc BCC

basecl key exchange algorithm.

First computational evaluation of trCC u'orhlo¿rcl has been reportecl in [14]. trval-

uation of computational complexity of puìtlic hev BCC algorithms on 8-bit Atmel

ATmega CPU architectttre reportecl in l22l ancl [32] inclic¿rl,e ¿rlmost 40% recluction

of conrputational time comparecl to RSA algorithms. In L27l ECC cr'-vpl,ography \,\¡¿ìs

evaluatecl on B-bit ancl 16-bit CPU architectures ancl it u'as reportecl Lhat ECC sig-

natrtre geirelrrtiou and verification is 4-5 times less costh' t,han RSA on 16-bit CPU

architectures. Key exchange commrnication costs of single isola,tecl nocle u'eLe re-
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portecl as rvell in 1271. Hou'ever, t,o t.he besl, of rnv linou,leclge there was no ¿rnalysis

of integratecl communic¿l,l,ion ancl secnrit,)' lunctions in multi-cluster t'ireless sensor

nel,rvork.

trCC is approvecl by t,he Na,Lion¿rl Institute of Stanclarcls ancl Technology (NIST)

for U.S. Government use ancl several stanclarcls organizations, inclucling the Amer-

ican Nat,ional Stanclarcls Instit,ute (ANSI), the Institute of Elecl,rical & Electronic

Engineers (IBEB), the Open trIobik: Alliance (ON,IA) ancl the Internet Bngineering

Task Force (IBTF) , htlve ongoiny.^ r:l[or'[s to inclucle it as ¿r leqnirecl or recommenclecl

security mecha,nism.

2.2.2 Simplified Secure Socket Layer (SSL) protocol

Thc first as1rr11p"¡t';" irlgolithur consiclclccl fol my rcscalch is a simplifir:cl vcrsion of

Secnre Socket Laver (SSL). ¿ìs proposed in [32]; it is schemalically shou'n in Fig. 2.6. In

this liev exchattge zr.lgolil,hm. attt,hentical"ion is ¿ichievecl using digital certificates l'hile

key exchange is zrccomplishecì t,hrough variations of Blliptic Curve (crvptography)

Diffie-Hellmarr (ECDH) liey exch¿rrrge zilgorithrn. For signatr-rres, the trlliptic Curve

Digital Signatr-rre Algorithm (trCDSA) [17] is usecl bv employing trCDH algorithm

u'ith 160 bit, hevs. This scheme ¿ìssunles that each nocle is pre-loaclecl u'ith the trCC

base point G, uniclue priväte key k,, ancl public hey 11, : k,,,. G. Nocle's cligital trCC

certificate conta,ins puìrlic key 1Ç. signed by the trusted Certifica,te Autholity (CrA)

ancl its public liey. The size of the ECC signatnre is tu'ice the liey size, hence the

certific¿rte c¿r.n be transrlrittecl in one 802.15.4 packet u'hich has a n¿r,xirnun size of

126 bvtcs. Thclcfbrc, olly lrvc.r c)'clcs of h¿urdsh¿rkc suffrcc to cxchange challenges

Dtr
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I coordinaior C IL,l
I
I

I QEC

QEN, CERT_N

CERT_C

ACK

Figule 2.6: Symmetric-key establishment algorithm basecl on simplifiecl version of
SSL

ancl celtificatr:s. When certificates are excha,ngecl betu'een nocle ancl coorclinrr,tor, trvo

ECC-spurs ¿r.r'c needecl for verification of a cligital signature and synmel,ric sharecl hey

is <rorlput,ecl as G.k,r.k. rvhich recluires one ECC-spm. Kev r,rpclate ca,n l¡e performecl

orrì1, if c'ool'clin¿rtol h¿r.s a nuinber- of certificertes signecl bv a CA. It is assumecl that

t.he liev erxchange protocol betu'een a nocle ancl the coorclinator is initiatecl lty the

coolclina,t,or aft,er every ?¿a cla,ta pacliets exchangecl ltetrveen tirem.

2.2.3 Scaled SSL with ephemeral ECDH algorithm

Anot,her asymmetric key exchange algorithm, cleplovs a moclera,tc.lv simplifiecl ver'-

siou of SSL l'ith ephemeral ECDH. In this case certificates contain public lieys for sig-

natures. Parameters f'or ECDH ancl ephemeral ECDH keys neecl to be sent separateìy,

signecl by the appropriate signature private itey. Kev exchange rvill be completecl by

exchange of the hash of the master secret and all previous messages. Public kev com-

pntat,ion, sharecì lie.v computatioir, ancl cligital signature generaLion rvill require one

trCC-spm each. Therefore, one hey exchange cycle n'ill have tu,o ECC-spms for hey
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comptttatioìts, t\l'o digital siguattrrc vclific¿rtions u'ilh tivo ECC-spms each, ¿rncl one

cligital signature generaLiou.

Folloiving is the clebailecl expla,nation of commnnication protocol for kel' exchange

using ephemeral ECDH key ar,rthentical,ion protocoi. SSL rvith ephemeral ECDH is

presenbecl in Figure12.T].

I¡r the first tu'o steps. coorclinal,or and the nocle excha,nge certificates with signz-r.-

ture heys zrncl challenges.

1. Coorclin¿ltol send cert,ific¿rte to node r¡,¡it,h signatnre key ancl challenge.

2. Nocle r-esponcl t¡ith its certilìc¿rte a,ncl signature lçel, arncl challenge.

Ccrtific¿rLcs rvith sigttzr.tnlc ltcl's trcccl tcl ìtc cxchaugccl orrl.y ouce in the lifet,ime

of the nocìe, but nerv challenges neecl to be exchangecl each Lime u'hen link liey

neecls t,o be upclatecl.

3. Coorclinator sencls ECC ìtase point encryptecl u'ith previous linh key Å;¿n_, (here

i clenotes inclex of liey exch¿rnge cvcie).

In thc filst lict' cxchangc u'heu linh hcv is not knou'n. this mcssage shoulcl

lre encrypted bi' the public l<ev from the certificate Przuate si,gnature keys are

clenotecl ffi k",. ancl Æ"" for nocle ¿rncl coorclinator respectirrely. This step is

optional. since BCC base point mav be pre-installecl in coorclinator''s certificate,

horvever it can improve security in some crìtical applications.

4. Nou' nocle ancl coorclinator generate their random private lieys k, and Å;. r'esilec-

tively trs weil as their public kel,s 1Ç. : G ' k,, ancl 1Ç : G ' k..

D1J/
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5. Norv nocle ivill sencl its public he.v 1Ç, signecl u'ith nocle's signa,ture liev È,,, that

u'ill clecr-vptecl by Coorclinator from pr-rblic lçey fi'om nocle's certificate l'<:ceivecl

earlier.

6. Similarly coordinator will also sencÌ neu,ly generatecl public hey 1Ç signecl u'ith

its signature key k"" to prevent man in the miclclle a,tt¿t,ch.

Once both nocle and coorclinators receive peer's pultlic liel's i.. 1Ç, ancl /í. eacll

u'ill compute sh¿rrecl linlc key as Æ¿. : G . 1i,,,.k,

I(ev Exchange u'ill be completecl ìty excha,nge of the hash of linli lier- ¿lncl ¿ìll

lrrevions messages from nocle to coorclinator. h(Æ¿n l lk¿,_, l lnrcs,sac¡es)

Ke\. B".¡r.nge u'ill be complet,ecl by exchange of the h¿lsh of'lirrli lçer.' a,ncl ¿rll

plevior-rs messàges from coorclin¿tor t,o nocle. lz(À;¿,II/r,,_,]lnte..ssaqes)

2.3 Link Key Update

Ke1' management is the set of techniques ancl procechrles stU)port,iug t,he est,¿,lt-

lishment ancl maintenance of keying relations ìtet,u'een authorizecl ptrrties. l{e1' ¡1¿,r,-

irgeurent is simplest r.vhen ail lieys are fixecl for all time. 'I'he tirne periocl over rvhich

these keys are valicl for use is limited becanse use of same liey m¿w lesult in gii,ing

cttough irtfc¡t'rrt¿rtio¡r rclatirrg to zr specific hey fol cr'1'ptilnalr.sis ancl also may expose

netr,r'ork traffic in case of compromise of single ke1,.

Depencling on the severity of the threat environment. it is possible that ¿r nocle or

Link hey is some hou' compromised by an aclverszrry and can send false clata to the

7.

9.
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PAN coorclina,tor. I(ev upclal,e provicles ¿rn ant,orlatecl mechanisrn f'or restricting t,he

amounl' of clata u'hich urav l:e exposecl u'hen à Linli liey is compromisecl. Souncl se-

curity policies rega,rcling t,ransirarent liev upcla,tes is funclamental component of souncl

securil,y practices. Br.rt key upclates ¡rrotocol clepencls on the kev upclate overheacls

ancl threat, ent'ironntent, uncler rvhich network is u'orliing. Hence controlling the life

time of heys ancl determination of hou, the liey upclal,e occllrs is a challenging l,ask irr

any net\\¡orli. Approaches for hey upclates in generzrl rvireless netr,vorks mainly target

networlc that have group kev st,mctur-es ancl harre high communication b¿lnclu'iclth

133,34]. For resonrce sca.r'ce IEtrE 802.15.4 tetli'orlis these hel¡ tiltcl,ìtec rvill eflcct, tlLe

performa,nce ¿rclrrerseh'.

In this n'orli, I ¿ìsslrrne tllat P¡\N coorclinat,ol rlaintains a counter for each nocle

tirat heeps trach of 1,he number of pzrcliets exchangecl nnclel t,he same liey. Once the

counter re¿l,ches t,o t,ìrlesholcl va.lue 7?À. for any cler¡ice. the PAN coorclinator lvill inil,iate

the kev exchange u'it,h all t,he clevicers in t,he cluster. Duling the hey exchange, all

clevices u'ill tempot'arlilv stop the cl¿lt,a, tr¿rnsmission ancl resume it once they aclinorvl-

eclge the new link liev e*change is complete. Altelnatir¡e approach rvill be to rise the

single colìnter for ¿rll t,he clerrices. Holi'el'er. this approzLch may open the security hole

for cleniaÌ of service ¿r,t,t¿rcli b5,' single corruptecl clevice.

39
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PAN Coordinalor send ECDH-1
packel lo devices

Sel kri,t= Newly Generaled Link
Key.

Send lhe hcsh of âll previous
ñessâges in ECDH-7.

ECDH-1

Cert" ll rand"

Device Rece;ved ECDH-1

Sel kr¡ 1= Newly Generaied Link
Key.

Send lhe hãsh ol all previous
messâges in ECDH-6.

¡ Heceive ECDH-4 lrom device and

J will send ECDH-5 conlaining

New Link Key k¡¡ = G " k" " k"

Figure 2.7: Scalecl SSL with ephemeral ECDH



Chapter 3

|,Tetwork lifetirne, Power

managernent and Cluster

interconnection

\\"ireless sensol netrvolk has the significant benefit of extencling the computation

capability t,o phvsictrl environments u,here human beings can not e¿rsilv reach. These

lesolrrce limitecl clevices can only be fully utilizecl if all the resolrrces are utilizecl

optinally. The main irower consumptions in sensor netrvorlis are computation aircl

communication betu'een sensor nocles. In particular, the rabio of energy consumption

for communication and computation is typically in the scale of 1000 120]. Therefore

it is critical to enable coilaborative information processing ancl clata aggregation to

prolong the lifetime of sensor netrvorhs. For using a u,ireless sensor netrvork for larger

area ancl cleployment, scenarios scalability, rvibhin a networh can be achievecl by using

clustering. I u'iil also cliscuss the techniqnes usecl to extencl the netrvorlç life time

41
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u'here sensor nocles have limitecl energ5, . In the follorving sections I rvill cliscnss

abont the techniclues ttsecl for imirroving the lifetime of a, clnster' ìty ut,ilizirrg activil)'

nanagenent of sensor nodes ancl commnnica,tion of trggregatecl clata, t,o sinl< ch,rst,er.

3.1 Cluster interconnection and Bridge operation

The netrvorli is formed by multiple clusters interconnect,ecl in a ma.st,er-sl¿rve regime

u'herein the coorclinator of a 'lou'er' cluster acts as Lhe briclge t,o the 'uirpcr' one, ancl

the coorclinat,or of the topmosl, cluster acts ¿rs the netrvorlç sinli. ¿r sturri-ilc coufigulatiorr

rvith three clnsters is shorvn in Fig. 3.2.

Consicler the nett'ork shou'n in Fig. 3.2. AII clusters opelate in bea,con entr,blecì.

slot,t,ecl CSN{A-CA mocle uncler l,he control of their respect,irre clusler (PAN) coorclina-

tors. In each cluster, the channel time is cliviclecl into superfr¿imes boriu<lecl b-v be¿r.cor-r

tt'ansmissions from the coorclinator [3]. All commnnications in the cluster talie pltt,cr:

ch"rring the active portion of the sr-rperframe, the cluration of u'hich is referrecl t,o ¿rs

tÌre superframe cluration 5D. The superframe is cliviclec,l into 16 slots of eclna,l size.

e¿rch of u'hich consists of 3 . 2so urrit bacl<off pcliocls. Iu chrsLcls <-r1-relalirrg ilr the

ISll band at 2.4GlIz, the cluration of the unit bacl<ofi periocl is 0.32ms lbr a pav-

Ioad of 10 ltytes, rvhich results in the maximum clata rate of 250libps. The varia,ble

,5O(Superframe Order) cletermines tire cluration of the supelframe. ancl its clefault

value of SO : 0 corresponds to the shortesl, active superframe cluration of aBas-

eSuperfratneDttrat'ion:48 unit backoff periods. Tìle time intelva,l I,rc.tu'een sLrccessive

lteacons is BI : aBaseSuperframeDurat'ion.2Bo, u'here BO(Beacon Orcler) can talçe

a value l:etrveen 1 ancl 14. Data transfers in the uplinli clirection use CSIVIA-CA
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Data Requesl
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uplink direction
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Figure 3.1: D¿rta t,r¿lnsfi;rs in 802.15.4 PAN in beacon enablecl mocle.

a.lgolilhrn aligncd to lhc b¿rckoff pcriocl ìrorrnrl¿u'r'. Dat¿r transfers in the clou'nlink cii-

lection Llse ¿1, lltore cotlplex prot,ocol lrrherein the coorclinaLor a,nnounces 1,he presence

of a. pzrcltet, rvhich ülust be explicit,ly leciuestecl ìry the target nocle ltefore being trct,u-

allv sent. ¿ìs sho\\rn in Fig.3.1. Bot,h clata reqnest, ancl cla,ta packet transmissions unìe

CSÀ,{A-CA. ancl ì:lot,h trust, be ¿lclinolr'k:clgecÌ immecliately upon successfnl reception.

During t,he in¿rctive porl,ion of t,he super-frame, active clerrices enter a l6q, porver

mocle to save energl' rvhile t,he cluster coorclinator srvitches to the upper cluster in

orclel to svncht'onize u'it,h it,s snirerframe ancl cleliver t,he clata to the Llpiler clusLer

coorclinator (i.e.. it perfortns bire briclging funcl,ion). As all clusters use CSNdA-CA

access, the briclge has to compete f'or meclium ¿ìccess rvith orclinary nocles from the up-

per cluster. As soon ¿rs the clata is cleliverecl, the briclge can return to its ou'n cluster'.

If the bliclge is unable to lr¿rnsmit its clala u'hen the superframe in the upper cluster

ends, it il'ill freeze its l.l¿icl<off conrlter and le¿rve the upper cluster; the baclçoff count

rvill be resumecl in the next visit to the npper cluster. Upon returning t,o the lorver

clttster, the briclge transmil,s the be¿rcon clenobing the beginning of the next super-
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top tier

middle tier

ffiliiii ffi _lt,i,

'. t¡er &:K
. L

@ top coordinator + network sink

e bottom/middle coordinator + bridge

O ordinary node

data exchange

i'iji key exchange

Figure 3.2: Netu'orli topologv ancl clala/ke;, exchtrnge tirning.

fi'anle. ¿rncl t,he lou,er cluster conLinues to operate. Since tlre 802.15.4 stancla,rcl r,rses 16

channels in the ISX,I bzrncl, interference bet,u'een the chrsters ancl briclge operat,ion can

be resolvecl ìrt' 
"o-btt 

otion of channel selection ancl briclge time slil,ching. Chanlel

selection can l)e clone using frecprencv planning concept from cellular netu'orks [28]

rvit,h clra,nnel rettse fa,ctors of IlT or 7f 12, in r,r,hich case all clusters may operate u'ith

the s¿rme lle¿rcon interr¡al, but acljacent clusters (bott,om-miclclle ol miclclle-sinli) hai,e

interìe¿rvecl act,ive ancl inactive superframe periocls. as in Fig. 3.2.

3.2 Power management

Porver management consists of acljusting the frequencv and ratio of active ancl

inactive periocls of sensor nodes [3i, 29]. For IEBB 802.15.4 nocles optimal po\\¡er

utilization can be accomplishecl through scheduling of their active ancl inactive peri-

ocls. Becatise during active periocls the nodes utilize rnore energv thus nuch should
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be achievecl cluring t,he act,ive periocl. IBtrtr 802.15.4 stanclard support one inherenl,

techniclue tha,t can be exploil.ecl to achieve the objective of energy nranagenrent. The

intelr,¿l betrveen tu'o be¿l,cons is cliviclecl int,o active ancl inactive periocls ¿rncl any sen-

sor c¿ul sr'r'itch to lou¡-por¡,¡er consumption mode cluring the inactive mocle. \A/e can

achieve the target of optirnizecl utilization of energv within a cluster by schecluling the

activit\¡ management of inclivicllla,l sensor nocle's âctive ancl inactive periocls. Coordi-

nator perioclically broaclca,sts the recluirecl event sensing reliabilitv R ancl the number

of nocles u'hich a,re alive. Basecl on that information. incliviclual nocles calculate aver-

a.ge periocl of sleeir bet,u¡een tra,nsniissions. In orcler to prerrent, packet collisions clue

to s1r¡çþ¡stolts nocle arvakening. sleep periocls are ranclomizecl arounc.l the ca,lculatecl

¿ìver'¿ìge va,lue . When ¿r nocle u'akes up rvith ar pachet to tr¿rnsmit, it tnlns it,s rcceiver

on t,o svnchronize rvith the lleacon, ancl subsecluently transmits the packet. lJpon

sttccessfttl tla,nsmission (zrs inclicatecl b1' the a,ppropriate ackirou'leclgment,), the nocle

inlnecliately goes l,o sleeir. AIso, if a nocle has no percket to sencl npoir u'zrire-up. it,

rvill immecliatehr s¡¿¡¡ a ne\,v sleep periocl.

The ot her approach is by cletermining a minimum thresholcl clat¿r tra,nsmission

lecluirecl for application supportecl by the unclerlying sensor netr,r¡ork. The minimr,rm

thlesholcl clat¿r, transmission requirecl for the apirlication is also rel'errecl as the event

sensing reliability (Number of pacliets perseconcl neeclecl for reliable event cletection)

[29]. During neLlvolli initiation reclunclant sensor nocles are usecl to achieve the clesirecl

event sensing reliabilitv. We assume that inclividual nodes sleep for a ranclom l,ime

interval, the cluration of which is a geometrically clistributecl ranclom variable legn-

latecl s,ith probal¡ility PsLeep. lVhen the nocle rvalçes up. it rvaits fol the beacon from
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the coorclinator before it arttempts to transmit the pacliet. We have usecl bcrnoulli

schecluling for the pacliet schecluling cluring the active periocl of tlie node 124]. In this

approach, at the end of each pacliet transmission the nocle checks its uplink l,¡rrlÏer ¿rncì

incasc thc bufl'cl is cmpt.r' the noclc gocs to slccp lro<lc othr,.ru'isc if birffo' conl,ains anlr

pachet for transmission, the nocle tries to sencl t,he pacliet, rvith proballilitv Pac¿i,e or'

goes to sleep u'ith probability I-Po.ti,.. Therefore, trvo control pa,rameters are neeclecl:

one, P"¿""r, that regulates the cluration of inactive periocl: ancl other Poctiue regulates

the cluration of active periocl. Once any nocle cease 1,o fiinction u'iLher because of l¡¿r,1,-

tery exhaustion or for any other reason, the rema.ining nocles u'ill have to exteucl their

activity to achieve the requirecl reliability. To meet t,l're go¿l of rec|rirecl reliability

cluring t,he life of netrvork the calculation of probabilit,ies fbr act,ive a,ncl inact,ive lrerri-

ocls among nocles can centr¿rlizecl or clistribulecl. ln centralizecl apploach we assLrme

that netu'ork coorclinator is always aware of the nnmber ol seusor nocles irr the ch-rster

along urith the pacliet arrival rate rates (this ca.n be obta,irrecl as sirnple long-ternr

¿ìver¿ìges, as pachet heacler contain l,he source nocle aclclress ). Thc ct,rort.liu¿l.t,ol first

cletermines the nocle utilization basecl on the nnmber of live nocles ¿rncl then ca,lcul¿rtes

the inclii,idual reliability r per nocle as r: R.ln rvhere 1l is t,he recßrirecl collective

reliability ancl rz is number of live nocles. The coorclinat,or' ìrro¿rclcast,s r li'il,hin the

beacon frame for the sensors rvithin its cluster'. Coorciinator u'ill broaclcast, upclatecl

values of inclivicluaÌ reliability every time an}, sensor nocle clies ancl this l'alne of r

rvill grorv rvith bhe cleath of aclclitional sensor nocle u'ithin the cluster. Note bhat the

sleep t,ime is geometrically clistributecl, a,ncl mea,n sleep time is t¿,"¡¡l(1- P"¿""p) : Ilr

r,r'here tuo, l :0.32n2s conesporrcls to thc clur¿rtiorr ol r-ruc bacl<off ireliod. Thclefbrc,
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e¿Ìch sensor nocle stat'ts u'il,h P"¿""r, : 1 - rtbo.f f 'ànc| Po.¿¿r.: 0. Activity manage-

nenb in multiclusterecl netu'orli is nloclelecl by consiclering overall requirecl reliabilitv

of the netn'otlç u'hele e¿lch clust,er has t,o clelirrer A packets per seconcl tou'alcls the

sinlç. Sincc ¿rll tr¿lffic is cronvr'1'r:rl to thc sinli thc amount of packcts per seconcl is

equal to Â ancl 217 in sollrce, ancl sinli cluster lespectively. Contention cansed bv

briclges u,ill consttme more energy ancl has to lte compensatecl ìty larger number of

nocles. \¡Ioreover', briclges lvill neecl lo execnte hey excha,nge protocol more frequently

than orclinarv nocles urhic;h u'ill consume e\¡elì more energy resolrrces.

For eva,hra,1,ing i,he power consrrmption of secure operation of ItrBE 802.15.4 com-

pliant sensors. I a.ssnmecl tha1, each sensor nocle is pou'erecl by tu'o AA b¿tteries r.l'hich

supplv volt,a,ge lletu'een 2.1-3.6 V ¿rncl500 mAmp-hours as recluirecl lty Tmote-skv [26]

operating conclit,iorts u'it,h 1;ot,a.l energ-y- b : 10260J. The network opera,tes in the ISNI

bancl a,t, 2.45GH2. u'ilh r¿ru'cla,l¿-r. r¿ite 250hbps ancl BER.: 10-'1. Sliperfrarme size is

controllecl lvit,h SO: 0. a,ncl BO: L 'l'hc pa.cìict sizes ¿r,r'r: fixcd ¿rt 12 b¿rcliofl pcliocls,

u'hile thc clevicc buffcr-h¿rs ¿r fixecl size of L :2 pacliets. The pachet size inclucles l\''Ies-

sage Authenl,ic¿rt,ion Cocle ¿rncÌ a,ll phvsical layer ancl Nleclium Access Control protocol

sttblayer hcadcts. and is cxpi-cssccl as thc mrrltiplc of thr: b¿rclioff periocl [3]. Phvsiczrl

Ìayer heacler is 6 ìt)'tes long. ancl the \,lecliu¡r Access Control sublayer heacler and

Fr¿rute Check Sec¡rr:ncc lìelds have a, total of 9 bytes. Other pa,r'ameters from À¡Ieciium

Access Control layer are liept at clefault values.

Power consumption of communications and cryptographic operations Tmote-shy

[26] ultrtr lelv porver ItrEtr 802.15.4 sensor moclule uses B Ì\4H2, 16 bit RISC micro-
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conl-roller N'ISP430 F16i1. u'ith m.axirnurn current consr-rmption cluring computation

of 2.4n'rA (i.e.. rvith tire laclio tr,u'necl off). Unclel the supplv voltage of 3V (t,ri'o AA

batl,eries), this results in power- consumption of 7.2mVA. Bnergy consumptions per

bacltoff pcriod (i0 bvtes) unclcr typical opcr:r.ting r:onclitions in the ISN4 bancl are

ø" : 18.2nJ, ar: 17.9p,J àncl ø¿ : 15.BpJ, cluring sleep, receiving and transmit,ting

(trt 0dBm), respectiveiy.

Energv consumption of cryptographic operal,ions u'¿r.s l-rasecl on the clata fbr the

TelosB rnote [18][27] scalecl by a faclor of 0.6, since TelosB uses the sâme nicr-ocon-

troller' ¿rs Tmote-sliy, but consltmes 4mA. Thelefore, a,n ECC scal¿rr point multipli-

c¿rt,ion talies 0.5s ancl consumes 3.6mJ. As a lesnlt, signat,ure ¡leuerat,ion shoulcl tahe

0.52s aucL,3.75trJ, r.r'hile si.qiratnle velifica,tion shonld talie 1.02s ¿rncl 7.44rrrJ. ltasecl

on r,¿rlttes given in 127] . For message authenticzrtion cocle, u'e acloptecl the HN,IAC

algorithm. Energ¡, consumption of hashing is obtainecl ìry scaling results froLn 132],

again ttsing relzrtionships bel.rveen TelosB and N,IICA2DOT reportecl in 127]. ns lvell

as furLher sca,ling betu'een TelosB ancl Tmote-shy. Thr,rs, the enelgy consumpl,ion of

the calculat,ion of a SHA-1 hasÌr va,lue is 0.B14pJ/livte.
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Simulation Vlodel and Results

À,Iy uret,hoclologv fbl this rese¿rrch f'ollou's st,ancl¿l.rcl practices for conclucting a, per-

formance mocleÌing ¿rnalysis by constlucting the netu'orhing moclel. i,¿rliclating the

moclel lrv simulation, rrarying mocleling parameters, ancl analyzing the i'esult,s. Hou'-

errer, it is imporl,a,nt, t,o rtccornrnoclate the r-rnique cha.racteristics of security protocois

in implementing the cletails of each step. There rvere three high-lei,el steps: cle-

veÌopecl ¿t netu'ork model that, r-rse Crvptographic security methocls proviclecl lt-v t,he

IEEB 802.15.4 protocol but also ttses such methocls nncler st¿rnclarcl hey manage-

ment techniclues as clescribecl in Chapter 2, the next step involvecl simulating the

IEtrtr 802.15.4 compliant netu'orh environment in an ob.ject orienLecl fa.shion rvhere

basic objects (e.g IBBB 802.15.4 medium, compliant sensor nocle, PAN coordinat,or

ancl netr,vorlc statistic collectors) u'ere implemented. Each ob.lect has its internal state

that, can change either clue to internally generatecl event or receipt of a message gener-

atecl from another oìrject. Once these basic moclule of olt.jects rvere testecl for valiclity

mole complex algorithns (e.g sleeping policv for energy management. key upclates

49
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ancl briclging mechanism for inter-cluster cornmnnication ) u'ere introclucecl in t,he

simulat,ion implementalion. Finallv after cleterminiirg à run-r-lp periocl of lhe sinm-

lation cliflerent perfbrma,nce nìeasLlres rvele evalnated ì.r¡, acìjust,ing iuput, paramet,ers.

These inpul, parameters (e.g Netrvorli size, Pachet arrival rat,e, energy resources of ¿r

nocle Symmetric ancl Asymmetric Key exchange protocols etc) were usecl to reflec.t

conditions rve rvoulcl expect in the real world and ex1:lore the protocols sensitivity to

variety in the operational environment.

4.L Beacon-Bnabled ItrEE 802.]-5.4 Simulation Model

A simulation basecl evalnation techniclue is usecl for tliis rese¿uclì [c¡ er¡¿lln¿rt.e seclrre

comtrrunica,tion in the IEBE 802.15.4 rvith hey exchange tr,ncl sleep mechanisnls. This

cliapter clesclibes the models used to sirnnl¿rte cÌifferent liev erch¿ulge rnoclels rvith

seclrre comnrttnication in an IEBB 802.15.4 nel,u'orh. Art,ifex lIg] sinulzrl.ion pltrt,f'onl

is usecl for this research lvhich is a genera,l clevelopment platform for cliscrel,e event

sinltlatious. Fol the lemaining of this section u'e first give ir c¡rich intlocluction of

ìreacon-enablecl simulal,ion moclel of 802.15.4 [25] aLrcl la,ter ex1;la,in the simula,tecl liev

exchange ancl upclat,e moclel ancl por,ver nìanàgenent usecl in this rese¿rlch.

The netu'ork communication rnodel of this simulation is baseci on a, st¿ì,r topology.

The moclel is l¡uilt on three primary objects in a cluster: PAN coorclinaLor, Device ancl

À'Ieclium. The clevice ancl PAN coorclinator ob.jects are int,er-connectecl via meclium

object in our simulation moclel.

Trvo diflelcnt tolien types arr: clcfincd that Plir,}, thc rolc of 1;rrt:lict ¿rrrd b¿rckoff.

Packets can ìre any of beacon, NIAC request, clat,a ¿-Lncl aclçnou'leclgment (ack) tvpes.
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Thc courlrurnicaiion is initiatccl u'licn P¡\N coolclinator first scncls lte¿lcon to mecliunr

(bezrcons âre senl a.ft,et'er,er\'4Bt u'here t is cluratiou of one baclioff periocl). After

receiving the beacon t,he mecliunl st,arts a clocli a,ncl sencls pulse t,o all clevices.

Data pachel,s zrre geuerated lty clevice ob.ject follou'ing exponential clist¡ibution ancl

¿rre clestinecl to a r¿rnclotll-v chosen clevice. The packet is then sent Lo the medium ancl a

copy of it is hept for retransmission if neeclecl. Data packets are processecl through the

mccliltir ¿rucl colhrsion mcch¿urisnr clcfinccl with rnecliriin olt.iect u'i1l cletermine rvhether

a collision occurrecl. If t,here ¿lre no collisions. clatz-i packets are sent successfnlly to

the PAN coor-clin¿ìt,ot' ¿rncl the nrecliurn st,atus is set to busv for l,hat clurat,ion.

PAN coorcìin¿rtor is t,ìte next, stop f'or clata pachets ancl is responsible for senclirrg

acli t1'pc pitr:ltets to colr-eslrortclirrg^ device a,fter a specified clelay. All acltnou'ledgement

percket,s u'ill be processecl t,hrough meclinn ob.ject for cletermining tl-re collusion ancl

successful pacltet lvill be l'onvarclecl to corresponcling clestinecl clevice. When PAN

coordiua,tor is sending cl¿r,ta to a, clevice it l<eeps finite buffer for each clevice in the

PA\. 11 thc buflcl ol t,hc <ìcvicc u'hich the cl¿rt¿r lrtrckct is destined for is full, the

pacliet li'ill be clisca,rclecl. In the case tha1, there is still room in tìrat device's buffel,

the coorclina,tor aclcls t,he clest,in¿tion ID of packet to the pencling clevices list ancl

aclveltises the ID in t,he ìreacon. The device u'ill notice that there is packet rvail,ing

for it ¿urcl u,ill initiate a il,IAC recluest packet to be sent to the coorclinator. The PAN

coorclina,tor after receiving lhe recluest 'n'ill perform rouncl robin schecluling algorithm

and choose the clevice to sencl the pacliet, from its corresponcling clouarìink buffcr.
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4.I.1 Simulating SKKE Key Exchange Mechanism in IEEE

8O2.L5.4 Network

In this section I u,ill clescribe the communication bel,u'een 1,he orclinarv nodes

and PAN coorclinator which occllrs as resull, from t,he Symmetric-Kev hey exchange

(SI{Ktr) protocol as clescribecl in Section 2.I.2. I asslrnle that cler.ices are attachecl to

the cluster ancl the foruration of the piconet is finalizeci. I also assume that the naster

keys are esta,blishecl, so Lhat there is no threat r-if eavesclropping cluring exchzrnge of

master lielts.

The ltrocess of key genertr,tion is inil,iatecl by p4¡ coolclinalor's ach,ertisemenl fol

lhe fii'si, phase of l<ev geueratiou packerts. Depencling on r,r'hich stage of generzrtion

l\¡e are in, the corresponcling SKKB type of cla,ta pa,cliet (ranging fi'om 1 t,o 4) r'r'ill be

ploccssecl (c'.g the fir-st cl¿rta pacltet h¿rs the type r¡f SKKE-1 ¿rucl so on). Accorcling

1,o 1,he st¿lutl¡r"r'd specifictr"i,iort at rnost T clr:r'ices r;¿lrr br-r ¿rdvelt,isetl in each lteacon.

Therefore the PAN coorclinator ivill aclverl,ise 7 clevices in each beacon. Accorcling to

the starrciarcl. each clerrice listens to each be¿rcon arrcl if its ID has lteing aclvertisecl

the clevice r'r'ill sencl a request pacliet. Iìequest pacliet is transmitLecl in CSN,ÍA-CA

mocle ¿r,ncl can collicle rvith other packets. If it is receivecl successfully bv the PAN

coorclin¿rtor it rvill be aclinou'ledgecl ancl clotvnlink pacliet transmission carrying the

SKKE protocoL clata will folloiv in the clou'nlink transmission.

In ottr model, key exchange pacliets have non-preemptive priority over clata pach-

ets. lf the node has st,alted backoff process for clata pa,cket and iL hears its ID in

thc br:acon it will finish the curlcnt paclict tr¿rnsrnission befole scncling the recluest

pachet. llou'evel. if data pacl<et arrives to the clevice's briffer wl'rile the liey exchange
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is going on, its transmission il'ill l¡e postponed until clevice receives the new linli liey.

PA\-Coorclin¿rtot'u'ill fir'st cìrec;l< lier. fol the clestination device from its access control

list a,ntl no packet rvill be s<ltrt [o the specific destination until the colresponcling linli

key is alreacìy exchangecl lletrveen PAN coorclinator ancl the nocle. Fronr this point

on regular secltre clata pacl<ets r,r'ill be immecliately sencl to the clestination.

4.L.2 Simulation Run and Analysis for SKKE protocol

I h¿r'e implement,ecl lhe ph)'sic¿r,Ì. clata linlç ancl secnrity layers of an ItrEtr 802.15.4

cluster operating in beacon enablecl, slottecl CSÀ{A-CA mocle. The pachel size u'it,h-

out security overheacls inclucles all phvsica,l layel ancl \,Ieclium Access contlol la¡,el

headcrs, ¿rnd it is set to 30 b1,tçs i.e. to three baclcoff periocls. When pacliet, signar,t,nrc:

(messtrge authentication cocle) of 16 byt,es is ¿rclclecl to the total pacliet size ha,cl to

be t-c.¡uuclecl to 5 baclçoff periocls (the largest pachet size coul.cl be set to 13 backoff

periocls).

The clustel nncler consicleration contains 14 devices, each having brrffel capacily

for three packets. Packet arrival per clevice folloil'ecl the Poisson ilrocess u'ith average

late of 90.5 packets per minute. When the coorclinator annonnces liey exchange in the

lleacon, ¿rll nocles hacl to temporarily stop uplink clata transmissions until thel, receive

neu' liey initialization v¿llnes from the coorclinaLor in the dorvnlinlç packets. Due tcr

complex doil'nlinlc data-linlt transmission algorithm rve expectecl thal ket. exchanges

lviìl ¿rclverseÌy affect the legular sensing traffic.

I coirsiclerecl the impact of the increase of packet size clue to addition of X,Iessage

Authentical,ion Cocle, increaseci processing time neecled for encryption in AES u'ith
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Figure 4.1: Throughput, Access Probaìrility ¿ìncÌ Blocking Proìrabilitv as the funct,ion
of simulatiou time (backoffs) for the c¿tse u'hen securitÏ is emplor,ecl ancl ¿rll clevices
stop their commnnications to upclate l,heir keys.

CBC-N/IAC, ancl hey exchange between the nocles over various pachet ¿rrriva,l ra,tes

and cluster sizes. Fig. 4.1 presents throughprlt, âccess proltability (probabilitv of

no packet colìision) ancl blocking ploltabilit), at, the nocle's ltuffer when all secr.rrity

overheacl is inciucled. Results rvere talien for var)'ing nulllter of nocles ancl varyirrg

packet arrival rate per nocle. Fig. 4.2 present,s the same parameters (except t,he liey

exchange cost since it cloes not exisb) u'hen no security measrtres are cleplovecl in the

ì---ì--ìb-.-_
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Figure 4.2: Thloughput,. Access Probability ancl Bloching Probability as the function
of simulation tinre(ìrackoflìs) rvhen no secul'ity techuiclue is empìoyecl.

Ìlet\\'orli. \Aie observe t,h¿rt, rvithont security rneasures) blocking probability is ecßra,l to

zero i.e. th¿rt, netu'ork wclrks rvithout losses.

The experiment to measure the cost of hey update in the cluster contains se\¡en

devices only, ancl therefore it u'as possiì)le to aclvertise the heys for clevices in a

single beacon. All clei,ices tempolarily stoppecl their data tra,nsmission cluring the key

exchange. The behavior of lhe clnsl,er over t,ime is presentecl in Fig. 4.3. Fig. 4.3(a)

shor¡'s number of backoff periocls spent Ín key exchange. \\ie notice that average cost
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of licv cxchangc is slightlv b<rlou' 2000 baclioff ¡rcliocls, t'hich givcs 250-270 backoff

periocls per clevice. Knorving that the hey exchan¡ie invoh,es a tot¿rl of tu'o clou'nlinli

(uplink rec¡lrest * clou'nlink cla,ta) tlansmissions ancl t,hree uplinh transmissions, \\¡e

conclncle l,hat one CSN4A-CA access taltes approximately 40 backoff pcriods. Givcn

the bac'l<off rvindow sizes of (8. 16, 32) rve conclude that transmission commences

in aver'¿r,ge afl"er 1,hird backoff attempt lvhich indic¿rtes rnoderate to large acl,ivity

over the meclium. The bloching probability at incliviclual sensor noclc buffcr over

the snapshot periocls is sholr'n in Fig.4.3(b). I)ue to l¿l,rge periocis u'hen clevice

t,t'a,nsmission is prerrenl,ecl cluring ke1' sxchânge (rvell oi,er 1500 b¿icl<olf lteliocls). t]re

blcicking probabilitv increasecl Lc¡ valnes betu,een 0.7 ¿r,ncl 1. When the liey excha,nge is

firrishecì. uolrnal dat¿r courumnica.tiols resurìe. As zi, r'esnlt, the l¡locliing plobt-r,bility

cirops abruptly to val.ues arolrncl 0.3 ancl slou'h, cleclines furt,her as the bachloggecl

pacliets clear.

Fig. a.3(c) shou¡s t,he t,hroughpnt rralues me¿rsurecl ciuring snapshot int,en,als of

2J0 baclioll ¡rcliods. 'fhc tlu'or.rgÌ4rr.rt of datzr lrirckets is shou'rr irr q'hiLe, u'hile the

throughput of lie1,-exchange packets is shorvn in black. Accorcling to the lhro¡ghpr,rt

results reportecl in [25], the observecl netu'orlç regime rvithout hey exchange is slightly

belou' the saturation conclition (in saturation conclition, zrll clata transmissions end

u1: in collisions).

We have also implementecl clistributecl activity management in our simul.ator. as-

stttling that the battery fol cach noclc h¿rs a fixccl capzlcitl' Battery capacity, ivhich is

expressecl in backoff periods, is clecrementecl ìry one fol each J:ackoff periocl in rvhich

the raclio subsystem is a,ctive.
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Figr-rre 4.3: Key Cost, l3locking Probabilil.y ancl Throughput as the funct,ion of sinr-
nl¿rtiou tirnc (hrrcliofts).

I have v¿rriecÌ the hey excha,nge thresholcl (n¡) betu'een 40 ancl 100 pirckets u'hile

lhe recltteslecl event, sjensiìÌg reliability rvas liept at,.R: 10 paciiets per seconcl. Clustel

size (n) u'as v¿rriecl betu'een 5 ancl 30 nocles. I have assumecl that, the netu'orli operates

in tlre ISN,I band at 2.45GH2, rvith r-aw clata rate 250kbps. The parcket sizc u'¿rs fixccl

at trn'elve backoff peliocls, ancl the device buffels have a fixecl size of three pzrckets.

The packet size inclucles À,fessage Aubhent,ication Cocle ancl all physical laver a,ncl

Ntleclir,rm Access Control protocol sublayer headers, ancl is expressecl as l,he multiple

of the backoffperiocl [ ]. I also asslune that the ph¡'sical lalre¡ 1r.o.1.r has 6 ìtytes. a,ncl

that the N,Ieclium Access Conbrol sublayer heacler ancl Fra,me Checli Sequence lielcls
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Figr-rre 4.4: Event sensing relial¡ility for clata inclucling ko' exchangcr p¿l.ckets. in¿rctive
periocl) total utilization ancl utilization for key excha.nge pirchets, ¿l\¡et'¿ìge numì:er of
¿rctive clevices ancl sleep probabilitv for ¿r nocle.

have a total of 9 ltytes.

Fig.  . (b) shorvs total number of sr.rccessfully t,r¿ursnittecl packet,s (including key

ancl clata information) transmittecl per seconcl for recßrested clata relialtilitl, of 1l : 10

pachets per seconcl (rvhich is shorvn on Fig. a.a({). It is rroteci that, the total nunber

of pachets hyperbolically grou's lr,hen the kev exchange thresholcl cìecreases linearly

Fig.  .a(b). This is intuitive since the frequency of liev upclates is Rf n¡ per seconcl

ancl numbel of overheacl packets rvith liev inform¿r,tion per seconcl is ecßral to 8Rf n,¡.

Uø¡rolñrerv¿l w tó030

(d) Total utilization.
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\&e note t,ha,t ltel' exchange r¡r,erheacl llecomes negligible only for ¡zr ) 90. Probaìrilitv

thzrt packet wiìl nol suffèr fronr collision or noise erlor- shalply clrops rvhen thresholcl

fbr liey excltzrnge clrops belou' 40 pacliets. Bc¡th l,he reliability overheacl ¿rncl success

probabilitv clepeircl onlv on the recluesl,ecl event sensing leliability except for very

sm¿rll liev update thresholcl. Sleep periocl, on the other hancl, depencls mostly on t,he

number of alive nocles ancl impact, of hey exchange overheacl is ìrarelv noticeable.

Total nocle utiliz¿rtion shor¡n in Fig. 4.4(d) clepencls mostly on the nurnber of

alirre nocles. bttl. it, ¿llso ilcreases u'ith increase of Lhe number of key exchanges per

seconcl ancl exa,ct imprrct, of the licv exchange overheacl is shor,r'n in Fig.4.4(e) . Finallv,

sleep proba,l:ilit,y firr e¿ich nocle is shorvn in Fig.4.4(f). Sleep probabiliti, clominantll,

cha.nges u'iLh n, u'hile the charr¡;es t'ibh n¡, ¿ìt'e nìucll milcler.

4.2 Simulation model and Results using Asymmet-

ric Key exchange protocols

For evaluating l.he pcrfornrance aricl energy utilization of IEtrtr 802.15.4 enablecl

rvireless netu'orlis r,r'ith secure clata transnrissior-r using asymmetric key exch¿ìnge pro-

tocol, I hzr"vc iurlrlcruclltccl Ellilrtic Culvc Dcffic LlcLlrn¿ur kcy cxcha,nge protocol wit,h

perioclic upclate of linlç ker*. I h¿ve simulatecl a multicluster netrvorh in nhich the

clusters are interconnect,ecl by a N'laster-Slave briclge. The cluster liept its funcl,ional-

ity and topoiogy same except the PAN coorclinator's u'here PAN coorclinator behaves

as a briclge as \\'ell a nocle in child clusler in a mul.ticluster environment. The PAN

coorclinator in the child clustel sli'itches to parent cluster u'hen it has clata in its

59



60 Cho,ltter' 1¡: Si,m,ulati,on X,Iodel and, Results

briffcl clcstinccì to ¡rarcnl clrrstcr. I assumccl th¿rt all thc scnsing traffic; froln thc c:liilcl

cluster occurs in the uplinli clirection u'ith the pareirt cluster's coorclina,tor a,s the ul-

tirn¿rte cle':stin¿rt,iou exceirt the l,ra,ffìc recluiled fol exchtrnging the linli hey: the parent

chrstcl has locai tr¿rffic that is scnt frorn nodcs ¿r,ssociatccl rvithin its ou'n cluster. This

assumption is valicl iir sensor netr¡'olks rvhere most, of the traffic rvill be clirectecl to-

rvarcl the netrvorlt sinli. I assriìnecl that ¿rll l,he clusl,ers rvill operate in beacon enablecl

slottecl CSN,fA-CA mocle unc[er the control of their respective PAN-coorclinator.

I assumecl that each nocle is pou'erecl b;, t'u'o AA ltat,teries 1t'hich supply yoltage

betu,een 2.1-3.6 V ancl 500 mAmp-honrs a.s recluirecl bv Tnote-slq, [26] opera,ting

conclitions rvith total energy b : 70260J. The neLu'ork operaLes in 1.he ISÀ,I b¿rncl at

2.45GH2, rrith ra,u'd¿rt¿r rate of 250kbps. The pachet sizes ale fixed ¿rt 12 b¿rckoff

pcrio<ls, ri'hilc thc devir:e buffcl h¿is a. fixecl sizc of L :2 pacliets. The pachet size

inclucles t,he N,Iessage Ar,rthentication Cocle ancl all phvsica,l la¡'s¡ .r,1 \declium Access

Contlol prot,ocol snblayer heaclers. ¿rncl is expresser:l a.s lhe multiple of the bzrckoffpe-

riod [3].Phvsicai layer heacler is 6 bytes long, ancl t,he À'lecliun Access Control sublayer

he¿rcler ¿rncl Fr'¿rme Check Secluence fielcls h¿rve a tot¿rl of 9 bvtes. Ot,her ptrrameters

from \,leclium Access Control layer are kept trl, clefault v¿rlues. Requestecl event sens-

ing reliability per cluster is set to .R : 10 pacliets per seconcl. In orcler to investigate

the impact of secure sensing on netu'orli performance ancl energy consumpl,ion in mul-

ticluster environment I have assumecl each sca,lar point, nultiplication for each elliptic

curve cryptograph¡, consumes 3.6rnJ, r'hile encryption, clecryption ancl SHA-1 irash

functions consumes 0.25¡tJ I Byte, 0.39p,1I Bt1te, 0.8I4¡t,J lByte respectively. In orcler

to maximize the netrvorh lifetime sleep mechanism has been introclucecl u'itÌrin this
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Figure 4.5: Secure N4eclium behavior (trCDH) in Sinlç Cluster.

model ¿ì.s \\¡ell but in order to measure the energy cost rvithin this model I have assumecl

t,he energv consumption for nocle transmission 15.Bp.l IB'yLe, receíving 17.9¡tJ Il3tlte

ancì for sleeping TB.2n,Jlbackof f
The number of clevices rz is ranging ìretrveen 20-60 in both source ¿rncl sink clusters.

The upclate inten al ?l,À for keys using trCDH protocol is rangecl betrveen 10 - 60. The

for'
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àccess proìraìtilil,y to access the mecliurn in both clnstels clecre¿rses u,ith the increase

innttmìrerof noclesu,ithintheclusterFigsa.S(a).a.6(a). Thesuccessproba,bilitl,also

shou's similar pattern but, the slrccess probability is lou'er in sink chrster Fig a.5(ìl)

because the meclium in sink clustel is also usecl b.y the briclge to lransfer clata from

solrrce cluster Fig 4.6(b). The remaining life time of nodes in sonrce ¿rncl sinli cluster

is shorvn in Figs a.5(c) a.6(c) that shows Lhe clecline in the bzrt,tery power consnmecl

cl-rring the simulation run time. The utilizati<¡n beh¿n ionr of mediun cluring liel'

exchange phase ancl a,lso cluring clata packet is aiso ca,lcnl¿.t.ecl. Ar¡er¿rge neclium

utilization for sensing ancl liey exchange clata, in source shou'n in Figs a.5(e) a.5(e)

u'hiÌe utilization for solrrce cluster shorvn in Figs a.6(e) a.6(e).

In orcler to investigate the impact of ciuration trncl fiecluelcies of l<ey e*a1r..tr*" ut

rtctlvolk pelfbltrtattcr,' r¡'c h¿ure first fixccl th<: ¡ropulatiorrs ilr ¿ril t,hree clustels to 100

nocles. With this setting r.l'e have evaluatecl clifferr:lt I<e}. c1¡.1r,,r,t,*e prolocols clescribecl

in chtrpt,er 2. The threshoicl to start the he1, exch¿lnge ltetq'een nocle ¿r,ncì coolclinat,or

u'as variecl bettveen 100 ancl 500 packels. Fig. 4.7 shou's energies per one sensing-

clata packet transmission (u'hich inclucles energy 1ol svrrchroniza,tion rvith the beacon.

energ)/ leali cluring sleep a,ncl energy u,aste clne to ptrcket, collisions) a,s funct,ions of

the key-r-rpclate Lhresholcl ancl type of lce-v exchange algoril.hm. Numeric¿rl result,s

from the source) miclclle ancl sink clusters are clenotecl li'it,h the solicl line. clottecl

Ìine ancl clashed line respectively. Simulation results u'hich represent performance

of key exchange protocol basecl on pre-installecl sharecì secret in all three clusters

are marked il,ith crosses. Simulation results u,hich represenl performance of rrery

sirnplilìerd SSL kev cxchzrrrge 1"lrotocol ì-¡asecl on ECC [32] ale ura,r'kecl u'ith boxes.



Cho,ptr:r l: Si,m,u,lation Ì,locleL an,d Re,sults Dó

(a) Acccss Ploìr¿rbility (b) Succcss Prol¡ability

(c) Avclag-c Iì cnrzriling Lif'ctimc (cl) Avclagc Utilizatiol/

(c) Avclt'rgc Iicv Utilizri'or.r (f) Avclzrgc V¿rc¿rtiou tirnc.

Figure 4.6: Secnle \,ieclium behavior(BCDH)in Sonrce Clust,er.

Simulal,ion resultrs rvhich represent performance of moclerately siniplified SSL key

exchange itrotocol u'ith ephemeral BCDH are marked rvith cliamoncls. We notice

that curves are groupecl by cluster, rathel than by the algorithn, ciue to the impact

of pacliet collisions t'hich gro\\¡s as we approach sinlç cluster. In botton ancl miclclle

clnsters there is no significant clifference betu,een the enelgy consunption fbr" different

lçev exchange algorithms u'hile in sink cluster contribution of the complexitv of key
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Fignle 4.7: Bnergv consumption for sensing-clata pachet t,ransmission (u'hich inclucies
ellergt/ for synchronizat,ion rvith the beacon, energl/ leali cluling sleep ancl energt' urtrste

clrte to pacliet collisions) as functions of the liey-upclat,e t,hresholcl ancl type of liey
exchange algorithm.

exchange algorithm is not¿rble. Note also tha,l, maximum energy consumpt,ion pel'one

pacliet is close to the energy consumption of one scala,r mullipliciltion (3.6 mJ) on

tmote-shy. Numerical resuits shorv slighLly lorver \¡aiues th¿rn simulation results clue

to siurplifiecl mocleling of briclge interactions.

Fig.4.8 shorvs cluster lifetimes uncler three hey exchange algorithms. Analytical

results from the solrrce, miclclle and sinh clusters are clenotecl u'ith the solicl line, dot-

tecl line ancl clashecl line respectively. Simulation results u'hich reitresent performance

of liey excl,ange protocol ba,secl on pre-installecl sharecl secret in all three ciust,ers

are marliecl u'ith crosses. Simulation results u'hich represent performzrnce of very

soLirce clLrster
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FigLu'e 4.8: Clusl.er lifctinles in cla5,s as functions of the hey-r,rpclate [hresholcl ¿rncl

t¡'pe of hey excirange algolithn.

siurplifiecl SSL l<e1' exchang..e pt'otocol based o1 ECC a,re rn¿rrÌçcd g,ith ìroxes. Sim¡la-

tion results u'hich represent performance of rnocleral,ely simplifiecl SSL lçp1r çvç]1-¡1o¡

prot,ocol u'ith ephemeral trCDH are aclclitionally markecl ivith cliamoncls. Analyticzrl

results ¿ìre no\\¡ slightly higher than simulation ones since energy for comrnunic¿rtions

r'vas slightly unclelcstilnatccl cluc to simpliflecl briclge mocleling. Since neither curve

is fl¿rt in the range nÀ :100-500 this means that comm¡nication ancl cryptographic

cost of any of key exchange algolithms can noL be neglected. This impact is ¿rlso

exacerbatecl n'ith increasecl contention betrveen data and ltey pachets as \\¡e ûìo\¡e

closer to the sinli. The clistances among the curves from the same ch-rster level ri'ith

respect to the type of liey exchange algorithm shorv the impact of communication a,ncl
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Table 4.1: Bclualized populations as functions of Lhe lier'-npcl^te ilrresholcl a,ncl t¡,pe
of liey exchange algorithn.

Clnster Key exchange scheme
Thresholcl for liev excha.nge

100 200 300 400 500

m cldle shared secret 106 105 105 105 105

Iìl dclle simple ECC i06 105 105 105 105

m clclle mocierate BCC 106 105 i05 105 r05
sinl< sharecl secret 116 115 1i4 T14 II4
sink simple trCC i15 II4 114 1i4 114

sink moclerate ECC 116 115 114 TI4 114

crvptograpl'ric cost of the liey excha,nge algorit,hm rvhich at,t,enuates ¿rs the periocl of

lçet, e*change €ìI'o\\¡s. The clist¿rnces among the cnlves fronr t,he sanre algorithm rvit,h

respect to the cluster level shou' impacl, of pa,cket, collisions rrncl ìonger' ìta,cl<off tiures

¿ts rvcil a.s tota,l tr'¿rflic 1-iassirrg thr-ough tìrc clustcr. 'Ihct' ¿uc ¿rlrrrost, pirraìlel since kev

exchange costs are proportioral to a.lrrount of tr'¿r,ffic: passing thror-rgh t,he cluster.

In Table 4.1, u'e present nocle popul¿ìtions in nriclclle ancl sinli ch,rst,er-s. respect,ivelr,.

rvhich equalize cluster lifetimes (to tlie lifetime of sor-rrce ch-rst,er) u'hen sonrce cluster

h¿rs 100 nocles. As can be seen, moclela,le increases in cluster popultrt,ions ¿rre needecl

rvhen hey excharnges are complex ancl frequentlv cione.



Chapter 5

Conclusion and Future work

I h¿rvc developecl ancl simnl¿ltecl key exchangc process integrat,ecl ri,it,h reliable

sensing ancl 1:ou'er màlla,gement in a be¿rcon enablecl ItrtrE 802.15.4 cluster. Data

s11¿1'1'pt,ion is 1;t'oviclecl ìr1' exchanging link lie-vs betrveen each cierrice ancl PAN coorcli-

n¿rt,or uncler svurnetric itncl a,sSrrnmel,ric key exchange moclels. The signatr-rre pavloacl

pla,r's a big role on perform¿rnce of the netu,ork. I h¿r,ve clerreloirecl ¿r moclel of lçey ex-

change int,egratecl into the sensing frinction of beacon enal¡lecl Itrtrtr 802.i5.4 cluster.

The result,s shou' important, impzrct of t,he ratio of the event sensing leliabilitr- and

l<ev ttpclat,e thlesirolcl on clnster's energy consumpt,ion. I have evalnatecl l,he iurpact,

of complexity of clifferent liel.' exchange plotocols on the netu'ork performance ancl

h¿rrre shorvn l,hat energy consumption clue to meclium access control matches energy

consltnrecl by cr'lrptographic opelations ancl that neither of these til'o factors shoulcl

be neglectecl in t,he anirlysis. N,Iv research results can be heþful in clesigning WSN in

orcler to choose cluster populations, energy buclget per nocle. ke1, sxchange algorithrn

ancl periocl of hey exchanges rviren application parameters snch as requirecl event
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sensing relial¡ilitr, Ã, netu'orli lifetime ancl clesirecl level of security ¿rre kno\\¡ll.

For the fut,ltre t'orli. I rvill trv to improve nr1r Ito.1"t for measuring t,he pelfornance

of secttt'e IBBB 802.15.4 personzrl ¿rrea neLu'ork ltf ir-r1ro.,.r.ing techniclltes sllch as the

use of guaranteecl l,ime slot of \dAC frames for exchange key rvhile introclucing group

key exchange protocols, a.cl,ivity mânagernent ancl lçey management techniclues. I rvill

zrlso compare cliffereirl, netrvork l,opologies for persorra,l ar-e¿r. netrvork ancl rvill calculate

me¿ìslrres that can enhance the lifetime of u,ireless ¡rersonal area netrl'orli along rvith

clefense against expectecl threats from ent'ir-onment.



Appendix A

Security Building Blocks

Wireless is ¿r sha,recl meclium; evervthing that is transmitt,ecl cll leccivecl over ¿l

u,ireless netu,orli can ì¡e intelceptecl in snch an environment. An acÌrrersarv ca,rr girin

access t,o inform¿r,tion ìry monit,oring the commnnicaLion âmong noclr:s. For errlmple

a feu' rvireless receivers placecl ouLsicle a ironse might be able t,o monit,or t,he lig-ht,

ancl temperature reacling of selsor network insicle l,he house, thus levealing cletzlilecl

information about occupa,nL's cla,il;, personal activitv. Similarly, attacliers can obta,in

their orvn comrnoclity sensor nocies ancl present it as a legitimat,e nocle insicle ther

netrvorli ancl once attaclçer have a ferv nodes like that in netu'orh, ¿rtt,a,clçers ca,n l¿runch

cliffer-enl types of attack -for exarnple denial of service, falsification of sensecl d¿rta,

clropping of sensecl data etc.

4.0.1 Security Techniques

Dillclcrrt sccnlit,l' tcchniqucs zrlc cruplol'cd to saf'cguarld thlcaLs of sr,rch eavesclrop-

ping
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4.0.2 Data Confidentiality

All nocles in a sensor netrvorks à,re comnlrnictrting tìl'or-rgh r¡ne u'ireless nrecliurn

ancl listening to this neclittm is easy. Hence netn'orh shonlcÌ not, le¿rh sensor clata to

any neighboring networh or any nocle that is nol pa,rt, of the netu,oLli. The stanclarcl

approach for keeping sensitive clata secret is to encrypt, l,he cl¿ta u'ibh ¿r secret key

that is carriecl by the intenclecl receìvers onlv.

4.0.3 DataAuthentication

Data Authentication ¿rllori,s the receiver to verib, t,hat t,he cl¿lt,a u,¿rs reirlly senf

by l,he claimecl sencler. Authent,icat,ion a,lso prerrerrts ¿ln ¿ìt,t¿ìclier fi'orn moclilyin¡ç ir

haclçecl clevice to impersonate another clevice. Since a.n ¿lclvers¿lrv ci¿Ìn easily inject

tnessages, the receiver neecis to ensnre that the clat,a, usecl iu rrnv clccision-mtrliing

process originates form a, truslecl soLrrce. Dat,¿i, r\uthent,icr¿it.ion is lrsrr¿rll-v a,chievecl

thror.rgh symmel,ric mechanism u'here sencler ancl r'eceivel sh¿lre a, Iiev t,o compute

Ndessage Authentication Cocle (\{AC). The clata is a,ppenclercl alorrg u'it,h iLs À,IAC and

once the receiver gets the clata. it recalcuÌates \lAC ¿ncl if sa,me ÀIAC is ca,lcula,tecl

th¿it it receivecl from same sencler t,hat it sh¿rres the he1'. Aut,hent,ication can be

achievecl ltoth at cluster level ancl clevice level. Ch,rstel level authent,icat,ion is achievecl

using a common netu'orlç key u'hereas device level autìrentica,tion is achievecl lt1, ¡rltrt

unique pair wise lieys for each ìinli in the netu'ork.
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^.O.4 
Data Integrity

Dzrta, int,egrit,y ¿rllou's the leceiver l,o vcrify that the cl¿t¿r receivecl is s¿rme ¿r"s sent

lty the sencler a,ncl is not, changecl ciuring il,s rvay to r-eceiver. If À{AC calculatecl lty

receiver is sa,me as it receivecl that means that clata is not a,lterecl cluring its t,ransit to

receiver. N4essage authentication cocles rnust be harcl to forge r.r'ithout the secret key.

Consec¡rentiy, if zr,n aclversary alters ¿-L va,licl message ol injects a bogus message, she

u'ill nol, ìre ¿rl"rle to compute t,he corresponcling il,IAC, ancÌ aut,horizecl receivers rvill

re.ject, t,hese folgecl nìess¿l,ges. In sensor netn'orlis r-rsually clzrta integrity is achievecl in

s)¡muret.lic iashion ¿lncl is again reliecl on the appenclecl À{essage Authent,ication cocle.

hence integritl' ancl ¿ruthentic¿rtion options allot' tlacle-off betrveen message protection

ancl messzrge orrerhe¿rcl.

,A..0.5 Replay Protection

Au a,ch,et'sarY t,h¿rt, eavesclrops on a legitima,te messa,ge sent, ltett'een tu'o ¿r,ut,ho-

lizecl nocles a,ncl replavs it ¿r,1, sone later time engages in repia¡, at,t¿rck. Since the

rrressâge originatecl fïorn an ¿lut,horizecl sencler it will have a valid N{AC, so l,he re-

ceiver lvill accept it, again. Replay protection prevents these types of attaclis. The

sencler typicalll, assigns a monotonically increasiug secluence nttmlter to each pacliet

ancl the receiver rejects pacliets r,r'ith smaller sequence number than it has alreacly

seen.

In symmetric mechanisnt u'here sencler ancl receiver share one common liey irnd rely

cliflerelt secluitl, tecltniques cirt the secrecy of t,ltctse keys. Hetrcer the il'hole security

moclel tevoltes a,rouncl the secrecy of symmetric lieys that can be eitirer at netu'orli

7T
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level or a linl< level
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