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Abstract

The IEEE 802.15.4 specifications outline a class of wireless radios and protocols
targeted at low power devices, personal area networks, and sensor devices. The IEEE
802.15.4 specification employs a number of well-known security services that can be
implemented in such networks. Sensor network application developers need overhead
statistics in choosing the security service that best suits securing a particular threat
environment. For evaluating these security overheads on wireless sensor networks, I
have simulated the IEEE 802.15.4 media access control layer including support for
security features with interconnected clusters of nodes and also designed and simu-
lated key exchange protocol. Clusters are interconnected via bridges implemented on
cluster coordinators, where each cluster has to contribute a constant number of pack-
ets per second to the sink. Packets are protected with the Message Authentication
Code that requires a secret key shared between each node and coordinator. I have
modeled network behavior under regular sensing traffic, power management, and pe-
riodic key exchanges. Symmetric and Asymmetric key exchange protocols of varying
complexity are considered, and the impact of their communication and computation

complexity on the network lifetime is evaluated. My model and results can be used
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to determine network and security parameters in IEEE 802.15.4 based wireless sensor

network when application requirements are known.
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Chapter 1

Background and Related Work

Recently adopted IEEE 802.15.4 standard is poised to become the key enabler
for low complexity, ultra low power consumption, low data rate wireless connectivity
among inexpensive devices such as sensors. The standard defines the physical and
mediam access control layer for low rate wireless personal area networks. The wireless
personal area networks are used in sensing applications such as habitat monitoring,
burglar alarms, inventory control, medical monitoring, emergency response and bat-
tlefield management and such applications sometime require reliable and secure data
transfer.

Two network topologies are allowed by the st,anclara? bhut both of them rely on
the presence of a central controller device known as the PAN coordinator. In the
peer-to-peer topology, devices can communicate with one another directly, as long as
they are within the physical range. In the star-shaped topology, the devices must
communicate through the PAN coordinator. The network uses two types of channel

access mechanism, one based on slotted CSMA-CA algorithm in which the slots are
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aligned with the beacon frames sent periodically by the PAN coordinator, and an-
other based on unslotted CSMA-CA in which case there are no beacon frames. The
beacon enabled mode and the star-based (in the text that follows will refer to star-
based topology as cluster-based topology) hierarchical topology appear to be better
suited to sensor network implementation than their peer-to-peer counterparts because
the PAN coordinator can act as both the network controller and the sink to collect
data from the sensor nodes. Within one cluster, time is organized in superframes
which are delineated by beacons sent by the PAN coordinator. Superframe is further
organized as an active part where nodes can transmit using CSMA-CA or TDMA
(called Guaranteed Time Slots) and an inactive part where all nodes sleep. Larger
areas under surveillance can be efficiently covered by interconnecting clusters in mesh
topology through their coordinators. This feature is enabled through the existence
of inactive superframe part since coordinator can then switch to another cluster and
communicate as an ordinary node. When communication in foreign cluster is finished,
coordinator returns to its own cluster.

Wireless devices used for sensing the environment are low in computational power
and memory resources. The bandwidth offered by IEEE 802.15.4 standard is low,
since the standard allows the PAN to use either one of three frequency bands: 868-
868.6MHz, 902-928MHz and 2400-2483.5MHz with raw data rates of 20kbps, 40kbps
and 250kbps respectively. However, the bandwidth available to the application is fur-
ther decreased due to CSMA-CA access with small backoff windows (default backoff
window sizes without power saving mode are 8, 16, 32, 32, 32, respectively, for five

allowed backoff attempts). Also, in downlink communications, PAN coordinator first
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Figure 1.1: Data Transfer in 802.15.4 PAN in beacon enabled mode

has to advertise the packet in the beacon, then node has to send the request packet
asking for downlink transmission, and finally downlink transmission can commence.
Therefore, in the presence of many nodes in the cluster, effective bandwidth left to
the application is less than 20% of the raw bandwidth [25].

Providing security services in such wireless sensor networks is a technical challenge.
Algorithms for key exchange which naturally include authentication elements and
addition of packet signature will further decrease the bandwidth available to the
sensing application. Besides, complex computations often involved in public key
cryptography might consume too much energy and memory resources. Therefore,
goal of designing low power sensor devices forces security mechanism to fit under
processing, memory and bandwidth constraints.

This chapter is organized as follows. In Section 1.1, I will explain the relationship
between the sensor network architecture and its availability for both data collection

and event sensing applications. Networks supporting secure applications, network
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availability for sensing applications has the same importance as data integrity and
data confidentiality. Section 1.1 explains the need of security in wireless sensor net-
works and which types of security techniques are considered in such networks. De-
tailed description of security features of IEEE 802.15.4 [3] based sensor networks is
presented in Section 1.2. Section 1.3 discusses key exchange approaches currently

used in WPANS.

1.1 Cluster-based wireless sensor networks

Omne of the most significant benefits of sensor networks is that they extend the
computation capability to physical environments where human beings can not reach.
However, energy possessed by sensor nodes is limited, which becomes the most chal-
lenging issue in designing sensor networks. The main power consumptions in sensor
networks are computation and communication between sensor nodes. In particular,
the ratio of energy consumption for communication and computation is typically in
the scale of 1000 [20]. Therefore it is critical to enable collaborative information pro-
cessing and data aggregation to prolong the lifetime of sensor networks. The choice
of network topology in wireless sensor networks is still an open question. However, it
seems that the choice of topology is an issue of trade off between the node simplicity
and homogeneity versus the duration of network lifetime. For sensor networks cov-
ering large geographic areas it is difficult to replace sensors batteries when they are
exhausted, and therefore, when nodes close to sink die the whole network is unavail-
able.

Wireless sensor networks can carry two different types of sensing. First kind of
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sensing is data collection where nodes in the network frequently communicate to re-
port measurements. Depending on the application requirements, some collective sleep
technique for all the nodes in the cluster can be used in order to extend the network
lifetime. Data collection applications exploit spatial correlation of sensed data and
in order to save bandwidth perform some kind of data aggregation. In peer-to-peer
IEEE 802.15.4 architectures aggregation is performed in nodes which are conveying
sensed data towards the sink. In cluster-based architectures aggregation occurs at the
PAN coordinator and aggregated packets are conveyed to the next coordinator along
the path possibly over more powerful link GTS(Guaranteed Time Slot) compared to
the link type this is available to ordinary nodes CSMA-CA(Carrier sense multiple
access with collision avoidance). From the aspect of available bandwidth, presence of
GTS links hetween the cluster coordinators puts the cluster based networks in advan-
tage over the peer-to-peer networks. Also, the aggregation done by the coordinator
can be made much more secure than the aggregation in peer-to-peer network since
coordinator is always aware about the identities of the nodes which participate in the
aggregation (since this is done in the attachment process), while the set of neighbors
in peer-to-peer network might depend on the type of the query. From the aspect
of lifetime, it is reasonable to assume that PAN coordinators will have higher power
resources than the ordinary nodes which combined with the GTS access will extend
the lifetime of the network (since they will do the packet relaying).

In second kind of sensing, communication occurs only when some important event
occurs. For applications where event detection is the target (e.g enemy troops move-

ment, detection of noise level), sensors are required to be vigilant most of the time
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which means that collective sleep of the nodes is prohibited. Event detection requires
reporting only when an event occurs in contrast to data collection where communi-
cation of measurement is more frequent. In this case aggregation is avoided and it is
important to deliver the sensed data to the sink within some time bound. In event
detection applications, network availability and data integrity is much more critical
than in data collection applications. Again, I argue that cluster-based architecture
where PAN coordinators have higher power resources, GTS links for communication
and reliable information about cluster members offers better availability and data
integrity than peer-to-peer architecture.

Nodes in wireless sensor networks can directly communicate with nearby nodes.
Nodes that are not within direct communication range use other nodes to relay mes-
sage between them. Routing in such a multi hop network is challenging due to the lack
of central control and the high dynamics of the network. Recent work has focused on
discovering and maintaining routes that keep the connectivity between the nodes or,
furthermore, that minimize the number of hops on a path. One important restriction
of a wireless sensor network is that nodes are energy-constrained as they are normally
powered by batteries. However, the algorithms that aim to minimize the path length
may ignore fairness in routing, for example, the shortest-path routing is likely to use
the same set of hops to relay packets for the same source and destination pair. This
will heavily load those nodes on the path even when there exist other feasible paths.
Such an uneven use of the nodes may cause some nodes to die earlier, thus creating
holes in the network or worse, leaving the network disconnected.

Low available bandwidth to nodes, CSMA-CA access, data aggregation, and rout-
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ing in wireless sensor networks based on IEEE 802.15.4 make the implementation of
security a technical challenge. Even at the media access control layer it is possible to
launch Denial of Service attack which will drastically increase the number of collisions
and prevent and data communication (due to CSMA-CA access and small backoff win-
dows). The processing, communication and aggregation cost of secure packets first
increases both computational and communication overhead. In order to decrease this
overhead all the security parameters and keying model under which the network will
work are selected with great care so that the objective of both secure communication
and longer network life is achieved. These two objectives are competing and trade off

between them is necessary.

1.2 Overview of IEEE 802.15.4 security operations

IEEE 802.15.4, a link layer security protocol provides four basic security services:
access control, message integrity, message confidentiality, and replay protection(AppendixA
gives a description of these security techniques). The security requirements can be
tuned by setting the appropriate control parameters of the protocol stack. If an ap-
plication does not set any parameters, then security is not enabled by default. An

application must explicitly enable security features.

1.2.1 Addressing

For unique identification of a device in a network or cluster, addressing in IEEE
802.15.4 is accomplished via a 64-bit node identifier and a 16-bit network identifier.

IEEE 802.15.4 supports a few different addressing modes. TFor example, a 16 bit
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truncated address may be used in place of the full 64-bit node identifier in certain
cases. This allows the sizes of the source and destination addresses vary between 0
and 10 bytes depending on whether truncated or full addresses are used, and whether
or not the node sends to a broadcast address.

The specification defines four packet types for media access control layer:

1. Beacon packets

B

. Data packets

3. Acknowledgment packets

~

1. Control packets

The specification does not support security for acknowledgment packets while
security is optional for the rest of packets types depending on the need of application.
Depending on the threat environment the application has a choice of security suites
that control the type of security protection that is provided for the transmitted data.
Each security suite offers a different set of security properties and results in different
packet formats. The IEEE 802.15.4 specification defines eight different security suites
outlined in (Table 1.1).

We can classify the suites by the properties they offer:
e No security

e Encryption only (AES-CTR)!

!AES-CTR: Advanced Encryption Standard in Counter Mode
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Identifier Security Suite  Access Data En- Irame Description
Name control cryption  Integrity
0x00 None - - - No Security
0x01 AES-CTR X X - Encryption Only
0x02 AES-CCM-128 X X X Encryption & 128 bit
MAC
0x03 AES-CCM-64 X X X Encryption & 64 bit
MAC
0x04 AES-CCM-32 X X X Encryption & 32 bit
MAC
0x05 AES-CBC-MAC- X - X 128 bit MAC
128
0x06 AES-CBC-MAC- X - X 64 bit MAC
64
0x07 AES-CBC-MAC- X - X 32 bit MAC
32

Table 1.1: Security Suites supported by 802.15.4 [Table 75 from [3]]

e Authentication only (AES-CBC-MAC)?
o Encryption and Authentication (AES-CCM)?3

The specification supports MAC* of sizes that can be either of 4, 8 or 16 bytes
long. The security feature of authentication is directly proportional to the length of
MAC and it is very difficult for an adversary to break or guess a MAC of longer size.
For example, with an 16 byte MAC, an adversary has a 27! chance of forging the
MAC. The trade off is a larger packet size for increased protection against authenticity

attacks.

2AES-CBC-MAC: Advanced Encryption Standard - Cipher Block Chaining - Message Authenti-
cation Code

SAES-CCM: Advanced Encryption Standard - Counter with CBC-MAC

4MAC: Message Authentication Code
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The choice of secure authentication is tied with the addressing of devices in IEEE
802.15.4 protocol. Hence security suites are based on source and destination authen-
tication addresses. Every device supporting IEEE 802.15.4 has an Access Control
List (ACL) that control what security suite and keying information is used by each
device. Each device can support up to 255 ACL entries. " Each entry contains an
802.15.4 device address, a security suite identifier, and security material as shown in
(Figure 1.2).

The communication security material is a persistent state necessary to execute

the security suite. It consists of
e Cryptographic key
e Sccurity Suite identifier

e Nonce state: that must be preserved across different packet encryption invoca-

tions.

Qutgoing Frame packet and use of ACL

If security is enabled, the media access control layer looks up the destination
address in its ACL table. If there is a match ACL entry, the security suite, and
nonce specified in that ACL entry are used to encrypt or authenticate the outgoing
packets. On the other hand in case of broadcast type of data packet where no specific
destination address is mentioned, a default ACL entry is used, and this default entry
matches all destination addresses

Incoming Frame packet and use of ACL

On packet reception the media access control defined by IEEE 802.15.4 examine
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Security Replay

Address Key

Suite Counter
Figure 1.2: Access control List entry
Frame Counter | Key Counter Encrypted Payload Encrypted MAC

Figure 1.3: Frame format after adding security features

flag ficlds in the packet to determine if any security suite has heen applied to that
packet. If no security was applied, packet is passed to upper layer. Otherwise, media
access control layer finds appropriate ACL entry corresponding to Sender’s address.
It then applies the appropriate security suite, and replay counter to the incoming

packet. General structure of secured frame is shown in (Figure 1.3).

1.2.2 No Security

This is the simplest security suite. Its inclusion is mandatory in all radio chips.
It does not have any security material and operates as the identity function. It does

not provide any security guarantees.

1.2.3 AES-CTR

This suite provides confidentiality protection using the AES (Advanced Encryp-

tion Standard) block cipher with counter mode. To encrypt data under counter
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mode, the breaks the plain text packet into 16-byte blocks py,...p, and computes
¢ = p; & Ep(z;). Each 16-byte block uses its own varying counter, which we call z;.
The recipient recovers the original plaintext by computing p; = ¢; & Ex(z;). Clearly
the recipient needs the counter value z; in order to reconstruct p;.

The 2; counter, known as nonce or 1V, is composed of

e a static flag field
e the sender’s address

e 3 separate counters: a 4 byte frame counter that identifies the packet, a 1
byte key counter field: The key counter is under application control and can
be incremented if the frame counter ever reaches its maximum value, a 2 byte

block counter that number the 16 byte blocks within the packet.

For employing security, requirement is that the nonce must never repeat within
the lifetime of any single key, hence frame and key counters are introduced to prevent
nonce reuse. The 2 byte block counter ensures that each block will use a different
nonce value.

In summary, the sender includes the frame counter, key counter, and encrypted

payload into the data payload field of the packet as show in (Figure 1.3)

1.2.4 AES-CBC-MAC

This suite provides integrity protection using CBC-MAC. The sender can compute
either a 4,8 or 16 byte MAC using the CBC-MAC algorithm, leading to three different

AES-CBC-MAC variants. The MAC can only be computed by parties with the
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symmetric key. The MAC protects packets headers as well as the data payload. The
sender appends the plain text data with the MAC. The recipient verifies the MAC

by computing the MAC and comparing it with the value included in the packet.

1.2.5 AES-CCM

This security suite uses CCM mode for encryption and authentication. Broadly, it
first applies integrity protection over the header and data payload using CBC-MAC
and then encrypts the data payload and MAC using AES-CTR mode. As such, AES-
CCM includes the fields from both the authentication and encryption operations: a
MAC, and the frame and key counters. These fields serve the same function as above.
Just as AES-CBC-MAC has three variants depending on the MAC size, AES-CCM

also has three variants.

1.2.6 Replay Protection

A receiver can optionally enable replay protection when using a security suite that
provides confidentiality protection. This includes AES-CTR and all of the AES-CCM
variants. The recipients use the frame and iiey counter as a 5 byte replay counter,
with the key counter occupying the most significant byte of this value. The recipient
compares the replay counter from the incoming packet to the highest seen, as stored
in the ACL entry. If the incoming packet has a larger replay counter than the stored
one, then the packet is accepted and the new replay counter is saved. If, however, the
incoming packet has a smaller value, the packet is rejected and application is notified

of the rejection. I refer to this counter as the replay counter, even though it is the
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same counter as the nonce, which used for confidentiality. The replay counter is not

exposed to the application to use.

1.3 Key Management Models

Key management is the process by which keys are generated, stored, protected,
transferred, updated and destroyed. Keying refers to the process of deriving common
secret keys among communicating parties. Pre-deployed keying refers to the distri-
bution of key(s) to the nodes before their deployment. Pairwise keying involves two
parties agreeing on and communicating with a session key after deployment, while
group keying involves more than two parties using a common group key. Group keying
is important for multicasting,.

Keying model that is most appropriate for an application depends on the threat
model that an application faces and what type of resources it is willing to expend
for key management. Depending on application types, key management models can
be discussed under following parameters: (i) network architecture (ii) communication
styles such as pair-wise (unicast), group-wise (multicast) or network-wise (broad-
cast), (iii) security requirements such as authentication, confidentiality or integrity,
and (iv) keying requirements such as pre-distributed or dynamically generated pair-
wise, group-wise or network-wise keys. The constrained energy budgets and the lim-
ited computational and communication capacities of sensor nodes make use of public
cryptography very challenging in large-scale sensor networks. At present, the most
practical approach for bootstrapping secret keys in sensor networks is to use pre-

deployed keying in which keys are loaded into sensor nodes before they are deployed.
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Several solutions based on pre-deployed keying have been proposed in the literature
including approaches based on the use of a global key shared by all nodes, approaches
in which every node shares a unique key with the base station, and approaches based
on random key sharing. In wireless sensor network, nodes use pre-distributed keys
directly, or use keying materials to dynamically generate pair-wise and group-wise
keys. Challenge is to find an efficient way of distributing keys and keying materials
to sensor nodes prior to deployment. Solutions to key distribution problem in WSN

can use one of the following popular approaches:

1.3.1 Probabilistic keying models

In probabilistic solutions, key-chains are randomly selected from a key-pool and
distributed to sensor nodes. For example Random pair-wise key scheme [11] addresses
unnecessary storage problem. In this scheme, each sensor node stores a random set
of Np pair-wise keys to achieve probability p that two nodes are connected. At key
setup phase, each node identity is matched with Np other randomly selected node
with probability p. A pair-wise key is generated for each node pair, and is stored in
every node’s key-chain along with the identity of corresponding node. Similarly [13]
also proposed probabilistic key pre-distribution scheme which relies on probabilistic

key sharing among the nodes of a random graph.

1.3.2 Deterministic keying models

In deterministic solutions, deterministic processes are used to design the key-pool

and the key-chains to provide better key connectivity. For example [8] suggested that
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all possible link keys in a network of size N can be represented as an N x N key
matrix. It is possible to store small amount of information to each sensor node, so
that every pair of nodes can calculate corresponding field of the matrix, and uses it as
the link key. Multiple space key pre-distribution scheme [12] improves the resilience
of Blom’s scheme. It uses a public matrix G and a set of w private matrices D.
Polynomial based key pre-distribution scheme [9] distributes a polynomial share (a,
partially evaluated polynomial) to each sensor node by using which every pair of

nodes can generate a link key.

1.3.3 Hybrid keying models

Finally, hybrid solutions use probabilistic approaches on deterministic solutions to
improve scalability and resilience. Polynomial pool-based key pre-distribution scheme
[21] considers the fact that not all pairs of sensor nodes have to establish a key. It
combines Polynomial based key pre-distribution scheme [9] with the key-pool idea in

[13, 11] to improve resilience and scalability.

1.3.4 Group-wise keying models

In hierarchical WSNs, sensor nodes require group-wise keys to secure multicast
messages. One approach is to use secure but costly asymmetric cryptography. Some
studies [10}, IIKA2 [30] have used a Diffie-Hellman based group key transport protocol.
However recently, more work on the public key cryptography protocols (e.g Elliptic
curve cryptography) regarding evaluation and efficiency measurments on sensor node

platforms showed optimistic results [32],[16]. In an hierarchical network, where a base

?



Chapter 1: Background and Related Work 17

station share pair-wise keys with all the sensor nodes, base station can intermediate
establishment of group-wise keys. Such protocols like Localized Encryption and Au-
thentication Protocol (LEAP) [35] provide a mechanism to generate group-wise keys
incorporating node location during pair-wise key establishment phase.

An important design consideration for security protocols based on symmetric keys
is the degree of key sharing between the nodes in the system. At one extreme, we can
have network-wide keys that are used for encrypting data and for authentication. This
key sharing approach has the lowest storage costs and is very energy-efficient since no
communication is required between nodes for establishing additional keys. However, it
has the obvious security disadvantage that the compromise of a single node will reveal
the global keys. At the other extreme, we can have a key sharing approach in which all
secure communication is based on keys that are shared pairwise between two nodes.
From a security point of view, this approach is ideal since the compromise of a node
does not reveal any keys that are used by the other nodes in the network. However,
under this approach, each node will need a unique key for every other node that it
communicates with. Moreover, in many sensor networks, the immediate neighbors
of a sensor node cannot be predicted in advance; consequently, these pairwise shared
keys will need to be established after the network is deployed. A unique issue that
arises in sensor networks that needs to be considered while selecting a key sharing
approach is its impact on the effectiveness of in-network processing. Particular key
exchange mechanism may reduce the effectiveness of in-network processing.

IEEE 802.15.4 compliant devices can share network key such that each cluster

share only one key among all devices to exchange data and for authentication pur-
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poses. This will ease the key management and memory overhead issues but this comes
at the cost of lower security. Similarly IEEE 802.15.4 compliant device can also sup-
port pairwise key exchange that improves the over all security of network where any
two devices exchanging data will share a different key. This improved robustness of
network security comes at a cost, particularly in the overhead of key management. A
device communicating with many devices in a network has to have different keys for
each corresponding communicating device which will increase the memory overhead

on resource scarce devices used in the network.

1.3.5 Key updates

Key management scheme is at the heart of securing such networks. Key man-
agement schemes for sensor networks can classified broadly into static and dynamic
keying based on administrative key updates after network deployment. While static
schemes assume no updates, dynamic ones provide for post deployment key updates.
The general security and performance objective of key management schemes include
minimizing number of keys stored per sensor node, providing rich logical pairwise

connectivity, and enhancing network resilience to node capture.

Static Keying Schemes

Static keying management schemes (a.k.a key-predistribution) perform key man-
agement functions statically prior to or shortly after the deployment of the network.
Administrative keys are generated at the sensor manufacturing time or by the base

station upon network bootstrapping. Key assignment to nodes may be performed
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on random basis or may take place based on some deployment information. Once
generated and assigned, keys are pre-distributed to nodes. The main feature of static
key management is the fact that the above key management cycle take place only
once at or prior to initialization. Accordingly lost keys due to node capture and or

failure are not compensated.

Dynamic Keying Schemes

The main feature of dynamic key management schemes is repeating the key man-
agement process either periodically or on demand to respond to node capture. After
initial keying, key generation, assignment and distribution might take place (in a
process known as rekeying) to create new keys that replaces the keys assumed lost or
revealed to attacker so that the network is refreshed and the attacker loses information
earned by node capture. Another advantage of dynamic keying is that upon adding
new nodes, unlike static keying, the probability of network capture does not necessar-
ily increase. Various dynamic key management techniques have been proposed with

different key management responsibility taken by different network component.

1.3.6 Limitations of IEEE 802.15.4 standard from the secu-
rity aspect

Higher layers will determine when the security is employed at media access control
layer by any device and provide all keying material necessary to provide the security
services. Key management, device authentication and freshness protection may be

provided by the higher layers but is not addressed in IEEE 802.15.4 standard. The
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management and establishment of keys is the responsibility of the implementer of

higher layers.



Chapter 2

Symmetric and Asymmetric Key

Exchange Models

2.1 Security services provided by ZigBee alliance

In previous Chapter we have outlined number of problems in achieving the target
of secure communication in wireless sensor networks. IEEE 802.15.4 cluster based
wireless sensor network provides higher bandwidth links for inter-coordinator com-
munication, and allows higher power resources at the coordinator but still during
deployment of such network needs a lot effort in choosing the right keying model
based on the application requirements. Since key exchange protocols require down-
link communications from the PAN coordinator to the ordinary nodes it will consume
major bandwidth. Therefore, period of key exchange is a crucial design parameter
which has to match both security requirements and bandwidth requires for the sens-

ing application. Also, addition of the Message Authentication Code at the end of the

21
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packet decreases the bandwidth which is left to the application and affects the com-
plexity of the aggregation. We expect that the future work in this area will deliver the
reasonable tradeoff between the level of security and application bandwidth in large
sensor networks implemented over interconnected IEEE 802.15.4 clusters. The IEEE
802.15.4 standard addresses good security mechanisms but still does not addresses
the type of keying mechanism to be used employing supported security techniques.
Zighee alliance [4] is an association of companies working together to enable wire-
less networked monitoring and control products based on IEEE 802.15.4 standard.
After the acceptance of 802.15.4 as IEEE standard, Zigbee alliance is mainly focused
on developing network and Application layer issues. Zigbee alliance is also working
on Application Programming Interfaces (API) at network and link layer of IEEE
802.15.4. Alliance also introduces secure data transmission in wireless sensor network
that are based on IEEE 802.15.4 specification bhut most of this work is in general the-
oretical descriptions of security protocol at network layer. There is no specific study
or results published or mentioned by Zigbee alliance in regards to which security suite
perform better in different application overheads. Zighee alliance has recommended
both symmetric and asymmetric key exchange protocols for different networking lay-
ers. Asymmetric key exchange protocols that mainly rely on public key cryptography
are computationally intensive and their feasibility in wireless sensor networks is only

possible with devices that are resource rich both in computation and power.
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Keyed Hash function for Message Authentication

A hash function is a way of creating a small digital fingerprint of any data. Crypto-
graphic hash function is a one-way operation and there is no practical way to calculate
a particular data input that will result in a desired hash value thus is difficult to forge.
A practical motivation for constructing hash functions from block ciphers is that if an
efficient implementation of block cipher is already available within a system (either
in hardware or in software), then using it as the central component for a hash func-
tion may provide latter functionality at little additional cost. IEEE 802.15.4 protocol
supports a well known block cipher AES and hence Zighee Alliance specification also
relied on AES. Zighee alliance suggested the use of Matyas-Meyer-Oseas [23] as the
’cryptographic hash function that will be hased on AES with a block size of 128 bits.

Mechanisms that provide integrity checks based on a secret key are usually called
Message Authentication Codes (MACs). Typically, message authentication codes are
used between two parties that share a secret key in order to authenticate information
transmitted between these parties. Zigbee alliance specification suggest the keyed
hash message authentication code (HMAC) as specified in the FIPS Pub 198 [2]. A
Message Authentication code or MAC takes a message and a secret key and generates
a M ACtag, such that it is difficult for an attacker to generate a valid (message, tag)
pair and are used to prevent attackers forging messages. The calculation of MacTag

(i.e HMAC) of data MacData under key MacKey will be shown as follows

MacTag = MACyqekeyMacData
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2.1.1 Symmetric-Key Key Establishment Protocol (SKKE)

Key establishment involves two entities, an initiator device and a responder device,
and is prefaced by a trust-provisioning step. Trust information (e.g., a master key)
provides a starting point for establishing a link key and can be provisioned in-band or
out-band. In the following explanation of the protocol we assume unique identifiers
for initiator device’s as U and for Responder Device (PAN Coordinator) as V. The
master key shared among both devices is represented as Mkey.

We will divide Symmetric-Key Key Establishment Protocol (SKKE) between ini-

tiator and responder in following major steps.

Exchange of ephemeral data

Figure 2.1 illustrates the exchange of the ephemeral data where the initiator device
U will generate the Challenge QEU. QEU is a statistically unique and unpredictable
bit string of length challengeLen by either using a random or pseudorandom string
for a challenge Domain D. The challenge domain D defines the minimum and max-

imum length of the Challenge.
D = (minchallengeLen, mazchallenge Len)
Initiator device U will send the Challenge QFU to responder device which upon

receipt will validate the Challenge QEU by computing the bit-length of bit string

Challenge QEU as challengeLen and verify that
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Figure 2.1: Exchange of ephemeral data

hallengeLen € [minchallengeLen, mazchallengeLen)]

Once the validation is successful the Responder device will also generate a Chal-
lenge QEV and send it to initiator device U. The initiator will also validate the

Challenge QEV as described above.

Generation of shared Secret

Both parties involved in the protocol will generate a shared secret based on unique
identifiers (i.c¢, distinguished names for each parties involved), symmetric master keys

and Challenges received and owned by each party as shown in Figure 2.2.
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MACData = U ||V||QEU||QEV MACData = U ||V||QEU||QEV

MACTag= MAC ey MACData MACTag= MAC mxey MACData
Z=MACTag Z=MACTag

Figure 2.2: Generation of shared Secret

1. Fach party will generate a M AC Data by appending their identifiers and re-

spective valid Challenges together as follows

MACData =U||V||QEU||QEV

2. Each party will calculate the M ACTag (i.e Keyed hash) for M AC Data using
Mkey (Master Key for the device) as the key for keyed hash function as follows.
MACTag = MAC ey MACData

3. Now both parties involved have derived same secret Z

(note: This is just a shared secret not the Link key. This Shared secret will be

involved in deriving the link key but is not the link key itself.)

Set Z = MACTag
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Derivation of Link key

Each party involved will generate two cryptographic hashes (this is not keyed

hash) of the shared secret as described in ANSI X9.63-2001 [1].

Hashy = H(Z||01)

Hashy = H(Z]]02)

The hash value Hashy will be Link key among two devices (Figure 2.3). Now for
confirming that both parties have reached on same Link key (KeyData = Hashg) we
will use value Hashy, as key for generating Keyed hash values for confirming stage of

the protocol.

MACKey = Hash; (2.1)
KeyData = Hashg (2.2)
KKeyData = Hashy||Hashs (2.3)

Confirming Link key

Till this stage of protocol both parties are generating the same values and now
they want to make sure that they reached on same Link key values but they do not

want to exchange the actual key at all. For this they will once again rely on keyed hash
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Figure 2.3: Generation of Link Key

functions and now both devices will generate different M ACTags based on different
Data values but will use same key (i.e. MACKey) for generating the keyed hashes

(MACTags).

1. Generation of MACTags

Initiator and responder devices will first generate M AC Data values and based
on these values will generate M/ ACTags. Initiator device D will receive the
MACTag; from the responder device V and generate M ACTags and send to

device V.

We explain the generation of both M AC Data values and M ACTags as follows
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First both devices will calculate M AC Data values

MACData, = 024||V||U||QEU||QEV
MACDatay = 03y6||V||U||QEU||QEV

From the above M AC Data values both devices will generate the M ACTags

using the key M ACkey (Equation 2.1) as follows

MacTagy = MAChgcrceyMacDatas

MacTagy = MACqereyMacDatas

2. Confirmation of MACTags Now the initiator device D will receive MacTag,
from responder and Responder device V' will receive M ACT ag, from device D
and both will verify that the recieved M ACTags are equal to corresponding
calculated M ACTags by cacl device. Now if this verification is successful cach
device knows that the other device has computed the correct link key as shown

in Figure 2.4.

2.1.2 Communication steps in SKKE protocol

SKKE protocol can be implemented in four major communication steps as are
described in ZibBee specification [4] as shown in Figure 2.5.
SKKE-1

Initiator U will send the Challenge QEU and wait for the Challenge QEV from re-
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Figure 2.4: Confirmation of Link Keys

sponder V.

SKKE-2
Responder V' will receive the Challenge QEU from initiator U, calculates its QEV

and in the same data packet will send the MacTag;.
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SKKE-3
Initiator will verify the MacT agy and if it is verified successfully, will send its M acTags.
Now the initiator has a Link key but will wait for an acknowledgment that its

MacTago has been validated by the Responder V.

SKKE-4

Responder will receive and validate the AacTagy from the Initiator. If MacTag,
validated successfully, the responder will send an acknowledgment and now both
Initiator and Responder have Link keys. Ounce initiator receives this SKKE-4 message,
keys establishment is complete and now regular secure communication can proceed

using Link key among the initiator and the responder.

2.2 Asymmetric Key Exchange Model

Public key technology is a widely used tool to support symmetric key management
in the realm of Internet hosts and high-bandwidth interconnections. In the past, the
constraints of sensor networks have fostered a belief in some researchers that many
public key security techniques are computationaly heavyweight for sensor networks
and new alternatives must be developed. Although the low computational complexity
of symmetric key based authentication schemes are advantageous, but leads to a sig-
nificant amount of overhead for communication and temporary storage. The common
perception of public key cryptography is that it is complex, slow and power hungry,
and as such not at all suitable for use in ultra-low power environments like wireless

sensor networks. Recently, public key cryptography, in particular its low power form
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2.5: Communication Steps in SKKE protocol

is being considered as a viable option for

securing wireless sensor networks [5]. ECC [17] offers equivalent security as the bet-

ter known RSA [7], but with much lower key sizes: for example, the widely accepted

security level of RSA with 1024-bit keys can be matched by ECC with 160-bit keys.

2.2.1 Elliptic curve cryptography

At the foundation of every public-key cryptosystem is a hard mathematical prob-

lem that is computationally difficult to solve. The relative difficulty of solving that
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problem determines the security strength of the corresponding system. Since the
best known algorithms to attack ECC have fully exponential run times but the best
known algorithms to attack RSA have sub-exponential run times. Smaller keys re-
sult in faster computations, and lower power consumption as well as memory and
bandwidth savings making ECC especially appealing for resource-constrained envi-
ronments. More importantly, the performance advantage of ECC over RSA increases
as security needs increase over time.

According to [32] 160-bit ECC key-exchange operations are 13 times faster than
1024-bit RSA decryption operations on the mote, but 224-bit ECC operations are
almost 38 times faster than 2048-bit RSA decryption operations. ECC operates on a
group of points on an elliptic curve defined over a finite field. Its main cryptographic
operation is scalar point multiplication, which computes @ = k- P (a point P on an
elliptic curve multiplied by an integer & resulting in another point ¢ on the curve).
Scalar multiplication is performed through a combination of point additions and point
doublings.

The security of ECC relies on the difficulty of solving the Elliptic Curve Discrete
Logarithm Problem (ECDLP). Elliptic curves suitable for cryptography represent
some Galois field F over sets p or 27 where p is prime. General form of elliptic curve
equation is y* + a1zy + azy = 7 + ax? + a4« + ag where a;c[F [17]. Implementation
over [y is reported in [22] while implementation over I, is reported in [15].

In ECC, a large random integer k acts as a private key, while the result of mul-
tiplying the private key k with the curve’s base point G serves as the corresponding

public key. The Elliptic Curve Diffie Hellman (ECDH) key exchange and the Elliptic
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Curve Digital Signature Algorithm (ECDSA) are elliptic curve counterparts of the
well-known Diffie-Hellman and Digital Signature algorithims, respectively. In ECDH
key agreement, two communicating parties A and B agree to use the same curve pa-
rameters. They generate their private keys k- A and k- B, and corresponding public
keys Q- A=k -A-Gand Q-B =k-B-G. The parties exchange their public keys and
each party multiplies its private key and the other’s public key to arrive at a common
shared secret k- A-Q-B=%k-B-Q-A=k-A- k-B-G.

Hardware platforms which support elliptic curve scalar point multiplications(spm)
are also rapidly evolving since general purpose 8-bit architectures are not very suit-
able for large integer based arithmetic operations. Recently, 16-bit microcontroller
Tmote_sky has appeared [26] that consumes minimal energy of 2.4mA during compu-
tation while its radio is off. New hardware co-processor for ECC scalar point multi-
plication was proposed offering energy consumption on 8-bit architecture of 1mJ per
multiplication [6]. Nevertheless, even with all the improvements, ECC scalar point
multiplication is considered as computationally most expensive operation in the ECC
based key exchange algorithm.

First computational evaluation of ECC workload has been reported in [14]. Eval-
uation of computational complexity of public key ECC algorithms on S-bit Atmel
ATmega CPU architecture reported in [22] and [32] indicate almost 40% reduction
of computational time compared to RSA algorithms. In [27] ECC cryptography was
evaluated on 8-bit and 16-bit CPU architectures and it was reported that ECC sig-
nature generation and verification is 4-5 times less costly than RSA on 16-bit CPU

architectures. Key exchange communication costs of single isolated node were re-
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ported as well in [27]. However, to the best of my knowledge there was no analysis
of integrated communication and security functions in multi-cluster wireless sensor
network.

ECC is approved by the National Institute of Standards and Technology (NIST)
for U.S. Government use and several standards organizations, including the Amer-
ican National Standards Institute (ANSI), the Institute of Electrical & Electronic
Engineers (IEEE), the Open Mobile Alliance (OMA) and the Internet Engineering
Task Force (IETF), have ongoing efforts to include it as a required or recommended

security mechanism.

2.2.2 Simplified Secure Socket Layer (SSL) protocol

The first asymmetric algorithm considered for my research is a simplified version of
Secure Socket Layer (SSL), as proposed in [32]; it is schematically shown in Fig. 2.6. In
this key exchange algorithm, authentication is achieved using digital certificates while
key exchange is accomplished through variations of Elliptic Curve (cryptography)
Diffie-Hellman (ECDH) key exchange algorithm. For signatures, the Elliptic Curve
Digital Signature Algorithm (ECDSA) [17] is used by employing ECDH algorithm
with 160 bit keys. This scheme assumes that each node is pre-loaded with the ECC
base point G, unique private key &, and public key K,, = k,, - G. Node’s digital ECC
certificate contains public key K, signed by the trusted Certificate Authority (CA)
and its public key. The size of the ECC signature is twice the key size, hence the
certificate can be transmitted in one 802.15.4 packet which has a maximum size of

126 bytes. Thercfore, only two cycles of handshake suffice to exchange challenges
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Figure 2.6: Symmetric-key establishment algorithm based on simplified version of

SSL.

and certificates. When certificates are exchanged between node and coordinator, two
ECC-spms are needed for verification of a digital signature and symmetric shared key
is computed as G-k, - k. which requires one ECC-spm. Key update can be performed
only if coordinator has a number of certificates signed by a CA. It is assumed that
the key exchange protocol between a node and the coordinator is initiated by the

coordinator after every ny, data packets exchanged between them.

2.2.3 Scaled SSL with ephemeral ECDH algorithm

Another asymmetric key exchange algorithm, deploys a moderately simplified ver-
sion of SSL with ephemeral ECDH. In this case certificates contain public keys for sig-
natures. Parameters for ECDH and ephemeral ECDH keys need to be sent separately,
signed by the appropriate signature private key. Key exchange will be completed by
exchange of the hash of the master secret and all previous messages. Public key com-
putation, shared key computation, and digital signature generation will require one

ECC-spm each. Therefore, one key exchange cycle will have two ECC-spms for key
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computations, two digital signature verifications with two ECC-spms each, and one

digital signature generation.

Following is the detailed explanation of communication protocol for key exchange

using ephemeral ECDH key authentication protocol. SSL with ephemeral ECDH is

presented in Figure[2.7].

In the first two steps, coordinator and the node exchange certificates with signa-

ture keys and challenges.

1.

2.

Coordinator send certificate to node with signature key and challenge.

Node respond with its certificate and signature key and challenge.
Certificates with signature keys need to be exchanged only once in the lifetime
of the node, but new challenges need to be exchanged each time when link key

needs to be updated.

Coordinator sends ECC base point encrypted with previous link key k;,_, (here

1 denotes index of key exchange cycle).

In the first key exchange when link key is not known, this message should
be encrypted by the public key from the certificate Private signature keys are
denoted as kg, and K, for node and coordinator respectively. This step is
optional, since ECC base point may be pre-installed in coordinator’s certificate,

however it can improve security in some critical applications.

Now node and coordinator generate their random private keys k, and k, respec-

tively as well as their public keys K, = G -k, and K, = G - k..
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9.

Now node will send its public key I, signed with node’s signature key k&, that
will decrypted by Coordinator from public key from node’s certificate received

earlier.

Similarly coordinator will also send newly generated public key K, signed with

its signature key k.. to prevent man in the middle attack.

Once both node and coordinators receive peer’s public keys i.e K, and K, each

will compute shared link key as k;, = G - ky, - k.

Key Exchange will be completed by exchange of the hash of link key and all

previous messages from node to coordinator. h{ky||ki,_,||messages)

Key Exchange will be completed by exchange of the hash of link key and all

previous messages from coordinator to node. h(k;|lk;,_,||messages)

2.3 Link Key Update

Key management is the set of techniques and procedures supporting the estab-

lishment and maintenance of keying relations between authorized parties. Key man-

agement is simplest when all keys are fixed for all time. The time period over which

these keys are valid for use is limited because use of same key may result in giving

enough information relating to a specific key for cryptanalysis and also may expose

network traffic in case of compromise of single key.

Depending on the severity of the threat environment, it is possible that a node or

Link key is some how compromised by an adversary and can send false data to the
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PAN coordinator. Key update provides an automated mechanism for restricting the
amount of data which may be exposed when a Link key is compromised. Sound se-
curity policies regarding transparent key updates is fundamental component of sound
security practices. But key updates protocol depends on the key update overheads
and threat environment under which network is working. Hence controlling the life
time of keys and determination of how the key update occurs is a challenging task in
any network. Approaches for key updates in general wireless networks mainly target
network that have group key structures and have high communication bandwidth
[33, 34]. For resource scarce IEEE 802.15.4 networks these key updates will effect the
performance adversely.

In this work, I assume that PAN coordinator maintains a counter for each node
that keeps track of the number of packets exchanged under the same key. Once the
counter reaches to threshold value ny, for any device, the PAN coordinator will initiate
the key exchange with all the devices in the cluster. During the key exchange, all
devices will temporarily stop the data transmission and resume it once they acknowl-
edge the new link key exchange is complete. Alternative approach will be to use the
single counter for all the devices. However, this approach may open the security hole

for denial of service attack by single corrupted device.
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Wireless sensor network has the significant benefit of extending the computation
capability to physical environments where human beings can not easily reach. These
resource limited devices can only be fully utilized if all the resources are utilized
optimally. The main power consumptions in sensor networks are computation and
communication between sensor nodes. In particular, the ratio of energy consumption
for communication and computation is typically in the scale of 1000 [20]. Therefore
it is critical to enable collaborative information processing and data aggregation to
prolong the lifetime of sensor networks. For using a wireless sensor network for larger
area and deployment scenarios scalability, within a network can be achieved by using

clustering. I will also discuss the techniques used to extend the network life time
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where sensor nodes have limited energy . In the following sections I will discuss
about the techniques used for improving the lifetime of a cluster by utilizing activity

management of sensor nodes and communication of aggregated data to sink cluster.

3.1 Cluster interconnection and Bridge operation

The network is formed by multiple clusters interconnected in a master-slave regime
wherein the coordinator of a ‘lower’ cluster acts as the bridge to the ‘upper’ one, and
the coordinator of the topmost cluster acts as the network sink; a sample configuration
with three clusters is shown in Fig. 3.2.

Consider the network shown in Fig. 3.2. All clusters operate in beacon enabled,
slotted CSMA-CA mode under the control of their respective cluster (PAN) coordina-
tors. In each cluster, the channel time is divided into superframes bounded by beacon
transmissions from the coordinator [3]. All communications in the cluster take place
during the active portion of the superframe, the duration of which is referred to as
the superframe duration SD. The superframe is divided into 16 slots of equal size,
each of which consists of 3 - 299 unit backoff periods. In clusters operating in the
ISM band at 2.4GHz, the duration of the unit backoff period is 0.32ms for a pay-
load of 10 bytes, which results in the maximum data rate of 250kbps. The variable
SO(Superframe Order) determines the duration of the superframe, and its default
value of SO = 0 corresponds to the shortest active superframe duration of aBas-
eSuperframeDuration=48 unit backoff periods. The time interval between successive

beacons is BI = aBaseSuperframeDuration - 289, where BO(Beacon Order) can take

a value between 1 and 14. Data transfers in the uplink direction use CSMA-CA
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Figure 3.1: Data transfers in 802.15.4 PAN in beacon enabled mode.

algorithm aligned to the backoff period boundary. Data transfers in the downlink di-
rection use a more complex protocol wherein the coordinator announces the presence
of a packet, which must be explicitly requested by the target node before being actu-
ally sent, as shown in Fig. 3.1. Both data request and data packet transmissions use
CSMA-CA, and both must be acknowledged immediately upon successful reception.

During the inactive portion of the superframe, active devices enter a low power
mode to save energy while the cluster coordinator switches to the upper cluster in
order to synchronize with its superframe and deliver the data to the upper cluster
coordinator (i.e., it performs the bridging function). As all clusters use CSMA-CA
access, the bridge has to compete for medium access with ordinary nodes from the up-
per cluster. As soon as the data is delivered, the bridge can return to its own cluster.
If the bridge is unable to transmit its data when the superframe in the upper cluster
ends, it will freeze its backoff counter and leave the upper cluster; the backoff count
will be resumed in the next visit to the upper cluster. Upon returning to the lower

cluster, the bridge transmits the beacon denoting the beginning of the next super-



44 Chapter 3: Network lifetime, Power management and Cluster interconnection

TC/f\ top tier
"/ﬁ; middle tier
M@1 )MXW ;
) cca aoo ace aea‘ ..
A \\ / NS bottom
‘ tier

L , -
:BC1 | : ‘BC2 R ; : .
LeeeQeees LeeeQeee s v Qeos >

top coordinator + network sink data exchange

®
@  bottom/middie coordinator + bridge
O

ordinary node key exchange

Figure 3.2: Network topology and data/key exchange timing.

frame, and the lower cluster continues to operate. Since the 802.15.4 standard uses 16
channels in the ISM band, interference between the clusters and bridge operation can
be resolved by combination of channel selection and bridge time switching. Channel
selection can be done using frequency planning concept from cellular networks [2§]
with channel reuse factors of 1/7 or 1/12, in which case all clusters may operate with
the same beacon interval, but adjacent clusters (bottom-middle or middle-sink) have

interleaved active and inactive superframe periods, as in Fig. 3.2.

3.2 Power management

Power management consists of adjusting the frequency and ratio of active and
inactive periods of sensor nodes (31, 29]. For IEEE 802.15.4 nodes optimal power
utilization can be accomplished through scheduling of their active and inactive peri-

ods. Because during active periods the nodes utilize more energy thus much should
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be achieved during the active period. IEEE 802.15.4 standard support one inherent
technique that can be exploited to achieve the objective of energy management. The
interval between two beacons is divided into active and inactive periods and any sen-
sor can switch to low-power consumption mode during the inactive mode. We can
achieve the target of optimized utilization of energy within a cluster by scheduling the
activity management of individual sensor node’s active and inactive periods. Coordi-
nator periodically broadcasts the required event sensing reliability R and the number
of nodes which are alive. Based on that information, individual nodes calculate aver-
age period of sleep between transmissions. In order to prevent packet collisions due
to synchronous node awakening, sleep periods are randomized around the calculated
average value. When a node wakes up with a packet to transmit, it turns its receiver
on to synchronize with the beacon, and subsequently transmits the packet. Upon
successful transmission (as indicated by the appropriate acknowledgment), the node
immediately goes to sleep. Also, if a node has no packet to send upon wake-up, it
will immediately start a new sleep period.

The other approach is by determining a minimum threshold data transmission
required for application supported by the underlying sensor network. The minimum
threshold data transmission required for the application is also referred as the event
sensing reliability (Number of packets persecond needed for reliable event detection)
[29]. During network initiation redundant sensor nodes are used to achieve the desired
event sensing reliability. We assume that individual nodes sleep for a random time
interval, the duration of which is a geometrically distributed random variable regu-

lated with probability Pyeep. When the node wakes up, it waits for the beacon from
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the coordinator bhefore it attempts to transmit the packet. We have used bernoulli
scheduling for the packet scheduling during the active period of the node [24]. In this
approach, at the end of each packet transmission the node checks its uplink buffer and
incase the buffer is empty the node goes to sleep mode otherwise if buffer contains any
packet for transmission, the node tries to send the packet with probability P,eipe OF
goes to sleep with probability 1-P, .. Therefore, two control parameters are needed:
one, Pye.p, that regulates the duration of inactive period; and other P,y ;. regulates
the duration of active period. Once any node cease to function wither because of bat-
tery exhaustion or for any other reason, the remaining nodes will have to extend their
activity to achieve the required reliability. To meet the goal of required reliability
during the life of network the calculation of probabilities for active and inactive peri-
ods among nodes can centralized or distributed. In centralized approach we assume
that network coordinator is always aware of the number of sensor nodes in the cluster
along with the packet arrival rate rates (this can be obtained as simple long-term
averages, as packet header contain the source node address ). The coordinator first
determines the node utilization based on the number of live nodes and then calculates
the individual reliability » per node as r = R/n where R is the required collective
reliability and n is number of live nodes. The coordinator broadcasts r within the
beacon frame for the sensors within its cluster. Coordinator will broadcast updated
values of individual reliability every time any sensor node dies and this value of r
will grow with the death of additional sensor node within the cluster. Note that the
sleep time is geometrically distributed, and mean sleep time is tyo57 /(1 — Pyjeep) = 1/7

where tyorr = 0.32ms corresponds to the duration of one backofl period. Therefore,
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each sensor node starts with Pyeep, = 1 — rtbof f and Pyeine = 0. Activity manage-
ment in multiclustered network is modeled by considering overall required reliability
of the network where each cluster has to deliver R packets per second towards the
sink. Since all traffic is conveyed to the sink the amount of packets per second is
equal to R and 2R in source, and sink cluster respectively. Contention caused by
bridges will consume more energy and has to be compensated by larger number of
nodes. Moreover, bridges will need to execute key exchange protocol more frequently

than ordinary nodes which will consume even more energy resources.

For evaluating the power consumption of secure operation of IEEE 802.15.4 com-
pliant sensors, I assumed that each sensor node is powered by two AA batteries which
supply voltage between 2.1-3.6 V and 500 mAmp-hours as required by Tmote_sky [26]
operating conditions with total energy b = 10260J. The network operates in the ISM
band at 2.45GHz, with raw data rate 250kbps and BER = 107%. Superframe size is
controlled with SO= 0, and BO= 1. The packet sizes are fixed at 12 backoff periods,
while the device buffer has a fixed size of L = 2 packets. The packet size includes Mes-
sage Authentication Code and all physical layer and Medium Access Control protocol
sublayer headers, and is expressed as the multiple of the backoff period [3]. Physical
layer header is 6 bytes long, and the Medium Access Control sublayer header and
Frame Check Sequence fields have a total of 9 bytes. Other parameters from Medium

Access Control layer are kept at default values.

Power consumption of communications and cryptographic operations Tmote_sky

[26] ultra low power IEEE 802.15.4 sensor module uses 8 MHz, 16 bit RISC micro-
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controller MSP430 F1611, with maximum current consumption during computation
of 2.4mA (i.e., with the radio twrned off). Under the supply voltage of 3V (two AA
batteries), this results in power consumption of 7.2mVA. Energy consumptions per
backoff period (10 bytes) under typical operating conditions in the ISM band are
ws = 18.2nJ), w, = 17.9n) and w; = 15.8uJ), during sleep, receiving and transmitting
(at 0dBm), respectively.

Energy consumption of cryptographic operations was based on the data for the
TelosB mote [18][27] scaled by a factor of 0.6, since TelosB uses the same microcon-
troller as Tmote_sky, but consumes 4mA. Therefore, an ECC scalar point multipli-
cation takes 0.5s and consumes 3.6mJ. As a result, signature generation should take
0.52s and 3.75mJ, while signature verification should take 1.02s and 7.44mJ, based
on values given in [27]. For message authentication code, we adopted the HMAC
algorithm. Energy consumption of hashing is obtained by scaling results from [32],
again using relationships between TelosB and MICA2DOT reported in [27], as well
as further scaling between TelosB and Tmote_sky. Thus, the energy consumption of

the calculation of a SHA-1 hash value is 0.814.J /byte.



Chapter 4

Simulation Model and Results

My methodology for this research follows standard practices for conducting a. per-
formance modeling analysis by constructing the networking model, validating the
model by simulation, varying modeling parameters, and analyzing the results. How-
ever, it is important to accommodate the unique characteristics of security protocols
in implementing the details of each step. There were three high-level steps: de-
veloped a network model that use Cryptographic security methods provided by the
IEEE 802.15.4 protocol but also uses such methods under standard key manage-
ment techniques as described in Chapter 2, the next step involved simulating the
IEEE 802.15.4 compliant network environment in an object oriented fashion where
basic objects (e.g IEEE 802.15.4 medium, compliant sensor node, PAN coordinator
and network statistic collectors) were implemented. Each object has its internal state
that can change either due to internally generated event or receipt of a message gener-
ated from another object. Once these basic module of objects were tested for validity

more complex algorithms (e.g sleeping policy for energy management, key updates
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and bridging mechanism for inter-cluster communication ) were introduced in the
simulation implementation. Finally after determining a run-up period of the simu-
lation different performance measures were evaluated by adjusting input parameters.
These input parameters (e.g Network size, Packet arrival rate, energy resources of a
node Symmetric and Asymmetric Key exchange protocols etc) were used to reflect
conditions we would expect in the real world and explore the protocols sensitivity to

variety in the operational environment.

4.1 Beacon-Enabled IEEE 802.15.4 Simulation Model

A simulation based evaluation technique is used for this research to evaluate secure
communication in the IEEE 802.15.4 with key exchange and sleep mechanisms. This
chapter describes the models used to simulate different kev exchange models with
secure communication in an IEEE 802.15.4 network. Artifex [19] simulation platform
is used for this research which is a general development platform for discrete event
simulations. For the remaining of this section we first give a quick introduction of
beacon-enabled simulation model of 802.15.4 [25] and later explain the simulated key
exchange and update model and power management used in this research.

The network communication model of this simulation is based on a star topology.
The model is built on three primary objects in a cluster: PAN coordinator, Device and
Medium. The device and PAN coordinator objects are inter-connected via medium
object in our simulation model.

Two different token types are defined that play the role of packet and backoff.

Packets can be any of beacon, MAC request, data and acknowledgment (ack) types.
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The communication is initiated when PAN coordinator first sends beacon to medium
(beacons are sent after every 48t where t is duration of one backoff period). After
receiving the beacon the medium starts a clock and sends pulse to all devices.

Data packets are generated by device object following exponential distribution and
are destined to a randomly chosen device. The packet is then sent to the medium and a
copy of it is kept for retransmission if needed. Data packets are processed through the
medium and collusion mechanisim defined with medinm object will determine whether
a collision occurred. If there are no collisions, data packets are sent successfully to
the PAN coordinator and the medium status is set to busy for that duration.

PAN coordinator is the next stop for data packets and is responsible for sending
ack type packets to corresponding device after a specified delay. All acknowledgement
packets will be processed through medium object for determining the collusion and
successful packet will be forwarded to corresponding destined device. When PAN
coordinator is sending data to a device it keeps finite buffer for each device in the
PAN. If the buffer of the device which the data packet is destined for is full, the
packet will be discarded. In the case that there is still room in that device’s buffer,
the coordinator adds the destination ID of packet to the pending devices list and
advertises the ID in the beacon. The device will notice that there is packet waiting
for it and will initiate a MAC request packet to be sent to the coordinator. The PAN
coordinator after receiving the request will perform round robin scheduling algorithm |

and choose the device to send the packet from its corresponding downlink buffer.
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Chapter 4: Simulation Model and Results

4.1.1 Simulating SKKE Key Exchange Mechanism in IEEE

802.15.4 Network

In this section I will describe the communication between the ordinary nodes
and PAN coordinator which occurs as result from the Symmetric-Key key exchange
(SKKE) protocol as described in Section 2.1.2. I assume that devices are attached to
the cluster and the formation of the piconet is finalized. I also assume that the master
keys are established, so that there is no threat of eavesdropping during exchange of
master keys.

The process of key generation is initiated by PAN coordinator’s advertisement for
the first phase of key generation packets. Depending on which stage of generation
we are in, the corresponding SKKE type of data packet (ranging from 1 to 4) will be
processed (e.g the first data packet has the type of SKKE-1 and so on). According
to the standard specification at most 7 devices can be advertised in each beacon.
Therefore the PAN coordinator will advertise 7 devices in each beacon. According to
the standard, each device listens to each beacon and if its ID has being advertised
the device will send a request packet. Request packet is transmitted in CSMA-CA
mode and can collide with other packets. If it is received successfully by the PAN
coordinator it will be acknowledged and downlink packet transmission carrying the
SKKE protocol data will follow in the downlink transmission.

In our model, key exchange packets have non-preemptive priority over data pack-
ets. If the node has started backoff process for data packet and it hears its ID in
the beacon it will finish the current packet transmission before sending the request

packet. However, if data packet arrives to the device's buffer while the key exchange



Chapter 4: Simulation Model and Results 53

is going on, its transmission will be postponed until device receives the new link key.
PAN-Coordinator will first check key for the destination device from its access control
list and no packet will be sent to the specific destination until the corresponding link
key is already exchanged between PAN coordinator and the node. From this point

on regular secure data packets will be immediately send to the destination.

4.1.2 Simulation Run and Analysis for SKKE protocol

I have implemented the physical, data link and security layers of an IEEE 802.15.4
cluster operating in beacon enabled, slotted CSMA-CA mode. The packet size with-
out security overheads includes all physical layer and Medium Access control layer
headers, and it is set to 30 bytes i.e. to three backoff periods. When packet signature
(message authentication code) of 16 bytes is added to the total packet size had to
be rounded to 5 backoft periods (the largest packet size could be set to 13 hackoff
periods).

The cluster under consideration contains 14 devices, each having buffer capacity
for three packets. Packet arrival per device followed the Poisson process with average
rate of 90.5 packets per minute. When the coordinator announces key exchange in the
beacon, all nodes had to temporarily stop uplink data transmissions until they receive
new key initialization values from the coordinator in the downlink packets. Due to
complex downlink data-link transmission algorithm we expected that key exchanges
will adversely affect the regular sensing traffic.

I considered the impact of the increase of packet size due to addition of Message

Authentication Code, increased processing time needed for encryption in AES with
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Figure 4.1: Throughput, Access Probability and Blocking Probability as the function

of simulation time (backoffs) for the case when security is employed and all devices
stop their communications to update their keys.

CBC-MAC, and key exchange between the nodes over various packet arrival rates
and cluster sizes. Fig. 4.1 presents throughput, access probability (probability of
no packet collision) and blocking probability at the node’s buffer when all security
overhead is included. Results were taken for varying number of nodes and varying
packet arrival rate per node. Fig. 4.2 presents the same parameters (except the key

exchange cost since it does not exist) when no security measures are deployed in the
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Figure 4.2: Throughput, Access Probability and Blocking Probability as the function
of simulation time(backoffs) when no security technique is employed.

network. We observe that without security measures, blocking probability is equal to
zero i.e. that network works without losses.

The experiment to measure the cost of key update in the cluster contains seven
devices only, and therefore it was possible to advertise the keys for devices in a
single beacon. All devices temporarily stopped their data transmission during the key
exchange. The behavior of the cluster over time is presented in Fig. 4.3. Fig. 4.3(a)

shows number of backoff periods spent in key exchange. We notice that average cost
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of key exchange is slightly below 2000 backoff periods, which gives 250-270 backoff
periods per device. Knowing that the key exchange involves a total of two downlink
(uplink request 4+ downlink data) transmissions and three uplink transmissions, we
conclude that one CSMA-CA access takes approximately 40 backoff periods. Given
the backoff window sizes of (8, 16, 32) we conclude that transmission commences
in average after third backoff attempt which indicates moderate to large activity
over the medium. The blocking probability at individual sensor node buffer over
the snapshot periods is shown in Fig. 4.3(b). Due to large periods when device
transmission is prevented during key exchange (well over 1500 backoff periods). the
blocking probability increased to values between 0.7 and 1. When the key exchange is
finished, normal data communications resume. As a result, the blocking probability
drops abruptly to values around 0.3 and slowly declines further as the backlogged
packets clear.

Fig. 4.3(c) shows the throughput values measured during snapshot intervals of
250 backoff periods. The throughput of data packets is shown in white, while the
throughput of key-exchange packets is shown in black. According to the throughput
results reported in [25], the observed network regime without key exchange is slightly
below the saturation condition (in saturation condition, all data transmissions end
up in collisions).

We have also implemented distributed activity management in our simulator, as-
suming that the battery for each node has a fixed capacity. Battery capacity, which is
expressed in backoff periods, is decremented by one for each backoff period in which

the radio subsystem is active.
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I have varied the key exchange threshold (ny) between 40 and 100 packets while
the requested event sensing reliability was kept at R = 10 packets per second. Cluster
size (n) was varied between 5 and 30 nodes. I have assumed that the network operates
in the ISM band at 2.45GHz, with raw data rate 250kbps. The packet size was fixed
at twelve backoff periods, and the device buffers have a fixed size of three packets.
The packet size includes Message Authentication Code and all physical layer and
Medium Access Control protocol sublayer headers, and is expressed as the multiple
of the backoff period [4]. T also assume that the physical layer header has 6 bytes, and

that the Medium Access Control sublayer header and Frame Check Sequence fields
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Figure 4.4: Event sensing reliability for data including key exchange packets, inactive
period, total utilization and utilization for key exchange packets, average number of
active devices and sleep probability for a node.

have a total of 9 bytes.

Fig. 4.4(b) shows total number of successfully transmitted packets (including key
and data information) transmitted per second for requested data reliability of R = 10
packets per second (which is shown on Fig. 4.4(a)). It is noted that the total number
of packets hyperbolically grows when the key exchange threshold decreases linearly
Fig. 4.4(b). This is intuitive since the frequency of key updates is R/ny, per second

and number of overhead packets with key information per second is equal to 8R/ny.
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We note that key exchange overhead becomes negligible only for n;, > 90. Probability
that packet will not suffer from collision or noise error sharply drops when threshold
for key exchange drops below 40 packets. Both the reliability overhead and success
probability depend only on the requested event sensing reliability except for very
small key update threshold. Sleep period, on the other hand, depends mostly on the
number of alive nodes and impact of key exchange overhead is barely noticeable.
Total node utilization shown in Fig. 4.4(d) depends mostly on the number of
alive nodes, but it also increases with increase of the number of key exchanges per
second and exact impact of the key exchange overhead is shown in Fig.4.4(e). Finally,
sleep probability for each node is shown in Fig. 4.4(f). Sleep probability dominantly

changes with n, while the changes with n, are much milder.

4.2 Simulation model and Results using Asymmet-

ric Key exchange protocols

For evaluating the performance and energy utilization of IEEE 802.15.4 enabled
wireless networks with secure data transmission using asymmetric key exchange pro-
tocol, T lave implemented Elliptic Curve Detlic Hellman key exchange protocol with
periodic update of link key. I have simulated a multicluster network in which the
clusters are interconnected by a Master-Slave bridge. The cluster kept its functional-
ity and topology same except the PAN coordinator’s where PAN coordinator behaves
as a bridge as well a node in child cluster in a multicluster environment. The PAN

coordinator in the child cluster switches to parent cluster when it has data in its
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buffer destined to parent cluster. T assumed that all the sensing traffic from the child
cluster occurs in the uplink direction with the parent cluster’s coordinator as the ul-
timate destination except the traffic required for exchanging the link key; the parent
cluster has local traffic that is sent from nodes associated within its own cluster. This
assumption is valid in sensor networks where most, of the traffic will be directed to-
ward the network sink. I assumed that all the clusters will operate in beacon enabled
slotted CSMA-CA mode under the control of their respective PAN-coordinator.

I assumed that each node is powered by two AA batteries which supply voltage
between 2.1-3.6 V and 500 mAmp-hours as required by Tmote_sky [26] operating
conditions with total energy b = 10260.J. The network operates in the ISM band at
2.45GHz, with raw data rate of 250kbps. The packet sizes arve fixed at 12 backoff
periods, while the device buffer has a fixed size of L = 2 packets. The packet size
includes the Message Authentication Code and all physical layer and Medium Access
Control protocol sublayer headers, and is expressed as the multiple of the backoff pe-
riod [3].Physical layer header is 6 bytes long, and the Medium Access Control sublayer
header and Frame Check Sequence fields have a total of 9 bytes. Other parameters
from Medium Access Control layer are kept at default values. Requested event sens-
ing reliability per cluster is set to R = 10 packets per second. In order to investigate
the impact of secure sensing on network performance and energy consumption in mul-
ticluster environment I have assumed each scalar point multiplication for each elliptic
curve cryptography consumes 3.6mJ, while encryption, decryption and SHA-1 hash
functions consumes 0.25uJ/ Byte, 0.39u.J/ Byte, 0.814u.J / Byte respectively. In order

to maximize the network lifetime sleep mechanism has been introduced within this
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Figure 4.5: Secure Medium behavior (ECDH) in Sink Cluster.

model as well but in order to measure the energy cost within this model I have assumed
the energy consumption for node transmission 15.8u.J/Byte, receiving 17.9uJ/Byle
and for sleeping 18.2nJ/backof f.

The number of devices n is ranging between 20-60 in both source and sink clusters.

The update interval ny for keys using ECDH protocol is ranged between 10 ~ 60. The
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access probability to access the medium in both clusters decreases with the increase
in number of nodes within the cluster Figs 4.5(a), 4.6(a). The success probability also
shows similar pattern but the success probability is lower in sink cluster Fig 4.5(b)
because the medium in sink cluster is also used by the bridge to transfer data from
source cluster Fig 4.6(b). The remaining life time of nodes in source and sink cluster
is shown in Figs 4.5(c) 4.6(c) that shows the decline in the battery power consumed
during the simulation run time. The utilization behaviour of medium during key
exchange phase and also during data packet is also calculated. Average medium
utilization for sensing and key exchange data in source shown in Figs 4.5(e) 4.5(e)
while utilization for source cluster shown in Figs 4.6(e) 4.6(e).

In order to investigate the impact of duration and frequencies of key exchange on
network performance we have first fixed the populations in all three clusters to 100
nodes. With this setting we have evaluated different key exchange protocols described
in chapter 2. The threshold to start the key exchange between node and coordinator
was varied between 100 and 500 packets. Fig. 4.7 shows energies per one sensing-
data packet transmission (which includes energy for synchronization with the beacon,
energy leak during sleep and energy waste due to packet collisions) as functions of
the key-update threshold and type of key exchange algorithm. Numerical results
from the source, middle and sink clusters are denoted with the solid line, dotted
line and dashed line respectively. Simulation results which represent performance
of key exchange protocol based on pre-installed shared secret in all three clusters
are marked with crosses. Simulation results which represent performance of very

s

simplified SSL key exchange protocol based on ECC [32] are marked with boxes.
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Figure 4.6: Secure Medium behavior(ECDH)in Source Cluster.

Simulation results which represent performance of moderately simplified SSL key
exchange protocol with ephemeral ECDH are marked with diamonds. We notice
that curves are grouped by cluster, rather than by the algorithm, due to the impact
of packet collisions which grows as we approach sink cluster. In bottom and middle
clusters there is no significant difference between the energy consumption for different

key exchange algorithms while in sink cluster contribution of the complexity of key
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Figure 4.7: Energy consumption for sensing-data packet transmission (which includes
energy for synchronization with the beacon, energy leak during sleep and energy waste
due to packet collisions) as functions of the key-update threshold and type of key
exchange algorithm.

exchange algorithm is notable. Note also that maximum energy consumption per one
packet is close to the energy consumption of one scalar multiplication (3.6 mJ) on
tmote.sky. Numerical results show slightly lower values than simulation results due
to simplified modeling of bridge interactions.

Fig. 4.8 shows cluster lifetimes under three key exchange algorithms. Analytical
results from the source, middle and sink clusters are denoted with the solid line, dot-
ted line and dashed line respectively. Simulation results which represent performance
of key exchange protocol based on pre-installed shared secret in all three clusters

are marked with crosses. Simulation results which represent performance of very
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Figure 4.8: Cluster lifetimes in days as functions of the key-update threshold and
type of key exchange algorithm.

simplified SSL key exchange protocol based on ECC are marked with boxes. Simula-
tion results which represent performance of moderately simplified SSL key exchange
protocol with ephemeral ECDH are additionally marked with diamonds. Analytical
results are now slightly higher than simulation ones since energy for communications
was slightly underestimated due to simplified bridge modeling. Since neither curve
is flat in the range nj =100-500 this means that communication and cryptographic
cost of any of key exchange algorithms can not be neglected. This impact is also
exacerbated with increased contention between data and key packets as we move
closer to the sink. The distances among the curves from the same cluster level with

respect to the type of key exchange algorithm show the impact of communication and
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Table 4.1: Equalized populations as functions of the key-update threshold and type
of key exchange algorithm.

Cluster | Key exchange scheme rfélol ng(l)d' f;)g é(eydxggclheglo%e
middle | shared secret 106 | 105 | 105 { 105 | 105
middle | simple ECC 106 | 105 | 105 | 105 | 105
middle | moderate ECC 106 | 105 | 105 | 105 | 105
sink shared secret 116 | 115 {114 | 114 | 114
sink simple ECC 115 ] 114 | 114 | 114 | 114
sink moderate ECC 116 | 115 | 114 | 114 | 114

cryptographic cost of the key exchange algorithm which attenuates as the period of
key exchange grows. The distances among the curves from the same algorithm with
respect to the cluster level show impact of packet collisions and longer backoff times
as well as total traffic passing through the cluster. They are almost parallel since key
exchange costs are proportional to amount of traffic passing through the cluster.

In Table 4.1, we present node populations in middle and sink clusters, respectively,
which equalize cluster lifetimes (to the lifetime of source cluster) when source cluster
has 100 nodes. As can be seen, moderate increases in cluster populations are needed

when key exchanges are complex and frequently done.



Chapter 5

Conclusion and Future work

I have developed and simulated key exchange process integrated with reliable
sensing and power management in a beacon enabled IEEE 802.15.4 cluster . Data
encryption is provided by exchanging link keys between each device and PAN coordi-
nator under symmetric and asymmetric key exchange models. The signature payload
plays a big role on performance of the network. I have developed a model of key ex-
change integrated into the sensing function of beacon enabled IEEE 802.15.4 cluster.
The results show important impact of the ratio of the event sensing reliability and
key update threshold on cluster’s energy consumption. I have evaluated the impact
of complexity of different key exchange protocols on the network performance and
have shown that energy consumption due to medium access control matches energy
consumed by cryptographic operations and that neither of these two factors should
be neglected in the analysis. My research results can be helpful in designing WSN in
order to choose cluster populations, energy budget per node, key exchange algorithm

and period of key exchanges when application parameters such as required event
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sensing reliability R, network lifetime and desired level of security are known.

For the future work, I will try to improve my model for measuring the performance
of secure IEEE 802.15.4 personal area network by introducing techniques such as the
use of guaranteed time slot of MAC frames for exchange key while introducing group
key exchange protocols, activity management and key management techniques. I will
also compare different network topologies for personal area network and will calculate
measures that can enhance the lifetime of wireless personal area network along with

defense against expected threats from environment.



Appendix A

Security Building Blocks

Wireless is a shared medium; everything that is transmitted or received over a
wireless network can be intercepted in such an environment. An adversary can gain
access to information by monitoring the communication among nodes. For example
a few wireless receivers placed outside a house might be able to monitor the light
and temperature reading of sensor network inside the house, thus revealing detailed
information about occupant’s daily personal activity. Similarly, attackers can obtain
their own commodity sensor nodes and present it as a legitimate node inside the
network and once attacker have a few nodes like that in network, attackers can launch
different types of attack -for example denial of service, falsification of sensed data,

dropping of sensed data etc.

A.0.1 Security Techniques
Different security technigues are employed to safeguard threats of such eavesdrop-
ping
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A.0.2 Data Confidentiality

All nodes in a sensor networks are communicating through one wireless medium
and listening to this medium is easy. Hence network should not leak sensor data to
any neighboring network or any node that is not part of the network. The standard
approach for keeping sensitive data secret is to encrypt the data with a secret key

that is carried by the intended receivers only.

A.0.3 Data Authentication

Data Authentication allows the receiver to verify that the data was really sent
by the claimed sender. Authentication also prevents an attacker from modifying a
hacked device to impersonate another device. Since an adversary can easily inject
messages, the receiver needs to ensure that the data used in any decision-making
process originates form a trusted source. Data Authentication is usually achieved
through symmetric mechanism where sender and receiver share a key to compute
Message Authentication Code (MAC). The data is appended along with its MAC and
once the receiver gets the data, it recalculates MAC and if same MAC is calculated
that it received from same sender that it shares the key. Authentication can be
achieved both at cluster level and device level. Cluster level authentication is achieved
using a common network key whereas device level authentication is achieved by using

unique pair wise keys for each link in the network.
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A.0.4 Data Integrity

Data integrity allows the receiver to verify that the data received is same as sent
by the sender and is not changed during its way to receiver. If MAC calculated by
receiver s same as it received that means that data is not altered during its transit to
receiver. Message authentication codes must be hard to forge without the secret key.
Consequently, if an adversary alters a valid message or injects a bogus message, she
will not be able to compute the corresponding MAC, and authorized receivers will
reject these forged messages. In sensor networks usually data integrity is achieved in
symmetric fashion and is again relied on the appended Message Authentication code,
hence mtegrity and authentication options allow trade-off between message protection

and message overhead.

A.0.5 Replay Protection

An adversary that eavesdrops on a legitimate message sent between two autho-
rized nodes and replays it at some later time engages in replay attack. Since the
message originated from an authorized sender it will have a valid MAC, so the re-
ceiver will accept it again. Replay protection prevents these types of attacks. The
sender typically assigns a monotonically increasing sequence number to each packet
and the receiver rejects packets with smaller sequence number than it has already
seen.

In symmetric mechanism where sender and receiver share one common key and rely
different security techniques on the secrecy of these keys. Hence the whole security

model revolves around the secrecy of symmetric keys that can be either at network
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level or a link level.
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