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Abstract

Using deep learning (DL) for detecting software vulnerabilities has become com-
monplace. However, data shortage remains a significant challenge due to the scarce
nature of vulnerabilities. A few papers have attempted to address the data scarcity is-
sue through oversampling, creating specific types of vulnerabilities, or generating code
with single-statement vulnerabilities. In this thesis, we aim to find a general-purpose
methodology that covers various types of vulnerabilities and multiple-statement ones
while beating previous methods. Specifically, we first explore traditional mixup-
inspired augmentation methods that work at the representation level and show that
these methods can be useful, although they cannot beat random oversampling. One
possible reason is that mixing samples heavily degrades the integrity of the code.
Hence, we introduce VulScribeR, a RAG-based vulnerability augmentation pipeline
that leverages LLMs and maintains code integrity, unlike mixup-based methods. We
show that VulScribeR outperforms the state-of-the-art (SOTA), oversampling, and

representation-level augmentation methods.
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Chapter 1

Introduction

In Software Engineering and Development, software vulnerabilities are quite widespread
and cause many security risks in the industry. To help with this problem, re-
searchers have tried to come up with deep learning-based vulnerability detection
models (DLVD)[L5; [62; [5; 25; 26] that can predict the vulnerability of code pieces.
However, all these works face the reality of being unable to perform well in real-life
scenarios due to a shortage of data. Specifically, vulnerabilities are not always dis-
closed, and collecting vulnerable code from open-source projects is not easy as they
are sometimes fixed silently. To tackle this issue, data augmentation and generation
methods can be utilized. Figurdl.I]shows a famous vulnerability known as Heartbleed
(Buffer Over-Read in OpenSSL) that allows attackers to read the system memory.

Representation-level augmentation refers to an augmentation method in which
text data are augmented after they are embedded into a vector space to be used for
the training of deep learning models, and is used for many NLP tasks [2I]. Following

recent works on augmenting data for more common code tasks by Dong et al.[10]
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and on code search by Li et al.[23] we explore and show that such augmentation
techniques, explored by these papers which are all influenced by the idea of Sentence
MixUp [21], can help the training of token-based vulnerability detection models, such
as LineVul [I5] by a tiny amount due to breaking the code integrity and structure.
Hence, we propose a prompt learning-based approach where we leverage LLMs and a
Retrieval Augmented Generation (RAG) mechanism, which is a prompt engineering
technique, to augment data more efficiently without breaking code integrity, such that
it can compete with the state-of-the-art (SOTA) models. Such a model can generate
meaningful vulnerable code that is mostly correct in terms of the language’s syntax,
rather than augmenting their representation.

LLMs have been used for various software engineering tasks (including bug and
vulnerability fixing, program repair, unit test generation, and many more) [29 [56}
305 48; [51], and their usefulness has been demonstrated. However, to our knowledge,
none of the current vulnerability generation methods utilize LLMs in any way. While
LLMs have already been used for fixing vulnerable code [36], which is the opposite
of our task. This is because the creation of a new sample requires two code samples
instead of one, namely the retrieved vulnerable sample and the clean code sample, in
which the vulnerable segments of the vulnerable sample are injected. We show that
while representation-level augmentation can benefit the models somewhat, it still
cannot beat randomly oversampling (ROS) vulnerable samples. We also show that
all SOTA models fail to compete with ROS. At the same time, our proposed LLM-
based RAG-enhanced approach, named VulScribeR, beats ROS as well as SOTA

methods, making it the first practical vulnerability augmentation approach. In this
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approach, we cover 3 different strategies for augmenting data, namely Mutation,
Injectin, and Extension.
In this thesis, we show the results of our research which comes in the form of the

following research questions (RQs):

e R(Q 1: How effective is VulScribeR compared to SOTA?
Results: Both Injection and Extension outperform the baselines and the Mu-
tation strategy by a large margin, while Injection performs slightly better com-

pared to the Extension strategy. For instance, Injection outperforms NoAug,

Vulgen, VGX, and ROS by 30.80%, 27.48%, 27.93%, and 15.41% on average.

e RQ 2: How does RAG contribute to VulScribeR?

Results: RAG contributes significantly to Injection and Extension strategies.

e R(Q 3: How does the quantity of the generated samples impact the
effectiveness of vulnerability detection models?
Results: Augmenting more vulnerable data by using Injection helps improve
the effectiveness of DLVD models, while VulGen, VGX, and random over-
sampling fail to improve the performance of DLVD models by augmenting more
than 5K vulnerable samples. Our LLM-based approach is more feasible for

large-scale vulnerable data augmentation.

e RQ 4: Can Representation-Level Augmentation outperform Ran-
dom Oversampling (ROS)? Is it effective at all?
Results: Representation-level Augmentation using Mixup-inspired methods,

cannot beat ROS, but they can help improve performance.
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In summary, our contributions include the following;:

e To our knowledge, we conducted the first systematic and thorough study to
understand how representation-level augmentation affects DLVD. We examined
the impact of five data augmentation methods on a leading token-based DLVD
approach, utilizing one of the largest datasets available that provide line-level
information. Line-level information is crucial, particularly for the conditioned

approach.

e We present a novel application of these augmentation methods designed for
datasets that incorporate line-level information about the location of vulnerable
statements. In this approach, we specifically locate and keep the representation
of the corresponding vulnerable line(s) fixed during the augmentation process.

This ensures that the augmented vector is more likely to reflect vulnerable data.

e To our knowledge, we are the first to explore vulnerability augmentation us-
ing LLMs. We carefully designed three novel prompt templates with different
strategies and proposed a comprehensive pipeline for vulnerability augmenta-
tion that can be used for large-scale vulnerability augmentation (that is as cheap

as US$1.88 per 1K samples).

e We performed an extensive evaluation using two different LLMs, three DLVD
models, and three datasets, demonstrating the superiority of VulScribeR com-

pared to SOTA baselines, including the latest techniques.

e We have made the code for the experiments available. The code for representation-

level augmentation and VulScribeR can be found here and fhere.


https://zenodo.org/records/13916933
https://github.com/VulScribeR/VulScribeR
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6 Chapter 1: Introduction

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#tdefine BUFFER_SIZE 64
void send_heartbeat (char *user_input, int length) {
char buffer [BUFFER_SIZE];
// Unsafe: Copies ‘length‘ bytes from ‘user_input‘ to ¢
buffer *

memcpy (buffer, user_input, length);

printf ("Heartbeat response: %.*s\n", length, buffer);

int main(int argc, char *argv[]) {
if (argc < 3) {
printf ("Usage:%s,<data> <length>\n", argv[0]);
return 1;
}
int length = atoi(argv[2]); // User-controlled length
send_heartbeat (argv [1], length);

return O;

Figure 1.1: Heartbleed Vulnerability (CVE-2014-0160) — A buffer over-read
occurs due to a lack of proper bounds checking on user-supplied input. Data is
copied from user input into a fixed-size buffer without verifying that the requested
length is within bounds, allowing the attacker to read beyond the allocated memory
and leak sensitive information.
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1.1 Thesis Structure

This thesis is organized as follows: In Chapter [2| we cover an overview of relevant
background information and related work on Vulnerability Detection, Augmentation,
and Generation. We get more specific in Chapter [3| and define the task of this thesis
more formally. We provide the details of our study on representation-level augmen-
tation in and our RAG-based vulnerability augmentation with LLMs approach
(VulScribeR) in Chapter . Finally, we conclude the thesis and propose future works
in Chapter [0l Some parts of this thesis, including figures and tables have appeared

in the following publications:

e Daneshvar, S., Nong, Y., Yang, X., Wang, S., and Cai, H. (2025). Exploring

RAG-based Vulnerability Augmentation with LLMs. Under Review

e Daneshvar, S., Tan, D., Wang, S., and Leung, C. (2025). Representation-level
Augmentation for Vulnerability Detection? Not Quite, Use Random Oversam-

pling! Under Review. Under Review



Chapter 2

Background and Related Work

As noted, representation-level augmentation has been explored briefly for related
software engineering tasks, but none has been done for vulnerability detection. In this
section, we cover the three general methods for vulnerability detection, vulnerability
generation, sampling techniques used for vulnerability detection, the representation-
level augmentation methods used by recent works, plus the related and required works

and prerequisites.

2.1 LLMA4SE and In-context learning

Given the success of LLMs for Natural Language Processing (NLP) tasks, re-
searchers began to use them for software engineering problems. This led to the
emergence of Code-aware LLMs which are pre-trained on code, namely CodeBERT
[13], CodeT5[52], and many more. These LLMs could then be used for downstream

tasks via transfer learning, which would involve fine-tuning these models for a specific
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task, such as Vulnerability Detection [15].

On the other hand, LLMs can be utilized differently via In-context Learning also
known as few-shot prompting, where zero or a few examples are given as a prompt
in the form of natural language to an LLM plus a query that describes the task. Gao
et al. [I7] have shown that the order and similarity of such selected examples are im-
portant when we are using LLMs for software engineering tasks in a few-shot setting.
Nong et al. [30] have leveraged LLMs to fix vulnerabilities with the help of in-context
learning and Chain of Thought (CoT) prompting, which adds intermediate reason-
ing steps to the given prompt to increase the LLM’s reasoning capability. Retrieval
Augmented Generation (RAG) is another prompt engineering technique, where an
information retrieval component is used alongside the LLM so that the LLM can do
better when the given task is very knowledge-intensive. In a recent study, Wang et
al. [51] used RAG for the task of program repair.

We believe that LLMs have shown extraordinary performance in previous related
studies. We can use them to generate vulnerabilities to tackle the data shortage

problem in vulnerability detection.

2.2 Vulnerability Detection

Based on the types of features that can be extracted from code, and how these
features are transformed into a representation vector, Deep learning-based vulnera-
bility detection methods can be classified into three categories of Token-based and

Graph-based models, as well as LLM-based.
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2.2.1 Token-based Vulnerability Detection

In this class of models [I5} 26], code is treated as a sequence of tokens and is repre-
sented as a vector with the use of text embedding techniques, such as Word2Vec [32].
LineVul [15], for instance, is a recent token-based model that uses CodeBERT [13]
for the embedding of functions into the representation vector. CodeBERT is an
encoder-only transformer model that was pre-trained on a huge dataset of various

programming languages.

2.2.2 Graph-based Vulnerability Detection

Graph-based methods [5; 62; 50} 25] still use the represented semantic information
in the sequential tokens, but they also use the graph representation of code and
use Graph Neural Networks(GNNs) [55] to use the data for training. These graph
representations can be created by using the abstract syntax tree (AST), code property
graph (CPG), or Program Dependency Graph (PDG). Two of the most recent but
frequently studied graph-based models are Devign [62] and Reveal [5], where the latter

is based on the former.

2.2.3 LLM-based Vulnerability Detection

With the rise of LLMs in recent years, researchers have explored the effectiveness
of prompt-based vulnerability detection with LLMs [61} 28; 1T} 16; 8; 47]. These
works show that LLMs are capable of outperforming SOTA methods when RAG and

in-context learning are used in synergy.
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2.3 Vulnerability Generation

Vulnerability generation refers to the generation of vulnerable samples that re-
semble real-life code with vulnerabilities and is different from vulnerability synthesis
where the generated vulnerable code may not be close to real-life code or even compile.
Vulnerability Generation is a hard task as there’s no metric for labeling a piece of code
as vulnerable, and hence it requires manual checking of the generated code by experts,
hence no one has attempted to generate vulnerabilities until very recently. Nong, et
al. [35} B7] for the first time, proposed a solution for generating single-statement vul-
nerabilities using clustering techniques to mine the data and extract the vulnerable
samples, and using CodeT5 [52] for finding the most suitable line for the injection of
the mined vulnerability. Their approach is impractical as they only generate vulner-
able code with single statement vulnerabilities, and the fact that checking whether
the generated sample is vulnerable is done manually by security experts. Nong et al.
[34] investigated vulnerability injection through a deep learning-based code editing
model [58], which is trained to transform clean code into vulnerable code via a set of
changes to the AST of the program. This approach needs high-quality datasets and

hence suffers from a chicken-egg dilemma and has limited use.

2.4 Sampling Techniques

Sampling techniques are the most common way to deal with data imbalance. Yang,
et al. [57] leveraged different sampling techniques to balance the data, and compared

the effect of different sampling techniques for different vulnerability detection models
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and datasets. They found that oversampling in general beats undersampling, and the
naive random oversampling method performs best. They also explored the effect of
such methods both at the latent level and on raw data and found that sampling raw
data gives better results. Random oversampling is useful, but it does not add any new
information to the model as it creates duplicates from the minority class; therefore,
we need advanced augmentation techniques to deal with the data imbalance problem

more effectively and generate useful data that can be used by the model.

2.5 Representation Level Augmentation

Representation level augmentation hasn’t been explored in great detail in the field
of software engineering, and to the best of our knowledge, the most recent work that
incorporates all representation-level augmentation methods is Li et al.[23] where they
explored 2 already known methods plus 3 new methods for augmenting data for the
task of code search. All of these methods can be shown with the general format of
Equation where H is the augmented data, a and [ are coefficients determined by

the method, h and h’ are two pieces of data in their representation form.

H=a0h+B0N (2.1)

e Linear Interpolation: In this method «a € (0,1), sampled from a uniform distri-
bution and f =1 — «, and h # h’. This method is sometimes called Mixup as

well.

e Stochastic Perturbation: In this method A’ = 0, « is a mask sampled from
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the Bernoulli distribution and S is the complement of a. In simple terms, this
method sets random tokens as 0. This method is usually implemented using
Dropout, which multiplies unchanged items by a ratio so that the expected

value of the vector wouldn’t change.

e Linear Extrapolation: Similar to Linear Interpolation, but « € (0, 1 + €) and

e>0

e Binary Interpolation: Similar to Stochastic Perturbation, but h # h’. This
method is also similar to Linear Interpolation but a can only take either values

of 0 or 1.

e Gaussian Scaling: In this method h = b/, @ = 1, and 3 is sampled from a

Gaussian distribution centered at 0 with a small value of o

2.6 Source Code Augmentation with RAG and LLMs

Using LLMs for augmenting source code is getting more popular and it has been
used for augmenting data for Semantic Code Search [53] and Code Generation [7],
both of which heavily use RAG. Wang et al. [53] utilizes RAG to retrieve similar
query — code pairs, then for each pair ChatGPT [38] is prompted to change the query
and code in separate prompts using static rules written inside prompts. Then, the
augmented pairs are filtered using an encoder model that calculates the similarity
score between them to remove the low-scoring pairs. Chen et al. [7] used Code
Search to augment data for Code Generation. Particularly, they retrieve pairs of

context — function snippets, where context can be a function header or a comment
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to populate prompt templates that ask the LLM to generate code based on the given

context and retrieved function.



Chapter 3

Problem Statement

As mentioned earlier, DLVD suffers from data shortage, especially in vulnerable
samples. This also leads to heavily imbalanced datasets that may affect the training
of such models. BigVul [12] is one of those datasets that is more imbalanced compared
to datasets provided by Devign [62] and Reveal [5] papers. Hence, more vulnerable
samples are needed to deal with these problems. Random oversampling (ROS) as
evaluated by Yang et al. [57] is a good method for balancing the datasets, yet it
does not add anything to the knowledge of the model and improves performance by a
certain amount which interestingly all SOTA methods cannot beat! Hence, the need
for an effective vulnerability augmentation technique that can beat ROS is deeply
felt.

The previously mentioned augmentation methods were used for the task of code
search by Li et al.[23], which by nature is very different from vulnerability detection
as code search is an information retrieval task and data is labeled as relevant or irrel-

evant to other pieces of data. These augmentation methods can easily be leveraged to

15
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augment data for information retrieval tasks as we can label all the generated data as
irrelevant. In vulnerability detection, however, generating data blindly and using that
data for training can heavily confuse the model as the augmentation process is not
as straightforward and we will have difficulty labeling a newly generated data point
when obtained via mixing a vulnerable and a non-vulnerable piece of code. Aside
from the labeling complexity, we show that even if we augment data using the same
labels, we still wouldn’t get better results compared to random oversampling (ROS)
since blind augmentation may remove tokens in the data that might have been useful

for the correct prediction of the model.

In our work, we explore the effectiveness of the aforementioned representation-level
augmentation methods for the task of vulnerability detection and show their lim-
ited capability for this task. Also, since such augmentation methods do not generate
considerable improvement, we proposed a different method, specially designed for
augmenting vulnerable code, which leverages RAG and LLMs to generate vulnerable
code snippets. We show that generating vulnerabilities with LLMs can easily beat
representation-level augmentation techniques, plus the previous vulnerability gener-

ation techniques.



Chapter 4

Representation-level Augmentation

Representation-level augmentation has been studied widely in other SE tasks but
not for vulnerabilities, even though such methods are very easy to use and implement
and are not resource-consuming. The only related study [57] to that, is on the use
of sampling techniques; therefore, this easily motivates us to explore such methods
and evaluate their effectiveness. Hence, this chapter targets finding the answer to the
following research question: ”Can Representation-Level Augmentation outperform

Random Oversampling (ROS)? Is it effective at all?”.

4.1 Experiment Design

We made a few key decisions in applying representation-level augmentation for
vulnerability detection. Firstly, we chose to only generate vulnerable samples, given
the substantial number of clean samples in datasets. Secondly, we opted to perform

the augmentations before training. This approach gives us access to the entire dataset,

17
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Code snippet A: ind_186765.c Code snippet B: ind_188039.¢
static void copyMono2(
short *dst,
const int *const *src, //vulnerable line
unsigned nSamples,
unsigned * \/* nChannels *\/) {
for (unsigned i = @; 1 < nSamples; ++i) {
*dst++ = src[@][1] << 8;

1 BrowserContext® SharedWorkerDevToolsAgentHost::GetBrowserContext() {
2 RenderProcessHost* rph = GetProcess(); //vulnerable line

3 return rph 2 rph->GetBrowserContext() : nullptr;
a

[ R T ST

/ Embedding A Embedding B |
! rensor ([ @, 49205, 48522, 3228, 38555, 214el, 254, 30504, 47351, 45443, censor ([ 0, 42653, 13842, 5375, 17312, 138, 388, 1640, 765, 1009, |
| 40534, 38304, 14181, 49205, 48522, 43048, 25522, 46804, 46202, 40534, 117, 620, &, 10758, €978, 1008, 20836, 1008, 45692, &, .
. 3226, 910, 3782, 5457, 2315, 46202, 47006, €71, Sl0, 3792, 3s023, 295, 104, 45598, 6, 39023, 4839, 25522, 13, 3s, |
I 17487, 810, 3782, 46613, 14181, 49205, 48522, 43048, 4832, 2379%6, 49418, 938, 5457, 321, 131, 939, 28696, 2958, 104, 45598, .
! 43880, 131, 35524, 2, 1, 1, 1, 1, 1 1 131, 48793, 11, 43, 25522, 1009, 417, 620, 42964, 5457, |
| . 47215, 10975, 288, 46386, 118, 742, 48188, 280, 131, 35524, .
! 1]) 35524, 2, 1, 1, 1, 1, 1 1, 1 1 |
l 1 1 |

e

Embedding C

I ensor 0, 48877, 46788, 3333, 37496, 20394, 261, 29060, 45021, 43221, 1
- 38528, 36415, 13472, 47282, 46444, 40946, 25287, 44514, 46176, 38507, .
1 5015, 879, 3607, 7464, 2199, 45843, 44897, 1913, 865, 3604, 1
- 19083, 911, 3875, 44298, 13478, 46791, 47530, 40910, 4595, 24886, .
1 41692, 2564, 33753, 4, 1277, 21, 31, 2148, 273, 1
. 2361, 549, 1s, 2320, é, 2410, 1s, 7, 1777,
! 1777, 1, 1, 1, 1, 1, 1, 1, 1, 1, |

1

1 1)) -

Figure 4.1: Blind augmentation of vulnerabilities using Linear Interpolation.

allowing the generation of more diverse samples. In contrast to Li et al. [23], we did
not use in-batch augmentation during training. In-batch augmentation is commonly
used in contrastive settings, where negative samples are created via augmentation.

Blind augmentation: We refer to applying the 5 augmentation methods, intro-
duced in Chapter 2] to vulnerable samples of the BigVul dataset as Blind Augmenta-
tion. This is to emphasize that the vulnerable section in each vulnerable section may
be overwritten or removed.

Conditioned augmentation: Aside from blindly applying 5 augmentation meth-
ods, we investigate the effect of fixing the vulnerable sections (i.e. conditioned aug-
mentation) while using these augmentation methods to see if preventing the vul-

nerable section from being altered can increase the effectiveness of such methods.
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Code snippet A: ind_186765.c Code snippet B: ind_188039.¢
1 static void copyMono2(
2 short *dst,
3 const int *const *src, //vulnerable line
1 BrowserContext* SharedWorkerDevToolsAgentHost::GetBrowserContext() { 4 unsigned nSamples,
2 RenderProcessHost* rph = GetProcess //vulnerable line 5 unsigned * \/* nChannels *\/) {
3 return rph 2 rph->GetBrowserContext() : nullptr; 6 for (unsigned i = @; 1 < nSamples; ++i) {
4 1 7 #dsts+ = src[B][i] << 8;
8 }
9 }

Embedding C

, 37496, 20384,
, 46444, 40946,
4489

, 13473, €791, 47530, 409810,
. 1277, 51, 21, 31, |
€ 38, 2410, 15
1 1 1, 1 1
]
-

Figure 4.2: Conditioned augmentation of vulnerabilities using Linear Interpolation.
The vulnerable line and the corresponding tokens are highlighted.

This involves excluding the tokens in the embedding corresponding to the specified
vulnerable statements within the dataset from the augmentation process.

For Linera Interpolation (LI) we used the uniform distribution o ~ U(0.9,1.0)
for sampling. Figure [4.1] shows an example of this method with the sampled a set
to 0.95. For Linear Extrapolation (LE) we sample from o ~ U(1,1.1). For
Stochastic Perturbation (SP) we set p = 0.1. For Binary Interpolation (BI)
we change 25% of cells, replacing them with those of another vulnerable sample. For
Gaussian Scaling (GS), we sample from the normal distribution 5 ~ N(1,0.1).
We used the chosen augmentation method with a factor of 23 in all settings to get a
balanced dataset. We also used random oversampling (ROS) as a baseline as it can

be useful in the training of DLVD and is not easy to beat [57].

/ Embedding A Embedding B

I tensor ({ 0, 49205, 48522, 3226, 38559, 21461, 254, 30504, 47351, 45443, tensor ([ 0, 42653, 13842, 5375, 17312, 139, 398, 1640, 765, 1008,
| 40534, 38304, 14181, 49205, 48522, 43048, 25522, 4, 46202, 40534, 417, 620, €, 10758, €979, 1009, 20836, 1009, 45692, €,
. 224 §10, 378z, 5457, 2315, 462 47008, slo0, 3782, 39023, 295, 104, 45598, €, 39023, 4838, 25522, 13, 36,
| 810, 3792, 46613, 14181, 49205, 48522, 43048, 4832, 23796, 49418, 938, 5457, 321, 131, 939, 28696, 205, 104, 45598,
. 131, 35524, 2, 1. 1, 1, 1, 1. 1, 131, 48793, 118, 43, 25522, 1009, 417, 620, 42964, 5457,
| 47215, 10975, 288, 46386, 118, 742, 48188, 280, 131, 35524,
! 1 35524, 2 1 1 1 1 1 1 1 1,
l 1 in
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To evaluate different data augmentation methods, we used the Bigvul [12] dataset
for training and testing Linevul [15]. Specifically, we used the original training set of
Bigvul and augmented the vulnerable samples of the training set that contained the
vulnerable line information to be a fair comparison between the naive and conditioned
augmentation methods. We trained Linevul with mostly the default settings but in
batches of 32 and a learning rate of 2e-5. We also used the validation set to choose the
best-performing checkpoint during training for testing. To compare these methods we
employed the four common evaluation metrics [41], namely recall, precision, F1-score,

and Area Under The Curve (AUC), in line with previous studies [57; 26} 50; 44 [43].

4.2 Results

Finding 1: Stochastic Perturbation performs better than other representation-
level methods in both settings. Table [4.1] and Table [4.2]illustrate the results of
the 5 representation-level augmentation methods when applied blindly (without con-
ditioning to the vulnerable lines) and conditioned, respectively. We see that the
majority of these augmentation methods lead to performance improvements as they
are applied blindly. Binary Interpolation is the only method that degrades the over-
all Fl-score, and Stochastic Perturbation generates the highest gain (8.92%). We
observe a similar trend in conditioned augmentation variants, where all methods
achieved a performance gain compared with no augmentation, and Stochastic Pertur-
bation performs the best among those representation-level augmentation approaches

and achieves an improvement (9.96%) over No Augmentation in terms of Fl-score.
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Finding 2: None of the representation augmentation methods can beat
the ROS. Specifically, when compared with the representation augmentation meth-
ods with both blind and conditioned settings, ROS outperforms all of them, with an

improvement of 10.82% in terms of Fl-score, compared with No Augmentation.

Table 4.1: Blind Augmentation Results. The ones outperforming No Augmentation
are shown in blue, otherwise, shown in red.

Augmentation Strategy | AUC | Recall | Precision | F1l-score
No Augmentation 83.97 | 28.17 45.31 34.74
Random Oversampling 84.71 33.92 44.69 38.5
Linear Interpolation 83.53 29.38 50.32 37.1
Linear Extrapolation 83.08 31.14 44.80 36.74
Stochastic Perturbation 83.26 | 33.09 44.91 38.1
Binary Interpolation 83.69 25.95 50.18 34.21
Gaussian Scaling 82.33 28.92 48.15 36.13

4.3 Discussion

4.3.1 Why does the conditioned Stochastic Perturbation re-
duce the performance?

As we investigate the mechanism of Stochastic Perturbation, we find that
using this method to augment data is equivalent to using a DropOut layer in the
network, which gets omitted one out of 23 times (the original data) it sees a vulnerable

sample. However, in the conditioned setting, since the vulnerable tokens will be
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Table 4.2: Conditioned Augmentation Results. The ones outperforming No Augmen-
tation are shown in blue, otherwise, shown in red.

Augmentation Strategy | AUC | Recall | Precision | Fl-score
No Augmentation 83.97 | 28.17 45.31 34.74
Random Oversampling 84.71 33.92 44.69 38.5
Linear Interpolation 83.47 | 30.95 46.39 37.13
Linear Extrapolation 83.72 30.77 48.19 37.56
Stochastic Perturbation 83.70 32.81 44.70 37.84
Binary Interpolation 83.49 31.33 44.36 36.72
Gaussian Scaling 83.43 30.58 47.08 37.07

reinstated after the DropOut, they will behave differently from the original DropOut’s
regularization effect as the expected value will no longer match that of the input. This
is while other methods do not have such an effect in the naive setting (keeping the
expected value unchanged), and keeping the vulnerable section proves to be useful

for them.

4.3.2 Why none of the methods can beat ROS?

We know that minimal noise in the data can act as a regularizer for machine
learning models [3]. Hence, if the data is very noisy, the learning process will be
heavily limited. In the case of studied methods, all of these methods generate samples
that contain numbers that do not necessarily represent anything meaningful, and so
the generated sample is very noisy such that repeating the minority class without

introducing any change will have a better effect on the learning process.
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4.3.3 Summary

In summary, representation-level augmentation can be used to improve the perfor-
mance of DLVD, yet none of the study methods seems to beat Random Oversampling.
Hence, since clean code is abundant and can be found easily, a better alternative to
using representation-level augmentation is to simply oversample vulnerable samples

and add extra clean items if one desires to keep the ratio.



Chapter 5

RAG-based Vulnerability

Augmentation with LLMs

LLMs have powerful code comprehension and generation ability, which could over-
come the limitation of mixup-inspired methods, and generate code with higher in-
tegrity and more correct structure. Therefore, we designed an LLM-based RAG-
enhanced vulnerability detection model and in this chapter, we explain how this
works. We organize this chapter into four sections: methodology, experimental set-

ting, results, and discussion.

5.1 Methodology

In this section, we elaborate on the details of our methodology, VulScribeR. We
propose a RAG-based solution that leverages carefully curated prompt templates with

a lenient filtering mechanism to generate vulnerable code snippets by utilizing LLMs,

24
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Figure 5.1: The components of VulScribeR. All of the proposed strategies share the
same generation and verifier components. The Formulator component of the mutation
strategy only requires the vulnerable samples and receives input directly. (M, I, E)
tags distinguish the difference between the input data flows for Mutation, Injection,
and Extension strategies, respectively.

which allows us to generate diverse and realistic vulnerable code snippets.

We specifically design three prompting strategies to generate vulnerable code sam-
ples for data augmentation. Consequently, We carefully designed 3 prompt templates
for each augmentation strategy, namely Mutation, Injection, and Extension tem-
plates, on which we will elaborate in Section [5.1.1]

Figure [5.1| presents the workflow for the three proposed strategies, and all of the
three proposed augmentation strategies can be abstracted into at most four compo-

nents if applicable as follows:

e Retriever Given input code samples (i.e., vulnerable and clean samples), Re-
triever is responsible for seeking suitable vulnerable and non-vulnerable pairs
from the database and attaching them in the prompt to provide context for vul-
nerable sample generation if applicable. Injection and Extension strategies

employ the Retriever component, while Mutation does not require a Retriever.

e Formulator For different strategies, we employ their corresponding prompt
template. The Formulator instantiates the corresponding prompt template by

filling input code samples or the retrieved pairs from Retriever if applicable. For
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the Mutation prompt template, the input comes directly from the vulnerable
samples dataset, while it comes in the form of pairs of clean and vulnerable

samples from the Retriever for other templates.

Generator In the Generator, we use the instantiated templates to prompt the
LLM to generate vulnerable code samples. If the response does not contain a
code snippet or we face an API error, a retry mechanism is activated to feed
the prompt to the LLM up to 3 times to receive a response that contains a code

snippet, otherwise, we move on to the next prompt.

Verifier The point of the Verifier is to have control over the quality of the
generated code as there’s no guarantee that the LLM produces acceptable code.
We use Joern’s [42], a fuzzy C language parser, which is based on Antlr’s [40]
C Parser, to filter out generated codes that contain severe syntax errors. The
rationale behind using a fuzzy parser instead of a strict parser is that in data
augmentation for various machine learning tasks, the generated data does not
need to conform to the original data’s strict standards [9; [60; 2T} 24} 10]. Note
that our goal in this study is to augment existing vulnerable datasets to help
models capture the vulnerability patterns and generalize better, rather than
generating high-quality vulnerable samples. Completely correct code is not
necessary for training models [54] and data with subtle noise helps with the
generalization of models [3; [14; 22]. Nevertheless, we acknowledge that more
sophisticated methods can be used for the verification phase, but starting from a
simple module (i.e. a parser) was necessary for evaluating whether using LL.Ms

for vulnerability detection is even feasible. As a results, the fuzzy C Parser
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filters out 2%-13% of the generated data.

Note that all of our three strategies share the same Generator and Verifier
components, while different strategies have slightly different designs for Retriever
and Formulator components. We discuss the details of the Retriever and Formulator

components for each strategy in Section [5.1.1]

5.1.1 Augmentation Strategies

In this section, we break down the details of Mutation, Injection, and Exten-
sion strategies. Specifically, we introduce the prompt template and Retriever for each

strategy.

Mutation

The majority of previous works on program augmentation [59; [39; 315 4} 10} [6],
rely on code transforms that do not change the flow, semantics, and syntactical cor-
rectness of the program using program analysis. Variable name changing, replacing
for with while loops and vice versa, and adding dead code are examples of this.
However, program analysis is very time-consuming, and selecting the locations for
transformation is challenging. Previous studies usually select the types and locations
of transformation randomly without any program comprehension [59; 39; 31} 4} 10} [6].
In Mutation strategy, we aim to augment vulnerable code samples by utilizing the
program comprehension capability of LLM to mutate existing vulnerable code samples

and let the LLM choose both the type of transformation and the potential statements
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to transform. In this way, we get around the program analysis and rely on LLM’s cre-
ativity to generate more suitable and diverse items. We design the prompt template

as shown in Figure 5.2

Prompt Template: Mutation

Here’s a code snippet including a function. Except for the important lines mentioned below,
mutate the rest of the code snippet so it is different from the original while keeping the

original semantics. To do so you can use one or more of the following rules:

Rules: 1- Replace the local variables’ identifiers with new non-repeated identifiers
2- Replace the for statement with a semantic-equivalent while statement, and vice versa

3- {...remaining_rules_are_hidden_to_save_space}

Code Snippet: {input_vulnerable_sample}

The following lines are important and should be included in the final result, but
they can still be changed using only the first 5 rules, the rest may be changed using any of
the rules or can even be removed if they have no relation to these lines: (Lines are separated

via /./) {input_vulnerable_lines}

Put the generated code inside “C *“.

(Do not include comments)

Figure 5.2: The mutation prompt template.

We instruct the LLM to use one of the 18 program transformation rules by follow-
ing a recent study [59] and mutating vulnerable code samples while using at least one

of the rules. When designing the template, we prioritize the following points. First,
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we aim to generate diverse code. For this, we mention all of the rules in a single
prompt instead of having a prompt per rule to give the LLM the freedom to choose
the more suitable rules and apply them to the vulnerable code snippet. Second, we
seek to keep the existing vulnerability unchanged in the code. As some of the rules
might change the execution trace of the code (e.g. transforming a “switch-case” to an
“if-else” statement) and potentially change the status of the vulnerability, we instruct
the LLM to use such rules only on the lines that are not important. Important lines
are essentially the vulnerable lines of the code snippet. We refer to vulnerable lines
as important lines in the prompt to prevent unwanted changes in the resulting code.
However, these lines can still be transformed with the rules (i.e., the first five rules in
the template) that do not change the execution trace without changing the vulnerable
state of the code snippet.

As presented in Figure [5.1] the overall workflow for Mutation is straightforward.
To augment N vulnerable samples, N vulnerable samples are randomly sampled from
the input dataset, and then are directly fed into the Formulator to instantiate the tem-
plate, as a result, N prompts are instantiated by filling the templates. The prompts
are then fed to the Generator to generate N vulnerable samples. It’s worth noting
that on average 3% of the generated samples will be filtered out in the Verifier com-
ponent and so if one desires to end up with at least N samples, a higher target should
be selected in the generator phase, or else they should redo the generation after the

verification to create more items to reach the target.
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Injection

Similar to recent works [37; 35; 34], we also focus on injecting vulnerable code
segments into a clean sample as our main strategy, but we aim to cover all types
of vulnerabilities and not just single statement vulnerabilities. More specifically, we
instruct the LLM to inject the logic of the vulnerable sample into a clean sample
by prioritizing the injection of vulnerable segments. Using an LLM for injecting the
vulnerable segments into a clean item gives the freedom to LLM to identify the best

location. We present our Injection template prompt as shown in Figure [5.3]

Prompt Template: Injection

Here are two code snippets specified below, modify code snippet 2 in a way that it includes

the logic of code snippet 1:

Code Snippet 1: {input_vulnerable_sample}

Code Snippet 2: {input_clean_sample}

Note that the following lines from the first code snippet have a high priority to be
in the final modified code:

Lines separated by /./: {input_vulnerable_lines}

Put the generated code inside “C .

(Do not include comments)

Figure 5.3: The injection prompt template.

The templates contain two or three placeholders to fill, namely input_vulnerable_sample,
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mput_clean_sample, and input_vulnerable_lines. input_clean_sample is the input clean
samples where we aim to inject vulnerability and is not present in the Mutation
strategy. input_vulnerable_sample is a vulnerable code example to be retrieved that
is similar to the clean input sample. We retrieve similar vulnerable code because we
believe that the logic from a similar vulnerable code could be integrated into the clean
code more easily and naturally. input_vulnerable_lines provides meta-information in-
dicating the vulnerable lines in the retrieved vulnerable example. We instruct the
LLM to prioritize including these vulnerable lines since our goal is to generate vul-
nerable code.

To fill the template, we need to construct a dataset of pairs of clean samples and
their corresponding retrieved similar vulnerable code samples (i.e., clean-vul pairs).
Note that we choose to provide a clean code sample as the input and search for similar
vulnerable samples, rather than providing a vulnerable code sample and searching for
similar non-vulnerable samples. This strategy is faster and more efficient due to the
smaller number of vulnerable samples, which reduces the dataset size for the retrieval
process.

Algorithm [1] outlines our method for constructing a dataset of clean-vul pairs
through a retrieval process. Given a dataset containing both vulnerable samples (V')
and clean samples (C'), our goal is to retrieve N clean-vul pairs. A straightforward
approach would be to retrieve the most similar vulnerable samples for each clean sam-
ple, sort them in descending order of similarity, and select the top N pairs. However,
focusing solely on similarity reduces the diversity of the retrieved samples, which is

counterproductive for data augmentation. Previous studies have shown that higher
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diversity in the training dataset improves the generalizability of deep learning models
[46); [19]. Therefore, to enhance diversity, we incorporate a clustering phase to group
the vulnerable samples into G clusters, ensuring that samples from all clusters are
considered for selection.

First, we cluster the vulnerable samples into G' groups (line 2). To do this, we
use CodeBERT [I3] to embed each code sample into a vector, specifically utilizing
the [CLS] token’s embedding for each sample. We then apply KMeans for clustering,
using cosine similarity to measure the similarity of each pair of samples.

Following clustering, we create an index on each cluster using Lucene to facilitate
efficient search (lines 7-10). For each clean sample, we search for the most similar
vulnerable sample within each cluster using the cluster index, and store the resulting
clean-vul pairs for further processing (lines 12-17). To find similar vulnerable samples
for each clean sample, we use the BM-25 algorithm [45], as previous studies have
shown that there is no significant difference between sparse methods like BM-25 and
dense methods like CodeBERT when leveraging RAG [7; [18; B33]. We use Lucene’s
implementation of BM-25 for this study.

Once the similarity score is calculated for each pair of clean-vul, we sort the results
within each cluster based on the similarity score (lines 19-21). Then, we iteratively
select the top pair from each cluster, ensuring a diverse yet relevant selection (lines 25-
32). We also sort the groups based on size and start from the largest group ensuring
a higher coverage for higher values of G (line 23) by following previous study [30].
We set G = 5 in our study.

After the clean-vul pairs are retrieved, those pairs will be fed into Formulator to
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Algorithm 1: (Clean, Vulnerable) Pair Retrieval

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Input: V, C, N: Vulnerable samples, Clean Samples, Number of pairs to sample
Input: G: Number of groups into which the vulnerable samples will be clustered
Output: D: Dataset with N Clean-Vulnerable pairs
vul_embeddings < compute_codebert_embedding(V), clustered_pairs < [[|...] // G arrays
clustered_vuls < KMeans(G, V, vul_embeddings) , indices + ||
D <+ [] // Index vulnerable samples of each cluster separately
for cluster_id=0to G —1 do
search_engine_index < index(clustered_vuls[cluster_id))
indices|cluster_id].append(search_engine_index)
end for
// each clean item is paired with a similar vulnerable item of each cluster
foreach clean € C do
for cluster_id=0to G —1 do
clustered_pairs|cluster_id].append((clean, search(indices[cluster_id], clean)))
end for
end foreach
// Sort each cluster’s pairs based on their similarity score
for cluster_id=0to G —1 do
sort_by_score( clustered_pairs[cluster_id],” desc”)
end for
// sort the arrays based on their size in descending order
clustered_pairs < sort_arrays_by_size( clustered_pairs,” desc”)
140 // Iterate through clustered_pairs and select the best pair each time
while size(D) <N do
pairs < clustered_pairs|i mod G| , index<—i//G, i < i+1
if index < size(pairs) then
D.append(pairs[index])

end if

end while

return D
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instantiate the Injection template and go through the rest of the components in the

workflow to generate NV vulnerable new samples similar to Mutation.

Extension

While injecting vulnerable code segments into clean code is the defacto yet effec-
tive way of augmenting vulnerabilities, extending an already vulnerable code snippet
by adding additional logic can also generate a new vulnerable sample, which enriches
the context where vulnerable code happens. Adding certain parts from a clean sam-
ple to an already vulnerable sample has a higher chance of keeping the context of
the original vulnerable code intact compared to injecting vulnerable segments into
a clean item. By extending an already vulnerable sample, only a small section will
be irrelevant to the vulnerable part of the code which is the important part for the
models, while injecting vulnerable segments into a clean sample results in a code
snippet where the vulnerable section has little connection to the original context and
gives itself away. Therefore, we aim to explore it as an alternative to vulnerability
injection. We refer to this strategy as Extension. We present the prompt template

for Extension in Figure [5.4]

Similar to the Injection strategy, we instruct the LLM to add sections of the
logic of the clean sample to the vulnerable sample, while enforcing a no-change policy
on the vulnerable lines. The only difference is that rather than injecting vulnerable

samples into clean samples, the Extension strategy does the reverse. Therefore, we
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Prompt Template: Extension

Here are two code snippets 1 and 2, each including a function. Add some parts of the logic
of 1 to 2 in a way that the result would include important lines of 2 with some parts from 1.

You can add variables to 2 to produce a more correct code.

Code Snippet 1: {input_clean_sample}

Code Snippet 2: {input_vulnerable_sample}

The following lines from 2 are important and should be included in the final result,
the rest may be changed or even removed if they have no relation to these lines: (Lines are

separated via /./) {input_vulnerable_lines}

Put the generated code inside “‘C “ and note that the final result should be a func-
tion that takes all the input args of 2 and more if required.

(Do not include comments)

Figure 5.4: The extension prompt template.

can exactly reuse the workflow of the Injection strategy by modifying the Retriever,
where we aim to retrieve similar clean samples for given vulnerable samples and keep
all other components the same. Note that we also tried instructing the LLM to
extend vulnerable samples freely without providing clean samples, which offers the
LLMs more freedom in extending the vulnerable samples. However, it does not work
well, and tends to hallucinate in most cases. Specifically, The LLM usually leaves
the vulnerable sample unchanged or behaves like a mutator (e.g., mutating variable

names or adding dead code). The LLMs perform poorly at generating code when
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they are not given clear instructions, hence we designed our strategies in a way that
we simply ask the LLM to follow clear instructions (i.e. mix two code pieces) without
mentioning the word vulnerability and without asking the LLM anything vague or
too general. This prevents the LLM from focusing on the vulnerability aspect of the

codes and encourages following the given instructions, rather than hallucinating.

5.2 Experimental Setting

In this section, we present our research questions (RQs), the datasets, DLVD
models, LLMs, evaluation metrics, our analysis approach for each of the RQs, and

implementation details.

5.2.1 Research Questions

We evaluate VulScribeR from different aspects to answer the following research

questions.

e RQ1: How effective is VulScribeR compared to SOTA approaches?
e RQ2: How does RAG contribute to VulScribeR?

o RQ3: How does the quantity of the generated samples impact the effectiveness

of vulnerability detection models?

In RQ1, we evaluate the effectiveness of VulScribeR for improving the performance
of DLVD models by augmenting vulnerable data, by comparing it to current SOTA

approaches. In RQ2, we aim to investigate the effectiveness of our design for the
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Retriever component. In RQ3, we explore how the number of generated samples by

our approach and SOTA methods affect the performance of DLVD models.

Table 5.1: The Studied Datasets

Vul. Samples | Clean Samples | Total | Ratio
Devign 10768 12024 22792 | 1:1.1
Reveal 2240 20494 22734 | 1:9.1
BigVul,, .. 8783 142125 150908 | 1:16.2
BigVuly,0ti0n 1038 17826 18864 | 1:17.2
BigVul ., 1079 17785 18864 | 1:16.5

5.2.2 Datasets

In this study, we evaluate our approach on three different widely used vulnera-

bility detection datasets [35; B7; 57 [15; [62; [5], namely Devign [62], Reveal [5] and

BigVul [12]. Table shows the details of these datasets. All of these datasets

include C/C++ functions gathered from real-world projects.

Devign

Following previous studies [37; [35] we use Devign as our primary training dataset

as it has a better balance between the two categories, namely the vulnerable and clean

samples (i.e. non-vulnerable samples) by following a previous study, VulGen [35]. We

also use the clean samples of this dataset as the clean inputs for the Retriever com-

ponent.
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Bigvul

We use all three sets (i.e., training, validation, and testing set) of BigVul [12] for
different purposes. We use Bigvul’s training set as the source for collecting vulnerable
samples to feed it to the Retriever as the vulnerable samples. However, not all of
these items can be used as they lack the vulnerable lines metadata that are required
for the Injection and Extension prompt templates. Hence, we only use the 6,610
vulnerable samples from BigVuls’s training set that include the metadata of vulner-

able lines. We use the testing set of BigVul as one of the testing sets in our study.

Reveal

Similar to VulGen [35], we use Reveal as another testing set in our study. Reveal
is a slightly larger dataset than BigVul’s testing set and has twice the number of

vulnerable samples.

5.2.3 Deep learning-based vulnerability detection (DLVD)

Models

There are two families of DLVD models, token-based and graph-based. To repre-
sent both families, we select a SOTA token-based model and two SOTA graph-based
models, namely LineVul [I5], Devign [62], and Reveal [5] models. For Devign and Re-

veal models, we use the same setting as VulGen [35] and train both of these models 5
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times with random seed values, test them and report the results with the highest F1-
score achieved. For Linevul, we follow the settings of VGX [37], train for 10 epochs,
and select the checkpoint that achieved the highest F'1 score on Bigvul’s validation
set. We specifically train and test the models with different datasets, following the
settings of VulGen [35] and VGX [37], to ensure there is no information leakage and

the results can be trusted to apply to real-world unseen data.

5.2.4 FEvaluation metrics

DLVD is inherently a classification task as a category is assigned to the code
snippet. Hence, to evaluate the effectiveness of the studied methods, we use the
common classification metrics [41], in line with previous related studies [57} 4T} 26;

50; [44; (435 135} B7], namely Precision, Recall, and F1-Score.

5.2.5 Base LLMs

In our study, we use two different LLMs to generate vulnerable code, namely
ChatGPT3.5 [38], a commercial general-purpose LLM, and CodeQwenl.5 [49], an
open-source LLM specialized for code tasks.

For ChatGPT, We use the “gpt-3.5-turbo”, variant of OpenAl’'s ChatGPT [3§]
which has shown great potential in previous studies [53} [I8; 77 ]. We set the tempera-
ture hyper-parameter to 0.5 since we wish to reduce the randomness of the response to
a degree that ChatGPT would follow our instructions, but would not limit its freedom
of creativity. We left all the other hyper-parameters to their default values. For Cod-

eQwen, we use the 7B variant of CodeQwenl1.5 [49], “CodeQwen1.5-7B-Chat”, which
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is a variant of the general purpose Qwen [2]. CodeQwenl.5, similar to ChatGPT, is
a decoder-only transformer-based model with the difference that it was pre-trained
on code data, and supports a larger context length. We did not change any of the
hyper-parameters for this model and used the defaults, except for the number of new

tokens that we set to ChatGPT’s default (i.e. 4096 tokens).

5.2.6 Baselines

To compare our studies with previous work and demonstrate the effectiveness of

VulScribeR we consider the following baselines:

e NoAug: This is the most basic of our baselines, where we use the original

dataset for training without introducing any changes.

e ROS: As Yang et al. [57] show that Random Oversampling (ROS) can have a
considerable effect on improving the performance of DLVD, thus we also ROS

as another baseline.

e VulGen Vulgen [35] is a SOTA vulnerability generation method that mines
single-statement vulnerabilities and uses a transformer model for locating where
a vulnerable pattern should be used for injection. We use this baseline as it
can generate a significant amount of data that can be used to improve the

performance of DLVD models.

e VGX: VGX [37] is the improved version of VulGen that uses a larger dataset for

mining single-statement patterns and employs a more sophisticated localization
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model. Hence, we use VGX as it is potentially a more powerful method and

can generate more diverse high-quality data than VulGen.

5.2.7 Approach for RQs
Approach of RQ1

To demonstrate the effectiveness of VulScribeR and examine which of the proposed
strategies is superior to others, we first generate 5K vulnerable samples by employing
different approaches (i.e., VulScribeR and baselines). More specifically, to sample 5K
items with any of our strategies, we first aim to generate up to 6K samples with the
Generator which are then filtered by the Verifier to yield more than 5K generated
samples, from which we sample randomly to get 5K items. For VGX and VulGen,
we use the generated results in VGX [37] and sample 5K from their results randomly.
For ROS, we randomly up-sample 5K samples from the vulnerable samples in the
Devign dataset.

We then train the three DLVD models using the augmented Devign dataset. To
augment the Devign dataset, we add the 5K generated vulnerable samples to it and
add the proportional number of clean samples from the vulnerability benchmark pro-
posed in [27] to maintain the original ratio of the dataset, by following previous
studies [35}; B7]. We use BigVul’s testing set and Reveal dataset to evaluate the per-
formance of all of these models. We assess the performance of a vulnerable data
augmentation approach by assessing the performance of a specific DLVD with the
augmented dataset of the specified strategy. Hence, each strategy will be tested in 12

instances (i.e. 3 DLVD Models * 2 Testing Datasets * 2 LLMs).
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Approach of RQ2

In this RQ, we investigate the usefulness of our proposed RAG for the Injection
and Extension strategies. Specifically, we eliminate the Retriever component, and
instead, we match the clean and vulnerable samples randomly to examine the effect
of RAG (i.e. Injection w/o Retriever and Extension w/o Retriever).

Moreover, we also conduct an ablation study on the clustering phase of the Re-
triever component to examine the effect of diversity on the quality of the generated
samples. To do so, we remove the clustering phase from the Retriever component and
search for similar samples for each clean input item within all the vulnerable items
instead of within each cluster. Then we take the top 5 retrieved items to end up
with a similar number of clean — vul pairs. In the sampling phase, we sort all the
pairs based on their relevance score and start from the top. We denote the Injection
strategy without clustering phase as Injection w/o Clustering and the Extension
strategy without cluster as Extension w/o Clustering.

Similar to RQ1, we generate 5k vulnerable samples using the studied approaches
and compare their effectiveness by assessing the DLVD models that are trained on

the augmented datasets.

Approach of RQ3

Lastly, we investigate how the number of augmented samples impacts the per-

formance of DLVD models, and how much performance can be gained by providing
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more data.

To see the impact and find out whether VulScribeR can be used for large-scale
vulnerability augmentation, we use the Injection strategy, our best strategy as de-
picted in Section and generate up to 16.5K samples so that after the filtering
we end up with a set of at least 15K vulnerable samples which is about 40% higher
than the number of vulnerable samples in the original dataset. Then we repeat the
experiments for the Injection using both LLMs. We sample 10K and 15K vulnerable
items while adding the proportional number of clean items to maintain the ratio. We

do the same for VGX [37], VulGen [35], and ROS.

5.2.8 Implementation details

We use four 24GB Nvidia RTX 3090s for loading and prompting CodeQwenl.5,
training, and testing LineVul, Devign, and Reveal models. We conducted a total
of 616 experiments for all our RQs which cost more than 1500 GPU hours solely for

training and testing DLVD models (excluding the time spent generating the samples).
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Table 5.2: Comparison of VulScribeR’s strategies with baselines using ChatGPT
and CodeQwen when augmenting 5K Samples. The cells with larger values (better
performance) compared to NoAug are highlighted darker.

ChatGPT 3.5 Turbo CodeQwen1.5-7B-Chat
Devign Reveal Linevul Devign Reveal Linevul
Strategy
P R F1 P R F1 P R F1 P R F1 P R F1 P R F1

NoAug 10.59 47.23  17.30 | 12.90 65.14 21.54 | 557 16.98 8.39 10.59 47.23  17.30 | 12.90 65.14 21.54 5.57  16.98 8.39

VulGen | 10.45 17.70 | 12.46 64.60 20.90 | 5.31 10.08  10.45 17.70 | 1246 64.60  20.90 5.31 10.08
VGX 11.02 18.58 | 11.69 - 19.84 9.51 b

ROS 13.28 39.93 = 19.93 1435 5452 = 22.72 | 988 22.71

Reveal

Mutation | 10.98 | 53.44

12.23

18.22

Injection | 13.44  53.26

Extension - 37.21

NoAug 6.27  43.24

VulGen 6.49 . b 22.150
VGX 6.06 R 5.35 -

ROS 7.54 2560 11.65 7.96 3339 12.86 | 1091 13.16

Bigvul

Mutation | 7.80 67.73

6.78 | 7414

Injection 8.79 29.41

Extension - 17.33
5.3 Results

38.00

1143 18.81

34.02 11.96

5.3.1 RQ1: How effective is VulScribeR compared to SOTA

approaches?

Extension and Injection outperforms Mutation. Injection slightly out-
performs Extension. Table presents the results of VulScribeR and baselines
across different experimental instances. As observed, Extension and Injection beat
Mutation in most (9 out of 12) instances. Extension and Injection perform close
to each other, while Injection appears to have the advantage by a tiny margin in
most (9 out of 12) settings. In terms of Fl-score, Injection achieves an Fl-score
of 17.60%, outperforming Extension (Fl-score 17.38%) and Mutation (F1-score

15.75%) by 0.96% and 12.44% on average, respectively. One possible reason is that
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Injection and Extension enrich the context where vulnerabilities could occur while
Mutation does not alter the semantics of vulnerable code. Mutation does not

enrich the context of the semantics of the original vulnerable code.

VulGen

VGX

Mutation ChatGPT
Injection ChatGPT
Extension ChatGPT
Mutation CodeQwen
Injection CodeQwen

Extension CodeQwen

4.0 41 4.2 4.3 4.4 4.5 4.6 4.7 4.8 4.9
Entropy

Figure 5.5: Entropy of the augmented vulnerable datasets by different approaches.
Higher indicates more diversity.

All our proposed LLM-based augmentation strategies outperform the
baselines. Typically, Injection and Extension always outperform baselines
in all instances. Injection outperforms NoAug, Vulgen, VGX, and ROS
by 30.80%, 27.48%, 27.93%, and 15.41% on average F1-score, respectively.
As shown in Table Injection and Extension strategies outperform baselines
(i.e., NoAug, VulGen, VGX, ROS) in all of the experimental instances in terms of
Fl-score. More specifically, Extension beats the baselines: NoAug, Vulgen, VGX,
and ROS by 29.68%, 26.27%, 26.90%, and 14.35% on average Fl-score, while the
Injection strategy beats the baselines: NoAug, Vulgen, VGX, and ROS by 30.80%,

27.48%, 27.93%, and 15.41% on average F1-score respectively.

As observed, Mutation beats most baselines by a large margin. However, Mu-

tation does not have a dominating advantage over ROS, and ROS beats Mutation
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in some (4 out of 12) instances. It is worth noting that ROS beats the baseline,
Vulgen, and VGX by 13.96%, 10.72%, and 11.21% in terms of F1-score on average.

As discussed in Section [2, SOTA approaches like VGX and VulGen only focus on
single-statement that limits the diversity of generated vulnerabilities. However, our
approaches do not have this limitation and are able to generate more diverse vulnera-
ble samples. To examine this, we measure the diversity of the augmented vulnerable
samples by our approaches and VGX and VulGen. By following previous studies, we
first apply principle component analysis (PCA) on CodeBERT’s embeddings of the
generated vulnerable samples and reduce the dimension to three. Next, we calcu-
late the histogram using 10 bins, from which we calculate the entropy of the vectors.
Higher entropy values indicate greater diversity among the vulnerable samples, while
lower values suggest a more concentrated distribution with similar samples. As de-
picted in Figure the entropy for Mutation, Injection, and Extension are 4.79,
4.5, and 4.62 for ChatGPT, and 4.66, 4.45, 4.42 for CodeQwen, while for Vulgen
and VGX, it is 4.42 and 4.31 respectively. The results demonstrate that our ap-
proaches have a better potential for generating more diverse samples as we beat them
while using only one of the datasets they used for vulnerability mining. VulScribeR
produces more diverse vulnerable samples compared to SOTA approaches

VGX and VulGen.

Lastly, it is worth noting that the results on both of the LLMs perform very close
to each other. CodeQwenl.5-7B-Chat slightly outperforms ChatGPT3.5 Turbo by a

tiny margin (i.e. 1.49%) averaged across all three strategies, yet one cannot conclude
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that CodeQwen is a better LLM for vulnerability generation as we did not explore
the hyper-parameters for the optimum setting for each of the LLMs. However, we
can conclude that our strategies work with similar LLM to ChatGPT and CodeQwen

(e.g. GPT4 [1] and DeepSeek-Coder [20]) and do not require an LLM that is trained

specifically on code.

Both Injection and Extension outperforms the baselines and the Mutation by a
large margin, while Injection provides a slightly higher performance compared to

the Extension. For instance, Injection outperforms NoAug, Vulgen, VGX, and

ROS by 30.80%, 27.48%, 27.93%, and 15.41% on average F1-score.

5.3.2 RQ2: How does RAG contribute to VulScribeR ?

Table 5.3: Results of Ablation Studies on the Retriever and Clustering for Injection

ChatGPT 3.5 Turbo CodeQwenl.5-7B-Chat
Devign Reveal Linevul Devign Reveal Linevul
Strategy
P R F1 P R F1 P R F1 P R F1 P R F1 P R F1
w/o Retriever ~ 13.91 44.33  21.18

Reveal

19.75  12.52
w/o Clustering 36.37

20.99

21.01
Injection

13.44

14.23
w/o Retriever ~ 8.47

14.40
— 15.76 12.12 1523  8.88
Eﬁ w/o Clustering ~ 8.53 = 33.23 13.57 3275 16.68 | 9.56 16.68 12.16 = 9.77 32.75 15.05 = 9.49 48.65
= Injection - 29.41  13.53 38.00m 38.16  15.74

Table 5.4: Results of Ablation Studies on the Retriever and Clustering for Extension.

ChatGPT 3.5 Turbo

Reveal

Bigvul

Extention
w/o Retriever
w/o Clustering

Extention

7.88

30.21

31.48

15.05

9.77

39.75 9.38

33.86 © 15.70 - 11.86

21.34

12.62

26.41

CodeQwenl.5-7B-Chat
Devign Reveal Linevul Devign Reveal Linevul
Strategy
P R F1 P R F1 P R F1 P R F1 P R F1 P R F1
w/o Retriever  13.96 11.52 -
w/o Clustering

13.40
15.67

12.50
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For Injection, the clustering phase of the Retriever adds 0.49% to the
F1-score averaged across all settings compared to w/o clustering, and w/o
clustering improves the average fl-score by 6.34% compared to w/o Re-
triever. As shown in Table [5.3] both similarity and diversity affect the effectiveness
of the models positively with similarity having a more significant impact. When
comparing Injection with Injection w/o Retriever, we observe that the complete
Retriever component improves the effectiveness of the Injection by 4.99% on the
average Fl-score and in 8 out of 12 instances. Specifically, when we compare Injec-
tion with w/o the clustering phase, we see that the clustering phase enhances the
effectiveness of RAG by 0.49% on the average F1l-score and in 8 out of 12 instances,
and by comparing w/o clustering with w/o Retriever, we see that RAG enhances the

effectiveness of RAG by 6.34% on the average Fl-score and in 8 out of 12 instances.

For Extension strategy, the clustering phase of The Retriever provides
2.54% of improvement to the Fl-score averaged across all settings com-
pared to w/o clustering, and w/o clustering improves the average fl-score
by 5.61% compared to w/o Retriever. As shown in Table 5.4, both similarity
and diversity affect the effectiveness of the models positively with similarity having
a more significant impact. Overall, our complete Retriever module improves the
effectiveness of the Extension strategy by 10.77% on the average Fl-score and beats
the other settings in 6 out of 12 settings. Specifically, by comparing Extension with
w/o clustering we see that the clustering phase enhances the effectiveness of RAG by

by 2.54% on the average Fl-score and in 7 out of 12 instances, and by comparing w/o
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clustering with w/o Retriever, we see that RAG enhances the effectiveness of RAG

by by 5.61% on the average Fl-score and in 10 out of 12 instances.

Retriever component makes significant contribution for Injection and Extension.
Extension gains more than twice the increase from the Retriever component,

implying that it is more sensitive to both the similarity and diversity of the retrieved

pairs.

5.3.3 RQ3: How does the quantity of the generated sam-
ples impact the effectiveness of vulnerability detection

models?

Augmenting more vulnerable data by using Injection helps improve the
effectiveness of DLVD models. Table and Figure present the performance
(in terms of F-1 score) of DLVD models when being trained on a dataset that is aug-
mented with different vulnerable samples generated by Injection and other baselines
(e.g., VulGen, VGX, ROS, and NoAug). As we can see, The performance of DLVD
models increases as more augmented vulnerable samples are added to the training
data in almost all experimental instances (11 out of 12), which indicates that adding
more data augmented by Injection provides more useful information for the model

to capture vulnerabilities.
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Table 5.5: Impact of Generated Samples on Improving DVLD models’ Performance
at bK, 10K, 15K, and 20K

ChatGPT 3.5 Turbo CodeQuwenl1.5-7B-Chat
Strategy Devign Reveal Linevul Devign Reveal Linevul
P R F1 P R F1 P R F1 P R F1 P R F1 P R F1
NoAug 10.59 4723 1730 | 1290 65.14 21.54 | 5.57 16.98 8.39 | 10.59 47.23 17.30 | 1290 65.14 21.54 | 5.57 16.98 8.39
VulGen 5K | 10.45 - 17.70 | 1246  64.60 20.90 | 5.31 10.08 | 10.45 - 17.70 | 12.46  64.60 20.90 | 5.31 10.08
VulGen 10K | 10.21 46.20 16.72 | 11.31  66.77 19.34 10.20 | 10.21 4620 16.72 | 11.31 19.34 | 5.37 10.20
Vulgen 15K | 10.30 17.37 | 11.23 7551 19.55 10.15 | 10.30 17.37 | 11.23 19.55 | 5.35 10.15
VGX 5K 11.02 18.58 | 11.69 - 19.84 11.47  11.02 18.58 | 11.69 19.84 9.51 11.47
VGX 10K 10.31 17.50 | 11.53  56.45 19.15 9.93 | 10.31 17.50 | 11.53 5645 19.15 | 5.24 9.93
@ VGX 15K 9.01  34.68 14.30 | 11.95 63.75 20.13 10.21 | 9.01  34.68 14.30 | 11.95 63.75 20.13 | 5.38 10.21
E ROS 5K 13.28
ROS 10K 12.92
ROS 15K 13.25
Injection 5K
Injection 10K
Injection 15K
Injection 20K
] NoAug 7.90 29.19 1243 13.31 | 7.90 29.19 1243
VulGen 5K 6.49 11.75 | 6.36  70.59 11.66 851 22150 1229 11.75 | 6.36  70.59 11.66 851 22150 1229
VulGen 10K 6.59 11.72| 6.21  76.79 11.50 - 12,70 12.36 11.72°| 6.21  76.79 11.50 - 12,70 12.36
Vulgen 15K 6.35 11.54 | 648 69.95 11.86 832 1474 10.64 11.54 | 648 69.95 11.86 832 1474 10.64
VGX 5K 6.06 1099 | 6.89 73.29 12.60 10.15 1099 | 6.89 73.29 12.60 | 5.35 - 10.15
VGX 10K 5.84 10.65 | 6.36  63.28 11.56 837 | 584 10.65 | 636  63.28 11.56 | 7.14  10.10  8.37
'_E' VGX 15K 10.90 | 6.42  66.14 11.70 7.66 10.90 | 642 66.14 11.70 6.49 7.66
5‘7 ROS 5K 7.54 2560 11.65| 7.96 3339 12.86 11.93 754 2560 11.65| 7.96 33.39 12.86 13.16  11.93
ROS 10K 7.64 3243 1237 | 932 3355 1459 813 1844 11.28 7.64 3243 1237 33.55 1459 813 1844  11.28
ROS 15K 931 21.14 b ; 12.59 13.07 1049
Injection 5K 8.79 2941 30.49
Injection 10K 17.60 19.83
Injection 15K 34.66 29.19
Injection 20K 29.89 38.00




5.8 Results 51

ChatGPT 3.5 Turbo ChatGPT 3.5 Turbo ChatGPT 3.5 Turbo
Zékgveal dataset - Devign model Reveal dataset - Reveal model Reveal dataset - Linevul Model
’ 26.0
) 22.0 o 24.0 . )
[e] o o
& 20.0 8230 : ”_\ ;
— — 22.0 — —
% 18.0 u L
21.0
16.0 20.0
14.0 19.0 gQi === ====m=mmmmm --- NoAug
5K 10K 15K 5K 10K 15K 5K 10K 15K VulGen
Augmentation Amount(K) Augmentation Amount(K) Augmentation Amount(K) VGX
CodeQwenl.5-7B-Chat CodeQwenl.5-7B-Chat CodeQwenl.5-7B-Chat ROS

Reveal dataset - Devign model Reveal dataset - Reveal model Reveal dataset - Linevul Model

24.0 —— Injection
25.0 18.0
22.0 24.0
[ @ o 16.0
5 20.0 5 23.0 5
& @220 o 14.0 '/\
— — —
w180 “ 210 *12.0
16.0 20.0 10.0
14.0 19.0 8.0t =====sn ===
5K 10K 15K 5K 10K 15K 5K 10K 15K
Augmentation Amount(K) Augmentation Amount(K) Augmentation Amount(K)
ChatGPT 3.5 Turbo ChatGPT 3.5 Turbo ChatGPT 3.5 Turbo
Bigvul dataset - Devign model Bigvul dataset - Reveal model Bigvul dataset - Linevul Model
19.0
18.0 18.0 /\ 16.0 J
17.0
17.0
) 16.0 o 16.0 o 14.0 o
S 15.0 S [ I 3
0] 14.0 " 15.0 ©n12.0 w
g 140 n T
12.0 13.0
11.0 | e e e e e e 12.0 8.0
5K 10K 15K 5K 10K 15K 5K 10K 15K
Augmentation Amount(K) Augmentation Amount(K) Augmentation Amount(K)
CodeQwenl.5-7B-Chat CodeQwenl.5-7B-Chat CodeQwenl.5-7B-Chat
Bigvul dataset - Devign model Bigvul dataset - Reveal model Bigvul dataset - Linevul Model
18.0 18.0
14.04
17.0 17.0 13.0
60 v 16.0 0o | e mm—————————
5 15.0 = = 12.0
s S15.0 g
0 14.0 wn T wn 11.01
©13.0 & 14.0 £10.0
12.0 13.0 9.0
L1 e e 12.0 8.0
5K 10K 15K 5K 10K 15K 5K 10K 15K
Augmentation Amount(K) Augmentation Amount(K) Augmentation Amount(K)

Figure 5.6: The impact of the number of augmented samples on the effectiveness of
DLVD models across the studied datasets and LLMs. @

[

'Injection stops increasing the performance at 20K samples.
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In general, VulGen, VGX, and ROS fail to improve the performance
of DLVD models by augmenting more vulnerable samples. When looking
at the baselines in Figures [5.6], we notice that Vulgen, VGX, and ROS struggle with
improving the performance of DLVD models by augmenting more data. For instance,
if we compare the performance of DLVD models when augmenting 5K and 15K vul-
nerable samples, VGX, VulGen, and ROS decrease the performance in 5 out of 6,
4 out of 6, and 4 out of 6 instances, respectively (Note that the baselines are not
dependent on the LLMs, but they are shown for easier comparison). This finding
aligns with the results reported in Yang et al. [57], indicating that excessive random
over-sampling does not improve the effectiveness of DLVD models and can diminish
their performance. One possible explanation is that since random over-sampling does
not introduce any new information, and excessive over-sampling probably leads to
overfitting of the oversampled data in the models. For VGX and VulGen, this is
probably due to the nature of their method, which solely focuses on single-statement
vulnerabilities. This heavily limits the usefulness of such methods and makes them
unfeasible to be used for large-scale data augmentation.

In summary, Injection outperforms all baselines (i.e., VulGen, VGX, and ROS)
in all scales, typically when used for large-scale data augmentation. The studied
baselines fail to improve the effectiveness of DLVD models by augmenting more than
5K samples. Our LLM-based approach is more feasible for large-scale vulnerable data

augmentation.
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Augmenting more vulnerable data by using Injection helps improve the effective-
ness of DLVD models, while VulGen, VGX, and ROS fail to improve the per-
formance of DLVD models by augmenting more than 5K vulnerable samples. In
contrast, our LLM-based approach is more feasible for large-scall vulnerable data
augmentation. Explicitly, Injection at 15K beats NoAug, Vulgen at 15K, VGX at

15K, and ROS at 15K by 53.84%, 54.10%, 69.90%, and 40.93%.

5.4 Discussion

5.4.1 Cost analysis

Based on our experiments, generating every 1,000 vulnerable samples with one
prompt at a time and no concurrency, takes 3.4 hours and costs about $1.88 with
GPT3.5-Turbo and about 9 GPU hours with CodeQwen1.5-7B-Chat on two RTX3090s.
This shows the feasibility of VulScribeR as it takes less than $19 with ChatGPT to
augment a dataset like Devign to twice its size and improves the performance of a

DLVD model up to 128.95%.

5.4.2 Threats to Validity

Internal Validity A common threat to the validity of our study is our hyper-
parameter settings for DLVD models and LLMs. For DLVD, hyper-parameter tuning
is extremely expensive given the scale of our study, hence we followed the setting of
previous studies [37; [35]. In addition, when comparing different data augmentation
approaches we used the same settings for DLVD models, which ensures our compar-

isons are fair. For LLMs, we mostly used the defaults, and only set the number of new
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tokens to ChatGPT’s maximum, and lowered ChatGPT’s temperature to 0.5. Better
results might be achievable by fine-tuning these hyper-parameters. Another threat
is that LLMs might not always follow the prompts as instructed and could produce
hallucinations. To alleviate this threat, we add a verifier component to filter out
low-quality code, and we use a retry mechanism that prompts the LLM up to three
times in case of errors (including an empty code response). More importantly, our
goal in this study is to augment existing vulnerable datasets to help models capture
the vulnerability patterns and generalize better, rather than generating high-quality
vulnerable samples. Completely correct code is not necessary for training models [54]
and data with subtle noise helps with the generalization of models [3; [14; 22]. We
acknowledge that more sophisticated methods can be used for the verification phase,
but starting from a simple module (i.e. a parser) was necessary for evaluating whether

using LLMs for vulnerability detection is even feasible.

External Validity relates to the generalizability of our findings. Even though we
used two different LLMs (ChatGPT 3.5 Turbo and CodeQwenl.5-7B-Chat), evalu-
ated on three commonly used datasets, and covered three SOTA DLVD models from
two different families, our findings may not generalize well to real-world scenarios
where different models, LLMs, and datasets are used. To encourage future research
to investigate more LLMs (including encoder-decoder-based models), datasets, and

DLVD models.
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Conclusion and Future Work

6.1 Conclusions

In this thesis, we looked at various representation-level techniques for vulnera-
bility augmentation as well as our proposed model, VulScribeR. We showed that
representation-level augmentation techniques can be useful for augmenting vulner-
abilities, yet they cannot outperform random oversampling. We also showed that
finding the vulnerable lines inside the representation and fixing those sections during
augmentation can improve most methods, yet the best representation-level augmen-
tation technique turned out to be the naive Stochastic Perturbation.

Moreover, we proposed our own method, VulScribeR, which uses a RAG mecha-
nism to match similar clean and vulnerable samples and then asks an LLM to create
a new vulnerable sample using 3 different strategies: Mutation, Injection, and Exten-
sion. We showed that the new strategy of Extension, which was never used in previous

works, has potential while Injection appears to be the best strategy of VulScribeR. In

95
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VulScribeR, since we introduced the first methodology ever to use an LLM for data
augmentation of vulnerability augmentation, we decided to use the most simple yet
effective tools. Particularly, we used KMeans for clustering, BM25 algorithm for our

RAG module, and a simple parser for our verifier.

6.2 Future Work

It is worth noting that for both of the works presented in this thesis, further
experiments can be done to evaluate the effectiveness of these methods from different
aspects. For representation-level augmentation techniques, more models can be used
for evaluation to make sure of generalizability. For VulScribeR, much more advanced
RAG modules can be designed to retrieve closer samples, as ours treated code like
text, while a more advanced RAG mechanism can take other factors into account,
such as Code Property Graph, Abstract Syntax Tree, etc. Also, since VulScribeR
is a good large-scale augmentation technique, better and more strict verifiers can be

designed to make sure the generated items are of the highest quality.



Chapter 7

Data Availability

To encourage future research on data augmentation for vulnerability detection,
we have made our replication package for representation-level mixup-inspired vulner-
ability augmentation as well as RAG-based vulnerability augmentation with LLMs,

available here and here.
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https://zenodo.org/records/13916933
https://github.com/VulScribeR/VulScribeR
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