Agent Recovery and Team Management in
Dangerous Domains

by

Humayra Anjum Rafi

A Thesis submitted to the
Faculty of Graduate and Postdoctoral Studies
of the University of Manitoba

in partial fulfillment of the requirements of the degree of
Master of Science
Department of Computer Science
University of Manitoba

Winnipeg, Manitoba, Canada

©) Copyright 2025 by Humayra Anjum Rafi



Thesis advisor Author

John E. Anderson Humayra Anjum Rafi

Agent Recovery and Team Management in Dangerous

Domains

Abstract

Search and rescue missions in hazardous environments are dangerous and challeng-
ing for robots. Poor communication, unpredictable events, robot failures, etc., are
common adversities in such missions. Robot failures can greatly hamper the team’s
performance if not managed properly. Partial failures or malfunctions in robots can
cause task failures or store inaccurate data about the environment, affecting future
tasks and team performance. Total failures like robot deaths can lead to information
loss and wasting resources. For my thesis research, I developed an agent recovery
framework for heterogeneous teams of autonomous robots operating in dangerous
domains like Urban Search and Rescue (USAR). It is an extension of an existing
framework that addresses team and task management, recruitment strategies, robot
satisfaction and rare skill management in heterogeneous teams of robots in USAR.
My agent recovery framework addresses detection, diagnosis of robot failures and
the recovery of robots from these failures. The recovery process allows attempts at
self-recovery, attributes and roles adjustments to reflect the current capabilities and
failure rates of a robot’s components, and also considers human assistance in repair-

ing robots. I evaluated my framework in a simulated post-disaster environment with
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random robot failures and other challenges. My results showed considerable perfor-
mance gains in terms of gathering critical information about the environment while
also providing useful insights into potential improvements in the framework for the

future.
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Chapter 1

Introduction

1.1 Chapter Overview

This research aims to develop a recovery framework for heterogeneous teams of
robots working in dangerous domains. In this research, I will use Urban Search
and Rescue (USAR) as a representative of such domains. Robots are more prone to
damage in these complex and dynamic environments [Liu and Nejat, 2013]. Given
the challenging conditions and limited time and resources, a well-planned recovery
framework is vital to help minimize the effect of robot failures on the team’s overall
performance.

In this chapter, I briefly provide the background and motivation for my research.
Next, I will define some technical terms that will be used throughout this thesis.
Then, I will present a high-level description of my approach. Following this, I will
describe some research questions that this thesis poses, and finally, I will provide an

outline for the remainder of the thesis.
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1.2 Introduction

Urban search and rescue (USAR) refers to searching for and rescuing victims
trapped in urban disaster sites like collapsed buildings, factory accidents, etc., and
partially or completely securing collapsed structures [Yang and Parasuraman) 2020].
USAR missions in disaster sites come with challenges that make missions difficult
and dangerous, and often pose life risks to human rescuers [Ventura and Lima, 2012;
Sharmin et all [2019]. Moreover, there are tasks that humans cannot perform. For
example, humans cannot access narrow spaces or remove large debris [Ventura and
Lima) 2012]. Robots can vary in size, strength, and skills. They are also more
expendable compared to humans [Sharmin et al., 2019]. Substituting human rescuers
with robot teams can not only help minimize human life risk but also increase the
mission’s success rate [Gunn, 2011} Ventura and Limal 2012; Sharmin et al., 2019].

USAR is a very challenging domain for robots as well. There is an active domain
of research dedicated to facilitating the functioning of robots in this domain [Ventura
and Lima, 2012]. Real-life scenarios like collapsed buildings are very unpredictable.
It is hard to know when or where a concrete structure is falling or breaking down
or where something will catch fire. The environment is unknown and dynamic. The
cost of robots is another challenge in this domain. Due to the high level of danger,
robot failures are frequent. For example, sensors can get damaged, robots can get
stuck under debris, system failures can occur, and so on. Surely, we can send in
replacements to make up for the damaged robots or use more expensive and damage-
resistant robots, but resources are limited and costly [Sharmin et al., 2019]. One of

the main reasons for using robots in USAR is that robots are expendable [Gunn and
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Anderson|, [2015; Sharmin et al.| 2019]. The higher cost of robots will make robots less
and less expendable. This defeats some of the purposes of having robots as substitutes
for humans.

In addition to the high risk of robot failures, there are challenges like poor commu-
nication, time constraints, and information loss. Robots use wireless communication
to communicate among themselves and with human rescuers. However, such commu-
nication is often not reliable in this environment [Gunn and Anderson, 2013|. Time
is another important factor in search and rescue missions. Every second counts as
injured victims are waiting in the rubble to get rescued. It is a life-or-death situation.
The 7.8 magnitude earthquake that hit Turkey and Syria on Feb 6, 2023, shows us
how crucial it is to have proper time and resource management during search and
rescue missions [Atay Alam et al., [2023]. Last but not least, there are chances of
information loss during USAR missions. The main purpose of a USAR mission is
to gather data on victims and the environment. This data is crucial to track down
victims in dangerous environments. Poor communication often reduces information
sharing among team members, resulting in information loss. Robots can also run out
of power or suddenly die because of damage before sharing all information with the
team.

Heterogeneous robot teams operating in complex environments such as USAR
require a recovery framework to manage teams, tasks, and roles when team members
suffer damage. A fire extinguisher robot can still manage to explore the environment
even if it has damaged fire sensors. It can still help in other tasks that do not need

fire sensors. A robot can take measures to share important information like victim



4 Chapter 1: Introduction

locations or environment maps with neighbouring robots if it reaches a critical power
level. It can also stop working to conserve energy by avoiding energy-intensive tasks.
It can make other robots aware of its location so that it can be tracked and rescued
later. A recovery framework can help partially damaged or dysfunctional robots
recover and help us use the robots to their full potential without wasting resources.

It can reduce information loss and also maximize the success rate of the robot team.

1.3 Motivation

The main goal of a USAR mission is to locate victims and map the environment.
However, many other tasks can require specific skills in robots. For example, there
is a need for fire-extinguishing robots to put out fires, debris-cleaning robots to clear
pathways, and so on. Equipping a single robot with all capabilities decreases the
expendability of the robot and increases the cost. Moreover, robots are subjected to
greater risks in dangerous environments, and there is a higher chance of robot failure.
The loss of a robot means the loss of skills that came with that robot. Multiple
low-cost robots are much better than having a single high-cost robot in a dangerous
environment, such as USAR, where robots are exposed to higher risks [Husain et al.,
2013]. In addition, equipping different robots with different tasks enables parallelism
that allows robots to perform multiple tasks at the same time |[Nagy, 2016]. The
diversity of achievable tasks by a heterogeneous team of robots is higher than a
homogeneous team of robots [Kiener and von Stryk], 2010].

A heterogeneous team of robots require well-planned team and task management

strategies to ensure the best performance from the team. It is important to determine
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what role each robot plays in the mission, how tasks are prioritized, etc. Previously,
in our lab, a heterogeneous team formation framework was developed that supported
the maintenance of heterogeneous teams of autonomous robots operating in disaster
zones |[Gunn and Anderson, 2013]. This framework was later expanded to include
different recruitment strategies to address the team’s lack of robots or skills. Robot
failures or losses result in the loss of skills in a team. Different role-based and task-
based recruitment strategies were introduced to Gunn’s framework that allowed the
recruitment of robots from other teams |[Nagy and Anderson, 2016]. However, robot
failures can increase the rarity of skills across a team. In such cases, multiple teams
can be competing for the same few agents for recruitment. To address this issue, the
idea of robot satisfaction was added to allow robots to accept or reject recruitment
or task requests based on how satisfied the robot would be accepting or rejecting the
task [Fiawoo, 2019].

Existing frameworks in our lab investigate mitigating the effect of robot failures in
the team, but they do not consider recovering the failed robots. There are fault detec-
tion and isolation frameworks like ReFrESH [Cui et al., [2014] and other frameworks
that will be discussed later in Chapter 2] However, most of the current approaches to
agent recovery focus more on the fault detection and isolation of failures within robots,
not the recovery of failed robots. In addition, most other work abstracts away the
team formation and management and the different challenges in dangerous environ-
ments and may not be adaptable to dynamic and unpredictable environments. |Gunn
and Anderson|[2013];|Gunn| [2011] presented a more realistic approach to solving team

and task maintenance challenges in hazardous domains. They developed a framework
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to facilitate the study of the formation and maintenance of robot teams in complex
and dynamic environments like USAR. It addresses challenges like uncertainty, poor
communication, task prioritization, teamwork, etc.

While Gunn’s framework for heterogeneous robot team management [Gunn and
Anderson, 2013; Gunn, 2011], Nagy’s Active Recruitment Controller (ARC) frame-
work [Nagy, 2016; Nagy and Anderson, 2017], and Fiawoo’s satisfaction management
[Fiawool, 2019; Fiawoo and Anderson, 2021] address some of the challenges associated
with robot failures, they lack a specific plan for the failed robots. There are team,
task, and role management strategies in place to minimize the effect of robot failures
on the team’s performance. However, there is no recovery plan for partially or fully
damaged robots. Partially damaged robots can still be useful to the mission. For
instance, a robot with damaged wheels or no mobility can still work as a communica-
tion relay. A fully damaged robot can still have parts that can be salvaged and used
for building other robots. It could also have critical information about the environ-
ment that can be retrieved by human rescuers. Furthermore, having damaged robots
operate in USAR missions without proper recovery management can have a cascading
effect on the team’s performance. A robot with damaged victim sensors can poten-
tially share the wrong location of victims with other robots. Damaged robots can also
pose a hazard to other robots navigating the environment. For example, a robot with
malfunctioning motor systems or sensors can keep colliding with other robots. Dead
robots can distract team members by causing the members to investigate the dead
robots over and over again. A recovery framework can ensure proper management of

failed robots to minimize their effect on the mission’s success.
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My work specifically addresses the recovery management of failed robots. I de-
signed an Agent Recovery framework leveraging the existing team, task, and role
management strategies in Gunn’s, Nagy’s and Fiawoo’s works [Gunn and Anderson,
2013; Nagy and Anderson [2017; [Fiawoo and Anderson) [2021]. The purpose of my re-
search is to come up with strategies to recover and manage damaged robots, minimize
waste of resources and cost, and improve the overall performance of the robot team
in the USAR domain. I added a health manager in agents that will monitor robot
health by running periodic or triggered self-diagnosis workflows and create recovery
tasks as needed. The recovery task primarily comprises attempting to self-recover by
restarting or recalibrating as primary recovery. As a secondary recovery, the failed
robot will adjust its attribute map, and eventually, the role and tasks of the robot will
be adjusted accordingly with the help of existing role and task management strategies
[Gunn and Anderson, 2013; |[Nagy and Anderson, 2016; |[Fiawoo and Anderson) 2021].
Finally, if there is no way to recover the robot using primary or secondary recovery,
the robot resorts to tertiary recovery, which requires human intervention to fix the
robot. My recovery framework also accounts for information loss and the retrieval of

dead or immobile robots.

1.4 Terminology
Here T will briefly explain some of the common terminologies that I will use
throughout my thesis.

e Heterogeneous Robots: It is costly to equip all robots in the team with

expensive motor or sensor capabilities. Not all robots will need to use all skills.
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It is a waste of resources to equip all robots in the same manner. Heterogeneous
teams increase the efficiency of the team by allowing better division of labour
[Gunn [2011]. For my work, robots in a robot team can differ in locomotion,
sensing ability, strength, computational capability, physical structures, etc. In

this work, I will be using the term ”agent” or "robot” interchangeably.

Attributes: Each agent or robot possesses a set of mission-specific attributes
that describe the properties and capabilities of a robot |Gunn, 2011]. Robot
attributes are shared knowledge among all robots, allowing other robots to per-
form identification, task assignment, and recruitment according to robot capa-
bilities. For example, a victim identification task will require a robot equipped
with sensors that can identify victims. In Gunn’s Framework, robots are pre-
defined and static. The attributes do not change throughout the mission. How-
ever, in my framework, even though the attributes are pre-defined, they are
dynamic. Failures in robots can lead to changes in their attributes. A robot
with victim sensing capability can lose this ability due to sensor failure. In such
cases, attributes will be adjusted according to the current capabilities of the

robot.

Task: A task is a single instance of work that a robot can complete|Gunn,
2011]. For instance, putting out fires, removing debris, identifying victims, and
so on. For Gunn’s framework, it is assumed that one task must be performed
by one robot alone; it does not require multiple robots to perform a single task.

The collective effort from all tasks contributes to the overall goal of the mission.
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e Role: A role defines a set of tasks that the robot occupying the role is expected
to be able to perform [Gunn) 2011]. For instance, a robot filling a ”debris
remover” role must be able to differentiate between debris and a victim, navigate

uneven terrain and have the strength and physique to remove debris.

e Team: A team is a distributed group of heterogeneous robots filling up different
roles and working towards a shared common purpose. They may or may not
have perfect knowledge of the team’s membership [Gunn| [2011]. There is one
team leader, and one of its responsibilities is assigning tasks to the team mem-
bers. Team members report their task status, location, etc., to the team leader.
There can be multiple non-competitive robot teams in the USAR environment

working towards a common goal.

e Minimum Requirements: Minimum Requirements for a task type are the
absolute minimum capabilities required by agents to carry out that task [Gunn,
2011]. For example, an agent must have fire-detecting sensors and fire-extinguishing
capabilities to be able to put out fires. These are the minimum requirements

for fire-quenching tasks.

e Suitability: Suitability in Gunn’s Framework is a numeric value that defines
the degree to which an agent is suitable to do a task based on its capabilities

[Gunn) 2011]. It helps in deciding which agent is best suited for a task.

e Recruitment: There can be many cases when a robot or a team might need
assistance. For instance, the team might need help with a role that lost its

robot, or a robot might identify tasks it cannot complete due to a lack of skills
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or due to a full task queue. In such cases, robots can send requests for assistance
with tasks. These requests can be referred to as recruitment. New robots are
released into the environment periodically to make up for losses. Teams can
also recruit new robots or robots from other teams to accomplish tasks [Gunn,
2011]. Recruitment can be permanent (e.g., permanently recruiting to fill a role
in the team) or temporary e.g., to just assist with a task). Robots are also

allowed to reject recruitment requests in certain circumstances [Fiawool, [2019].

Satisfaction: The Satisfaction of an agent is the measure of how much utility
an agent derives from performing a task. For instance, a fire extinguishing robot
or Firebot will gain more satisfaction by doing fire quenching tasks than victim

detection tasks.

Willingness: In Fiawoo’s work, willingness is defined as an agent’s tendency to
accept or reject a recruitment request based on its current satisfaction. A robot
is said to be willing if its current satisfaction is low and it needs opportunities
for tasks to increase its satisfaction. It is said to be somewhat willing if it has
moderate satisfaction and is open to accepting recruitment requests. Lastly, it
is said to be not willing if its current satisfaction is high, meaning it is more
needed in its current role and is not interested in other recruitment requests

[Fiawoo, 2019).

All these terminologies will be explained in greater detail in Section [2.4]
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1.5 Approach

For my research, I am going to build my ideas on some existing frameworks of het-
erogeneous robots in the USAR domain: Gunn’s Framework [Gunn, 2011], the Active
Recruitment Controller Framework(ARC) [Nagyl [2016], and Fiawoo’s framework [Fi-
awoo, 2019]. Gunn developed a team management and task allocation framework for
a heterogeneous team of robots operating in complex and dynamic environments such
as disaster zones. The team formation changes through recruitment or role swapping
to maintain the desired optimal team structure. The framework also facilitates the
discovery and subsequent assignment of tasks to members of a team in a distributed
fashion. Task and team management also addresses robot failures to some extent.
Dead or lost robots create vacant roles in teams, which are then filled by the next best
robot in the team or through recruitment. Expanding on Gunn’s framework, Nagy
introduced improved recruitment strategies that allowed robots to search for robots
actively or concurrently while doing their tasks and not just rely on chance encoun-
ters for recruitment |[Nagy, 2016]. This increased the chances of finding more suitable
roles and task recruits in adverse situations and poor communication. Later, Fiawoo
added the concept of tracking the utility and satisfaction of a robot with respect to
its location and team. This allowed robots to accept or reject recruitment requests
based on their current satisfaction. In addition, robots tend to move to locations
where they have better use of their skills or higher satisfaction [Fiawool [2019].

Gunn| [2011], Nagy| [2016], and Fiawoo [2019] developed different strategies to
improve the existing framework’s performance and robustness to robot failures. Their

goal was to maintain or improve the performance of a robot team even with the
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missing robots (either because they got lost in the environment or they died) in
the team, or because of the lack of unique robot skills in the environment. Their
work, however, does not do anything about the dead or damaged robots themselves.
Information gathered by those robots is lost forever, which is a waste of time and
resources. It also does not address partial failures in robots. In a challenging and
dangerous environment such as USAR, robot failures are inevitable. There can be
cases where a robot damages its victim sensor and can no longer detect victims. Or
maybe a robot lost its ability to move by damaging its motor or wheels. Robots can
also get erroneous readings from sensors due to system malfunction. The current
framework does not have any way to deal with such situations where robots are
partially malfunctioning. Letting malfunctioning robots operate as usual without
taking any measures will deteriorate a team’s overall performance. They will keep
on failing at tasks they are expected to do. Faulty readings will disrupt the team’s
progress. For example, if a robot has a faulty victim sensor, the victim locations that
it recorded may be incorrect and will share that incorrect location with all members
of the team. The robot or the team cannot recognize this faulty condition unless
there is an active mechanism to identify such errors. A proper recovery management
framework is necessary to manage faulty or dead robots and to address the issues
that may arise due to their failure.

Since my recovery framework is mainly intended for agent recovery in dangerous
and challenging environments, it assumes that any agent could suffer from partial
failure or total failure at any point. Partial failures only affect particular components

in the robot, but the robot can still function and perform tasks using other unaffected
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components. For example, a robot with damaged wheels or failed mobility can still act
as a communication relay and help in task assignment, recruitment, etc., if its WiFi
is still working. Total failure can occur when all components fail or if the robot dies.
For predictable deaths, like running out of battery power, my framework provides
energy-saving fallback modes that buy the robots with critical power levels some
time to let other robots know about their location so that they can be rescued later
if they die. Information like victim locations and maps based on the area explored so
far is also shared, so that the information is not lost with the robot’s death. Energy
consumption is a concept that was not previously discussed in Gunn’s [2011], Nagy’s
[2016], and Fiawoo’s [2019] work. I incorporate this concept in my work since it is
one of the important factors that can cause robot failures. Future work can expand
on this to see how tasks can be optimally assigned and prioritized while minimizing
energy use and maximizing the number of tasks completed.

My agent recovery framework manages the partially damaged and fully damaged
or dead robots while leveraging the existing team-role management strategies and
recruitment strategies by Gunn [2011], Nagy [2016], and Fiawoo [2019]. There are
2 main phases in the agent recovery framework: The detection and Diagnosis phase
and the Recovery phase. In the existing frameworks [Gunn, [2011; |[Nagy, [2016} |Fi-
awoo, 2019], robots have framework-specific modules or managers that support the
functionality necessary for them to manage roles, teams, recruitment, satisfaction,
and so on. For my agent recovery framework, I added a health manager that moni-
tors robot health, runs health diagnosis, and creates recovery tasks for the robots if

it detects any failure in the robot during the diagnosis. In the recovery phase, the
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robot first attempts self-recovery by restarting or recalibrating. If self-recovery fails
to fix the problem, the robot then adjusts its attributes map such that it reflects
the latest changes in its capabilities and lets its team members know of the changes.
This attribute adjustment has a cascading effect on future roles and task assignments
because of how the existing framework is designed. Robots are assigned to roles or
tasks and recruited based on their suitability to the roles or tasks, and this suitability
expression is mainly built based on the robot attributes. Any change in the attributes
eventually changes the roles and the types of tasks the robot accepts going forward.
Lastly, there can be cases where self-recovery fails and attribute adjustment does not
improve the performance of the robot. Such cases call for human intervention to fix
the robot. For example, if a robot’s communication fails and it can’t be self-repaired,
adjusting its attributes does not help at all since it can not communicate the changes
to other robots and cannot ask for help. The best course of action in such a case is

to return to the base to be fixed by humans.

1.6 Problem Setting

This section briefly describes the problem domain, which is Urban Search and
Rescue, and the environment for which I am developing the Agent Recovery Frame-
work. I will also describe the fault simulator that I built into the environment to help

me evaluate my framework.
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1.6.1 Urban Search and Rescue

The Urban Search and Rescue (USAR) domain has seen dramatic progress in
research over the years in the robotics community [Jacoff et al., 2001]. The level of
danger and complexity of this domain makes it a common representative domain used
for the research of mobile multi-robot systems. Human rescuers can use rescue robots
to assist them in exploring disaster zones and locating casualties. The aftermath of
natural or man-made disasters can be dangerous and highly challenging for both
humans and robots. However, the expendable nature of robots makes them better
choices for sending them to locations that can be life-threatening to human rescuers.
For example, it is safer to send robots to explore a room with dangerous fumes
instead of humans. In addition, robots can often easily get into locations which are
inaccessible to humans. Rescue robots also reduce the workload and improve the
situational awareness of human rescuers |[Niroui et al., 2019).

Robots also face great challenges in hazardous environments, such as USAR mis-
sions, due to the complexity and uncertainty of the missions. Integrating autonomous
teams of rescue robots in USAR missions requires addressing many technical, oper-
ational, and regulatory challenges |Solmaz et al., [2024]. Unstructured and often un-
stable rubble makes robot navigation a challenge. Smoke, dust, fire, etc., can cause
sensory difficulties |Jacoff et al., 2001]. Robots have to locate victims and explore and
map the environment while making careful decisions, coordinating with teammates,
planning their path and tasks, and taking into account the time constraints. Robots
are also at a high risk of failures or damage. Heavy objects can fall on robots, there

can be fire that can cause damage, robots can have system failures or malfunctions,
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etc. To make the robot teams more robust to these failures, it is important to incor-
porate a recovery framework for the partially or fully damaged robots. The real-world
utility and the complexities in the USAR domain make it an ideal candidate domain

to develop and evaluate my agent recovery framework.

1.6.2 Environment

Real-world experiments to validate robot performance are critical but can be ex-
pensive. In fact, it is not feasible to run real-world experiments for research based
on a dangerous and complex domain such as USAR, especially in the primary stages
of research, where we need reasonable flexibility in terms of time and resources. Ad-
ditionally, my research work is around robot failures and recovery. It will be very
difficult to experiment given the cost of robots and the time taken to fix/break real-
life robots. There are also limitations in how much we can customize and replicate
real-life disasters in the real world. For example, placing debris, setting fire, and
redoing scenarios after every experiment. For my research work, it is more reasonable
for me to use a simulation for my experiments. It is better to start with simulations
in the preliminary stages of research, where we will not be limited by time and re-
sources as we would be in real-world experiments [Magid, 2023]. Moreover, we can
randomize the map and robot failures, customize robots and capabilities, replicate
scenarios, and run them as many times as we need.

In our lab, Gunn [Gunn, [2011], Nagy [Nagy, [2016], and Fiawoo [Fiawoo, 2019
used a multiple-robot simulation tool known as Stage [Gerkey et all [2003]. It sim-

ulates multiple robots, sensors, different environmental objects, etc. The simulation
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can be customized according to experimental needs. The Stage project also comes
with a robot device server known as Player. It facilitates the rapid development of
robot controllers that can eventually drive real-life robots. My Agent Recovery frame-
work leverages the team formation, task-role management, and recruitment strategies
implemented by Gunn [2011], Nagy [2016], and Fiawoo [2019] using the Stage sim-
ulation tool. I use this tool for my implementation and experimentation as well.
The simulation maps are randomly generated. There are debris, walls, and fire as
obstacles. True and false victims are randomly placed on the map for the robots to
find. Robot teams are formed with multiple robots with different capabilities and

specialties. More about the environment will be discussed in detail in Section [4.3]

1.6.3 Fault Simulator

The evaluation of my Agent Recovery Framework requires simulation of robot
failures, which Stage does not provide. Gunn [2011] simulated robot failures at a
very high level as a part of his framework’s evaluation. In his failure simulation,
robots are randomly shut down either temporarily or permanently. His goal was
to see how the team adapted in response to the absence of a team member or a
lack of skill in the team. However, my work focuses more on how the affected or
failed robots will respond to failures, how they will adapt their roles and tasks to
contribute to the mission. Besides, in real-world USAR missions, robot failures are
not just limited to the permanency of shutdowns (total robot failures). Robots can
have unresponsive components(sensors, wheels, etc.), error readings, power failures,

and so on. Qiao et al. categorized faults and failures into 3 principal categories:
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faults, soft failures, and hard failures [Qiao and Weiss, |2016]. They defined fault as
defects, such as incorrect readings or decisions caused by inherent flaws in design or
implementation. Soft failures refer to degradation or external wear and tear changes
that may have damaged something within the system. Finally, hard failure indicates
more permanent or total damage to the robot or robot component.

I used a similar concept to build a Fault Simulator and add it to the Stage simu-
lation tool. Each robot has its own fault simulator that will simulate random failures
at random intervals. Failures can be partial or total based on whether the robot
can still operate to some extent. There can also be different kinds of malfunctions,
like erroneous or faulty readings from components and unresponsiveness. In Gunn’s
implementation, robots suffered temporary failures that they recovered from auto-
matically after some timeout |Gunn| 2011]. But this is unrealistic. We need real
measures to help recover the robots, which is the purpose of my work. This will help
me see how my agent recovery framework improves robot and team performance in

the presence of different types of robot failures. The fault simulator will be described

in detail in Section 4.3.51

1.7 Research Questions

In this section, I will briefly discuss the questions I will answer using the approach

(Section [L.5]) and evaluation(Section [1.6]) discussed in the previous sections.

1. What effect does my agent recovery framework have on the overall
performance of teams of heterogeneous teams of robots operating in

dangerous domains?
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I will determine the overall performance of the team in terms of the number
of victims located and the area explored, in the presence versus in the absence
of my recovery framework. I will compare these against a baseline approach,
which represents an ideal world without robot failures. This will allow me to
learn how well the robots perform ideally without robot failures and how we
can expect them to perform in more realistic scenarios where robot failures are

inevitable.

2. When does my framework work best with respect to different fac-
tors such as type of recruitment strategies, quality of communication,

presence or absence of replacements, etc. 7

I will experiment with various combinations of recruitment strategies by Nagy
[2016], poor versus good communication, the presence or absence of replace-
ments, difficulty of mission or different levels of probabilistic robot failures. I
will determine when my framework performs best and when it performs worst.
This will also help determine which recruitment strategy works best with my
recovery framework under different circumstances. Moreover, one of the pur-
poses of sending in replacement robots is to make up for failed robots. Through
my experiments, we will see if it is really necessary to get replacement robots, if
robots can recover or if there is a chance for better planning and use of limited

resources.
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1.8 Thesis Organization

The remainder of my thesis is outlined as follows:

e Chapter 2 - Related Work - This chapter reviews literature related to re-
search on multi-robot systems operating in dangerous domains, with a focus
on robot attributes, roles, task allocation, team, role, and task management,
failure detection and diagnosis, and agent recovery. In addition, I provide a
detailed description of the existing frameworks by Gunn [2011], Nagy [2016],

and Fiawoo [2019] that I am extending work on.

e Chapter 3 - Methodology - This chapter describes my agent recovery frame-

work in detail.

e Chapter 4 - Implementation - This chapter describes how I implemented
my framework in the USAR domain (robot types, environment, tasks, etc.), in-
cluding the detailed description of the fault simulator I implemented to evaluate

my framework.

e Chapter 5 - Evaluation - In this chapter, I provide the experimental details
for the evaluation of my framework. I present the results that I obtained from

my experiments. Lastly, I analyze these results in detail.

e Chapter 6 - Conclusion - In this chapter, I conclude my thesis while answer-
ing the research questions in Section based on my framework’s evaluation.
In addition, I discuss the challenges and limitations that I faced in my research

work. Lastly, I discuss the future scope of my work.
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Related Work

2.1 Chapter Overview

My work primarily focuses on the recovery of failed robots in dangerous domains.
However, my agent recovery framework involves fault detection and diagnosis in
robots, adjusting robot attributes, which further requires roles and tasks adjustment
and results in an overall change in the team structure. Fault detection and diagnosis
include close component-level monitoring of robot health. Agent recovery includes
taking necessary measures like role and task adjustments to address and permanently
or temporarily resolve the robot failures to allow the failed robots to contribute to
the team’s mission as much as possible and have minimal effect on the robot team’s
overall performance.

In this chapter, I discuss some important research done around robot recovery
and multi-robot teams operating in dangerous domains and how these works relate

to my research work. I discuss the works related to mine in 3 sections. In Section

21
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[2.2] T discuss some research around multi-robot systems like robot team formation,
task and role management, etc. and how robust these existing strategies are to robot
failures, which is the basis of my research. In Section [2.3] I discuss some research done
around fault tolerance, detection, diagnosis, and recovery in robots and robot teams.
This discussion is not necessarily limited to rescue missions but also includes recovery
from failures in robots in general (e.g., industrial robots). Finally, in Section [2.4] I
discuss the existing frameworks developed for the USAR domain by Gunn [2011],
Nagy [2016], and Fiawoo [2019]. My framework is an extension of these existing
frameworks. I extended the task and role management by Gunn [2011], recruitment
strategies by Nagy [2016], and satisfaction management by Fiawoo [2019] such that
these now address failed robots as well. So, in that section, I will describe the existing
frameworks, how they differ from my work, and how my work can make robot teams

more resilient to robot failures.

2.2 Multi-Robot Systems in USAR

The coordination and control of multi-robot systems, especially in dangerous do-
mains like urban search and rescue, have gained significant attention in the research
community in the past decade. The complexity and challenges of controlling multi-
robot teams for rescue missions in dangerous domains made it an interesting problem
domain for research with promising potential in USAR applications |[Liu and Ne-
jat, [2013]. In this section, I will briefly review the work done so far regarding the
challenges addressed in the study of rescue robotics.

While reviewing the current status of multi-robot systems in the context of search
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and rescue, Drew| [2021] sketched out 4 broad challenge areas based on the reliabil-
ity, autonomy, and mobility of multi-robot systems: perception and planning, com-
munication, human-robot interaction, and Cost/Function trade-off. Perception and
planning contribute to cooperative mapping, team management, task allocation, and
so on. In a search and rescue operation, robots are required to explore and map out
an unknown environment while navigating obstacles and locating casualties. Several
simultaneous localization and mapping (SLAM) techniques have been developed to
allow robots to autonomously map USAR environments and locate and track them
using the generated map |Cadena et al.| |2016; Danping et al| [2019]. For example,
Dayoub et al.| [2011] proposed a method based on short-term and long-term memory
concepts to improve the robustness of localization and mapping in dynamic environ-
ments. Information about the map is moved between different layers of memory while
keeping the reference views of a robot’s map up-to-date. To reduce factor graph opti-
mization complexity, [Ni and Dellaert| [2010] recursively partitioned the SLAM graph
into multi-level sub-maps using the nested dissection algorithm to generate a clus-
ter tree. Despite the progress made on the SLAM algorithms, there are still novel
research questions arising around developing fail-safe SLAM, recovery, SLAM’s ro-
bustness to hardware failure, etc. [Cadena et al.,|2016]. SLAM solvers are vulnerable
to outliers, which degrade the quality of estimates and ultimately lead to an incorrect
linearization point, which is hard to recover from |Cadena et al., 2016]. Hardware
failures can also impact SLAM systems. Malfunctioning sensors with low accuracy
can lead to poor estimates. One way to improve SLAM estimates is to be able to

detect and recover degraded hardware operations, which is one of the main goals of
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my research.

Robot teams in rescue missions can be teleoperated or semi-autonomous, or fully
autonomous. Studies have shown that human operators can effectively teleoperate
only up to eight robots at a time before performance starts degrading [Hong et al.
2018]. This led to studies into semi-autonomous or autonomous robot teams, which
require efficient autonomous team and task management strategies, especially in com-
plex and challenging environments like USAR. [Liu et al,| [2012} [2013] introduced a
MAXQ hierarchical reinforcement learning (HRL) based semi-autonomous control ar-
chitecture to address exploration and victim identification problems through optimal
task allocation and execution in a robot team. The fundamental principle of MAXQ is
to decompose a root task (e.g., USAR mission goal) into smaller tasks (e.g., navigate,
identify victim ) to achieve a hierarchical optimal policy for the overall task. It al-
lows robots to learn from each other’s previous experience to make informed decisions
about who should perform what task at any given time to achieve optimal perfor-
mance. Human control is requested only when necessary. Later, Hong et al|[2018§]
developed a semi-autonomous controller based on the MAXQ hierarchical reinforce-
ment learning model for USAR missions, which showed significant improvements in
task performance and reduced human-robot interaction effort. However, these studies
don’t say how robust this controller is to robot failures.

A lot of studies focused on improving human-robot collaboration in USAR mis-
sions. Sharmin et al,| [2019] developed a working prototype of a team of low-cost
autonomous robots that sends continuous thermal and video feed and sensory data

from the environment to humans via a web application. The data can help humans
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plan their mission accordingly. While efficient team and task management is necessary
for control and coordination of semi-autonomous or autonomous multi-agent teams,
it is also important to account for robot failures. Dead or malfunctioning robots can
degrade a team’s performance (e.g., a malfunctioning robot being assigned specialized
tasks, dead robots resulting in a lower task completion rate). |Chandra and Rocha
[2016] introduced a knowledge-based framework for human-robot collaboration in
USAR that enables efficient context-based knowledge sharing and reasoning among
team members. They used an ontology that represented and correlated different
contextual concepts like scenario-based, agent-based, mission-based, and team-based
contexts. Agents obtain information from the environment, which is later processed
and updated to the knowledge base. This framework is designed to detect any in-
clusion or reduction of teammates. When a robot newly joins or rejoins a team, all
events stored in the local knowledge base are shared with the team to synchronize the
knowledge of all teammates. This makes the system resilient against communication
failures but does not directly address robot failures.

There are also studies that have taken a more autonomous approach in handling
complex problems like resource management, poor communication, etc. in USAR do-
main. Yang and Parasuraman| [2020] proposed a need-driven multi-robot cooperation
mechanism. They encoded the robot’s needs hierarchy in a behaviour tree structure.
Different needs of the robots include safety needs(avoid collision), basic needs(energy,
mobility, etc.), capability needs(supply resources), teaming needs(increasing utility),
and learning needs(upgrade). Robots are able to reorganize to adapt to the current

situation as needed to minimize cost and loss of agents. |Banfi et al. [2018] addressed
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the poor communication problem in mobile robot teams with the help of Integer
Linear Programming (ILP) to compute optimal ways to redeploy robots as commu-
nication relays incrementally. In my work, I will use a similar idea of using partially
damaged robots as communication relays if the robot is still able to communicate.
Robot teams deployed in search and rescue missions are often heterogeneous. A
homogeneous team of robots may seem ideal for rescue missions, where any robot in
the team can accomplish any task they encounter, without asking for help. However,
this is not at all cost-effective or realistic [Gunn| 2011]. In addition to the increased
cost of redundant equipment for all robots, there is also a higher cost incurred in case
of robot failures [Liu et al., 2013]. The dynamic nature of USAR environments may
require different robot morphologies (legged robots, tracked robots, etc.), which can-
not all practically be equipped into one robot [Delmerico et al., 2019]. In a study, the
Department of Homeland Security (DHS), Federal Emergency Management Agency
(FEMA) and the National Institute of Justice (NLJ) identified and defined functional
requirements in rescue robots that meet the needs of both USAR teams and law en-
forcement agencies. The result of the study was a list of 13 robot categories and 103
performance requirements by the responders [Schlenoff and Messinal 2005]. There
has also been research studying the division of labour, roles, teams, and task man-
agement in a heterogeneous team of robots. Some role-based approaches include the
explore vs. relay roles, where explorers explore the environment and relayers relay the
information from explorers to the base station |[de Hoog et al., 2010]. Gunn’s Frame-
work has a more diverse team structure with roles primarily being sorted into leader,

coordinator, and explorer types [Gunn, 2011]. It allows role-swaps and recruitment,
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which makes the team more dynamic and robust to robot failures. If any robot in
the team dies, the vacant role is filled by the next best-suited robot in the team.

Sivaraman et al.|[2025] introduced a pack hunting strategy for USAR operations,
where robots can switch between the roles of "Chaser’ and "Flanker’ based on current
data, improving adaptability. Chasers pursue targets actively while flankers assist
chasers when necessary. Targets or tasks are dynamically reallocated if a robot’s
status changes, such as low energy or communication failure. Brutschy et al.| [2012]
employed a simple task allocation strategy that allows behavioural specialization in a
robot swarm. Robots learn, adapt, and specialize in tasks through repetition. They
select tasks with a higher probability of improved performance. They also employ a
form of forgetting, where if a robot has improved on one task and then starts working
on another task, it loses part of its performance gain for the former task if it has
not performed it for a while. This adaptive behavioural specialization can potentially
help in role adjustment needed for robots that are partially damaged or malfunction-
ing and have performance degradation. However, behavioural specialization is not
advantageous in environments like USAR, as specialists may not be fast enough to
adapt to the changes in task distribution, team structure, and environment [Brutschy
et al., [2012].

Chitikena et al.| [2023] discussed ethical and design issues that should be considered
at the development stage of robotic and cognitive technology in search and rescue
missions |[Chitikena et al.,|2023]. One of the issues included in their ethical framework
is accountability. It is challenging to determine who is liable for harm (e.g., injuring

victims, failing to detect victims) caused due to hardware failures that are not always
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in the control of the operator or the developer. There is a higher risk of robots getting
damaged in dangerous and unpredictable environments. A lot of studies around multi-
robot teams in dangerous domains address the potential robot failures and incorporate
strategies such that these failures have minimal effect on the team’s performance (e.g.,
role-swap in Gunn’s framework |Gunn, 2011]), but very few of these studies address
the management and recovery of damaged robots in dangerous environments. In my
agent recovery framework, I aim to incorporate recovery for damaged robots into
team, task and role management strategies such that even partially damaged robots
can contribute to the mission’s success. Robots will adapt their roles and tasks
according to their current health status. In addition, recovery steps like recording
robot location, asking for rescue, critical knowledge transfer, etc., are considered so

that all robots are retrieved and accounted for in the mission.

2.3 Fault Detection and Recovery in Multi-Robot

Systems

The existing research in rescue robotics strives to improve performance while
making the robots and teams robust to challenges faced in search and rescue oper-
ations. Some studies focus on making the multi-robot teams fault-tolerant, while
others specifically design fault detection, diagnosis, and recovery mechanisms to di-
rectly address the failures. The approaches taken to recover from robot failures are
diverse. In this section, I will discuss the research around fault tolerance, detection,

diagnosis, and recovery while also making some comparisons with my work.
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Over the years, researchers have taken different approaches to fault detection in
multi-robot systems. Arrichiello et al.| [2014] presented a combination of distributed
and local approaches to solve the fault detection and recovery problem for teams of
networked robots. Every agent has a fault observer module that uses local informa-
tion and a vector received from the neighbours to make an estimate of the overall
team. A set of fault-sensitive residual vectors is compared with a set of adaptive
thresholds to detect faulty robots. In case of non-disruptive faults, a fault-tolerant
approach is pursued by adding an adaptive compensation term. In case of disruptive
or unrecoverable faults, the faulty robots are completely removed, and teams are re-
configured. In my work, I will also use different thresholds to detect faults in robots.
For instance, there can be a threshold for the maximum and minimum distance for
identifying an object based on the field of view (FOV) of a sensor in the robot. If the
sensor’s readings show objects located outside the usual FOV or at a distance outside
the minimum or maximum range, then we can suspect that there is something wrong
with the sensor. However, this is a very simplified way of detecting errors in distance
sensors. In the real world, there are many kinds of sensors and they are often more
complex. Distance sensors can output incorrect readings due to calibration errors,
physical damage, etc. Sensor failure detection is a vast area of study that, which
lies outside the scope of my thesis. My thesis focuses more on the recovery of failed
robots.

Marino et al.| [2017] later proposed a distributed Fault Detection and Isolation
(FDI) schema for a homogeneous team of robots based on linear time-discrete dy-

namics. Once a fault is detected, the faulty agents are removed from the team,
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carefully following a recovery strategy based on maximum detection time to avoid
abnormalities that could arise from inconsistent team knowledge among team mem-
bers. Tousi et al.|[2008] introduced a hybrid fault detection, isolation and recovery
(FDIR) methodology for a team of unmanned vehicles. It consists of a low-level or
agent-level FDIR and a high-level or team-level FDIR. The low-level FDIR is based
on a quantitative model-based approach that uses a priori knowledge to detect in-
consistencies or residuals in the system. The high-level FDIR uses a discrete-event
system (DES) supervisory framework. The DES supervisor maintains a team’s best
performance by disabling team structures where faulty robots have a large impact on
the team. [Tousi and Khorasani [2009] further extended this methodology to build an
optimal hybrid FDIR methodology where the DES supervisor can analyze available
solutions and find the optimum path instead of using just feasible solutions based
on given specifications and limitations. The Hybrid FDIR framework is designed to
detect failures, but it cannot completely recover agents from failures [Tousi et al.,
2008]. So, the recovery includes the supervisor removing team structures with faulty
agents.

Parker and Kannan [2006] presented an adaptive causal model method (CMM)
called LeaF (Learning based Fault Diagnosis), which uses a pre-specified partial causal
model for fault detection and recovery. When a known fault is encountered, the robots
can take recovery actions as instructed in the nodes of the causal model. In case of
new, unknown faults, the robots use case-based reasoning (CBR) to extract relevant
recovery actions from prior experience. The causal model is then updated with the

new fault experience. If the system fails to classify a fault, the human operator
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is requested to update the causal model with recovery measures necessary for the
unidentifiable fault. Recovery measures include re-attempts, resets, notifying human
operators, etc. However, in fast-changing and time-critical domains like USAR, learn-
ing and adapting the causal model with appropriate recovery actions may be complex
and time-consuming. Moreover, we have to consider cases where immediate recovery
robots are not possible. The recovery of robots in such cases must include manage-
ment of malfunctioning robots that can not be fixed right away, such that they can
still help the team in other ways with minimal disruption to the team’s efforts.
Fault tolerance and recovery in multi-agent systems is also a popular topic of
research in robotics. [Parker| [1998] proposed a fully distributed behaviour-based ar-
chitecture that models motivations. They modelled two types of internal motivations.
The robot’s impatience motivation increases as a robot waits for its team member
to complete a task, and at a certain point, the robot assumes its team member has
failed in doing the task and does the task itself. The robot’s acquiescence motivation
helps the robot handle situations where the robot itself fails to perform a task. Parker
further added a learning mechanism to allow the rate of impatience and acquiescence
to be context sensitive. However, this architecture does not have any mechanism
for agent recovery from failures. [Liu et al| [2015] developed a supervisory controlled
architecture where a human oversees a large heterogeneous team of robots in USAR.
It helps determine a team’s behaviour in response to robot failures. It also addresses
task recovery in the event of robot repair. When a robot fails and needs to be fixed,
the tasks allocated to the robot are returned to the task buffer so that other robots

can complete them. Then the control of the failed robot is given to humans until it is
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repaired. Humans can also retrieve and reallocate tasks from failed robots. A priority
is maintained in agent recovery when there are multiple robot failures in the team.
Liu et al.| [2015] touch on the topic of agent recovery, but they do not consider the
communication challenges in USAR and require supervisory control. My framework
considers different real-life challenges of USAR, including communication failures dur-
ing agent recovery. It will allow autonomous agent recovery and management to some
extent.

Hofbaur et al.| [2007] presented a detailed model-based fault diagnosis and re-
configuration framework for a single autonomous robot. It ensures that the robot
completes its tasks as much as possible, even if it has a hardware failure. A robot
can switch its operation mode according to the type of failures. In my agent recov-
ery framework, robots can switch to energy-saving or immobile modes when health is
critical, but can still do other tasks like recruiting team members, managing the team,
etc. Long et al.| [2003] presented their approach in sensor diagnosis and recovery for
single and multiple robots. In their work, for fault diagnosis, robots generate a list of
hypotheses about the fault and then perform tests for the listed hypotheses. Robots
can also query peers for sensor information to correlate with local test results and
diagnose faults. Once the fault is confirmed, corrective actions are taken accordingly,
like re-configuring sensors, re-calibrating the camera and so on. My work will also
include diagnostic tests, but the results will be compared to pre-defined expected
functions (e.g., a sensor is expected to detect objects only within its field of view
with respect to the robot’s position). Surely, there are more sophisticated methods

of failure detection in robots; failure detection in my framework is only a part of it,
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not the only focus. Fault diagnosis and recovery in my framework are more com-
plicated because of the heterogeneity of robots, and so I used a simpler approach
to detect errors in robots. [Parker and Tang| [2006] proposed using sensor sharing
through dynamically formed coalitions to increase fault tolerance in multi-robot sys-
tems. This allows multiple robots to collaborate to perform a single task through
sharing information between schemas. Gunn’s framework allows coalitions to some
extent, where robots with high-accuracy sensors help confirm victims identified by
robots with low-accuracy sensors [Gunn, |2011]. It can be extended to allow coalitions
for other tasks as well in the future. However, breaking up tasks into smaller subtasks
to allow efficient coalitions can make the mission planning more complicated.
Several health monitors, diagnostics, prognostics, and maintenance frameworks
(collectively known as Prognostics and Health Management (PHM)) have been de-
veloped over the years for direct monitoring and management of robot health and
failures [Qiao and Weiss, 2016]. HSU et al.| [2021] developed an intelligent health di-
agnostic system for industrial robots to prevent failure and performance degradation
through constant monitoring, prediction and estimation of equipment and production
performance. The health diagnostic system is composed of 3 subsystems: the fault
detection subsystem, the fault diagnosis subsystem, and the health evaluation subsys-
tem. The fault detection subsystem continuously monitors tasks and the operational
status of robots. The fault diagnosis subsystem is triggered when the operation sta-
tus reaches a warning threshold. The historical normal data of the current task is
analyzed and triggers the health evaluation subsystem if the warning conditions are

not met. The health evaluation subsystem evaluates robot health and generates a
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Robot Health Index to quantify the health status of the robot. Similarly, I added
a health manager to the robots in Gunn’s, Nagy’s, and Fiawoo’s framework [Gunn,
2011; Nagy, 2016; Fiawoo, [2019] that monitors robot health, runs diagnostic tests on
robot components, and creates appropriate recovery tasks to address the failure in
the robot. A lot of research related to robot failures focuses on fault detection and
diagnosis, such that it allows for supervisory control of recovery by human operators.
Very few studies have examined the autonomous recovery of damaged robots. While
full-autonomous recovery of robots is not always possible, measures can be taken to
mitigate some effects of the damage to the robot and allow the robots to operate until
they are repaired by humans. My work deals with this type of recovery management
of partially or totally damaged robots operating in teams in dangerous domains where

resources are scarce and immediate repair of robots is not always possible.

2.4 Existing Frameworks

In our lab, Gunn and Anderson |Gunn, 2011; Gunn and Anderson, 2013, 2015]
developed the first step in a framework for the formation of dynamic heterogeneous
teams of robots for USAR. After any loss in a team, other robots switch roles to fill
the gap, even if they are not the perfect fit. The team can recruit new members
through redistribution with other teams in the environment via encounters or pas-
sive recruitment. Building on Gunn’s framework, Nagy and Anderson [Nagy, 2016;
Nagy and Anderson, 2016, [2017] proposed the Active Recruitment Controller (ARC)
framework that allows permanent and temporary recruitment of skills. It also allows

concurrent recruitment where robots broadcast recruitment requests while doing other
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tasks. There is also active recruitment where robots can stop doing tasks and actively
search for other robots for recruitment. Later, Fiawoo and Anderson |[Fiawoo, 2019;
Fiawoo and Anderson, 2021] considered robot satisfaction and sense of locality to
maximize the utility of rare or unique skills in the environment. The rarity of skills
is usually caused by the loss of robots. In Fiawoo’s framework, rare robots tend to
stay in locations or teams where they can achieve the highest utility, even if it means
rejecting other task requests or leaving their own team.

Even though the existing frameworks in our lab have strategies in place to make
up for lost robots in the environment through recruitment or better management of
rare skills, they do not directly address the problem of robot failures or what happens
to the failed robots. There is no way to diagnose failures in robots, nor are there
any agent recovery strategies. If a team loses communication with a robot for a
certain amount of time, it is considered lost. However, there can be different levels
and types of damage a robot can have. Different damaged robots will need different
kinds of recovery. In my work, I detect and diagnose the type of damage in a robot
and robot recovery is done accordingly. Robot recovery included reconfiguration of
robots, reassessment of skills and reassignment of roles in case of partially damaged
robots, retrieval and re-use of intact parts like sensors, camera, etc. in non-functional
robots, or robots are sent back to base to be repaired or salvaged by humans.

My work expands on Gunn’s, Nagy’s, and Fiawoo’s work |Gunn, 2011 |[Nagy,
2016; [Fiawoo,, 2019] to include a recovery framework that manages partially or fully
damaged robots. A part of my recovery strategy revolves around how the damaged

robot’s attributes, roles, and tasks are adjusted to account for the failure in the robot.
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As my framework is an extension of the existing work in our lab, it is necessary to
understand this work before I proceed with discussing my framework later. In this
section, I will discuss the main concepts of Gunn’s, Nagy’s, and Fiawoo’s work [Gunn,

2011} [Nagyl, 2016} [Fiawoo, 2019).

2.4.1 Gunn’s Framework

In this section, 1 will briefly explain Gunn’s framework, which is central to my
work. This framework is a typical representation of the USAR domain with challenges
we see in real life, like poor communication, a dynamic environment, limited resources,
and so on. It supports the maintenance of teams of heterogeneous robots in complex
disaster zones. Collapsed buildings, minefields, etc., are some of the many real-life
scenarios that can be represented with the help of this framework. Using Gunn’s
framework as my reference allowed me to make important implementation and design

decisions for my research.

e Attributes: The agents in this framework differ in physical attributes, skills,
and capabilities. Each robot is specialized for a certain set of tasks. To identify
the type of tasks a robot is suited to perform, Gunn|[2011] used attributes. At-
tributes refer to a set of properties used to define the types of tasks a robot can
perform. Each attribute is assigned a value at the agent design time. For exam-
ple, CanDetectVictims can be a boolean attribute that determines if the robot
has the ability to detect victims, or Fxpendability can be a numeric attribute

to determine how unique the robot is or how expendable it is.

Even though Gunn based his strategies on pre-defined attribute-value pairs for
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Figure 2.1: Overview of how attributes make up the knowledge necessary to define

expressions, tasks, and roles in Gunn’s framework. Adapted from 12011].

the robots, for my framework, these values will be determined dynamically.
A robot with attribute CanDetectVictims = True can be changed to CanDe-
tectVictims = False if it loses or damages its victim sensors. However, it may
still have the ability to move around on flat terrains and do other tasks. I
also add a Attribute Fail Rate to each attribute that determines how often the
component related to the attribute might fail or how well it works. This will
help in assigning roles and tasks to the best-suited robots based on attribute
state. Robots will run periodic self-diagnostic tests to determine any damage
or dysfunction in their system. Any change in attribute-value will be reported

to team leaders so that they can re-assign roles and tasks accordingly. The
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attribute and role reassessment will be discussed in detail in Chapter [3

Task: As discussed in Section [1.4] a task is the basic unit of work that con-
tributes to the overall goal of the mission. A task can be performed by a single
robot in isolation. It doesn’t allow or require shared effort. Extinguishing
fire, exploring the frontier, and identifying victims are some of the common
tasks in USAR. In this framework, a task is also defined as a set of mini-
mum requirements and suitability expression. Minimum requirements refers to
the attributes that are mandatory in a robot for it to be able to perform the
task. It is represented by an expression formed with a set of conditions joined
by logical operators (See Figure . Each condition applies to an attribute.
Equation [2.1]is the minimum requirement expression for a fire-quenching task.
To quench fire, a robot must be able to move to the location of the fire, have
the ability (e.g., having an extinguisher) to put out the fire, and be able to
detect the fire. Switability, or more specifically task suitability, is a numeric
value that determines how suitable a robot is for carrying out a task, used for
choosing the best-suited robot. The suitability expression is formed by a set
of weighted conditions joined by some logical operators (See Figure . The
numeric task suitability is calculated by summing the weights of the conditions
in case of the AND operator or the maximum weight in case of the OR opera-
tor. In Equation [2.2] the task suitability can be a maximum of 70 4+ 30 = 100.
Here, 70 and 30 are the weights of the conditions CanQuenchFire = true and
HasFireDetector = true respectively. These weights reflect how important

the condition is to perform the task. In general, the maximum value of task
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suitability is 100. For my work, I will modify the task suitability expression
to factor in the Attribute Fail Rate per attribute or condition to be able to
better distinguish how well the robots are satisfying each condition. More will

be discussed in Chapter [3

M = (Mobility > 0) AND (CanQuenchFire = true) AND (HasFireDetector = true)

(2.1)

S = (CanQuenchFire[70] = true) AND (HasFireDetector[30] = true)

(2.2)

Each task also has a priority attribute that indicates its importance with respect
to other tasks. If a robot is assigned a high-priority task, it will drop the current
tasks it was doing if its priority is lower than the newly assigned task. It will

go back to doing the old tasks once it completes the high-priority task.

e Role: A team is formed of different roles. A role is defined as a set of tasks that
a robot occupying that role is normally expected to be capable of performing. If
M = Ti,T5,...T; is a set of all tasks a mission can have, then role R; is a subset
of M or the mission tasks that are normally expected of an agent occupying a
role. Each expected task in the subset has an importance weighting associated
with it to distinguish how important the task is to the role. It acts as a weight
in the overall role suitability calculation. Every role also has an associated ideal

task that the robot defaults to when it has no task in its task queue. An agent
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must meet the suitability requirements to be qualified to occupy a role. The
role suitability is calculated by summing the weighted task suitability for each
expected task (See Algorithm [I)). This allows less qualified agents to fulfill the
role until a better candidate is found. For example, a debris removing agent
could assume the role of a leader even if it lacks the skill of managing the team
map, which is one of the expected tasks of a team leader role, in case no better

candidate for the leader role is found.

Algorithm 1 Determining the suitability of an agent to fill a role

Require: T = {11,T5,...,T,}, the tasks normally expected of role R

Require: W = {W;, W, ..., W, }, The weights of tasks T expected of role R

Require: A = {A;, As, ..., A, }, the attributes and values that describe an agent

.S=0

2: for all T; € {11, T, ...,T,,} do

3: FE; «+ FEvaluate suitability expression of T; against A
4: S=S+EW,

5: end for

6: return S, suitability of agent to fill role R

e Team Management and Maintenance: Gunn and Anderson [2015] intro-

duced different strategies to maintain teams in the USAR domain. Every team
will have a leader who is responsible for the overall team management. A team
will always try to maintain an optimal team structure to contribute to the mis-
sion efficiently. This optimal team structure can otherwise be called the desired

team. It is a team with a particular set of roles, and each role is filled with
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an optimal number of suitable agents. Each role will have a maximum and a
minimum number of agents defined. The minimum number is the minimum
number of agents needed in a role to accomplish a mission. The maximum
number is the threshold beyond which the performance of the team starts de-
grading. This is because having too many agents filling a role will cause too

much communication and interference.

Every agent in the team regularly broadcasts its status to its team members. If
a robot is not heard from for a certain period, it is considered lost. Robots can
be lost for many reasons, like failing to communicate their presence to the team
due to network issues, getting stuck somewhere, straying too far away from the
team, etc. Such a loss of team members can result in a lack of skills in the
team. Replacements are sent into the environment to make up for lost skills. It
is important to note that not all members of the team will have the same view
of the team membership at any point in time. Poor communication can cause
agents to miss team updates. To address this, there are periodic role switch
checks that are performed to determine if the robots in the team are currently
occupying the roles they are best suited for. During a role switch check, each
team member creates a list of underfilled roles in the team and ranks them by
their role score value, which is the sum of suitability to fill those roles and the
importance of the role to the team. If they find a role with a higher role score
value than the current role, they will switch to that role and notify the other
team members of the change. If a role has fewer than the minimum agents, the

importance weight of that role will increase, and during the role switch check,
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more priority will be given to fill that role.

It becomes challenging to efficiently rebalance and fill roles when there are too
many losses in the team. Gunn’s framework |Gunn) 2011] relies on chance en-
counters with other teams or stray single robots to rebalance team membership
and recoup lost skills. When two agents from two teams encounter each other
in the environment, they first see which of them(if any) is computationally ca-
pable of performing a merge and distribution between the two teams. The most
capable agent takes all members out of both teams and then iterates through
each agent and reassigns them to their most suitable roles. Hence, two new
teams are formed or a single new team is formed by integrating members of
both teams (e.g., in case of encountering single robot teams). The agents then

communicate the new structure to their respective teams.

In Gunn’s framework, robot failure can mean being stuck or damaged or dys-
functional or losing communication with the team. These do not necessarily
mean that the robots are completely useless. While replacements, periodic role
switch checks, and team redistribution address the loss of team members by
rebalancing team structure, Gunn’s framework does not address the manage-
ment of the lost robots. The lost robots could still be fully functioning robots
that just lost communication or got stuck. In my research, I develop a recovery
framework to recover agents from failures. If full autonomous recovery is not
possible, I reassess the skills, update attribute values and roles of the damaged
robots and then perform the redistribution of members in the team. If any role

exceeds the maximum number of agents due to this redistribution, the damaged
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robot can form a team of its own and look to recruit members or be recruited

by other teams in the environment. More will be discussed in Chapter [3]

e Task Management: Every robot in the environment can identify tasks. If
they are suitable to perform the task and if their workload permits, they can
add the identified task to their task queue. Otherwise, they send the team
leader a message about the newly identified task. The team leader is then
responsible for assigning the task to another agent. There are two ways the
leader can assign tasks: role-based assignment and exhaustive assignment. In
the role-based assignment, the leader will send requests to agents who are filling
roles that can perform the task. If a member accepts the request, the task is
assigned to that agent; otherwise, the leader resorts to exhaustive assignment.
The task assignment request is broadcast so that any agent in the environment
can receive the request. If this assignment does not succeed either, then the

task is re-queued in the leader’s list and retried for assignment later.
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Figure 2.2: Role-based task assignment and exhaustive task assignment in Gunn’s

framework. Adapted from .

The whole process of task assignment is completed in a series of messages ex-
changed between the leader and the potential assignees. At first, the leader
sends the task request to the team members(in case of role-based task assign-
ment) or all agents(in case of exhaustive task assignment). Assignees respond

with their suitability if they meet the minimum requirements to perform the
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task and have room in their workload, otherwise, they reject the task. The
leader then sends a task assignment confirmation message to the agent with
the highest task suitability. The selected assignee then adds the task to their
queue and sends a task acceptance message back to the leader. The leader then
removes the task from its queue. After completion of a task, the agent reports
the results back to the team coordinator. If, in any case, the robot is damaged

or lost before completing a task, the task is left to be rediscovered.

2.4.2 Active Recruitment Controller(ARC) Framework

Extending Gunn’s framework |Gunn, 2011], Nagy [2016] introduced the idea of
recruiting new skills to the team. In Gunn’s framework, the only way of adding new
members to the team was through mergers and redistributions during encounters.
Nagy [Nagy and Anderson, 2017}, 2016; Nagy, 2016] introduced other ways of adding
new members to the team. These new members could be from other teams or new

replacements released into the environment.

e Recruitment Modes: The recruitment modes characterize the effort by an
agent to recruit a robot. It can range from passive to concurrent to active

recruitment.

In passive recruitment, there is no effort spent on the recruitment. The recruit-
ment depends on chance encounters. This is already implemented in Gunn’s
framework [Gunn) 2011; Gunn and Anderson, 2013, [2015] where agents can
encounter, merge and redistribute team members while doing other tasks in

the environment (Details in Section [2.4.1]). A little more active recruitment is
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Figure 2.3: The Recruitment Modes Spectrum in ARC Framework. Adapted from
Nagy| [2016].

concurrent recruitment. In concurrent recruitment, an agent can broadcast re-
quests for recruitment concurrently while doing its own tasks. This increases the
chances of recruiting robots while completing the tasks at hand. Lastly, there
is active recruitment where an agent is assigned a recruitment task to actively
recruit agents. The priority of the recruitment task depends on the type of
recruitment: role-level or task-level (Details in Section [2.4.2). Role-level tasks
are of the highest priority, and so an agent assigned to this task drops other
tasks to actively perform role-level recruitment. The priority of task-level re-
cruitment tasks is the same as the priority of the task being recruited for. The
assignee drops whatever it was doing and focuses on physically exploring the
environment, looking for recruitment. This increases the chances of finding a
suitable recruit as the agent is actively searching; however, the agent is leaving

important tasks incomplete to perform recruitment.

Currently, the mode of recruitment used by agents in the mission is pre-specified
at the beginning of the mission. The performance of the teams varies based
on different factors like communication quality, replacement availability, failure
rate, etc. Moreover, the robot failures simulated to evaluate the ARC framework

were limited to temporary or permanent robot losses. I evaluate my agent
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recovery framework under different conditions, in addition to more diverse robot
failures. One of the conditions is the different methods of recruitment. For
evaluation, I aim to see how well my recovery framework performs with different
recruitment strategies in the presence of more realistic robot failures. In future,
this may help develop a more dynamic recruitment strategy where agents can

switch recruitment modes according to their needs.

e Recruitment Strategies: There can be situations where an agent needs as-
sistance with some task due to work overload or inability to perform the task.
The team can add new members, but there is a limit to how many agents can
be added to the team. There may be a need to acquire a skill temporarily with-
out incurring the cost of managing an additional team member. There may
also be cases where a high-importance role in the team is underfilled or vacant
and requires it to be filled permanently. The ARC framework addresses this
idea of temporary or permanent recruitments through task-level recruitment

and role-level recruitment, respectively.

In task-level recruitment, agents can temporarily recruit agents from inside or
outside the team to perform a specific task. During the discovery of tasks or
getting assigned tasks by the leader, if the agent’s task queue is full or if it does
not have the ability to perform the task, it will offer to recruit someone else
for the task and add the task to its task recruitment list if the leader cannot
find anyone else that accepted to perform the task themselves. No intervention
from the leaders is required to accept or recruit for task-level recruitments. The

external agent helps with the task and goes back to doing tasks for its own
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team.

In role-level recruitment, an agent is permanently added to fill a role in the team.
A team will always strive to maintain its ideal or desired team structure (Section
[2.4.1). Similar to role switch checks in Gunn’s framework (described in Section
2.4.1)), Nagy [Nagyl, [2016] introduced a Missing role check. The differences
are that the role switch check is done more frequently(every 30 seconds) and
by all members of the team. However, the missing role check is only done by
the team leader and less frequently (every 6 minutes). During this check, the
leader identifies if any role is underfilled or under-skilled. After the check, the
leader assigns a member with a task to do role-level recruitment for the most

important under-filled role.

The ARC framework’s recruitment strategies allow temporary or permanent
recruitment to make up for lost robots. However, without a recovery mechanism
in place, it is possible that malfunctioning robots are being recruited for tasks or
roles. For instance, a team could be recruiting a firefighting agent with damaged
fire sensors. My framework updates the current attributes based on its health
status, which accounts for any damage or change in its system. Eventually,
the changes in task and role-suitability are synced with the team’s knowledge
during subsequent self-announcements, role checks, and so on. This allows for

more efficient recruitment of skills. I will discuss this in detail in Chapter [3]

2.4.3 Fiawoo’s Framework

Fiawoo|[2019] introduced the concept of robot satisfaction, robots’ sense of locality



Chapter 2: Related Work 49

and robots’ knowledge of rare skills to Gunn’s framework [Gunn, 2011] and the ARC

framework [Nagy, 2016| to improve the performance of the robots.

e Robot Satisfaction: Robot satisfaction refers to the utility of the robot in
the team or a location in the environment. For instance, suppose a robot team
is exploring an area with no debris. A debris-removing robot on the team will
not find a debris-removing task in the location and must resort to performing
tasks trivial to its role, like exploring the environment. This will result in low
satisfaction in the robot. This is because the special skill of removing heavy
objects is not being used in that team or in that location. This skill could be
better used in other locations or teams in the environment. This satisfaction
level eventually leads to the willingness of the robot to be recruited by other
teams or become independent. In terms of location, the robot will tend to stay
at the location where it has high satisfaction, meaning its skills are being put to
good use. Fiwoo’s framework supports two kinds of satisfaction tracking: 1) a
robot tracking its own satisfaction, and 2) a leader tracking its team members’

satisfaction.

For individual satisfaction tracking, calculation of satisfaction involves the weighted
number of completed tasks over time, where a heavier weight is given to tasks
that require rare skills, future satisfaction from upcoming tasks in the task
queue, and the number of tasks rejected to continue with the current team.
A satisfaction threshold is used to determine whether a robot should accept
or reject recruitment requests. Three willingness states are used to discretize

the amount of effort a robot will expend to improve its satisfaction value: not
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Figure 2.4: A robot’s decision-making process based on its current satisfaction.

Adapted from .

willing, somewhat willing, and willing.

If the robot’s skill is rare or if its satisfaction value is well above the satisfaction
threshold, its willingness state is set to not willing. If its skill is rare, it will be

available for temporary or task-based recruitment for tasks that require its rare
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skill. Otherwise, it will only perform tasks that use its rare skill within its own
team. The willingness state is set to somewhat willing when the satisfaction
value lingers around the satisfaction threshold. In this state, the robot will be
more open to task-level recruitments or occasional role switch checks to improve
its satisfaction. When the satisfaction falls below the satisfaction threshold, the
robot starts taking a more aggressive approach in improving its satisfaction,
which includes accepting role-based recruitment by other teams. While accept-
ing a role-based recruitment request, the robot first lets its team leader know
that it is leaving the team. The leader determines if it wants to let go of the
team member by determining how useful it is to the team. If it is not useful
anymore, it lets go of the team member, otherwise, it tells the team member to
reject the recruitment request and set its willingness to somewhat willing. This
helps maintain the ideal team structure since the leader has a more complete
picture of the team than the individual member, and would know better if the
robot is still useful to the team. Figure [2.4] shows the decision-making process

of an agent based on its satisfaction.

The leader of a team tracks the satisfaction of the team members based on the
number of tasks the member has completed within the team. If a team member
repeatedly rejects tasks from the team leader, the leader will deem the member
not useful to the team and will eventually let them go. Then the leader can

recruit a new member for the vacant role.

e Rare Skills: Loss or damage of robots can lead to a lack of specific skills in

the environment. With the high demand for rare skills, the agents should be
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able to choose to accept or reject tasks depending on the rarity of their skills.
The rarity of a skill is determined by the number of tasks an agent receives that
require a particular skill. In addition, the number of teams requesting the skill
is also tracked. If multiple teams are requesting the same skill, then it may
indicate a global shortage of that skill. For example, suppose there is a lack of
firefighter robots in the environment. Once an agent knows that its skill is rare,
they use it along with their satisfaction to decide whether they want to accept
task-level recruitments (as discussed in Section[2.4.3). The rare robots will keep
checking if the skill is still rare. If it is no longer rare(maybe because of enough
new replacements being released into the environment), the rare robot can then

join a new team or its old team.

Robots’ sense of locality: Having a sense of locality will help the robots to
identify where their skills are being put to good use. It will help with decisions
like whether to move with the team or stay with the current location. Staying
at a location for too long can result in the agent being detached from its team.
It can also cause the satisfaction level to decrease as it completes more tasks in
that location. When no more tasks are left for it to do, it can move around and
even join new teams or rejoin old teams. A sense of locality will also allow the
robots to identify locations they have already visited and move to unexplored

areas.
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2.5 Conclusion

In this chapter, I have discussed some research done on Multi-Robot Systems in
search and rescue operations, how robust the existing strategies are to robot failures,
studies on fault detection, diagnosis, and recovery of robots, and finally, the existing
frameworks for heterogeneous teams of robots in dangerous environments that are
pivotal to the development of my agent recovery framework. I will now discuss the

concepts of the agent recovery framework in Chapter [3]
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Methodology

3.1 Chapter Overview

In this chapter, I discuss the main concepts of the Agent Recovery Framework
that I developed, which is the main contribution of my thesis. My framework is an
extension of prior research work done at the Autonomous Agents Lab at the Uni-
versity of Manitoba, on different concepts around Multi-Robot Teams in USAR. It
includes Gunn’s Framework that addresses team and task management in heteroge-
neous teams of robots in USAR |Gunn, 2011], Nagy’s Active Recruitment Controller
(ARC) framework that supports different recruitment modes and strategies |[Nagyl,
2016], and finally Fiwoo’s Framework that supports management of rare skills based
on robot satisfaction |[Fiawoo, 2019]. The core concepts of the existing work are
discussed in the Related Work Section 2.4

The Agent Recovery Framework addresses detection and diagnosis of robot failures

in heterogeneous teams of robots, and appropriate recovery strategies to recover from

o4
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failure while minimizing the effect of failure on the overall performance of the team. I
describe my framework in 3 sections: Detection, Diagnosis, and Recovery. In Section
[3.2.1] T discuss how failures are detected in robots, the different types of failures that
are detected, and how these failures can affect the mission. In Section [3.2.2] T discuss
different kinds of diagnostic tests or workflows that are run to monitor robot health.
Finally, in Section [3.2.3] T discuss a 3-phase recovery task that helps a robot and its

team recover from robot failures.

3.2 Agent Recovery Framework

Robot failures are unwanted but frequently unavoidable events. Software or hard-
ware failures in robots can be caused by human error during robot development,
external force, etc. Robots can also output incorrect sensor readings due to smoky
environments, lack of light, uneven terrains, etc. Ideally, we want our robots to func-
tion perfectly all the time. However, this is not something we can expect in the real
world, especially in an unpredictable, dynamic, and dangerous domain like USAR.
Robots are at a higher risk of failures, such as sensor failures due to fire or water,
getting stuck on debris, getting hit by falling debris, and so on. In the case of teleop-
erated robots, it is much easier for humans to assess the situation and take control.
But, for autonomous teams of robots, it is more challenging for robots to navigate,
plan, and perform tasks safely. It is also very important for robots to function with as
much efficiency and accuracy as possible due to the critical nature of rescue missions.
Studies show that the human survival rate without food and water is 90% in the first

24 hours after the disaster. It drops to only 5%-10% after 72 hours [Hakami et al.,
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2013]. Robot failures can greatly affect the mission progress. Even if robots seem
to be operating and performing tasks, malfunctioning sensors, actuators, servos, etc.,
can not only delay the tasks of the robot itself, but also those of its team. For instance,
a robot that has faulty victim sensors will incorrectly identify victims and record the
incorrect location of victims. This can later delay the rescue process. Hence, the
recovery of robots holds high importance in multi-robot rescue missions in USAR. It
is hard to guarantee full autonomous recovery of robots, but measures can be taken
so that the malfunctioning robots do not hamper the team’s progress any further. In
fact, it is possible to have the malfunctioning robots continue to contribute to the
missions using the robot components that are still functioning. For example, a robot
that lost its mobility can still help in relaying messages, recruiting robots, etc.
Existing studies (as discussed in Chapter [2)) show the development of frameworks
and strategies to facilitate rescue missions in disaster sites using teams of robots.
These studies take different approaches in addressing the various challenges, like con-
trol and coordination of robots, task allocation, and so on |[Drew) [2021]. As discussed
in Chapter [2, many of these works address the robustness of this development against
robot failures and other challenges in the environment (e.g., poor communication).
Gunn’s framework facilitates team and task management of heterogeneous teams of
robots [Gunn, 2011]. It has periodic role checks to check for missing robots on the
team, where missing robots can be dead robots or robots that have strayed away from
the team. To minimize the effect of the missing robots, important but vacant roles
are temporarily filled with the next best-suited team member. This framework also

allows team merges and redistribution to bring in new members to the team to meet
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the desired team structure. Nagy’s ARC framework extended Gunn’s framework to
allow different modes (active, concurrent, and passive) of temporary and permanent
recruitments to bring in new members to address vacant roles, skill or resource short-
age on the team [Nagy|, 2016]. Fiawoo further added robot satisfaction metrics to
better manage rare and unique skills in the environment, which ensures efficient use
of rare skills in case of skill shortage due to robot failures [Fiawoo, 2019]. There is also
a number of studies on building failure detection, diagnosis, and isolation methods
that alleviate the effect of robot failures to some extent by detecting and isolating
failed robots. However, very few consider the various kinds of robot failures that
may be approached differently. They lack elaborate failure-specific recovery of failed
robots. In addition, very few studies address how the failed robots should be managed
until they are retrieved and repaired by human rescuers.

There can be various kinds of robot failures: partial or total, permanent or tem-
porary, software or hardware, etc. Totally damaged robots often suffer from critical
failures that make it impossible to perform any task. These robots can be considered
dead, and there is no way to recover themselves without external help. It may be
possible for the human rescuers to retrieve information and fix or salvage unaffected
parts from the robots. This requires proper detection and tracking of these damaged
robots. Partially damaged robots suffer from failures that only affect certain compo-
nents. The robots may still be able to perform other tasks that do not require affected
components. In fact, in any mission, it is normal for robot parts or components to
wear out over time. The condition of robot wheels at the end of a mission may not

be as good as when the mission started. Similarly, some partial failures may not have



58 Chapter 3: Methodology

a significant effect on robot tasks. Robots can still use the affected components to
perform tasks, but with slightly lower efficiency. The permanency of failures depends
on how long the failure persists. There can be sudden one-time malfunctions or sys-
tem errors that may not affect future tasks. Monitoring the affected component can
confirm if the error is persisting and needs recovery. In some cases, a simple restart,
recalibration, or repositioning can fix the error. For instance, robot sensors can give
incorrect readings in a smoky room. Moving away from that smoky room can confirm
that the sensors are working. Failures can also occur due to software issues or hard-
ware issues. Hardware issues are often permanent in nature and may require human
assistance to get fixed. Careful management of malfunctioning robots is of immense
importance in rescue missions where time is of the essence and resources are limited.
Incorrect decisions or outputs from malfunctioning robots can degrade a team’s per-
formance and hamper the rescue mission. While detecting and isolating these robots
will reduce their effect on the team, it will also lead to a resource shortage. Dead or
dying robots can have critical information that can be lost, which is a waste of time
and resources.

In my Agent Recovery Framework (see Figure , I address various kinds of
robot failures, the detection, diagnosis, and recovery management of failed robots
and their teams. Failures are detected when some component becomes unrespon-
sive, or readings cross some threshold (e.g., becoming overheated), or through the
periodic diagnosis of robot health. The latter helps in tracking a robot’s health sta-
tus. If any issue is detected during the diagnosis, a recovery task is created for the

affected component accordingly. Different types of failures can require different recov-
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Figure 3.1: An overview of the Agent Recovery Framework. Each component will be
explained in detail in the following sections.
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ery strategies. Some failures may be self-recoverable, and robots can continue doing
tasks as usual after recovery. Some failures may be more permanent but isolated to
only a part of the robot. The attributes, roles, and tasks of such robots are readjusted
such that the robot only performs tasks that are not affected by its failures. Finally,
there are failures that are not recoverable at all and have a significant effect on the
robot’s performance. Such failures require human assistance. The recovery task in
my framework supports all these scenarios. My framework is only a pre-designed

guide or template that aims to address the challenges and concerns in agent recov-
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Nagy's ARC Framework

» Active, Concurrent, Passive Recruitment Modes
« Task-Level vs Role-Level Recruitment Strategies

Figure 3.2: An overview of existing work around Autonomous Heterogeneous Teams
of Robots in USAR, in the AALAB at University of Manitoba, in addition to my
Agent Recovery Framework.
ery and team management in dangerous domains like USAR. I have generalized and
abstracted away the specifics of detection, diagnosis, and recovery, which can be tai-
lored to fit different use-cases in future. For the purpose of my thesis, I am expanding
on Gunn’s , Nagy’s , and Fiawoo’s work on autonomous teams of
robots in USAR (see Figure [3.2)).

In the following sections, I will discuss the concepts of failure detection, diagnosis,

and recovery management of failed robots in detail.
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3.2.1 Failure Detection

The prerequisite to robot recovery is, firstly, being able to detect the failure in the
robot. Failure detection is a part of the overall recovery management. Failures can
be detected based on pre-defined conditions while monitoring robot health, looking
out for deviations of actual behaviour from expected behaviour, etc. In this section,

I discuss the strategies and ideas I use for failure detection in my framework.

Evaluate Fail Rate

I used a fail rate metric to quantify the severity of failures detected in robot
components. The robot’s health is monitored over a certain period of time during
health diagnosis to increase the accuracy of failure detection. The number of failures
or faulty readings detected over this time period is the fail rate of the component. For
instance, if a robot runs a diagnosis on its sensors for 2 minutes, and detects incorrect
readings 50% of the time, then we can say the fail rate of the sensors is 50%. The
incorrect sensor readings in my implementation are detected by determining whether
the readings are within the expected field of view of the sensor (See [3.3). This is a
very simplified method of sensor failure detection. Real-life sensor failure detection

can be far more complex (more in section [3.2.1)).

Detection methods by failure categories

To determine the steps required for recovery, it is important to know what kind
of failures are being detected and how or what conditions are being monitored for

the detection of failures. Robots are complex machines with numerous possibilities
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of failure. The risk of failures is higher in unpredictable domains like USAR, where
robots are exposed to danger. The robots used in rescue missions are often built
at low cost to increase their expendability in the missions [Sharmin et al., 2019).
Heavy-built robots are not suitable for sensitive disaster zones. So naturally, robots
in USAR missions have a higher risk of failure. Heterogeneity in teams of robots
increases the number of possible failures that need to be considered while designing a
recovery framework. With challenges like poor communication, uneven terrain, lack
of time and resources, limited energy, etc., it becomes difficult to keep track of all
robot failures by robot components. So, I used two broad categories of failures that
my framework supports: faulty readings and unresponsive failures.

Faulty readings are often difficult to detect if the failure rate is too small. These
may go unnoticed as they do not always trigger any alarm or hamper tasks, but
harm the robot’s performance in the long run. Robots still perform tasks, but with
lower accuracy, which is hard to detect if not actively monitored. This is why these
kinds of errors require routine or periodic diagnosis. Faulty readings can be expected
from robot components that provide readings or outputs, like sensors. For example,
a sensor can incorrectly detect an object at 2 meters away when the object is actually
3 meters away. The failure detection of sensors can differ based on the type of sensors
and use case. Some common sensor failure detection methods include analyzing trends
and patterns in sensor data over time to detect deviation from normal operating
conditions [Sabry and Ungku Amirulddin|, [2024], using multiple sensors to cross-check
and confirm errors [Solérzano et al., |2017], using Al algorithms to analyze historical

data and detect anomalies [Secilmis et al., 2023], etc. Sensor failure detection is a
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broad topic of research and out of scope for my thesis. My focus is on managing
the recovery of failing robots rather than the specifics of the failing components. For
simplicity, I use a mix of rule-based and threshold-based detection methods to detect
failures. I use the field of view (FOV) of a sensor to get the extreme points of the
FOV with respect to the position of the sensor on the robot’s body. If a sensor
provides the position of objects outside the expected FOV, it satisfies the condition
for a faulty sensor reading. Faulty sensor readings in real-world applications can arise
from physical damage that alters the sensor’s position or orientation, from particles
obstructing its field of view, from thermal expansion or contraction of sensor materials
due to temperature changes, or from various other environmental factors [Gao et al.,
2015]. In my implementation, the area of FOV depends on the range of sensors and
the position of the sensor on the robot’s body. Figure [3.3|shows the FOVs of sensors
in a MaxBot(a robot that I used in my implementation). Here, sensor B can detect
Wall A but not Wall B. If it provides any object location outside this FOV, there may
be something wrong with that sensor. The physical attributes, including the types of
sensors for the robots used for my implementation, will be described in Chapter [4
Some failures can be easily detected when a robot component becomes unrespon-
sive, or provides no output, or the readings cross a certain threshold. When such
failures are detected, it triggers a health diagnostic test that tests all components
of the robot and confirms the type and source of error in the system. Unresponsive
failures stem from the components that stopped working or are not providing any
output. These failures are often easier to detect as they are noticeable right away

when a robot fails on a task while trying to use the unresponsive component. For ex-
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Wall A
Sensor B FOV

Figure 3.3: FOV of sensors in a MaxBot.

ample, if a robot’s sensors become unresponsive, it will get system errors while trying
to access the sensor, and the failure can be detected right away. In such a case, the
failure rate of the sensor is 100%. A system diagnosis is then triggered to confirm the
error and to initiate recovery if necessary. Another example of unresponsive failures
includes loss of mobility. This may or may not be detected right away. However, I
added diagnostic tests to monitor the location of the robots. If the robot position
doesn’t change over a certain period of time and if it is not at its expected destination
location, we can assume that it is either stuck on debris or has lost mobility. Other
examples of unresponsive failures include unresponsive network drivers or WiF1i, low
power pack power level, sudden death (total damage), etc. A low power level is not
exactly an unresponsive failure, but it is an indication of future unresponsive failure

if the power pack is exhausted.
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3.2.2 Robot Health Diagnosis

Failure detection and diagnosis go hand in hand in my framework. The process of
diagnosis involves running targeted diagnostic tests on the main robot components,
like sensors, wheels, WiFi, etc. While detection is the process of detecting failures in
robots, diagnosis of the affected component gives us a better idea about the failure,
such as the affected components, tasks, the severity of the failure, etc. This helps us

make better, more informed decisions during recovery.

Periodic Diagnosis and Triggered Diagnosis

My framework supports 2 types of diagnosis based on how frequently the robot’s
health is diagnosed: Periodic Diagnosis and Triggered Diagnosis.

Periodic diagnosis of overall robot health is scheduled to run at certain intervals.
For my experiments, periodic diagnoses are run every 8 minutes and each trial is
30 minutes long. A future direction of this research can include experimenting with
different intervals to see what works best with different scenarios. Ideally, it may be
preferable to monitor robot health at all times. However, in a search and rescue sce-
nario, the robot should spend more time and computing power on the mission, rather
than on diagnosing itself all the time. In my diagnostic test, every essential robot
component is tested separately. Even though the diagnostic tests in my implementa-
tion seem simple, in the real world, these can be more complex. Periodic diagnosis is
suitable for detecting failures that do not trigger alarms or thresholds. For example,
inaccurate readings from sensors may go unnoticed without direct monitoring of the

SEensors.
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Triggered diagnosis is run when any component becomes unresponsive (e.g, WiFi
not working) or when any pre-defined condition (e.g., a threshold) of warning becomes
true (e.g, power pack power level below 5%). The diagnostic tests can also be triggered
by components as re-diagnosis for recovery, to check if the attempted self-recovery
solved the problem or failure. If re-diagnosis shows that the failure still persists,

alternative recovery measures are taken to address the issue.

Diagnosis Workflow

There is a diagnosis workflow (See Algorithm [2|) dedicated to every component in
a robot. These diagnosis workflows are executed and managed by the health manager
of the robot. The same workflows are run for both periodic and triggered diagnosis.
The main logic for the workflows is similar for all components. These workflows are
usually run in the background while doing other tasks. However, for re-diagnosis, it
runs as part of the recovery task when the task is being performed.

The diagnostic test is a part of the diagnostic workflow. It is run if the component
is still working or active. Reading or feedback is monitored for a certain period of time
to get the fail rate of the component. This test is different for different components.
For example, to test sensors, the readings of the sensors are evaluated. Sensor testing
in my framework requires the presence of objects in the surroundings, which helps
with the testing. To check mobility, the change of position of the robot is tracked.
A workflow state is maintained in the diagnosis workflow to preserve the ongoing
diagnosis state and avoid redundant invocation of the workflow. The diagnostic tests

can be substituted with more complex and better ones in real life. If the fail rate
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Algorithm 2 Diagnosis workflow
Require: RT = The recovery task that triggered this workflow. Indicates re-

diagnosis if not null.
if Robot has component C then
if ((Periodic timer triggered OR Threshold triggered OR Re-diagnosis triggered)
AND Work flowState == IDLE) then
Work flowState = ACTIVE > Initiate diagnosis
else if Work flowState == ACTIV E then
if Component is Unresponsive then
Work flowState = RUN
else if Ready for Diagnostic Test OR Re-diagnosis Triggered then
Work flowState = RUN
Initiate Diagnostic Test

end if

observed from the diagnostic test is worse than the related Attribute Fail Rate, a
recovery task is created for the robot to recover from this failure. This makes sure
that the robot’s health status is up to date if the failure occurs multiple times. This

also gives the robot a chance to re-attempt recovery if the condition gets worse.

3.2.3 Recovery Management

Once the initial diagnosis is completed, the agent uses the result from the diagnosis
to decide whether recovery is necessary. In my framework, the diagnosis result mainly

refers to the average failure rate of the robot component. If the average failure rate
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Algorithm 2 Diagnosis workflow; Continued
else if Work flowState == RUN then

if Diagnostic Test Not Complete then
FailRate <+ RunDiagnosticTest()
Total Fail Rate+ = Fail Rate
NumberO fTestInvocation+ = 1
else
if Component Responsive then
AvgFail Rate = Total Fail Rate / NumberO fTestInvocation
else
AvgFail Rate = 100.0
end if
end if
if AvgFailRate > Attribute Fail Rate AND Dedicated recovery task
doesn’t already Exist then
Create Recovery Task for Component
end if
end if

end if

is greater than the related Attribute Fail Rate, then the robot creates a recovery task

for the affected component.
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Attribute Fail Rate

Gunn| [2011] used robot attributes to identify the types of tasks a robot can per-
form (see Section [2.4.1). Each attribute has an associated value which is pre-defined.
In my framework, the attributes are more dynamic and allow tracking the health
of the component that relates to the attribute. I use a metric, Attribute Fail Rate,
which refers to how often a robot component related to an attribute fails or how
well it works. It is associated with the attributes related to each robot component.
For example, a robot with the attribute HasFireSensor can have a value true and a
Attribute Fail Rate of 0.5 if its fire sensors are expected to fail 50% of the time. The
attribute fail rate is calculated from the average failure rate calculated during the
diagnosis of a robot part or component. Initially, all robot components start with a
attribute fail rate of 0, meaning they are in a perfect state. The attribute fail rate
gets updated if the average failure rate identified during the component diagnosis is

greater than the attribute fail rate.

Recovery Task

The recovery task (see figure can be self-executed by any robot. It is not
transferable, and it is a high-priority task. This is because it is preferable to resolve
any issue with the robot as soon as possible rather than having to deal with potential
aftereffects from the failure. The longer the robot is allowed to operate with faulty
components, the higher the chances of failing tasks. Moreover, incorrect readings
or feedback from the malfunctioning robot may be shared with other agents in the

environment. This incorrectly shared knowledge or misinformation becomes hard to
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Figure 3.4: Overview of recovery task.

track and will hamper the progress of the mission. The recovery task is executed in 3
phases: primary recovery, secondary recovery, and tertiary recovery. The execution of
these 3 phases depends on whether the preceding recovery steps (if any) have resolved

the failure. Each of the 3 phases is described in detail as follows:

e Primary Recovery: In the primary recovery phase, the agent attempts to
resolve the failure by itself. Robots will try to self-repair by restarting, recal-

ibrating, etc. These steps may resolve any corrupted files, drivers or system
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issues, readjust sensors or wheels, and so on. Self-repairing may also include
moving out of the current location, changing positions, etc. This helps in ruling
out cases where the environment might be the cause of the failure. For example,
sensors might give incorrect readings in a smoky room. Moving out of the smoky
room might help confirm that there is nothing wrong with the robot, but the
environment. Due to the nature of recovery, the robot may pause its ongoing
tasks during primary recovery and resume when primary recovery is complete.
The primary recovery phase acts as a first-aid step that aims to rectify the
robots’ situation, without making any permanent changes to the robots’ capa-
bilities or requesting human assistance for repair. While there is no guarantee
that the primary recovery will be successful, it is still worth taking the chance
since it may fix the issue, and the robot can keep doing its expected tasks as
usual. The completion of primary recovery invokes the diagnosis workflow for
the affected component. This step can also be referred to as re-diagnosis. The
purpose of re-diagnosis is to run the diagnostic test again to confirm if the pri-
mary recovery has resolved the issue. If the failure is resolved, then the recovery

task is complete. Otherwise, the secondary recovery phase starts.

e Secondary Recovery: In the secondary recovery phase, the agent reassesses
its current attributes, roles, and the fail rate of the malfunctioning component.
The attribute fail rate is updated with the average fail rate that we get from
diagnosing the related failing component. Consequently, the current role suit-
ability is reassessed and updated. In Gunn’s framework [Gunn, 2011], a role is a

set of tasks expected to be done by an agent occupying that role. The role suit-
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ability of an agent is calculated by summing the weighted task suitabilities for
that role (see Section2.4.1and Algorithm|[1)). Task suitability is calculated from
the suitability expression associated with the task (see Section. Originally,
this calculation was based mainly on the attribute values. In my framework, I
factor in the fail rate of the attributes as well to calculate the task suitability.
Let us revisit the fire quenching task suitability example from Section [2.4.1]
Let conditions CanQuenchFire = true and HasFireDetector = true be rep-
resented by Cy and Cy, and their weights be W (70) and W5 (30), respectively.
Let the condition Mobility > 0 be Cy. Then, the expressions can be rewritten

as:

M = Cy AND C; AND Cy (3.1)

S = C\[Wi] AND Cy[ W] (3.2)

Here, M is the minimum requirements expression, and S is the suitability ex-
pression. According to Gunn’s framework, the suitability would be calculated

as:

S =W, + W, (3.3)
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If the logical operator between conditions was OR,

S = MAX (W, Ws) (3.4)

I modified these equations by factoring in the attribute fail rates associated with
the conditions. Let the attribute fail rate for the condition CanQuenchFire =
true be Fy. This refers to how often the fire quenching component (e.g., water
gun) fails. Similarly, let the attribute fail rate for the condition HasFireDetector =

true be Fy (i.e., fail rate of fire sensors). Then, the suitability is calculated as:

If the logical operator between conditions was OR,

S =MAX(Wy (1= F), Wy (1 — 1)) (3.6)

The expression (1 — F') tells us how well we can expect the component to per-
form. The lower the attribute fail rate, the higher the suitability to perform
the task. The agent calculates the task suitability of each task expected from
its current role and then calculates the role suitability using Algorithm (1} In
Gunn’s framework, team members announce themselves periodically (e.g., ev-
ery 15 seconds) to keep the team’s knowledge up to date. This announcement

includes the team members’ role suitability. During the role switch checks, the
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team members evaluate their current role and suitability and switch roles if
they can find roles that they are better suited for (Details in Section .
Eventually, the attribute fail rates or the new suitabilities will be factored in
for all future decisions, like role and task assignments and recruitments. For
example, a firebot with damaged water guns will be more suitable for explo-
ration tasks than fire-quenching tasks. As another example, if firebot A has fire
sensors with attribute fail rate 0.5 and firebot B has fire sensors with attribute
fail rate 0.1, and if both firebots are bidding for the same fire-quenching task
during task-level recruitment, firebot B will be assigned the task since it has
higher suitability(or lower attribute fail rate). This way, malfunctioning robots
can keep contributing to the team’s goal with minimal effect on the team’s

performance.

Tertiary Recovery Preparation: Not all failures are recoverable using at-
tribute, role, and task reassessments. These failures affect a robot’s overall
functionality. For instance, with damaged WiFi, a robot cannot share informa-
tion with other robots and cannot receive or send role or task requests. Again,
a robot becomes completely useless if its power level depletes or it suddenly
dies. Such critical failures are more difficult to recover from. They often require
human intervention to get them fixed. In case of such failures, the secondary
recovery phase prepares the agent for tertiary recovery. For example, for WiFi
failure, a task is created for the robot to go back to its starting point for repair
by humans. For loss of mobility, initially, the robot asks for help from other

robots to help it get unstuck from debris. But if it is still stuck in one place
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after a long time, it is assumed that there is something wrong with its motors
or wheels. In such cases, the immobilized robot records its current location and
announces this location with the periodic announcement. This lets the other
teammates know about its location, which can be used by humans later for
recovery. While being stuck in a position, it continues to perform tasks that do
not require it to move, like sharing knowledge, recruiting members, etc. For a
depleted energy level, the agent can’t attempt any recovery if it is already dead.
So, a threshold is set that triggers recovery if the energy drops to that threshold
level (e.g., threshold 5% energy). This gives the agent enough time and energy
to prepare for tertiary recovery. In my framework, when the power level of an
agent reaches a critical point or threshold, the agent switches to power-saving

mode.

e Tertiary Recovery: Tertiary recovery is mainly intended for the human res-
cuers. The goal of the tertiary recovery phase is to address and resolve is-
sues that cannot be fixed without human intervention. The secondary recovery
phase includes some preparatory steps for the tertiary recovery phase to enable
the human rescuers to track and retrieve these malfunctioning robots. These
preparatory steps also include information retrieval from malfunctioning robots

to reduce information loss.

Once the preparation for the tertiary recovery phase is complete in the secondary
recovery phase, the malfunctioning robots are then ready for repair or retrieval
by humans. In some cases, the malfunctioning robots can go to the human

rescuers by themselves for recovery. For example, when the WiFi of a robot is
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malfunctioning, a task is created in the secondary recovery phase to send it to
the starting point where the humans are. The robot finds its way back to the
humans, gets repaired, and gets released back into the environment. In other
cases, where robots cannot move (e.g., damaged wheels, low power level, etc.),
the location of the robot is shared with other agents. So, even if humans cannot
directly access the damaged robots right away, they can get informed about
the location of the damaged robots from other robots in the environment. The
humans can then retrieve the robots from those locations just as they would
rescue victims in the environment. After retrieval, humans can fix and re-release
or release substitutes in the environment. Even if humans do not retrieve these
robots physically, there is a lower chance of information loss since these damaged
robots may have already shared critical information with other robots in the
environment. So, even if the robots get lost or are dead, their efforts so far in

the mission are not in vain.

Tertiary recovery is not available right away in USAR missions. There may be

communication challenges and other environmental challenges that might make it

difficult for humans to teleoperate and control the robot. Moreover, human rescuers

might need to retrieve the robots physically for repair. It will take time for the

robots to reach the robot’s location and fix the robot. They also need information

on the damaged robot’s location and status to be able to track the robot. The

secondary recovery phase prepares for and enables tertiary recovery by getting that

information. The best-case scenario is probably a successful primary recovery phase

where the robot repairs itself and resumes doing its expected tasks as usual, with
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minimal to no effect on the mission. Secondary recovery preserves the usefulness
of the damaged robot to the mission. However, there can still be a loss of skills in
the environment. For example, a robot which damaged its victim sensors can no
longer do victim confirmation tasks. This means the number of robots specialized in
conforming victims has reduced. Tertiary recovery ensures that damaged robots are
accounted for by allowing tracking and repair by humans. However, it may take time
for the humans to correctly track down the robot, retrieve it, repair it, and release it

or a replacement back to the environment.

Information Retrieval

Information retrieval is an important aspect of my recovery framework. The robot
attributes, role suitabilities, robot operation modes, etc., are adjusted as a part of
the secondary recovery phase. Power saving mode in a robot usually indicates critical
health of the robot, where the robot may die at any time. In this mode, the robot turns
off its mobility to save power. Instead, it uses its remaining power to periodically
communicate its location and knowledge with neighbouring robots. This increases
the chances of someone noticing its broadcasts in case it is stranded in some isolated
area where there are fewer robots. The knowledge shared includes the location of
the victims it tracked and the area it has mapped so far. This information is critical
to the success of the mission. Without proper management, this information may
be lost with the death of the robot. This information is shared less frequently than
the typical robot announcements due to the larger size of the information, which

may potentially increase network traffic. Another instance of critical information
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sharing in my framework is the sharing of the location of immobile robots. Immobile
robots periodically broadcast their location to other robots so that the robots can
pass this information to humans, and the immobile robot can be retrieved from the

environment.

3.3 Conclusion

This marks the end of the main concept description or methodology for my frame-
work. In the following chapter, I will describe the details of my implementation for
the purposes of evaluating my framework in Chapter [5] It will include the core im-
plementation from the previous works from my lab, in addition to the components I

added to the existing work to help with my evaluation.
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Implementation

4.1 Chapter Overview

This chapter describes the implementation of a simulated USAR environment
that will help me to evaluate my framework. Since my framework is an extension
of the existing works by |Gunn| [2011], Nagy| [2016], and [Fiawoo [2019], I use their
framework implementation as a starting point for my implementation. This facilitates
comparison between my work and the existing work in our lab. In addition, it gives us
an overview of the gradual development of a well-defined framework for multi-robot
systems operating in dangerous environments. Each of the existing works by Gunn,
Nagy, and Fiawoo, including my research, addresses different challenges, gradually
building towards a more complete framework for robot rescue missions in USAR. In
this chapter, I will describe the components that I use from the existing framework
and the modifications and new components that I added to evaluate my framework.

Section provides a high-level description of the concept of the problem domain,

79
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USAR, and the operations my robots are expected to perform to meet the goals of
the USAR mission. Section gives an overview of the simulated environment that
I use for my implementation. I provide the implementation details for the simulation
challenges (e.g., poor communication, robot failures). In Sections [£.4] 1.5 and [4.6]
I describe the robot models, their attributes, roles, tasks, and autonomous control.
In Section I provide a brief description of the modules implemented for previous
frameworks, as well as a detailed description of the module implemented for my

framework.

4.2 USAR Concept and (oals

The USAR domain is one of the most commonly used problem domains when
researching robotics in dangerous environments. Disaster environments like USAR are
often dynamic and unpredictable |[Chitikena et al., 2023]. Poor communication, risk
of failures, limited time and resources, etc., make the mission even more challenging.
The main goal of robots operating in USAR missions is to map out the disaster site
and track down victims. The information gathered by the robots is used by human
rescuers to learn about the environment and carefully rescue victims. This improves
the chances of finding victims within a shorter time and lowers risk to human life.
However, robots are also at risk of failures during the mission. For example, robots
getting damaged due to being hit by falling debris, or unexpected system failures,
etc. Lack of proper management of robots during failures may jeopardize the mission,
delaying rescues or even harming victims.

I have developed a recovery framework for robot teams in dangerous environments.
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The ultimate goals of the robots in my work are to map out as much of the disaster
zone and find as many victims as possible within a given time, for given resources (e.g,
robots), all while minimizing the effect of robot failures on the mission’s success. The
agent recovery framework allows management of malfunctioning, partially damaged,
or totally damaged robots, such that they disrupt the mission as little as possible. I
have explored ways to allow the partially damaged robots to continue contributing
to the mission as much as possible. Moreover, this framework facilitates the retrieval
and recovery of robots by humans if necessary.

It would have been interesting to evaluate my framework using real-life robots
in disaster zones, but this is not feasible. Setting up a realistic USAR environment
with real robot teams is difficult and expensive. Moreover, my experiments require
simulation of robot failures to evaluate the agent recovery framework. Having to
trigger robot failures and reset them repeatedly does not seem feasible in real life.
At this point in the research, where I have only begun developing the agent recovery
framework, it is more suitable to implement my work in a simulated environment.
I will have more control over my experiments, and I can repeat scenarios as many

times as I want at minimal to no cost compared to real-life experiments.

4.3 Simulated Environment

4.3.1 Simulator

There are quite a few multi-robot simulators that are commonly used in the study

of multi-agent systems. Koenig and Howard [2004] is a 3D high-fidelity simulator
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based on Open Dynamics Engine. It is designed to simulate complex multi-robot en-
vironments with fine-grained control. However, it runs slowly with large populations.
USARSim [Carpin et al., 2007] is another multi-robot simulator developed using the
”Unreal” game engine, which is similar in scope to Gazebo. |Gunn|[2011], Nagy|[2016],
and [Fiawoo| [2019] implemented their work using the Stage API |Gerkey et al., [2003].
Stage simulates virtual worlds populated with robots, sensors, and environmental ob-
jects, enabling robot experiments without access to real hardware and environments.
Vaughan| [2008] proposed a benchmark for multi-robot simulator performance, and
the results showed that Stage’s runtime scales linearly with the population size up to
100 complex robots or 1000 simple robots simulated in real-time. I chose the Stage
API for implementing my work, firstly because my work is an extension of Gunn’s
[2011], Nagy’s [2016], and Fiawoo’s [2019] works, and they used the Stage API to
implement their work. Secondly, due to the complex logic behind the existing works,
in addition to my work, my implementation can benefit from the scalability and
performance of the Stage API. Finally, the Stage API provides various sensors and
actuators, including rangers, fiducial detectors, and a versatile robot base, making
robots easily configurable and controllable |Gerkey et al) 2003]. This facilitates the

simulation of a variety of robot failures for my experiments.

4.3.2 Environmental Design and Objects

Gunn’s framework was implemented using Stage API version 3.2. The experi-
mental environment was a simulation of the USAR domain with obstacles like walls

and debris, victims and false victims (debris that may look like victims), and teams
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Figure 4.1: One of the experimental worlds that I used for the evaluation of my
framework.

of heterogeneous robots. 3 types of robots were used: MaxBots, MidBots, and Min-
Bots (More on robot types in Section . Nagy later ported Gunn’s framework to
Stage version 4.1 and added a new robot type: DebrisBot, a new object: a marker to
mark victims or to represent a first aid kit, in addition to the implementation of the
ARC framework. Fiawoo added 2 new object types: fire and stairs, and 2 new robot
types: FireBot and StairBot. He simulated multi-storeyed disaster sites for some of

his experiments to evaluate how often StairBots helped other robots move between
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Figure 4.2: Objects in the environment.

different levels to improve their location-based satisfaction. My work focuses more
on the robot failures and recovery management, which includes role, task, and team
management during robot failures. It is sufficient for me to evaluate my framework on
single-storeyed sites. Moreover, MaxBot, MidBot, MinBot, DebrisBot, and FireBot
provide enough heterogeneity to test the recovery of heterogeneous teams of robots.
As such, I do not use Stairbot and stairs in my experimental worlds.

Figure [4.1] shows an example of my experimental world. Objects in this world
include walls, debris, fire, markers, and robots. Walls are represented by the dark
grey blocks, usually taller than the debris, and not passable by robots. Debris is
represented by grey blocks, usually smaller in height, and passable by robots with
tracked wheels. These are also removable by DebrisBot to help clear the way or help
robots stuck in debris. Fire is represented by red blocks and is removable by FireBots.
Victims are represented by human-like figures scattered randomly in the environment.
There are 2 types of victims simulated. The grey human-like figures represent false

victims. These are debris that resemble humans. The rest of the human-like figures
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Figure 4.3: Figure (a) shows sonar sensors in DebrisBot for detecting low-lying debris
and walls. Figure (b) shows a MidBot detecting a victim using its victim sensor. All
fiducial sensor data is visualized with magenta dotted lines, like here.

in green represent the real victims that need to be rescued. Only specialized robots
with enhanced sensors can correctly identify real from false victims. Other robots are
equipped with victim sensors with lower accuracy and cannot distinguish between real
and false victims. Markers are represented by small yellow objects. These are carried
by robots and dropped near potential victims. Each robot carries a maximum of 2
markers and can request markers from other robots if necessary. At the beginning of
a mission, two teams of robots are released from the ends of the environment. Details
on the team formation are discussed in Section Replacement robots are also
released into the environment 5 minutes after the mission starts. These are not part
of any team at the beginning. They are intended to be recruited into existing teams

or form new teams.
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4.3.3 Object Detection

Stage 4.1 provides a "ranger” model to simulate range finding sensors like laser
sensors, sonar sensors, etc., for object detection in the environment. In this imple-
mentation, these types of sensors are mainly used for debris and wall detection. All
robots have some type of sensors, which can vary in numbers, detection ranges, FOVs,
etc. Stage also provides another abstract class of sensors known as fiducial sensors
(see Figure (b)). It can be used to simulate RFID technology, robotic vision,
or other sensors based on object identification. In this implementation, this class of
sensors is used to simulate specialized object detectors or sensors like fire sensors,
victim sensors, robot sensors, and marker sensors. All of the fiducial sensors used in
this implementation have a FOV of 180°. Marker sensors can only detect markers
within 8 meters of distance. Robot sensors and fire sensors can detect robots and
fires within 6 meters, respectively. There are 2 types of victim sensors to simulate
victim sensors with different capacities. The basic victim sensor can identify victims
within 4 meters with very low accuracy. It cannot distinguish between real and false
victims. However, these basic sensors help robots to navigate around potential vic-
tims, reducing the possibility of driving into victims. A high-accuracy victim sensor
can correctly identify and confirm victims within a 6-meter range. More about how

these sensors are distributed among different types of robots is discussed in Section

44
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4.3.4 Energy Allocation and Dissipation

Stage provides a simple energy storage power pack model that can be used as an
energy source for robots in the environment. The previous implementations by Gunn,
Nagy, and Fiawoo did not include energy consumption by robots and did not use the
power pack model. However, proper energy management is also another important
aspect of missions like USAR. Robots are powered by a limited source of energy,
which may run out at any point in the mission. Throughout the mission, robots are
constantly using different parts of their bodies to perform tasks. The rate of energy
usage may depend on the complexity of the robot’s structure, weight, number of tasks
done, etc. Once a robot dies, it will not be able to communicate and ask for help.
Critical information gathered from the environment by a robot may be lost if it dies.
Like any battery-powered device, like computers, cellphones, etc., it is possible to
set a threshold power level that marks a critical power level in a robot. Once the
power level reaches the threshold, the robot can switch to energy-saving mode. This
will give it enough time to take recovery measures. For instance, letting neighbours
know of its location so that someone can retrieve it if it dies, asking for help, charging
from a charging station or other robots, etc. One of the failure recovery approaches
addressed by my agent recovery framework is the depletion of the power level of
robots. To evaluate my recovery framework, I simulated power depletion or failure
by including power packs for the robots in the environment.

The Stage model uses a very simplistic model of power consumption. The base
power consumption rate for each device (e.g., robot base, actuators, sensors, etc.) is

predefined and the consumption rate changes with the velocity, weight, and the type
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of the device. For example, a base robot model in Stage has a base cost of 1.0 watts
and has a cost of 10 watts per kg per meter per second while moving in any direction,
each sensor has a base cost of 2.0 watts, etc. Power consumption is then calculated

as:

P = Wigse + abs(Vy) ¥ Wigms ¥ M + abs(Vy) * Wigms * M + abs(V.) * Wigms * M

(4.1)

Where P is the power consumed by the device, M is the mass of the device, V is
the velocity in x, y, or z direction, Wiqse is the base cost, and Wigy,s is the cost per kg
per meter per second. This equation was adapted from the source code of Stage API
version 4.1.

Real-life robots are more complex and, as such, have more sophisticated power
consumption models. For my implementation, I focus more on the possible prepa-
rations and recoveries from power failures, hence, this simplistic model of power
consumption is sufficient for me. For my experiments, I allocated each robot enough
energy to last them approximately 27-30 minutes of the mission. Each trial runs up
to 30 minutes. So, most robots are bound to deplete 100% energy within this period,
triggering the recovery mechanism in my framework. This will help me evaluate the
team’s performance given the limited energy with versus without a recovery frame-
work. I calculated the energy allocated for each robot based on its energy dissipation
rate. For example, I observed that the DebrisBot consumed energy at an average
rate of about 0.23-0.27 KW or KJ/s. I estimated that with this consumption rate, a

DebrisBot would need about 450 KJ of energy for 30 minutes. It can use up all the
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Figure 4.4: Energy consumption data shown in Stage for DebrisBot.

energy long before 30 minutes if it is doing a lot of energy-consuming tasks. It may
also have surplus energy left even after 30 minutes if it does not perform too much

energy-intensive work.

4.3.5 Simulated Challenges

USAR is a challenging domain. In this section, I will discuss some of the challenges
simulated for the purpose of evaluating the agent recovery framework, and comparing

it to prior work.

e Complex Map:

One of the main tasks of robots in a USAR mission is mapping the environment
to help human rescuers in navigating the disaster zone and rescuing victims. A

disaster zone like USAR is dangerous and unpredictable. There can be debris,



90

Chapter 4: Implementation

fire, flooding, smoke, etc., which makes it difficult to navigate. Moreover, the
structures are often unstable, which is why maps need to be updated from time
to time to account for changes in the environment. Robots need to navigate
around obstacles and track down victims in such a complex environment. To
simulate such a complex environment, Gunn| [2011], Nagy| [2016], Fiawoo| [2019]
used a software tool developed by Wegner and Anderson [2004] to generate
simulated environments with random maps with obstacles like debris, walls, and
fire. In my experiments, I use 60m x 60m environments, with approximately
13% of the environment covered by obstacles (e.g., Figure [1.1)). There are also
voids or rooms placed randomly in the environment. These rooms have one
or more openings, often covered by debris or fire. These simulate situations
like a debris cleaning robot clearing the way for other robots, and a victim
detector robot confirming if there are victims in the room, or requiring robots
with tracked drive systems to navigate, etc. Real and false victims are placed

randomly within this environment.

Unreliable Communication:

Stage provides an I'TU indoor radio model to simulate wireless radio transmis-
sion among robots. As in the previous implementations [Gunn| 2011; [Nagy,
2016; Fiawoo|, 2019], all robots in my implementation are equipped with short-
range (approximately 20m) wireless communication modules. It is true that
wireless transmitters nowadays can achieve greater distance in open areas. How-
ever, the environment configuration (e.g., debris, walls, flood, fire, etc. ) in

disaster zones can obstruct communication. Gunn| [2011] extended the WiFi
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module in Stage to simulate random communication failures. A communication
success parameter is used to determine the percentage of message failures for

every robot.

e Robot Failures:

The previous works |Gunn, 2011; Nagy, 2016; Fiawoo|, 2019] implemented ran-
dom temporary and permanent robot disablements to simulate robot failures.
During temporary failures, robots stopped functioning completely for about
3-4 minutes before resuming operation. Permanent failures lasted for the re-
maining duration of the mission. A failure probability parameter is defined for
every robot, which specifies the probability of a robot experiencing temporary
or permanent failure. Real-world robot failures are not so simple. Robots do
not automatically resume operation without any recovery measures. Moreover,
robot failures are not always total. It can affect individual robot components as
well. Some failures can be detected right away by monitoring system errors or
thresholds, while some are not so apparent and require more complex detection
methods. For example, a malfunctioning sensor in the robot may not be de-
tected right away, but by monitoring the sensor readings, comparing them with
other sensor readings or expected ranges, it is possible to deduce that there is

something wrong with the sensor.

To help me evaluate my agent recovery framework, I added a fault simulator
module to Stage and previous implementations, which manages and simulates
robot failures by individual components. The fault simulator simulates mainly

2 kinds of failures: faulty readings and unresponsiveness. Faulty readings refer
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to the erroneous readings originating from malfunctioning components such as
sensors. It is simulated by adding small random offsets to the actual readings.
Unresponsiveness is simulated by simply turning off the component so that the
component stops functioning. The duration of these failures cannot be defined
in terms of permanency. The robots continue in fail states until and unless they
are recovered successfully. During the primary recovery phase of my framework,
I simply turn off the fail state to resume normal behaviour in robots. I set a
downtime for the robot to simulate the time taken to restart or recalibrate a
robot in real life. T use the same failure probability parameter to control how

likely a robot is to fail at any given time.

Physically, the robots in my implementation are not as complex as the real-world
robots they represent. However, they have enough components to allow a variety
of failures. The main components include sonar sensors, robot sensors, victim
sensors, fire sensors, marker sensors, fire extinguishers, damage rays for debris
removal, motors or wheels, and WiFi. I also simulate an overall failure or sudden
death of robots, where the robots stop working completely. This phenomenon
can be accidental, e.g., a robot completely damaged by fire or falling debris
etc. It can also be predictable, like a robot battery power running out. Stage
already provides a power pack module and power consumption model that I used
to simulate robot deaths due to power failure (described in Section [£.3.4). The
fault simulator is invoked randomly based on the failure probability parameter.
At every invocation, the fault simulator randomly selects one component to

fail in a robot. The type of failure (faulty reading or unresponsiveness) is also
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randomized. At any time, a robot can suffer from multiple failures.

4.4 Robot Types

In this section, I will describe the characteristics and the capabilities of the 5
robot types or models that I use in my implementation: MaxBot, MidBot, MinBot,

DebrisBot, and FireBot.

o MaxBot:

The MaxBot is the 3rd largest robot in my implementation. It is equipped
with a tracked drive system that allows it to traverse not only through open
areas but also over low-lying debris. It has an array of 3 sonar infra-red (IR)
range sensors, each with a 25° FOV and 2 meters range, positioned on the lower
body of the robot that help it detect low-lying debris in the environment. It
also has a laser range finder with a FOV of 180° to identify all other obstacles.
Stage stopped supporting the laser model starting version 4.1. Instead, now
it considers all rangefinder models to be part of the "ranger” model. So, even
though the implementation represents laser and sonar sensors separately, they
derive from the same "ranger” model. It also has a basic victim sensor that can
identify victims with very low accuracy and allows navigating around victims. It
also has robot sensors to help with robot interaction and coordination. Finally,
it has marker sensors to detect markers in the environment. MaxBot is most
suitable for leadership roles due to its computational capabilities. It can detect

frontiers, maintain a shared map and assign tasks. It is also equipped with a
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path planner that allows it to communicate path information for other robots
when assigning tasks, if a path can be found using its map knowledge. The
power pack in MaxBot is charged with 342 kilojoules of energy, enough to last

27-30 minutes of the mission (more in Section [4.3.4)).

MidBot:

MidBot is smaller than MaxBot but larger than MinBot. It has a wheeled drive
system. Unlike MaxBot or robots with a tracked drive system, it cannot drive
over low-lying debris and has to navigate around it. A MidBot has an array of
10 sonar sensors positioned on its body in such a way that it has a larger FOV
in total. Each sonar sensor has a FOV of 5° and a range of 6 meters. These
sensors help it in obstacle avoidance and mapping the environment. MidBot is
the only robot type in this implementation that is equipped with a high-accuracy
victim sensor, making it most suitable for victim confirmation tasks. It also has
robot sensors and marker sensors. Its computational facilities include frontier
detection, generating frontier tasks, maintaining a combined team environment
map, and task assignment. These capabilities make it somewhat suitable for
leadership roles. However, it lacks a path planner, meaning robots may become
lost in the environment trying to perform tasks assigned by MidBots. The
MidBot power pack is allocated 162 kilojoules of energy based on dissipation

rate, such that it lasts approximately 27-30 minutes.

MinBot:

MinBot is the smallest and simplest robot model in this implementation. It has
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Figure 4.5: This figure provides a close look at the physical structure of each robot
type in the team, as well as the total energy stored by the team at the beginning of
the mission.

the least sensory and computational capabilities. Its inexpensive and expend-
able nature makes it more suitable for exploration tasks. It has a wheeled drive
system. There is an array of 5 sonar sensors spread across the front of its body
to help it navigate around obstacles. It lacks robot sensors and hence, cannot
initiate rendezvous or encounter tasks with other teams. It has a basic victim
sensor to help it detect potential victims and navigate around them during ex-
ploration. They also have marker sensors to mark potential victims if necessary.
MinBot is the most poorly suited for leadership roles due to its limited physical
and computational abilities. It cannot detect frontiers, generate frontier explo-
ration tasks, assign tasks, combine shared maps, or plan paths. MinBot in my
implementation are allocated the least amount of energy (90 kilojoules) due to

its simple structure, enough to last 27-30 minutes.
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e DebrisBot:

DebrisBot is a robot specialized in debris removal tasks. It is larger than
MaxBots. It is equipped with damage rays that help it break down low-lying
debris. It has a tracked drive system. It has 2 sonar arrays: one with 6 sonar
sensors placed at ground level on the robot’s body and the other with 10 sonar
sensors mounted 20 cm above the ground (see Figure 4.3| (a)). Each sensor has
a 5° FOV. The ground-level sonar array has a narrower FOV overall, used in
detecting low-lying debris. The top-level sonar array has a wider FOV over
all, suitable for detecting walls. The two separate sonar arrays distinguish be-
tween objects that are removable (e.g., debris) and that are not removable (e.g,
walls). DebrisBots are also equipped with basic victim sensors and robot sen-
sors to avoid mistakenly identifying potential victims and robots as debris. It
also has a marker sensor. Computationally, it is similar to MinBots, making it
one of the least suitable robots for leadership roles. I allocated it 450 kilojoules

of energy that will last it approximately 27-30 minutes in the mission.

FireBot:

FireBot is a robot specialized in detecting and extinguishing fires. It is equipped
with fire extinguishers that it uses to put out fires in the environment. It has
a tracked drive system that allows it to traverse through low-lying debris in
the environment. It has the same sonar sensor arrangement as DebrisBot. In
addition, it has a fire sensor, a basic victim sensor, a robot sensor, and a marker
sensor. Computationally, it is similar to MinBots and DebrisBots, lacking the

ability to detect frontiers, maintain shared map knowledge, plan paths, nor
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assign tasks. It is more suitable for exploration tasks where it looks for fires in
the environment and extinguishes them. It is one of the least suitable robots for
a leadership role. FireBot is the most complex robot with the highest number
of sensors. Based on its energy dissipation rate, I allocated it 594 kilojoules of

energy that will last it approximately 27-30 minutes in the mission.

4.5 Attributes, Roles, and Tasks

4.5.1 Attributes

As discussed in Section[2.4.1] each robot has a set of characteristics and capabilities
known as attributes that help it evaluate its attributes and those of others during
role and task assignments. Each attribute has a value assigned, like the value for
the fire extinguisher attribute in FireBot is ”yes” or "true”, but "no” or ”false” for a
DebrisBot. Again, all robots have an attribute of marker count with a value of 2 at
start, referring to the number of markers a robot has. In my framework, I added a
measure fail rate to each attribute in a robot. This represents how often the related
component related to the attribute fails. For example, fire sensors with 0.2 attribute
fail rate may fail 20% of the time (more in Section . At the beginning of an
experiment, the fail rates of all attributes in all robots are 0.0, representing perfect
health. There are 3 categories of attributes: physical, computational, and sensory

attributes.

e Physical Attributes:

Physical attributes comprise physical features in robots, like size, weight, speed,
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Table 4.1: Values of physical attributes of robots used.

MinBot MidBot MaxBot DebrisBot| FireBot
Locomotion wheeled wheeled tracked tracked tracked
Length x Width | 10x10 20x20 44x38 40x50 45x35
(cm)
Expendability 1.0 0.25 0.05 0.1 0.1
Debris Remover | no no no yes no
Fire Extin- | no no no no yes
guisher
Marker Count 2 2 2 2 2
Power level at |90 KJ 162 KJ 342 KJ 450 KJ 594 KJ
start

type of drive system for navigation, and any type of special equipment or hard-

ware they possess. Table shows the physical attributes and their respective

values for the robots used in my framework.

e Computational Attributes:

Computational attributes represent the computational capabilities or compo-

nents that exist in a robot’s control software. Not all robots are equipped with

the same computational capabilities. Some have limited CPU power and mem-

ory, and hence are not so good with computational tasks like maintaining maps

and teams. On the other hand, there are some robots with high CPU power and

memory, but limited sensory and navigation capabilities, which makes them less
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Table 4.2: Computational capabilities of robots used.
MinBot MidBot MaxBot DebrisBot| FireBot
Victim Tracker yes yes yes yes yes
Frontier Finder | no yes yes no no
Manage Team | no yes yes no no
Map
Assign Tasks no yes yes no no
Planner no no yes no no

suitable for exploration tasks and more suitable for leadership roles that require

efficient team management. Table shows the computational capabilities of

the robots in my framework.

e Sensory Attributes:

Sensory attributes refer to the types of sensors used by different robots in my

implementation. The simulation logic behind object detection in my implemen-

tation is discussed in Section [£.3.3] The different sensors simulated and the

sensory capabilities in different robots are presented in Table

4.5.2 Tasks

The robots performed various tasks during my implementation. Every task has

a set of minimum requirements, suitability requirements, self-execution suitability

requirements, and a priority metric. Before accepting and adding a task to its queue

for execution, a robot evaluates itself against these requirements to see if it is fit for
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Table 4.3: Sensor attributes of robots used.
MinBot MidBot MaxBot DebrisBot| FireBot

Sonar Sensor | 5 10 3 14 8
Count
Sonar range 4dm 6m 2m 6m 6m
Victim Sensor basic advanced | basic basic basic
Robot Sensor no yes yes yes yes
Fire Sensor none basic basic basic advanced
Marker Sensor yes yes yes yes yes
Laser yes yes yes yes yes
rangefinder

the task. The evaluation process to determine the robot’s task suitability is described

in detail in Sections (Gunn’s equations) and (modified equations for my

framework). After calculating the robot’s task suitability, it is compared to the task’s

self-execution suitability metric. The robot’s suitability to perform the task must be

greater than or equal to the pre-defined self-execution suitability metric for the task.

Otherwise, the robot is deemed unfit for the task. If multiple robots are fit to perform

the task, the robot with the highest suitability is assigned to do it. The priority of

the task helps in prioritizing tasks in the robot’s task queue.

Most of the tasks in my implementation were a part of the previous implementa-

tions by |Gunn| [2011], Nagy| [2016], and Fiawoo [2019]. T modified some of the tasks

to adapt to my framework’s needs and added a new task for the recovery of robots.
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I briefly describe all the tasks as follows:

e Fxplore: This is the lowest priority task where an agent randomly roams about
in the environment. Most robots do this task in their idle state. However,
the minimum requirement of this task is that a robot can move and can see
obstacles. If a robot has damaged its wheels or sensors or both, and does not
meet the minimum requirement, it will sit idly doing nothing, unless it has
other tasks in its queue that it can do (e.g., recruitment, rendezvous, team

management, etc).

e FExplore Frontier: In this task, robot is provided a location coordinate to explore,
and it reports any findings to the team leader. This task requires a robot to be
able to move and have sonar sensors to navigate around obstacles. It is more
suitable for robots with higher expendability and smaller size, like MinBots

since the location can be dangerous and too narrow for other robots.

e Find Team: This task is assigned to robots when they are first released into the
environment, so that they can encounter other robots and get added to or form

new teams.

e Find Victim: This task is not explicitly assigned to any robot. Rather, it is
used to determine a robot’s suitability to track victims. It requires at least a

basic victim detector.

o Confirm Victim: In this task, robots are expected to confirm victims at a given
location. It requires advanced victim sensors to correctly identify real versus

false victims.
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Manage Team: This task defines the capabilities required for a robot to be able

to manage a team, like a leader.

Encounter: Encounter or rendezvous refers to a task where a robot performs
team merge and redistribution when they see another robot(see Section [2.4.1]

for details).

Begin Role Recruitment: This task is assigned to initialize and activate the
role-recruitment (see Section [2.4.2)) process in a robot in an active recruitment

setting.

Find Robot: In an active recruitment setting, when the role-recruitment process
is active, the robot actively looks for a suitable robot for role-level or task-level

recruitment.

Ezxplore Debris: This is the idle task of a DebrisBot when it has no other tasks

to do. It randomly roams around in the environment and removes debris.

Remove debris at location: This task is a guided debris removal task, where a
robot requests a DebrisBot to remove debris at a specified location. This task
is mainly requested when a robot is stuck in debris and it needs help from a

DebrisBot to remove the debris.

Donate Marker: This is a task where a robot carries out the marker donation
process. Each robot in the environment is provided with 2 markers to drop by
potential victims. If the robot runs out of markers, it can request a marker

from another robot. A robot can donate a marker as long as it can move, has



Chapter 4: Implementation 103

at least one marker (even if donating it leaves it with none), and has a robot
sensor. The marker donation task is also subject to a robot’s willingness to
do the task based on its current satisfaction (see Section [2.4.3) and workload

[Fiawoo, 2019).

o Wait for Marker: During this task, a robot maintains its position while waiting
for the robot that accepted its marker request. If the robot waits too long for
the marker, it discards this task and looks for another robot that can donate a

marker.

o FExtinguish fire: This task is usually executed by FireBots to extinguish fires at
a given location. If the FireBot detects any fire in the environment, it creates a
fire extinguishing task for that location. It returns to that location to put out

the fire once it is done with the current or other higher priority tasks.

e Move To Goal: This task is used to guide a robot to a given location or goal. It
may or may not be provided with the waypoints or a path to the location. For
example, a MaxBot can provide a location and a path to guide a newly recruited
robot into its team. In my implementation, I also used this task to guide robots
back to humans or the starting point for repair. Each robot records its starting
location, so that it can get back if needed. The priority of this task is as high

as the recovery task if it is assigned as part of recovery.

e Recover from failure: This task refers to the recovery process that a robot
executes to recover from a failure. Any robot can perform this task as long as

it is not dead. This is the highest priority task in this environment. This is
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because the longer a robot is allowed to operate with failures, the higher the
chances of incorrect readings and decisions to affect the team’s performance.
It is preferable to address any failures as early as possible. This task is only
self-executable and not transferable, meaning it cannot be assigned to others.
It can only be assigned by the robot’s health manager module to the robot itself
if a failure is detected. Each of these tasks is intended for only one component
recovery. For instance, if the health manager diagnoses the robot’s health and
detects a victim sensor failure, it creates and assigns a recovery task for the
victim sensor. The recovery task is a 3-phase task with primary, secondary, and
tertiary recovery phases. It is described in greater detail in m (also see figure
3.4). If the self-repair is successful during primary recovery, the robot ends
the task and resumes other tasks as usual. If self-repair is unsuccessful, the
robot attempts secondary recovery to adjust its attributes and role suitability
accordingly and prepares for tertiary recovery if necessary (e.g., creating a task
to go to humans for repair). Once the task ends, the robot re-evaluates its role
and suitability during the periodic role switch check and adjusts its role in the
team if needed. It also broadcasts any change in its role and attributes during

periodic announcements.

4.5.3 Roles

In this section, I will describe the different roles used in my implementation. As
described in Section 2.4.1] a role is a set of tasks expected of a robot that will occupy

that role. A robot’s role suitability metric defines how well a robot suits that role. It
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Table 4.4: Maximum role suitability of robots used.

MinBot MidBot MaxBot DebrisBot| FireBot
Leader 11 83 106 26 26
Coordinator 24 96 92 32 32
Explorer 124 56 52 52 52
Debris Remover |0 10 10 110 10
Fire Extin- | 5 15 15 15 115
guisher

is calculated by evaluating its attributes against the expected tasks for the role (see
Algorithm . Every task expected by a role has a hand-tuned relative importance
metric that determines how important the task is to that role. For example, the
coordinator role puts high emphasis on the confirm victim task. This metric is used
as a weight when calculating a robot’s role suitability. A robot’s suitability to fill
a role can change due to robot failures. Section describes the details of how
the fail rate of a component can affect a robot’s task suitability. For instance, a
FireBot’s suitability to fill the fire extinguisher role will decrease if its fire extinguisher
equipment is damaged and no longer works. Table [£.4]shows the maximum suitability
of robots to fill a role in perfect health.

All roles in my implementation are briefly described below:

e Leader: The most important task expected from a leader is the management of
their team. Team management includes tasks like task assignment, coordinating

the efforts of the team members, detecting and assigning frontiers, and main-
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taining an overall map. In my implementation, MaxBot is the most suitable
to fill this role as it comes with high computational capabilities (path planning
module, high CPU, etc.) that this role requires. MidBot is also somewhat
suitable for the role, but it lacks the ability to plan paths. The other robots
in the environment specialize in exploration tasks and lack the computational

capabilities required by a leader role.

Coordinator: Robots in the coordinator role are primarily responsible for ex-
ploration tasks, victim verification, team merges and re-distributions during
encounters, and map management. MidBots are most suitable for this role. It
is the only robot equipped with advanced victim sensors that can be used for
confirming victims. Other robots can fill the role; however, it would not be
the most perfect fit since they may be lacking the ability to do all the tasks

expected of this role.

Ezxplorer: In this role, robots are mainly expected to perform exploration tasks
like exploring frontiers at given locations and randomly exploring with the aim
of finding potential victims, etc. During exploration of unknown locations,
there is a chance of the robots running into danger, potentially being harmed.
As such, low-cost robots with high expendability are best suited for this role
(e.g., MinBots). Other robots are more specialized, higher cost, and lower in

number. They are suited for more advanced and specialized tasks.

Debris Remover: The main responsibility of a robot in this scenario is clearing

debris in the environment. The debris removal process can be guided or un-



Chapter 4: Implementation 107

guided. In guided debris removal, the robot in this role is requested to remove
debris at a specified location. Whereas, in unguided debris removal, the de-
bris remover is expected to randomly explore the environment and clear debris.
Only DebrisBots have debris-removing equipment (e.g., damage ray). So, these

robots are most suitable to fill the role.

e Fire Extinguisher: This role requires the robot to find and extinguish fire.
Only FireBots have advanced fire sensors to detect fire and fire extinguishing
equipment to put out fires. Other robots are poorly suited for this role as they

lack these special components.

4.5.4 Ideal Team

As discussed in Section 2.4.1] every team in the environment strives to maintain
an optimal team structure, which is easy to manage and gives the best performance.
In this implementation, an ideal team is formed with 1 leader, 1-2 coordinators, 3-10
explorers, 1-2 debris removers, and 1-2 fire extinguishers. These numbers were set
through experiments in previous implementations |Gunn, [2011; Nagyl 2016; Fiawool,
2019]. Figure shows the team structure at the beginning of the environment. The

structure changes due to recruitments, robot losses, etc., as the mission progresses.

4.6 Autonomous Control

Autonomous control refers to the low-level control mechanism in my implementa-

tion. All of the control schemas were already implemented in a previous implementa-
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Figure 4.6: This figure shows a bird’s eye view of the robot team structure and robot
roles at the start point.

tion. However, I modified some to simulate failures, failure detections, and recoveries.
Two categories of schemas are used in this implementation: perceptual schemas and

motor schemas.

4.6.1 Perceptual Schemas

Perceptual schemas process the sensory inputs from sensors that help the robot
to get a meaningful representation of the environment. The perceptual schemas in

my implementation are as follows:

e Localization: This schema helps in tracking a robot’s position and orientation
in the environment. While all team members share the same coordinate system
(centred at the starting point of the team), different teams may have different

translational origins. This schema helps in translating coordinates into the re-
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ceiver’s or sender’s coordinate system during the sharing of locations of victims,
frontiers, etc. It also detects when a robot is stuck in debris, not moving for a
long time. It creates a debris removal request to help get itself unstuck from

debris. This is also a form of recovery implemented by [Nagy| [2016].

However, it is not always the case that a robot is stuck in debris that it cannot
move. It is also possible that the robot’s wheels are not working, or there may
be something wrong with the motor schema that may be causing the problem.
In my framework, the robot’s position is tracked for a while during diagnosis,
and if there was a debris removal request is made, the robot waits for help from
the debris bot. If the debris robot successfully removes the debris and gets it
unstuck, then recovery is not required. But if the debris removal does not work
or takes too long, then there may be a failure in the robot’s components, and

so a recovery task is created for the motor schema.

e Process Range Data: This schema processes sonar range data from the sonar
sensors that helps in detecting obstacles like debris and walls. In my imple-
mentation, during robot failures, the sensors may show erroneous readings or
no readings at all (e.g., when sensors are unresponsive). The readings from this

schema are monitored during diagnosis to detect failures in sonar sensors.

e Detect Debris: This schema uses the localization schema to detect when it is

stuck in debris and records the obstacle so that it can avoid it in the future.

o Detect Obstacles: This schema uses the process range data, detect debris, detect

robots, and detect victims schema to generate a list of obstacles. It distinguishes
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between removable (debris) and unremovable (robot, wall, victims) objects in

the environment.

Detect Robots: This schema processes data received from the robot sensors in
a robot. It gives a list of positions of robots detected at any time. Similar to
sonar sensors, robot sensors can also give erroneous readings or no readings at

all in case of unresponsive robot sensors.

Detect Victims: This schema processes data from victim sensors to generate a
list of locations of potential or confirmed victims. This list is fed into the victim
tracker module to create victim confirmation tasks as required. Inaccurate
readings can lead to the creation of victim confirmation tasks for inaccurate

location, resulting in misleading another robot to an incorrect location.

Detect Lost: This schema helps a robot determine if it is lost. It tracks the
distance traversed by the robot while heading to a certain location. If the
distance traversed is greater than five times the actual distance [Nagy, [2016], it
assumes that the robot is lost. It discards or requeues the current task for later

and moves on to the next task.

Detect Markers: This schema helps in detecting markers around a potential
victim. Similar to other sensory perceptual schemas, this schema may process

inaccurate sensor readings in case of damage to the marker sensor.

Detect Fire: This schema processes fire sensor data in robots with fire sensors.

It generates a list of observed fire locations that helps in creating quenching
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tasks for those locations. Inaccurate fire locations from damaged fire sensors

can lead to wasted efforts in locating and quenching the fire.

4.6.2 Motor Schemas

The motor schemas guide a robot’s motion using the data from the perceptual

schemas. I only simulated one kind of motor schema failure, where the wheels stop

functioning, and the robot cannot move at all. The motor schema failure is detected

by monitoring the position of the robot. If it has not moved in a long time, there is a

possibility of failure. The motor schemas used in my implementation are as follows:

Awvoid obstacle: This schema helps the robot in steering clear of detected objects

by generating a repulsive force.

Mowe to location: This schema guides the robot to a destination using a specified

path or a reactive approach if a path is not available.

Turn in place: This schema turns the robot in a clockwise motion while at its

place, until it finds the robot for encounter or marker donation.

Random: This schema prevents a robot from getting stuck by guiding the robot

to a new random direction.

Recover Stuck: This schema helps a robot get unstuck from debris or corners

by backing up.

Seek debris: This schema uses data from the detect obstacle schema to generate

attraction force that guides DebrisBots towards short removable debris, and



112 Chapter 4: Implementation

repels away from unremovable objects like walls, victims, and robots.

e Mowve to robot: This schema uses data from the detect robot schema to move a

robot towards another robot, enabling a physical encounter.

4.7 Framework-Specific Modules

In this section, I will describe the robot software that supports my framework. All
except the health manager module were implemented by |Gunn| [2011], Nagy! [2016],

and [Fiawoo [2019] to support their frameworks.

e FEncounter manager: The encounter manager module manages the team merge

and re-distribution process when two robots encounter each other.

e Knowledge manager: This manager manages any information known to the
robot, like self-attributes, map, tracked victims, seen robots, current structure
of the team, etc. It makes periodic announcements to let its team know that
it is still on the team. If it does not hear from any teammates in 3 minutes or
vice versa, the team considers it to be lost. In my framework, the knowledge
manager is also responsible for sharing critical information like an immobile
robot’s location or a dying robot’s knowledge about the environment, etc. When
a robot becomes immobile due to damage, it announces its location with periodic
announcements, so that the team and neighbouring robots know of its location,
which can be used to rescue it later. When a robot has a critical power level and

power-saving mode, it periodically broadcasts its map and victim knowledge.
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Neighbouring robots update their knowledge with this shared information. This

is done so that the progress of the mission is not lost with a robot’s death.

o Communication manager: This module is responsible for managing the process-
ing of wireless messages shared among robots in the environment. Messages can
be of different kinds, like robot announcements, task assignments, recruitment,

etc.

e Role manager: The role manager manages role and team-related processes like

role-switch checks, desired team structure, missing role checks, etc.

e Task manager: This module manages the processes related to tasks such as task

assignment, task selection, task preemptions, task execution, etc.

o Recruitment manager: The recruitment manager manages the recruitment pro-
cesses, especially the active recruitment process where the robot actively searches
for a suitable robot for recruitment. Concurrent recruitment does not require
the robot to travel since the recruitment is done while it is doing its regular

work.

e Satisfaction manager: This module manages rare skills in the environment by
monitoring a robot’s location and team-based satisfaction. A robot may choose
to leave a team or location if its satisfaction is below a threshold. It may be
more willing to accept recruitment requests. In addition to the robot tracking
its own satisfaction, the leader also tracks the satisfaction and productivity of

the team members and may let go of team members if they are not productive
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enough. The satisfaction management process is described in detail in Section

2.4.3

Health manager: 1 implemented the health manager module to support my
framework. It monitors robot health through periodic and triggered diagnosis
of components. The diagnosis process runs in the background as it is doing other
tasks. The periodic diagnosis is triggered every 8 minutes for all components,
and the triggered diagnosis is triggered when a pre-defined condition is met, like
power reaching threshold level, sensors becoming unresponsive, etc. Diagnosis
can also be triggered for a re-diagnosis after attempting self-repair. This helps
in confirming if the self-repair was successful. During diagnosis, some diagnostic
tests are run on the components to determine the failure rate of the component.
If a failure is detected and if the fail rate is greater than the component’s cur-
rent attribute fail rate (indicating the component’s state has worsened), then a
recovery task is created for the recovery of the component. If failure is detected
during re-diagnosis, then the secondary recovery phase is triggered in the ex-
isting recovery task for the component. The health manager also manages the
self-repair process, where the robot restarts, recalibrates, etc., to repair itself.
It also indirectly manages the attribute, role, and mode adjustments in the
knowledge manager through the recovery task. During the secondary recovery
phase, the attributes are updated with new attribute fail rates obtained from
the diagnosis. The knowledge manager is made aware of the robot’s health state
through modes (like immobile mode, power saving mode), as preparation for

tertiary recovery by humans. For instance, sharing an immobile robot’s location
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to facilitate retrieval later. The failure detection process, health diagnosis, and

recovery management process are discussed in greater detail in Chapter [3]

4.8 Mission-Specific Modules

The mission-specific modules refer to the modules specific to the USAR imple-
mentation. All these modules were implemented by |Gunn| [2011], [Nagy| [2016], and
Fiawool| [2019]. T use the same mission-specific modules to support the USAR aspect

of my framework.

e FEnvironment mapper: This module maintains the shared team map of the en-
vironment by integrating smaller maps from other robots. It required good

computational capability, which is not present in all robots.

e Frontier finder: The frontier finder module creates explore frontier tasks to
explore unknown locations in the map. This also requires considerable compu-

tational capabilities.

o Victim tracker: This module keeps track of potential, false, or actual victims

currently known to a robot.

e Planner: The planner is a computation-intensive module that enables a robot
to find the shortest paths to goals. These paths can be shared with other robots

with no planner, to help them find their path to their task’s location.

o Marker manager: The marker manager manages the marker release process

when a victim is detected in the environment. It also manages the donation or
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borrowing of markers when a robot runs out of markers.

4.9 Conclusion

In this chapter, I described the implementation details of the simulated environ-
ment and my framework, which will help me evaluate my framework. In the next
chapter, I will describe my experimental design, evaluation of my framework, and

analysis of the results.
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Evaluation

5.1 Chapter Overview

With the goal of evaluating the effectiveness of my methodology (Chapter , I
conducted some experiments in a simulated USAR environment. I compared the
performance of robot teams using my methodology against 2 baseline approaches.
The first baseline case represents an ideal world, where there are no robot failures at
all. In the second baseline case, the experimental worlds have robot failures but no
recovery measures for the failures. I compare how well the teams perform with and
without my agent recovery framework. Additionally, I evaluate the effectiveness of
the secondary recovery phase of my framework through separate experiments. In my
evaluation, I consider factors like communication quality, recruitment modes, use of
replacement robots, and the probability or extent of robot failures.

I begin this chapter by revisiting the research questions that I stated at the outset

of my thesis (Section , and describe the metrics I used to evaluate my work. I also

117
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describe the process of environment generation and selection, and the experimental

design. Finally, I present the results from my experiments and discuss my findings.

5.2 Review of Research Questions

Recall my questions from Section [L.7}

1. What effect does my agent recovery framework have on the overall
performance of teams of heterogeneous teams of robots operating in

dangerous domains?

2. When does my framework work best with respect to different fac-
tors such as type of recruitment strategies, quality of communication,

presence or absence of replacements, etc. 7

To answer my first question, I first conducted experiments to evaluate the perfor-
mance of robots in an ideal world where there are no robot failures. This gives an
idea of what an ideal performance might look like. I then conducted experiments to
evaluate the performance of robots in environments with different levels of failures,
with and without the use of the agent recovery framework. For the second question,
I incorporated independent variables like communication quality, recruitment modes,
and the use of replacement robots to see how well my framework performed under

various combinations of these variables.
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5.3 Evaluation Metrics

I mainly used 4 metrics to evaluate the performance of my framework: the per-
centage of victims successfully identified to leaders, the percentage of area coverage,
the number of debris items removed, and the number of fires quenched. Most of these
metrics were used by (Gunn| [2011], [Nagy| [2016], and [Fiawoo| [2019] as well. However,
the previous works only focused on statistical cumulative data that included results
from all robots, active or inactive. In my evaluation, the collected data can also
be separated into 2 categories based on the method I used to collect it: cumulative
and instantaneous. Only the final data collected after the end of each trial will be

discussed for the evaluation.

5.3.1 Cumulative vs. Instantaneous data

The cumulative data refers to the data that was merged and recorded every 1
minute of an experiment, for the total 30 minutes of the trial. I only used the
final cumulative value collected at the end (30th minute) of each experiment for my
evaluations. The instantaneous data is only a snapshot of the data at the 30th minute
of the trial. The reason behind collecting data in these two different ways is that
while the cumulative data helps us observe the performance of robots throughout the
experiment, the instantaneous data gives us a more realistic perspective of the data.
In real-world missions, humans may not be able to collect data as frequently (e.g.,
every 1 minute). It is more likely that the human rescuers will retrieve instantaneous
or snapshot data from the robots at longer intervals. Moreover, robot deaths also

affect the data collected. In my experiments, I assume that data cannot be collected
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from dead robots that are in the environment. Realistically, the dead robots can
be recovered by humans tracking their locations that are stored by other robots.
However, for my experiments, I only focus on autonomous recovery. So, the dead
robots in my experiments remain in the environment. A robot that was alive at 5
minutes into the mission may die and not provide data at the 30th minute. This
may affect the cumulative and instantaneous results. I also collect cumulative data
regardless of the robot’s status (dead or alive) to get an experimental point of view.

All these statistics will help me in a more thorough evaluation of my framework.

5.3.2 Victims Identified

My implementation tracks the number of actual or confirmed victims reported or
known to the leader of each team in the environment. Not every robot has complete
knowledge of the team and the environment. In my framework and the ones before
me [Gunn, 2011], [Nagy, 2016], [Fiawool 2019], a leader is considered to have the
most complete knowledge of the team and the environment due to their role and
computational capabilities. Data from MinBots is ignored due to their inability to
merge and maintain team knowledge. Two types of cumulative data are collected:
statistical data that includes data from both dead and active leaders, and realistic
data that only includes data from active leaders. For instantaneous data, only active
leaders’ data is collected to simulate real-life scenarios where mission data is collected

at longer intervals (e.g., every 30 minutes).
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5.3.3 Area Covered

Similar to the victims’ data, the area coverage data is also collected by merging
maps from the team leaders. Team members report results from their exploration
tasks to the team leaders. Leaders like MaxBots or MidBots are capable of main-
taining and merging maps. They have the most complete version of the map among
all team members. We do not consider knowledge from MinBots at all due to their
inability to maintain and merge maps. Once again, statistical cumulative data (in-
cluding dead leaders), actual cumulative data (excluding dead leaders), and actual

instantaneous data are collected for area coverage.

5.3.4 Unique Tasks

Unique tasks refer to the tasks that can be performed by special types of robot
[Fiawool 2019]. For example, debris removal and extinguishing fire are unique tasks
that can only be done by DebrisBots and FireBots, respectively. While the informa-
tion on unique tasks is not crucial to the USAR mission, I collect it for statistical
purposes. Evaluating the number of debris pieces removed, or the number of fires
put out, can give us an idea of how robot failures affect unique tasks and how these

special robots perform with my agent recovery framework.

5.4 Environment Generation

The first stage of my experimental setup is the generation of the environment

where I will run my experiments. I used multiple maps with similar configurations
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(in terms of difficulty, obstacle and void coverage) to simulate the experiments instead
of just one. This will help limit environmental bias to some extent. As described in
Section , I used a world generator tool developed by Wegner and Anderson| [2004]
and later modified by Gunn| [2011], Nagy! [2016], and [Fiawoo [2019] to generate worlds
for my experiment. Each world has an area of 60m x 60m or 3600 sq. meters. 13% of
the map is covered with debris, walls, and fire. The probability of an obstacle being
debris is 60%, and for it to be fire is 15%. There are 50 random voids or rooms in the
environment. 60% of these rooms have their openings covered with debris, and 15%
are covered with fire.

There are 10 false victims and 20 true victims randomly placed in the environment
(these are further discussed in Section . They are placed at least 0.8 m away
from the walls and do not overlap with each other.

There are two starting positions for the two robot teams to enter at the opposite
ends of the environment. Equally spaced entrance points for replacement robots are
placed along the perimeter of the environment.

Initially, I generate 40 random worlds with the specified configuration (e.g., ob-
stacle ratio, victim ratio, etc). I then hand-picked 3 worlds that fit my selection
criteria the most. Similar to Gunn| [2011], Nagy| [2016], and [Fiawoo [2019], I used the

following selection criteria:

e [ discarded worlds where entrances are covered by too much removable debris
and fire. Otherwise, robots will spend too much time clearing out the debris

and fire at the entrance instead of contributing to the main mission.

e [ also discarded worlds where the entrances are covered by large walls. In these
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worlds, robots have to spend a lot of time navigating the walls to enter the

environment. This affects the overall performance due to limited mission time.

e Worlds with highly clustered obstacles were discarded. I only chose worlds where
obstacles are evenly distributed. The goal was to to select environments with
roughly consistent navigational difficulties rather than having domains where

difficulties were more concentrated in some areas than others.

e Lastly, I discarded worlds where victims were too close to each other. This is
to remove the bias of cases where a robot may ignore a close victim if it notices
a marker nearby left for another victim and assumes it is marked. This ensures

that all the selected worlds would be roughly equally challenging.

At the end of the selection process, I had 3 worlds ready for my experiments. All

3 worlds are presented in Appendix [A]l

5.5 Experimental Design

The second stage of my experimental setup is the configuration of the indepen-
dent variables, like recruitment modes, communication quality, etc. Stage requires
the configurations, including the world map, to be pre-defined in a world file. The
world file (*.world) is passed as an argument to the stage run command. Stage then
runs on the provided world file that includes the configurations. I used a factorial
experiment design to evaluate my agent recovery framework. I used different combi-
nations of the independent variables and the 3 world maps to generate the worlds for

my experiments. The independent variables are discussed in Section



124 Chapter 5: Evaluation

An advantage of Stage is that it allows repeatability of experiments through the
use of random seed integers embedded in the .world configuration file. These seeds
are pre-defined and static. As a result, we get the same results no matter how many
times we run the same configuration file. This is useful when we need to re-run trials
for observation. However, to cover a sufficient breadth of events in my experiments,
I intend to run each configuration multiple times. For each environmental configura-
tion, I used 50 identical sets of random seeds to generate 50 more worlds. The main
configurations, like maps, independent variables, are the same in these world config-
urations, only the random seeds are different. This allows me to run the experiment
for each configuration 50 times. This helps me eliminate any bias that may arise from
random numbers that may favour or disfavour a group of experimental trials.

I generated 2 sets of world files for my experiments. The first set is for the base
case scenario, which represents a perfect world where there are no robot failures.
Robots never run out of power or die. Since there are no failures, there is no need for
recovery. So, these world files are configured with no robot failures and no recovery.
I generated 1800 such world files. The experiments on these worlds will give me an
idea of the highest performance of robots that I can expect, which is something I use
to compare and evaluate the experiments with robot failures and the agent recovery
framework. The second set of world files includes the robot failures and the use of
the agent recovery framework. I generated 10800 of these world files. These worlds
are used to evaluate the effectiveness of my framework in the presence and absence
of my recovery framework. Figure depicts my experimental breakdown.

I run all these on trials on an Amazon Web Services c¢5.9xlarge EC2 instance with
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36 cores and 72GB RAM. I ran approximately 30 trials concurrently at a time. Robots

and other models in Stage execute as worker threads. Multiple threads multiplied by

multiple concurrent trials consume a lot of CPU resources. This leads to the AWS

compute running out of resources if I run 36 trials concurrently over 36 cores. Which

is why I maintained approximately 83% CPU Utilization rate by running fewer trials

concurrently.

5.5.1 Independent variables

e Communication Success Rate: This refers to the probability of successful

wireless message transmission between a sender and a receiver robot. For my
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experiments, I use 2 success rates: 20% or low, meaning poor communication

and 100% or high, referring to excellent communication quality.

Recruitment Mode: This refers to the recruitment mode used in the exper-
imental trial. I use the ARC framework’s [Nagy, 2016] 3 recruitment modes:

active, concurrent, and passive.

Replacement: This refers to whether replacement robots are used in the ex-
periment. In experimental trials with replacements, I deploy an additional 10
MinBots, 2 MidBots, 1 MaxBot, 1 DebrisBot, and 1 FireBot as replacements.

These are released 5 minutes into the experiment.

Robot failure level: The robot failure level refers to the likelihood of robot
failures in the environment. The higher the robot failure level, the more the
robots are prone to failures. I use the same level of failures as (Gunn [2011],
Nagy| [2016], and |Fiawoo [2019]: none, minimum, and moderate. However, I
do not simulate temporary or permanent failures. My failures are more spe-
cific to robot components and failure types (See Section . Every failure
in my implementation has an approximately equal chance of happening. How-
ever, in reality, robot components may fail at different rates depending on how
frequently they are used, their physical design and materials, and the degree
and type of environmental exposure they experience. My thesis does not delve
into the specifics of component failures. A future direction of my research could

include experimenting with more realistic component failure probabilities.

As shown in Table [5.1], the failure probabilities are set in such a way that the
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Table 5.1: Failure probabilities by robot types.

Level Model Average % total
time failed
None MinBot 0.000%
MidBot 0.000%
MaxBot 0.000%
DebrisBot 0.000%
FireBot 0.000%
Minimal MinBot 14.9%
MidBot 11.9%
MaxBot 9.0%
DebrisBot 14.9%
FireBot 14.9%
Moderate MinBot 25.1%
MidBot 20.9%
MaxBot 18.5%
DebrisBot 25.1%
FireBot 25.1%

explorer-type robots are most prone to robot failures as they have a higher
chance of running into danger during exploration tasks. Robots filling coordi-
nator roles like MidBots are slightly less exposed to danger as they stay closer to

the team, helping coordinate the team. Maxbots have the lowest fail probability
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due to their simple yet strong physical build. They stay closer to the team base,
coordinating the team, tasks, and the map. So, they are less prone to failures.
All these failure probabilities were used by the previous implementations by

Gunn| [2011], Nagy! [2016], and [Fiawoo [2019].

Recovery Mode: This refers to the different configurations of robot recovery
I use to evaluate my framework. There are 3 recovery modes I use in my
experiments: none, secondary, and mixed. In the first mode, there is no robot
recovery. This is to see how the robots perform with or without robot failures,
without a recovery framework. In the second mode, I only use the secondary
phase of my agent recovery framework. The primary and tertiary recovery
phases have a chance of completely recovering the failing robots. Naturally,
experiments with these recovery phases will show slight improvement compared
to trials with no recovery management. On the other hand, the secondary
recovery phase adjusts the robot attributes, roles, and tasks in such a way that
it can continue the mission even with failing components. I ran an additional
set of trials, with just the secondary recovery phase, to see how the attribute,
role, and task adjustments affect the robot’s performance. Finally, the mixed
recovery mode refers to the overall recovery task, including all 3 phases of

recovery as seen in Figure [3.4]
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5.6 Main Experiment Results

In this section, I describe my experimental results using the evaluation metrics
defined in Section [5.3] As mentioned before, results were cumulatively collected and
merged or collected at once instantaneously at the end of each trial. I mainly focus
on data collected from live robots only. This is because I assume dead robots cannot
provide data. I also briefly discuss data collected from all leaders, regardless of being
dead or alive, to get a statistical insight into the data. All results show the impact of
communication, the presence of replacement robots, failure levels, recruitment modes,
and recovery modes.

Initially, I ran a set of trials with no failures and with no recovery framework.
The results from these trials are used as a reference point to contrast and compare
with the results from trials with failures. It shows the highest performance of robots
in my environmental setup under ideal conditions, where there are no robot failures.
Only the base case shows results for no failures. All other trials run with minimal or

moderate failure levels.

5.6.1 Victims Confirmed

The data on the number of victims confirmed is collected from the leaders only,
as leaders are expected to have the most complete list of victims. Team members
report the victims they find to their leaders.

Figure [5.2| and show the instantaneous percentage of victims discovered with
replacements versus without replacements under varying conditions of recruitment

mode, robot failures, communication, and recovery mode. Data was collected from
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live leaders at the 30th minute or the end of the trial. Figure (with replacements)
and (without replacements) show data collected and merged every minute for the
duration of the trials or 30 minutes. In general, results show that the percentage of
victims confirmed is lower for trials with minimal or moderate failures compared to
trials without failures or baseline. Naturally, trials with moderate failure levels showed
results worse than minimal failure levels. Again, for the majority of the trials, the
mixed recovery mode trials show the highest percentage of victims identified among
the trials with robot failures. The trials with only the secondary phase perform a bit
worse than the mixed recovery mode, which is expected since the primary and tertiary
recovery phase in mixed mode gives a chance for full recovery with no requirement
for attribute adjustments. The secondary mode results are still better than the trials
with no recovery at all.

With 100% communication success rate, the instantaneous percentage of victims
confirmed in the trials with failures but with no recovery is significantly lower than
the baseline trials. In the baseline trials, approximately 80% of victims were identi-
fied when replacements are available, while 61-65% of victims were identified when
no replacements are provided. Only 32-39% (with replacements) and 17-19 % (with-
out replacements) of the victims were identified for the trials with failures and no
recovery. However, a significantly higher percentage of victims were identified with
recovery (mixed or secondary). The cumulative results do not show such significant
differences, but still follow a similar trend where robots perform better with the re-
covery framework versus without the recovery framework. The instantaneous data is

collected from only the live leaders at the 30th minute. On the other hand, cumu-
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Instantaneous Victims Identified % With Replacements

Data collected from undead leaders at 30 minutes
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Figure 5.2: Instantaneous percentage of victims confirmed with replacements.

lative data is collected from leaders every 1 minute. A robot that may have been a
leader and alive at 5 minutes, may not be a leader or may be dead at 30th minute.
So, the instantaneous results show a smaller percentage of victims reported than
the cumulative reports. A lot of information may be lost without proper recovery
management.

Again, with 20% communication success rate, the difference between baseline re-
sults and main results without recovery is not as significant as seen in trials with 100%
communication success rates. In fact, with my recovery framework, the percentage
of victims identified is very close to the percentage of victims identified under ideal
circumstances (no failures). This is because poor communication significantly affects
the performance of teams. Robots cannot share information as well as they would

with good communication, resulting in everyone having more incomplete information
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Instantaneous Victims Identified % Without Replacements
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Figure 5.3: Instantaneous percentage of victims confirmed without replacements.

Cumulative Victims Identified % With Replacements
Data collected and merged from undead leaders every 1 minute for 30 minutes
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Cumulative Victims Identified % Without Replacements

Data collected and merged from undead leaders every 1 minute for 30 minutes
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Figure 5.5: Cumulative percentage of victims confirmed without replacements.

about the other team members. With my recovery framework, robots can attempt
self-recovery, manage attributes and roles independently and instantly. So, whenever
robots can establish a connection, they are sharing the most up-to-date information.

While in most cases the percentage of victims identified is noticeably higher with
recovery, there are some situations where this is not the case. The cumulative results
show that the recovery framework has almost no effect for trials with poor com-
munication and an active recruitment mode. In fact, the secondary recovery phase
performs even worse for minimal failures. This may be because, on one hand, the
poor communication hampers the information exchange between robots, which in-
cludes the attribute and role adjustment information. Leaders may keep sending task
requests according to their own knowledge of team members and roles, and not the

most up-to-date information. In active recruitment mode, robots stop their current
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tasks to recruit for important tasks like victim confirmation. Robots may suffer fail-
ure while actively searching for robots, but due to poor communication, fail to report
to leaders or to delegate the task to someone else. As a result, the robot fails to
recruit someone and has wasted efforts in searching in vain for robots when it could
be doing its own tasks. Moreover, the secondary recovery phase may create a lack of
skills and vacant roles in the team, resulting in a higher need for new recruits. The
failure to recruit new robots can affect the team’s performance. Passive or concurrent
recruitment modes do not require robots to abandon their own tasks to search for
new recruits, so efforts are not wasted. Moreover, even robots with lost mobility can
recruit other robots, while this is not possible in active recruitment mode, since robots
have to move to look for robots. Results also show a 2-4% improvement for concur-
rent recruitment mode and only <=1% improvement for passive recruitment mode
under adverse conditions like poor communication, no replacements, and moderate
failure level (see Figure . These levels of improvements suggest that my recovery
framework performs better with concurrent recruitment mode, where robots have a
better chance at conveying necessary information since it enables consistent periodic
recruitment requests.

I also collected combined cumulative data from all dead and live leaders for sta-
tistical purposes. This data is similar to the cumulative data collected from only live
leaders. This may be because the number of dead leaders is so low that the difference

between the two cumulative data sets is unnoticeable. The figures are presented in

Appendix
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Instantaneous Area Covered % With Replacements

Data collected from undead leaders at 30 minutes
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Figure 5.6: Instantaneous percentage of area covered with replacements.

5.6.2 Area Covered

Similar to the victims’ data, the area coverage data is collected only from leaders
(details about metrics can be found in Section [5.3). Figure and show the
instantaneous data on the percentage of area covered for trials with and without
replacements, respectively. The data was collected once at the end of each trial from
all active leaders. Figure [5.§ and show the cumulative data on the percentage of
area covered for trials with and without replacements, respectively. This data was
collected and merged every 1 minute for 30 minutes or the duration of the trial.

The instantaneous data shows a higher percentage of area covered in trials with
recovery compared to the trials without recovery and with failures. For trials without

replacements, there is a 40-45% drop in the percentage of area covered in trials with
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Instantaneous Area Covered % Without Replacements
Data collected from undead leaders at 30 minutes
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Figure 5.7: Instantaneous percentage of area covered without replacements.

Cumulative Area Covered % With Replacements
Data collected and merged from undead leaders every 1 minute for 30 minutes
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Figure 5.8: Cumulative percentage of area covered with replacements.
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Cumulative Area Covered % Without Replacements

Data collected and merged from undead leaders every 1 minute for 30 minutes
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Figure 5.9: Cumulative percentage of area covered without replacements.

failures without recovery compared to the baseline. The drop is not as significant
in trials with replacements. This is because almost all robots have basic area explo-
ration skills. So, additional replacement robots, no matter what kind, add to the
number of robots able to explore the environment. This results in more area covered.
In both cases (with and without replacements), the trials with robot failures and
recovery management strategies often covered equal or more area than the base case
trials, where there are no robot failures at all. This is because of how common the
exploration skill is among robots. Whenever there is a robot component failure, in
the secondary recovery phase, the robot re-adjusts its attributes and roles so that it
does not have to perform tasks that require the failed component. After readjust-
ment, robots are often left with the capability of performing only exploration-type

tasks. For example, if a fire robot loses its fire-sensing capabilities, it can now only do
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exploration-type tasks like exploring the frontier, or finding robots for recruitment,
etc. With additional replacement robots, there are more robots capable of doing
exploration tasks, resulting in a higher percentage of area covered.

Both mixed and secondary recovery mode trials showed close area coverage, with
secondary recovery mode sometimes showing even better results. This is also because
of how common the exploration capability is among the robots in my implementa-
tion. After attribute re-adjustments, robots are only left with exploration capabilities,
resulting in more area coverage. So, the more the robots resort to the secondary re-
covery phase, the more there are robots skilled only in exploration tasks. This is
true for both instantaneous and cumulative data. The percentage of area covered
cumulatively and instantaneously is almost the same for trials with agent recovery.

While observing the improvements in trials with recovery compared to trials with
failures and without recovery, it can be seen that the difference in area coverage is
the greatest for the active recruitment mode in trials with 100% communication. For
example, in Figure[5.9] robots covered about 6-7% more area with recovery than with-
out recovery (with failures). Contrarily, with poor communication, the improvement
was the least for the active recruitment mode. The more there are attribute and role
adjustments due to robot failures, the more likely it is for the team to have vacant
roles or a lack of skills. As a result, there will be more recruitment tasks. Active
recruitment mode requires robots to actively look for other robots for recruitment,
covering a larger area. However, with poor communication, fewer recruitment tasks
are successfully assigned. Even if they are, robots may lose communication with their

team while wandering in the environment looking for new recruits. So, the newly
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acquired information about the environment does not often get reported back to the
leaders successfully.

Although the recovery framework shows improvement in most scenarios, the suc-
cess of the recovery framework is also more noticeable in poor communication envi-
ronments (for example, Figure . Under poor communication, it becomes harder
for the leader to manage the team members. Fewer tasks are assigned. Robots often
stray away from their teams and form their own teams. So, there are more leaders
in the environment. More data is collected from more leaders. Even more area is
explored when robots lose their special skills and are left with only exploration tasks.
All these factors contribute to the noticeable increase in area coverage with recovery
mode and poor communication.

The area coverage was lowest for moderate failures. However, robots in trials
with the recovery framework still covered more area than trials without recovery. I
also analyzed the area coverage data collected from all leaders, dead or alive. The
results are similar to the cumulative data collected from live leaders. The figures are

presented in Appendix [B]

5.6.3 Specialized Task Statistics

To evaluate how robot failures and the agent recovery framework affect specialized
tasks, I collected and analyzed some additional statistics on debris removal tasks

and fire extinguishing tasks. Figure [5.10] and [5.11] portray the average number of

debris units removed by debris bots while exploring the environment, with or without

replacements. Figure and portray the average number of fires extinguished
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Figure 5.10: Average number of debris units removed with replacements.

by fire bots while exploring the environment. This data is collected for statistical
purposes only. So, the data is collected from all debris bots and fire bots in the
environment. In the real world, human rescuers are more interested in the victims
and the area covered, for which we have to consider the status of robots: dead or
alive.

From the debris removal data, the agent recovery framework, especially the sec-
ondary recovery phase, performs slightly worse than the trials without recovery for
most cases. This is more noticeable for trials conducted with replacements or with
good communication. Damaged debris bots lose their debris-clearing skill due to fail-
ures in components used in this task, like sonar sensors, damage rays, etc. While
they can still do other tasks like exploration, recruitment, etc., they cannot do debris

cleaning tasks. So, there is a lack of robots that can clean debris. The debris cleaning
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Number of Debris Removed Without Replacements
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Figure 5.11: Average units of debris units removed without replacements.

task in my implementation requires at least a 95% task suitability. The framework
tolerates about 5-10% attribute fail rate in robot components. A higher fail rate of
the sensors or debris removal equipment can trigger the recovery mechanism and po-
tentially, a change of attributes and roles. This is because I did not want the robots
doing tasks with low accuracy and damaged equipment. These robots can poten-
tially harm victims in the environment by mistaking them for debris. However, in
trials without a recovery framework, robots keep operating with faulty sensors and
debris cleaning equipment. So, the average number of debris units cleaned in these
trials is slightly less than the base case (no failures), but slightly better than trials
with the recovery framework. Another observation is that equal or greater debris
is removed in trials with recovery, under poor communication for active and passive

recruitment modes. Poor communication makes it challenging to send task request
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Figure 5.12: Average number of fires extinguished with replacements.

messages. Moreover, passive recruitment mode makes it even more challenging as it
relies on chance encounters for task or role recruitments. So, debris bots keep doing
exploration and debris removal tasks by themselves. The primary or tertiary recovery
improves the chances of full recovery, such that the debris bots can keep doing the
tasks with better efficiency.

We can make a similar observation from the fire extinguishing data (Figure
and . The trials with recovery mechanisms have a slightly lower number of fires
extinguished than trials without a recovery strategy. This is for the same reason that
was described previously for debris removal tasks. In trials without a recovery mech-
anism, FireBots continue finding and extinguishing fires, even with malfunctioning
fire sensors or fire extinguishers. For example, they can be operating with even 50%

fail rate. However, in my implementation, FireBots will stop doing fire extinguishing
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Figure 5.13: Average number of fires extinguished without replacements.

tasks if there is a attrubute fail rate greater than 5-10%. For this reason, slightly more
fires are extinguished in trials with no recovery mechanism. Another observation is
that the passive recruitment mode and poor communication show a similar trend in
fire extinguishing data, unlike the debris removal data, where the recovery framework
performed better. This is probably because of how the environment is generated. An
obstacle has a 60% chance of being debris and only a 15% chance of being a fire.

There is less fire to extinguish in the environments used in my experiments.

5.7 Analysis

Now that I have described the experimental results individually, in this section,

I will do an overall analysis of my framework based on the results while discussing
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some strengths and weaknesses of my framework.

The main goal of deploying robots in USAR is to gather information about the vic-
tims and the environment that can later help human rescuers rescue the victims. The
victim identification and area coverage results from my experiments clearly showed
that the robots identified more victims and covered more area with my agent recov-
ery framework, compared to cases where there were robot failures but no recovery
management. The improvement is more apparent in instantaneous results than in
cumulative or statistical results. The percentage of instantaneous victim data and
area data is significantly lower in cases without a recovery framework. This is be-
cause the instantaneous data is collected from live leaders only at the 30th minute or
the end of each trial, whereas the cumulative data is collected from live leaders and
merged cumulatively every minute for 30 minutes. The robot that may have been
a leader or alive at the Hth minute, may change role or die at the 30th minute. So,
if the data is only collected at the 30th minute, we lose that data. This suggests
the importance of frequent data sharing or data collection. To ensure we do not lose
important information, robots share critical information with neighbours when they
have a critical health state (e.g.: power level below 5%). The cumulative results in
trials without recovery are pretty close to trials with recovery. This suggests that,
without a recovery mechanism, it is possible to reduce information loss if human res-
cuers get data from the robots frequently. But it may not be ideal to get data every
minute in the real world.

In terms of recruitment mode, robots performed consistently well with the con-

current mode of recruitment for both victim identification and area coverage. They
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also performed quite well with passive recruitment. However, they did not perform as
well with active recruitment mode, especially for victim identification under adverse
conditions (poor communication or without replacements or moderate failure). This
is probably because active recruitments require robots to physically look for robots to
recruit. Robots stop whatever task they are doing, even if it is a victim-marking task,
to look for a new recruit. With poor communication, it is challenging for robots to
communicate recruitment messages even if they find a robot. Robot failures like loss of
mobility or unresponsive WiFi can make active recruitments even more challenging.
Moreover, victims can only be confirmed by robots with advanced victim sensors,
which are limited (a total of 4 MidBots in initial teams, 2 replacement MidBots).
Whereas, almost every robot can explore the environment and contribute to area
mapping. For this reason, only a slight improvement is seen for victim identification
in trials with an active recruitment mode.

My recovery framework performed well in identifying victims and exploring the
environment, even with just the secondary recovery phase. I ran a set of experi-
mental trials to evaluate the efficiency of the secondary recovery phase individually.
There is no doubt, the robots will perform better with primary and tertiary recovery
phases, as there is a chance of full recovery. However, the secondary recovery phase
relies on adjusting robot attributes, enabling them to continue contributing to the
mission, even with partial robot failures. The majority of the time, robots using just
the secondary recovery phase performed better than robots with no recovery at all,
but slightly worse or the same as the robots with the overall framework (primary,

secondary, and tertiary recovery phases). This suggests that the robots may perform
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Instantaneous Victims Identified (%)
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Figure 5.14: Instantaneous percentage of victims identified.

better with just proper attribute, role, and task adjustment without the immediate
interference from human rescuers for recovery.

A weakness of my framework is the imbalance of skills that is created in the en-
vironment due to the secondary recovery phase. The area charts in Figures and
5.15| show that for victim identification, the robots in trials with the secondary recov-
ery perform only slightly better than the trials with failures but no recovery. However,
they still perform slightly worse than the mixed recovery. Mixed recovery includes
primary, secondary, and tertiary recovery phases, giving the robots a better chance
at full recovery. But with secondary recovery, robots can only adjust their attributes
and roles to reduce the impact of the robot failure on their future performance. So,
when a robot loses a skill due to robot failure, there is a lack of that skill created in

the environment. This lack of skills cannot be fulfilled with only random replacements
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Cumulative Victims Identified (%)
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Figure 5.15: Cumulative percentage of victims identified.
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Figure 5.16: Instantaneous percentage of area covered.
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Cumulative Area Covered (%)
Data collected and merged from undead leaders every 1 minute for 30 minutes
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Figure 5.17: Cumulative percentage of area covered.

being sent into the environment. There should be targeted replacements sent in to
address the skill shortage. For area coverage (Figures and, robots with only
secondary recovery performed almost as well as the robots with mixed recovery. This
indicates that there is little to no skill shortage when it comes to area exploration
tasks. In my implementation, area exploration is the most basic task that almost
any robot can do. If a robot loses its special abilities, like victim confirmation, debris
removal, etc., it is often left with the exploration skill after secondary recovery. This
leads to a higher number of explorers in the environment. Moreover, the deployment
of more replacements adds to the number of robots with exploration skills.

The imbalance of skills is also apparent in the debris removal and fire extinguishing
data discussed in Section Another observation is that the recovery framework

does not seem to work as well in the debris removal and fire extinguishing tasks as it
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did in the victim confirmation tasks. This is probably because of the robot-to-object
ratio. There are only 20 victims in the environment, and the majority of the robots
have at least a basic victim detector. There are 2 MidBots per team with advanced
victim detector sensors. Besides, victim confirmation can be a team task where a
robot with a basic detector marks a potential victim, and a MidBot can confirm the
victim. On the other hand, there is only one DebrisBot and one FireBot per team, and
a much higher quantity of debris and fire scattered around in the environment. This
is why the lack of skill is more apparent in the debris cleaning and fire extinguishing

data.

5.8 Conclusion

In this chapter, I first revisited my research questions. Then I described the
evaluation metrics, the environment generation and design. After that, I presented
and discussed my experimental results. Finally, I provided an overall analysis of my

framework while discussing its strengths and weaknesses.
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Conclusion and Future Work

6.1 Chapter Overview

I begin this chapter with a review of my research questions and discuss how my
experimental results from Chapter [5| answer them. I then present the main contribu-

tions of my thesis. Finally, I discuss the future scope of my work.

6.2 Answers to Research Questions

In this section, I review the research questions from section and discuss how

my experiments from Chapter [5| answer these questions.

e What effect does my agent recovery framework have on the overall
performance of teams of heterogeneous teams of robots operating in

dangerous domains?

The main goal of robots operating in a USAR mission is to locate victims and
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map the disaster site. This information from the robots can help the human
rescuers navigate the hazardous environment with greater efficiency. So, map-
ping the environment and locating victims are some of the high-priority tasks
in robot missions in USAR. Results from [5| show that robots identify more vic-
tims and cover more area with the agent recovery framework than without the
agent recovery framework. Even with just secondary recovery or attribute and
role adjustments, robots can continue to contribute to the mission when they
have partial component failures. For example, a robot with a damaged victim
sensor can remove the victim detector attribute from its skill set and still do
area exploration tasks using its sonar sensors. Moreover, instantaneous vs. cu-
mulative data shows how important it is to manage important knowledge, such
as victim location and area map, to reduce information loss. The difference be-
tween data collected with and without the recovery framework is much higher
in the instantaneous data than in the cumulative data. The instantaneous data
reflects a more realistic scenario, where the human rescuers may retrieve data
from robots at long intervals (e.g., 30 minutes or end of trial). On the other
hand, cumulative data is collected and merged every minute. It may be un-
realistic to expect human rescuers to retrieve information from robots at such
small intervals, especially in a challenging domain such as USAR. The difference
between instantaneous and cumulative data suggests that the more frequently
data is retrieved from robots, the less likely it is to lose data. Another aspect
of my recovery is the enablement of tertiary recovery by human rescuers. The

secondary recovery phase prepares robots for tertiary recovery by storing and



152

Chapter 6: Conclusion and Future Work

sharing the location of immobile or low-battery robots with neighbours. Hu-
mans can use this information to rescue the robots just as they use the victim’s

location to rescue victims.

When does my framework work best with respect to different fac-
tors such as type of recruitment strategies, quality of communication,

presence or absence of replacements, etc. ?

For victim detection and area coverage tasks, experiments showed that the
robots performed very well with a mixed recovery mode that included all 3
recovery phases: primary, secondary, and tertiary. With primary and tertiary
recovery, robots have a chance at full recovery, while secondary recovery allows
a robot to continue doing tasks even if it is partially damaged. For example,
an immobile robot can still communicate about recruitments if its WiFi is still
working. In terms of recruitment, robots with the agent recovery framework
performed consistently well with the concurrent and passive recruitment modes.
The performance was only slightly worse or similar to the trials without the re-
covery framework, which is mostly noticeable in the cumulative data for victim
identification under poor communication. The results also show that with re-
placements, the improvement in area coverage is higher than the improvement
in victim identification. This is because of the imbalance of skills created due
to the secondary recovery phase, in addition to the unplanned deployment of
replacements. There are too many robots with exploration skills and very few
with victim identification skills. The robots with the agent recovery framework

performed much better with good communication than with poor communi-
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cation. This may be because the secondary recovery requires communicating
a robot’s changed attributes and roles, and also critical information like vic-
tim data, robot location, etc. However, robots also perform better with poor

communication compared to robots without the recovery framework.

6.3 Contribution

In this section, I summarize the main contributions of my research:

1. A methodology for the detection and diagnosis of failures in robots operating
in dynamic and heterogeneous teams. The detection process is generalized to
address several categories of failures, like faulty readings vs unresponsiveness
or partial vs total, etc. A diagnosis workflow is added that can be triggered

periodically or conditionally to monitor robot health.

2. A methodology to recover robots from failures. This methodology allows 3
forms of recovery. The primary recovery gives the robot a chance at attempting
self-recovery through robot restarts, recalibration, etc. The secondary recovery
adjusts the attributes and roles of failing robots so that their failures have the
least effect on the team’s performance. Finally, a tertiary recovery phase that

requires human assistance to repair or recover the robot.

3. An example implementation of my methodology while demonstrating the ef-
fectiveness of my framework for varying recruitment strategies, communication

quality, etc.
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4. An experimental domain including a robot fault simulator and my framework,

that can be used for other future work.

5. An agent recovery framework that can be further improved by future research.

6.4 Future Work

The experimental results from Chapter [5| have shown that the agent recovery
framework has helped with an overall improvement in achieving the main goals of
a USAR mission, where robot failures are common. While developing and evalu-
ating this framework, I have also come across areas that can be further improved,
such as implementation improvement, and other future aspects of the agent recovery

framework. In this section, I will discuss some of these potential improvements.

6.4.1 Implementation Improvements

Firstly, it would be much more beneficial to be able to implement and experi-
ment with the help of real-life robots. In the simulation, a lot of details like a robot’s
physical structure, component failures, failure detection, and other real-life challenges
were abstracted away for the ease of implementation and experimentation. The more
complex the implementation, the greater the runtime, and the harder it is to repeat
scenarios. The Stage simulator was designed as a lightweight and highly configurable
robot simulator supporting a large population of robots [Gerkey et al.| 2003]. Simula-
tions can be sped up such that even a 30-minute mission can be run in 10-15 minutes.

It is expensive and time-consuming to have real-time robots fail and fix them, setting
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up the environment with debris and fire, etc. While working with a simulation is
ideal in the first stages of USAR research, a real-life implementation can bring to
light complexities and issues that we can not learn from simplified simulations. Es-
pecially for the evaluation of my framework, working with real-life robots would give
me a better idea about how well my agent recovery framework works in handling real
robot failures.

Improving the realism in the simulation would help me confirm my findings more
convincingly. The current simulation of robot failures and detection is not realistic
enough, as the number and type of failures are very limited due to the simplified
nature of robots in the simulation. For example, real-world fire detection uses 3 types
of sensory inputs: heat, smoke, and visual. However, in my simulation, only visual
sensors were used in fire detection. In the future, new abstracted heat and smoke
sensor models can be implemented to facilitate the simulation of partial and com-
plex component failures. Recovery of such failures could include fallback mechanisms
where the robot can switch to using the functioning sensors only. It would be inter-
esting to see how my agent recovery framework evolves and performs in such cases.
Primary recovery is also simplified to facilitate simulation. In my implementation,
primary recovery is simulated as a 20-second time-out. The robot is expected to
restart or recalibrate, or reset during this time period. But real-life self-recovery may
be more complicated. We need to consider the robot’s memory state before and after
a restart, task and knowledge, etc. Tertiary recovery requires human intervention,
which is also slightly difficult to simulate, especially when I am running thousands

of simulations. I simulated tertiary recovery for communication failures by sending
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the robot back to base and assuming it gets repaired. I also stored and shared the
locations of immobile robots to facilitate tertiary recovery.

Originally, the Stage simulator could simulate 1 simple robot at 1000 times faster
than real time and about 1000 real robots simultaneously at real time [Vaughan),
2008]. With gradual modification of the Stage simulator by |Gunn| [2011], Nagy| [2016],
Fiawoo| [2019], and me, for implementation and evaluation of different frameworks,
the simulation logic became more and more complicated. Even though the robots
are able to perform these complex computations in a single simulation time-step, a
real robot may take a longer time to perform these computations. In fact, in some
complicated scenarios, the simulation slows down so much that it takes a few hours to
complete a 30-minute mission. Stage uses multi-threading that allows non-interacting
sections of the world to run concurrently (e.g., robot models, WiFi model, etc.). But
there is an additional overhead in maintaining a causal ordering of events to ensure
that the simulations are repeatable [Vaughan, 2008|. To reduce the simulation run
time, I limited the number of tasks each robot can manage at a time by task types
(e.g., self-execution tasks, recruitment tasks, frontier tasks, etc.). This reduced the
simulation run time a lot without compromising the performance of robots in the
experiments. In fact, it helped in ensuring that the robot had a chance at attempting
different types of tasks instead of being too busy doing the same type of tasks. For
example, initially, frontier finders used to loop through all frontiers and create frontier
exploration tasks at every simulation time step. This led to hundreds of frontier
exploration tasks in the frontier finder’s task queue. With frontier exploration being

a high-priority task, the robot had fewer chances at attempting other task types like
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victim confirmation, recruitments, etc. Limiting the number of frontier exploration
tasks that can exist in the queue not only improved the simulation run time but
also improved task management. There may be other ways to improve the Stage run
time and performance. However, the current version of the Stage that includes my
and other frameworks (by |Gunn [2011], Nagy| [2016], and [Fiawoo| [2019]) is already
complicated to debug and manage. It may be beneficial to explore other multi-robot
simulators like [Koenig and Howard| [2004], USARSim |[Carpin et al.| 2007], etc., for

further development and evaluation of my framework.

6.4.2 Future direction of research

Robot fault detection, diagnosis, and recovery are three broad avenues of research
which I simplified and generalized into a single framework: the agent recovery frame-
work for heterogeneous teams of robots in dangerous domains. This framework can
be further extended to explore the numerous important questions emerging from my
research. I will discuss some of these potential topics of research in this section.

The main focus of my work is to develop an overall recovery framework for robots
in heterogeneous teams operating in dangerous domains. My framework supports the
idea of failure detection, diagnosis, and recovery. It especially provides an elaborate
recovery methodology to help recover robots from robot failure. However, to be able
to recover from failure, a malfunctioning robot needs to be able to detect failures in
itself. For that, I added a naive fault detection process that validates sensor readings
by comparing expected and actual sensor readings, or component working state (e.g.,

if the component is unresponsive). However, real-life fault detection in robots is
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much more complex. Fault Detection and Isolation is a popular domain of research
in robotics (more discussed in Section[2.3)), which dives into the details of robot failure
detection in robot teams. One future direction of my work would be developing the
detection process to be more efficient and realistic for each robot’s components. For
example, reinforcement learning can be used to detect anomalies in sensor readings.
However, it may be challenging to find adequate training data to train such a machine
learning model. It will be interesting to see if it is possible to use simulation software
to generate such training data.

Another concern raised during the evaluation of my framework is the imbalance
of skills created in the environment due to the secondary recovery phase. When
a malfunctioning robot cannot be fixed in the primary recovery phase, the robot’s
attributes are adjusted as a part of the secondary recovery phase to avoid using the
failing components in its future tasks. The robot adjusts its role during the role swaps
or checks so that it does not receive any task that may require it to use its failing
component. For example, a FireBot with a damaged fire extinguisher cannot put out
fires. So, it changes its role from FireBot to the next most suitable role based on
its existing capabilities and task suitability. In my implementation, such a FireBot
would change roles to being just an explorer due to its exploration capabilities. But
this means there is one less fire extinguishing robot and one more explorer in the
environment. FireBots are expensive due to their expensive equipment and are very
limited in the environment. Only 1 replacement FireBot is sent into the environment
in my implementation. On the other hand, almost all robots have exploration skills,

and even then, about 10 MinBots are released in the environment as replacements.
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The mission may not need that many additional explorers. 1 or 2 more FireBot
replacements can be released instead of sending in 10 MinBots. An improvement of
the framework would be to send in replacements in a planned manner according to
the demand for skills in the environment.

Currently, the task queue is not reassessed after a role change. If a role change
occurs due to robot failure, it is highly likely that the robot will fail in doing tasks
that were not addressed after the role adjustment. For example, if a robot has mal-
functioning victim sensors and has changed role to an explorer as secondary recovery,
there may still be victim confirmation tasks left in its queue that the robot will fail to
accomplish. Moreover, there is a chance that the robot will incorrectly locate victims
and that the incorrect location will be shared among its team members. Eventually,
someone will stumble upon the actual victim and store the location, but the incorrect
location will also be in the victim list. A future development of my framework can
include the reassignment of faulty component-related tasks in the task queue to other
capable robots. A robot should check whether it has the ability to perform the task
before it executes a task from its queue.

Information exchange during role switches is another potential improvement for
my framework. In all previous frameworks and my framework, it is assumed that
the leaders have the most complete knowledge of the team, the victims, and the
environment map. The difference between cumulative and instantaneous results from
Chapter [5| suggests that there is some information loss due to leader role changes and
robot deaths. A robot that may be a leader or alive in the 10th minute, might change

role or die in the 15th minute. So, if data is collected instantaneously at the 15th
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minute, we may lose information from the 10th minute. My framework addresses the
information loss due to predictable robot deaths, like (e.g., the robot may die any
minute due to low power level), by sharing critical information with neighbours in the
last moments. Another approach to reduce information loss is to retrieve information
from robots as frequently as possible. But this may not always be feasible in real life.
One other approach to reduce information loss due to role changes is the exchange of
critical information. A leader who is switching out of the leader role can share their
knowledge as a leader with the new leader. This way, even if the information is not
collected cumulatively and frequently, there will be less information loss due to role

switches.

6.5 Conclusion

Development of autonomous and heterogeneous teams of robots for dangerous mis-
sions like USAR is an interesting but challenging domain of research. Adversities like
unpredictable events and environment, poor communication, and limited resources
make it difficult for robots to operate. Robot failures are also one of the challenges of
operating in such a dangerous domain. I have developed an agent recovery framework
to manage robot failures and recoveries in autonomous and heterogeneous teams of
robots. My framework takes a generalized approach by combining detection, diagno-
sis, and recovery of robots, such that it can be implemented in use cases similar to
USAR. It includes an elaborate recovery process that allows robots to attempt self-
recovery, or attribute and role adjustments, so that they can continue contributing

to the mission while minimizing the effects of robot failures. Tertiary recovery or hu-
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man assistance in recovery is considered a last resort. Experimentation results have
shown considerable performance gains in robots operating with the recovery frame-
work. I have also uncovered potential areas for improvement that can be considered

for further research.



Appendix A

Experimental Worlds

Figure [A.2] and show the worlds on which I conducted my experiments

(Chapter [5)).
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Figure A.1: Experimental World 1.
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Figure A.3: Experimental World 3.



Appendix B

Additional Experiment Reports

In this chapter, I have included the additional overall statistics that I collected as
part of the evaluation of my framework in Chapters[5] These data were cumulatively

collected from all dead and undead robots.
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