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Abstract

This descriptive cross-sectional survey examined
potential threats to the confidentiality of employee health
information in occupational health nursing practice in
Manitoba. Nurses' perception of a problem maintaining
confidentiality was probed. Objective measures of the
difficulty of maintaining confidentiality included sources and
frequency of inappropriate requests for information and
methods of occupational health records handling. Factors
related to the nurse or his/her working environment which may
affect ethical decision-making were explored.

Data were collected using a self-administered mail
questionnaire developed by the researcheru Ninety-four nurses
were surveyed. An 86.2% response rate was achieved.

Over half of the nurses surveyed indicated that they
perceived maintaining confidentiality of employee health
information to be a problem. Those who perceived this to be
a problem were more likely to receive requests, particularly
inappropriate requests, from employers. Subjects identified
remedies for improving the protection of privacy. Resources
used by nurses when making difficult ethical decisibns were
identified. Most respondents tended toward a patient advocacy
role conception rather than a bureaucratic role conception in
ethical decision-making. Other factors which may affect
ethical decisions such as colleague support, decision-making
authority, confidence, education, experience, and power-

lessness were explored. Based on this study's findings,
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recommendations for nursing practice and further nursing

research are suggested.
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Chapter 1
Introduction

Free and open communication is wvital to the therapeutic
relationship between health practitioner and client. A widely
held assumption among health professionals is that individuals
seeking care and advice will speak more freely and openly if
they are confident that information will not be revealed to
outside parties (Gallop, 1977). Moreover, the public has come
to expect that personal and medical information, gathered
during the course of events in a doctor’s office or hospital,
will remain confidential. Increased technological
capabilities to record, store, retrieve, and move information
as well as increased access to records sought by insurers,
attorneys, employers, and government has generated concern
over inappropriate disclosures of information (Warshaw, 1976;
Westbury, 1985).

Against this backdrop of general concern, specific
interest in the confidentiality'of employee health information
has precipitated long—étanding discussion and debate in the
occupational health literature. Beyond being a matter of
simply dealing with &rapid technological developments,
maintaining the confidentiality of employee health records is
a matter of moral consequence. Hospitals and similar
institutions, private doctors’ offices, clinics, and
government health departments are assumed to be committed to
maintaining confidentiality of medical records. To this end,

health care institutions take great care to protect the
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privacy of health information. Although breaches of
confidentiality sometime occur, this is clearly not an
expectation of the public and health care providers. The
expectation to maintain the privacy of health information,
however, is not necessarily attendant in work sites where
occupational health services are provided. In fact the
expectation may be just the opposite. It is commonplace for
managers to expect access to employee health information
(American Association of Occupational Health Nurses, 1988;
Rogers, 1988).v

The ultimate goal of industry is production for profit.
The work of occupational health professionals is logically
viewed as ancillary to this goal (Rogers, 1988; Rosenstock &
Hagopian, 1987). As a result, nurses employed in industry may
encounter pressure to divulge employees’ personal and medical
information to help the company protect its business interests
(Rest, 1988). This poses an ethical dilemma for occupational
health nurses, the resolution of which may have significant
consequences for their clients and for nurses themselves.

From the worker’s (the client’s) perspective, the
inappropriate release of health information constitutes not
only an invasion of privacy, but also it may cause harm if the
information is shared unadvisedly (Rosenstock & Hagopian,
1987). As for nurses, they are being asked to do something
which may be against individual c9nscience and which breaches
a professional code of ethics. They may be forced to choose

between principled behaviour on the one hand, and the fear of
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reprisal for that same behaviour on the other hand.
Professional reputations among co-workers, employees, and
employers can be enhanced or sullied. On a more personal
level, nurses’ actions can affect employment, income, status
in the professional community, and the respect gained from
those for whom and to whom they are responsible (Rest, 1988).

The occupational health literature, most of it emanating
from the United States, frequently discusses the legal and
ethical obligations of occupational health professionals to
employers and workers concerning medicél information (Annas,
1976; Bundy, 1969; Gallivan, 1963; Miller, 1977; Rabinow,
1988; Rosenstock & Hagopian, 1987). General consensus has
emerged on two points. The first is that the employee/worker
must provide written informed consent before health
information is released to the employer or other third party
(American Association of Occupational Health Nurses, 1988;
Canadian Nurses Association, 1991; Ontario Occupational Health
Nurses Association, 1987). The second point recdgnizes the
need for employers to be provided with enough health
information about an employee to make administrative
decisions. Such information, however, is to be limited to
that describing work capabilities or limitations and must not
include information of a more specific nature such as
diagnosis or other particulars of the employee’syhealth status
(American Occupational Medical Association, 1983; Canadian
Medical Association, 1982; Ontario Occupational Health Nurses

Association, 1987).



Anecdotal evidence from informal discussions among
occupational healﬁh'nurses in Manitoba has suggested that
maintaining confidentiality of employee health information is
an ongoing concern. The literature has suggested that this is
not a limited local problem. 1In an Ontario judicial inquiry,
ﬁrever (1980) found evidence of pressure exerted on
occupational health professionals, especially nurses, to
disclose information to employers. In the United States, Reif
(1985) documented the indiscriminate and unauthorized release
of medical information to employers by an occupational health
clinic servicing industry.

Despite the plethora of general discussion of ethicai
issues and, in particular, confidentiality of employee health
records, there has been little systematic study of general
perceptions and practices regarding ethics in occupational
health (Haines, 1989). A recent survey of members of the
American Association of Occupational Health Nurses identified
twelve research priorities. Of the twelve research
priorities, "methods for handling complex ethical issues
related to occupational health (e.g. confidentiality, truth
telling)" (Rogers, 1989, p. 497) ranked third.

Those who have studied ethical conflicts found that these
conflicts frequently involved confidentiality and that
subjects used either a professional code of ethics or personal
beliefs to resolve conflicts (Brandt-Rauf, 1989). Community
health n;rses (among whom occupational health nurses could be

categorized) relied most heavily on nursing colleagues for
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assistance when dealing with significant ethical problems.
Other sources of guidance included religious values, life
experience, laws, professional codes, and common sense
(Aroskar, 1989).

Clearly, further study of the problem of maintaining
confidentiality of employee health information was needed. No
suitable instrument té assess the maintenance of
confidentiality of employee health information by occupational
health nurses existed. Moreover, although several instruments
have attempted to measure moral judgement of nurses in ethical
dilemmas (Crisham, 1981; Davis, 1981; Ketefian, 1981la, 1981b),
none were appropriate for the proposed study. The purpose 6f
this study was to develop a questionnaire to measure potential
threats to the confidentiality of employee health information

in occupational health nursing practice in Manitoba.

Studv Obijectives

The specific objectives of this study were:

1. to describe the magnitude of difficulty, among Manitoba
occupational health nurses, of maintaining
confidentiality of employee health information by
determining: |
a) all sources and the frequency of requests for

employee health information;
b) the frequency of emp}oyer requests for employee
health information which is unaccompanied by

written authorization from the employee;
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c) the frequency of employer requests for employee
health information of a specific nature such as a
diagnosis or other particulars of the employee’s
health status;

d) the type of specific employee health information
that employers are most likely to request; and

e) the methods used by occupational health nurses to
handle occupational health records.

2. to determine whether occupational health nurses perceive
the maintenance of confidentiality of employee health
information to be a problem, and, if so, to determine
their self-identified solutions for improving the
protection of confidential employee health information;

3. to identify resources used by occupational health nurses
when faced with a difficult decision regarding the
release of employee heélth information; and

4. to isolate characteristics of the individual nurse and
the working environment which may be related to ethical
décision-making regarding the protection of confidential
employee health information.

Specific terms in the objectives are defined in Appendix I.

Assumptions Underlying the Study

Two basic assumptions operate in the study of maintenance
of confidentiality of employee health information by
occupational health nurses. The first is that privacy is

highly valued in this society. The second is that nursing’s

6




central moral concern is the welfare of human beings. The
corollary of these two assumptions is that, since privacy is
a positive human value, nurses would strive to protect
individual privacy in their professional relationships with
clients. In the present study, it therefore was assumed that
occupational health nurses would endeavour to protect the
confidentiality of health information of their clients

(workers).

Significance of the Study

Research is limited on ethical issues in occupational
health nursing. The present study contributes to an
understanding of one ethical issue in occupational health -
the confidentiality of employee health information.

The results of this study provide occupational health
nurses practicing in Manitoba with insight into their own
circumstances regarding the protection of confidential
employee health information. An assessment of factors related
to ethical decision-making among occupational health nurses
was another outcome. Finally, the study provides support for
changing practice and for strengthening current practice
regarding the maintenance of confidentiality of health

information.



Chapter 2
Literature Review

To apﬁreciate the difficulty faced by occupational health
nurses in protecting the privacy of their clients’ health
information, it is necessary to understand the source of their
legal 'and ethical obligations to do so. Two associated
factors must also be considered. One factor is the setting in
which confidentiality is to be maintained, that is, the work
site. The second factor is the role of nurses in protecting
the privacy of health information. This review will begin
with a description of the field of occupational health and the
practice of occupational health nursing. The main discussion
will review the legal and ethical dimensions of maintaining

confidentiality of health information.

Occupational Health

As part of community or public health, occupational
health is distinguished from other medical specialties by its
focus on the environmental determinants of disease and methods
of disease prevention. Prevention of occupational disease and
injury is the primary objective of all activities in the
practice of occupational.'health (Robbins, 1988), although
disease recognition is also important. Recognition of
occupatioﬁal disease in individuals is accomplished primarily
by taking an occupational history and, in populations of

workers, by application of epidemiologic research methods.



Measures to prevent occupational disease and injury are
divided into those that focus on the worker and those that
focus on the workplace. The most effective disease prevention
measures are those that affect the workplace, for example,
engineering controls, changed work practices and substitution
of less hazardous substances for more hazardous ones. Other
measures primarily affect the worker by reducing the damage
resulting from workplace hazards without actually removing the
source of the problem. Examples are: education and advice,
use of personal protective equipment, administrative measures,
and screening for early detection of disease (Levy & Wegman,

1988).

Occupational Health Services

The resources and policies of any particular employer
largely determine the existence and scope of occupational
health services for that organization. With the exception of
those associated- with regulatory functions, occupational
health services in Canada and the United States are provided
almost wholly outside the traditional public health system.
Employers independently develop and provide services of their
own.

Important program elements in an occupational health
service include: 1) ensuring a safe and healthful workplace
through careful environmental monitoring and engineering
controls; 2) matching the requirements of work wi£h the

capabilities and limitations of individual workers through job
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design and selective job placement; 3) rehabilitation of ill
or injured workers; and, in some cases, 4) health promotion
programs such as blood pressure screening, smoking cessation
and employee assistance programs which provide counselling
services for workers experiencing substance abuse and other
personal problems (Block, 1988).

In Manitoba, occupational health and safety is regulated
under the Manitoba Workplace Health and Safety Act and applies
to all workers and employers, save the federal government,
federal crown corporations and their respective employees,
which are subject to federal statutes. Historically the Act
has been administered by a separate government department or
by the Depaftment of Labour. Although there is a general
legal duty placed on the employer to provide a workplace that
is safe and without risk to health, there is no specific legal
requirement to provide occupational health services. The
exception is in instances where the Minister may use his/her
discretionary power to order such a service (Manitoba
Workplace Safety and Health Act, R.S.M. 1987, c.wW210, s.53,
ss. 1-3).

Robertson (1987) argued that the provision of in-house
occupational health services is infeasible for the majority of
employers in Manitoba. She cited several reasons for this
view. For example, the manufacturing sector contributed about
14% of the gross domestic product in 1982 making it an
important contributor to the Manitoba economy . The

manufacturing sector is comprised largely of small businesses,
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with about 80% of companies employing fewer than 25 people
each. Businesses in this sector tend to be independent rather
than subsidiaries of larger firms. Also, the manufacturing
sector is relatively diversified. Robertson (1987) suggested
that the small size of these businesses makes it uneconomical
for them to provide in-house occupational health services, and
their diversified and independent nature prevents them from
relying on the resources of a parent company or a dominant
industry.

To be fully effective, occupational health services
should be provided through an interdisciplinary team effort
(Block, 1988; Brown, 1981; International Labour Organization,
1985). The scope of the field requires the knowledge and
skills of a number of specialties. Core disciplines of the
team include occupational physicians and nurses, industrial
hygienists, and safety engineers. Ancillary disciplines are
ergonomists, epidemiologists, and toxicologists. In reality,
the interdisciplinary health care team exists infrequently in
occupational health settings. 1In Manitoba, the potential for
intérdisciplinary occupational health teamwork is limited to
a few large employers.

When a company can afford to provide occupational health
services, an occupational health nurse is usually the lone
provider. In 1984 in Canada, occupational health nurses
numbered 4000, constituting the largest pool of occupational
health professionals ("Test provides," 1984). In 1980 in

Ontario there were approximately 1200 occupational health
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nurses, 75% of whom worked in industry without collaboration
with a physician (Krever, 1980). Approximately 90
occupational health nurses are employed in Manitoba (J.
Dietrich, personal communication, February, 1990) and it is
not known what percentage of these nurses function alone.
Northrop (1987) estimated that in 75% of occupational health
services in American work sites, the occupational health nurse
was the sole provider. These statistics seem to indicate that
nurses lack the support of nurse colleagues or other
occupational health team members within the organization.
This lack of support may have important implications for

nurses in fulfilling their ethical and legal obligations.

Occupational Health Nursing

Historically, first aid was the primary service provided
by "industrial nurses." Today the scope of services provided
by occupational health nurses has broadened in breadth and
depth. Using nursing knowledge and skills, the occupational
health nurse’s primary goal is to "...assist the worker to
obtain and maintain optimal physical and psychological
functioning" (Brown, 1981, p.4), a goal which is decidedly
preventive in its orientation. Responsibilities may include:
1) administrative functions such as managing the occupational
health service; 2) occupational health and safety program
development; 3) provision of health education to individuals
and groups; 4) health assessments such as pre-placement

screening and return-to-work assessments; 5) emergency and
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primary care such as response to life-threatening emergencies
and treatment of minor illness or injury, as well as
determining the work-relatedness of such events; 6)
administration of employee assistance programs; 7) work
environment assessments; and 8) disaster planning (Alberta
Occupational Health and Safety, undated; Stewart, Searl,
Smillie, May & Sayers, 1985).

Information gathering and documentation is an important
component of nearly all ~occupational health nursing
activities. 1Inevitably the nurse is involved in the private
matters of individuals. Day-to-day long-term association with
working adults allows the nurse access to information about
the worker’s health, domestic, financial, and social situation

(Zachary, 1969).

Health Record

The term health record "... refers to all types of
information on the health of an individual under treatment or
care regardless of where it was collected or used.... It
includes nurses’ notes, occupational health files,
consultations, diagnostic reports, etc" (Rozovsky & Rozovsky,
1984, p.2). The United States’ Occupational Safety and Health
Act (OSHA) more specifically defines the employee health
record as:

-..a record concerning the health status of an

employee that is made or maintained by a physician,

nurse, technician, or other health care personnel,

13



including: questionnaires, histories, results of
examinations (preemployment, preassignment,
periodic, and episodic), laboratory test results,
medical opinions, diagnoses, progress notes,
recommendations, descriptions of treatments and
prescriptions, and employee’s medical complaints
(Northrop, 1987, p.246).
The primary purpose of the health record is clinical - as
a documented reminder to the person providing service of the
course of an individual’s care and as a means of communication
among health care professionals about past, present, and
future care (Canadian Health Record Association, 1980;
Rozovsky & Rozovsky, 1984). Ancillary uses of the health
record include: teaching, research, statistical analysis,
insurance and funding, accreditation, and audit purposes

(Rozovsky & Rozovsky, 1984).

Obligation to Maintain Confidentiality of Health Information

As a matter of ethical (and sometimes legal) obligation,
health information cannot be transmitted by the health
professional to anyone other than the client, except where
required by law or with the consent of the client. This
obligation springs from a long-held tradition in our society.
As Mr. Justice Horace Krever of the 1980 Royal Commission of
Inquiry into the Confidentiality of Health Records in Ontario

noted:
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.+« My starting point is a presumption that our

society values privacy for health information,

creating a need for the observance of, or respect

for, confidentiality. To put it another way, e WE

do not favour free and uninhibited disclosure of

everyone’s health information (Rrever, 1980, p.7).
Controlling access to health information becomes more
difficult as the complexity of the health care system
increases, requiring the transfer of information from facility
to facility and from practitioner to practitioner. By
comparison, controlling access to occupational health records
‘may be more difficult since these records are not usualiy
subject to the same tight administrative and statutory
controls as those in the traditional health care system

(Rabinow, 1988).

Difficulty Maintaining Confidentiality of Employee Health

Information

Anecdotal evidence has suggested that occupational health
nurses encounter difficulty in maintaining confidentiality.
Conversations among members of the Manitoba Occupational
Health Nurses Interest Gfoup often turn to this topic. During
public consultation workshops of the Occupational Health
Services Study conducted in Manitoba in 1987, one experienced
nurse confessed her ignorance of her responsibilities
regarding confidentiality of health information. In the

United States, Reif (1983) documented the problems she found
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when working for an occupational health clinic servicing
industry. The problems she noted included: 1) indiscriminate
release of medical information to employers, 2) employees were
not informed when information was released from their files,
and 3) the clinic obtained a so-called "blanket release" to
cover themselves legally when releasing‘ information.
Furthermore Reif found that, in most instances + the employer
did not have health care professionals on staff to supervise
the use of medical information. Company secretaries and
administrative assistants had access to health records and
decision-making powers regarding dissemination and storage of
health information (Reif 1983).

In files taken from the offices of private investigators
in Ontario, Justice Krever (1980), during his Inquiry into the
Confidentiality of Health Information, reported that health
information was obtained from eﬁployers without the consent of
employees on 408 occasions. (The total number of attempts made
by private investigators to obtain information was not
provided.) On 15 of the 408 occasions the information was
supplied by occupational health nurses. As well Justice
Krever noted:

there is substantial evidence that often pressure

is exerted on health professionals to disclose

information to the employer. This is a special

problem for the occupational health nurse who is

not perceived by our society to have as high a

status as the physician and, on the available
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evidence, is therefore more likely to be subject to

pressure from the employer to reveal confidential

information (Krever, 1980, p.161).

In 1988, in response to the "...expressed need of members
for guidance and support in this arena" (Williamson, 1988,
p.5), the American Association of Occupational Health Nurses
(AAOHN) published a position paper on confidentiality of
health information. The AAOHN maintained that it is
commonplace for individuals other than health professionals,
such as managers and personnel directors, to have access to

employee health records (AAOHN, 1988).

Legal Aspects of Medical Confidentiality in the Occupational

Health Setting

Law respecting ownership of health records and
confidentiality of client information is covered by both
common law and statute. Client information may be protected
by a number of provincial statutes such as those dealing with
the health insurance program or certain types of health
institutions. 1In Ontario the Health Disciplines Act and fhe
Occupational Health and Safety Act provide some safequards for
confidentiality of health information geherally, and employee
health information, specifically. A nursing regulation under
the Health Disciplines Act includes failure to exercise
discretion in respect of disclosure of confidential health
information in its definition of professional misconduct. As

well, a recent amendment to the Ontario Occupational Health
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and Safety Act specifically prohibits employers from seeking
access to a worker’s health record without the worker'’s
written consent (R.S.0. 1990, c¢.7, s.33, ss.la) This
amendment broadens the scope of the Act from the previous
situation in which, as Tremayne-Lloyd (1990) pointed out,
protection of confidential employee health information was
limited because the law applied only to information gathered
for purposes of complying with the Act and not to information
gathered by occupational health professionals for many other
purposes in the occupational setting.

In Manitoba, no similar general protection is afforded
employee health information by the Workplace Safety and Health
Act. One exception is the Manitoba Hearing Conservation and
Noise Control Regulation 103/88R, which requires that health
professionals maintain the confidentiality and security of
health records. However, this regulation is very specific and
only applies to information regarding the worker’s hearing
obtained during the implementation of workplace hearing
conservation programs.

In common law, court action against health practitioners
and institutions for unwarranted disclosure of information has
been minimal although jurists assume that there are grounds
for legal action (Rozovsky & Rozovsky, 1984). The
possibilities include: 1) an action for breach of an implied
contractual obligation to maintain confidentiality, 2) an
action for breach of confidence (though this is still

uncertain as far as Canadian Common Law is concerned), 3) an
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action for a breach of privacy (in the U.S. a tort has been
developed for a breach of confidentiality but this has not
happened in Canada), 4) civil action against someone who
violates another’s privacy which has been guaranteed by
"privacy" legislation in Manitoba and some other provinces;
and 5) an action against a health worker or institution on the
basis of negligence in breaching confidentiality if injuries
result. Although legal redress may be possible, civil suits
and prosecutions are rare because breaches of confidentiality
are difficult to prove (Rozovsky & Rozovsky, 1984).

Another route of redress lies in disciplinary action via
professional licensing or registration bodies, but action is
limited to those governed by such bodies. The client may not
even be aware that there has been inappropriate release of
information. The result is that enforcing confidentiality is
very difficult (Rozovsky & Rozovsky, 1984).

Another issue is health record ownership. This matter is
most frequently discussed in the conteét of client access to
information contained in physician or hospital records. 1In at
least one court decision, the principle upheld was that the
information in the record belongs to the provider of health
services and not to the client (Rozovsky & Rozovsky, 1984).
In the case of employee health records, the issue is not one
of ownership, per se, but whether the employer, as owner of
the record, has access to and control of the records. During
his Inquiry, Justice Krever observed that "a view often

expressed is that ownership of records entitles the owner to
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control over and access to them" (Krever, 1980, p. 168).
Instances cited were employers who insisted on retaining keys
to the cabinets in which health records were stored, employers
refusing to allow nurses to keep health information in locked
drawers and, ironically, hospital administrators who
considered that health information kept on staff members
should be available to administrators without restriction
(Krever, 1980, p.168).

A related difficulty is confused and ambiguous loyalties
resulting from the pressure to respond to competing
obligations in occupational settings (Annas, 1976; Rosenstock
& Hagopian, 1987).

Strictly speaking, in the normal employer-employee

relationship, what is known to the employee should

also be known to the employer. The problem that

arises when the employees are professional persons

who have an obligation of confidentiality, whether

that obligation arises under a regulation..., or

whether the obligation arises because of a code of

ethics to which they subscribe, is whether the
employer can reasonably expect the employee to
violate that confidentiality obligation.... It is
questionable whether an employer haé the right to
require an employee with professional
qualifications to violate his or her duty of

confidentiality (Krever, 1980, p. 167).
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Most of the occupational health literature published on
the legal aspects of medical confidentiality is American.
Application of legal principles to Canadian situations must be
done with caution. It is, nonetheless, instructive to review
this literature.

In the United States, the federal Occupational Safety and -
Health Administration (OSHA) enacted the Access to Employee
Exposure and Medical Records standard (1980) to assure that
occupational health records are preserved and to outline
designated right of accesé. While the standard provides for
direct worker access to his or her own record (with certain
qualifications), the standard does not regulate corporate
access to employee health records (Jennings, 1982, p.228).

Over the last two decades there has been much discussion
over the rights of the employee as client. Once a nurse- or
doctor-client relationship is established, any information
obtained in that relationship becomes confidential (Bundy,
1969). However, a fundamental question endures. 1Is a nurse-
or physician-client relationship established between an
occupational health professional and a worker in a work
setting (Annas, 1976; Bundy, 1969; Gallivan, 1963; Northrop,
1987; Rabinow, 1988)?

Current U.S. case law is not settled on this issue
(Miller, 1977; Northrop, 1987; Rosenstock & Hagopian, 1987).
There appears to be consensus that a "no relationship"
situation exists when an applicant is being screened for a job

(Annas, 1976; Gallivan, 1963; Miller, 1977; Rabinow, 1988;
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Rosenstock & Hagopian, 1987). Regardless, some argue that the
employer is entitled only to an opinion regarding fitness to
work and not to a medical diagnosis or other personal
information (Gallivan, 1963; Miller, 1977; Rosenstock &
Hagopian, 1987). Otherwise the rights of employee as client
are the same as they would be in any health care practitioner-
client relationship (Miller, 1977).

To confuse the issue even further, in 1985 the College of
Physicians and Surgeons of Ontario addressed the issue of
confidentiality in the context of "third-party" examinations.
In third party examinations, such as for insurance companies
or for the Workers Compensation Board, the nature of the
client/doctor relationship is changed. The physician acts
primarily in the interest of the third party. In the
College’s view, occupational physicians have a different
relationship to their worker clients because the employer is
considered the third party to whom the physician is
responsible. Therefore, it is the College’s view that the
physician need feel no professional conflict in
unconditionally leaving medical records with a corporation
when it discontinues its health care facilities (Tremayne-
Lloyd, 1990).

Another important element for the legal disclosure of
health information is the principle of informed consent.
Confidentiality should be thought of as being controlled by
the client and not by the health care practitioner (Bundy,

1969). Before a client consents to disclosure, he or she
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should know what information is to be disclosed, the exact use
that will be made of it, and the possible consequences of the
release (McLean, 1976). The consent should be in writing
(Gallop, 1977). Some workers are asked to give "blanket
releases" for access to health records in order for them to
receive benefits from insurance companies and Workers
Compensation Boards (Northrop, 1987). However, experts in the
management of the health records have condemned the use of
such releases (CHRA, 1980; McLean, 1976).

The matter of who pays for the health services is also
importanﬁ in determining who may have access to resulting
health information. Bundy (1969) and Gallivan (1963) argued
that the client-physician relationship is established
regardless of whether the employer has hired the physician and
regardless of whether the purpose the employer has in mind
solely benefits the employer. The U.S. courts have
interpreted the situation differently, according to Rabinow
(1988). She suggested that American courts have assumed that
when a worker goes to a company-provided occupational health
practitioner for screening tests, examinations or treatment,
the worker does not intend to keep his/her records hidden from
the employer (Rabinow, 1988, p.316).

The common law remedies for unauthorized disclosures of
health information in the United States are similar to those
in Canada. They include suits for breach of confidentiality,
invasion of privacy and breach of implied contract (Annas,

1976).
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The International Labour Organization, a tripartite body
of the United Nations representing governments and employers’
and workers’ organizations, establishes conventions or
guidelines on a large range of topics for its member nations.
These guidelines are intended to be enacted into law by the
"competent authorities" in each country. A convention
published in 1985 concerns the establishment of occupational
health services. Section IV (38) of this convention states
that "each person who works in the occupational health service
should be required to observe professional secrecy as regards
both medical and technical information..." (ILO, 1985, p.9).
This convention has not been made law as yet in any
jurisdiction in Canada.

As with any general rﬁle, there are certain exceptions to
the obligation to maintain confidentiality. Sometimes access
to medical information is granted by statute such as in the
case of medico-legal investigations, workers compensation
legislation, vital statistics legislation, and child abuse
legislation (Rozovsky & Rozovsky, 1984). As well there may be
a common law "duty to warn" which requires a health
professional to break confidentiality in cases where a third
party is in some danger as the result of a client’s condition
(Rozovsky & Rozovsky, 1984; Yorker, 1988). A court order to
produce medical records or a judge’s direction to a witness to
divulge confidential patient information are othér'exceptions.

The Canadian Security Intelligence Act allows access to health
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records without a court order (Canadian Medical Association,
1985).

In summary, there are few specific Canadian statutes
which protect the privacy of occupational health records, per
se, and the possible common law remedies for breaches of
confidentiality have been largely unused. This legal vacuunm,
however, does not relieve occupational health professionals of
the general ethical obligation to maintain confidentiality of

health information.

-

Ethical Aspects of Medical Confidentiality in the Occupational

Health Setting

While the law may prescribe what nurses shall or shall
not do in certain instances, their professional actions are
governed, for the most part, by a professional code of ethics.
Ethics are sets of values followed by individuals or groups
which attempt to define moral principles so as to determine
which actions are right and which are wrong (Rogers, 1988).
Professionals develop ethical codes reflecting a consensus of
opinion regarding minimal standards of conduct, moral duty and
obligation for the protection of the public (Whorton & Davis,
1978). Generic codes of ethics exist for both nurses
(Canadian Nurses Association, 1991) and physicians (Canadian
Medical Association, 1990).

In 1991 the Canadian Nurses Association published a
revised Code of Ethics for Nursing. A number of principles

contained within the Code are directly relevant to the issues
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of confidentiality and the potential conflict of interest
situations in which occupational health nurses may find
themselves. As for confidentiality the Code states:

The nurse holds confidential all information

regarding a client learned in the health care

setting... The rights of persons to control the

amount of personal information that will be

revealed applies with special force in the health

care setting. It is, broadly speaking, up to

clients to determine who shall be told of their

condition, and in what detail (CNA, 1991, p.5).
The Code also addressed conditions of employment for nurses.
Specifically it saig, "nurses accepting professional
employment must ascertain, to the best of their ability, that
employment conditions will permit provision of care consistent
with the values and obligations of the Code" (CNA, 1991,
p-17). |

Sometimes specific codes are developed for the ethical
concerns of more specialized groups. In the United States,
where groups of occupational health specialists have a longer
history and are more formally organized than in Canada, codes
of ethics have been developed specifically for occupational
physicians and nurses. No such nationally-recognized codes
presently exist in Canada, although individual professionals
may use the American codes for guidance.

Occupational health professionals have recognized that,

although employees are entitled to privacy of their health
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information, the employer, too, is entitled to some
information regarding the employee’s ability to perform the
job. In an attempt to balance these two obligations, the
American Occupational Medical Association (AOMA) and the
American Association of Occupational Health Nurses (AAOCHN)
have provided guidance to their members regarding control of
and access to employee health information. The AAOHN’s Code
of Ethics, adopted in 1986, states:
occupational health nurses should safequard the
employee’s right to privacy by protecting
confidential information and releasing confidential
information only upon written consent of the
employee or as required'by law (Rest, 1988, p.
187). |
More recently the AAOHN has elaborated on the confidentiality
of health records by providing more explicit guidelines.
Essentially it recommended that disclosures not be made to the
employer except in instances where information may help in
human resource management, including information obtained from
joﬁ placement examinations. Disclosure is made to management
on a need-to-know basis with reference only to ability to
.work, and after the employee has given written authorization
(AACHN, 1988). Similar recommendations have been made by the
American Occupational Medicine Association, the Manitoba
Occupational and Preventive Medicine Section of the Canadian
Medical Association, and the Ontario Occupational Health

Nurses Association. These bodies advise that, while employers
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are entitled to counsel about the medical fitness of
individuals in relation to their work, they are not entitled
to diagnoses or other detailed health information. No
disclosures should be made without the written and informed
consent of the worker (AOMA, 1983; Canadian Medical
Association, 1982; Ontario Occupational Health Nurses

Association, 1987).

Theoretical Basis for Confidentiality of Health Information

and Informed Consent

The notion that persons are entitled to privacy and must
give their permission before information may be released to
third parties is rooted in deontologic theory (Rogers, 1988).
Of the four main principles in deontologic theory - autonony,
nonmaleficence, beneficence and justice - autonomy is the
principle which underlies the professional's moral obligation
to maintain confidentiality and to obtain voluntary informed
consent for release of information.

Autonomy is a form of personal liberty of action where

the individual determines his or her own course of action

in accordance with a plan chosen by himself or herself.

The autonomous person is one who not only deliberates

about and chooses such plans but who is capable of acting

on the basis of such deliberations, ... A person's
autonomy is his or her independence, self-reliance, and
self-contained ability to decide (Beauchamp & Childress,

1979, p. 56).
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In matters of confidentiality, the assumption is that the
autonomous individual may choose to confide in the health care
professional who, in turn, has no moral right to divulge that
information to anyone other than those involved directly in
the person’s care. The exceptions have been in cases where
the rights of the group are believed to transcend individual
rights.

Health care professionals are often faced with
individuals whose autonomy is diminished due to illness. This
_sometimes provides justification for paternalistic actions.
In occupational settings where the nurse’s clients are
generally healthy, rarely if ever, could breaches of
confidentiality be defended on the basis of diminished
autonomy.

The ethical obligation to obtain the client’s permission
to release information, in other words to obtain informed
consent, is also related to the principle of individual
autonomy. By requiring that informed consent be obtained,
autonomy is protected because individuals are granted the
right to make decisions regarding their own lives. Several
elements comprise informed consent. These elements include:
that the consent be voluntary, that the client be competent to
consent, that the practitioner adequately disclose relevant
information and that the client adequately comprehend what is .
being disclosed (Beauchamp & Childress, 1979). The issue of
voluntariness is particularly delicate in occupational

settings. Job applicants may be requested to sign blanket

29




consent forms authorizing any hospital or physician to release
any or all information to the employer. If the choice is
between obtaining a job or signing the form, the consent
cannot be said to be truly voluntary (Krever, 1980). This
places a special burden on occupational health professionals
to mitigate coercive forces in client-practitioner

interactions.

Ethical Basis of Nursing

Morality and ethics are central to nursing practice; the
basic moral concern in nursing is the welfare of human beings
(Curtin, 1978; Wilkinson, 1987/88). Whether nurses can be
moral agents has been debated. Most ethical theory
presupposes an agent who is free of undue coercion in
decision-making (Curtin, 1978) yet the structure and process
of organizations determine the degree to which employees, in
this case nurses, can make decisions. Nurses are in a
difficult position in the health care power structure with
conflicting loyalties and responsibilitiés to employing
institutions, licensing bodies, physicians, other nurses,
clients and clients’ families (Jameton, 1977; Wilkinson,
1987/88). The difficulty is compounded in occupational health
settings where organizationai and professional goals may be
starkly contrasted, the former being directed toward
production of a service or a product for profit, and the

latter being directed toward client care.
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Conflicting loyalties and responsibilities frequently
pPlace nurses in moral dilemmas. Moral dilemmas are defined as
"situations of ambiguity and conflict with equally
unattractive alternatives for choice, decision-making and
action" (Aroskar, 1979, p. 38). Two major categories of
ethical dilemmas have been identified for nursing: those which
arise  from institutional policies and physicians’ orders
regarding care, and those which arise from the usurpation of
the legitimate authority of the nurse in decisions about

nursing care (Curtin, 1978).

Ethical Decision-Making in Nursing

Considerable literature exists on issue-oriented aspects
of nursing ethics, such as prolongation of life and truth
telling. In contrast, little effort has been devoted to
conceptualizing and operationalizing the construct of ethical
decision-making in nursing. Given the early stages of the
conceptualization process, it is not surprising that little
nursing research empirically examines specific variables
hypothesized to influence ethical decision-making. The
following two sections explore 1) how moral reasoning and
ethical decision-making have been conceptualized in nursing
and 2) to what extent variables such as professional autonomy
and role conception are thought to influence ethical decision-

making.
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Moral reasoning and ethical practice. To Dbetter

understand the work of nursing scholars on the
conceptualization of moral reasoning and ethical practice, a
short discussion of work done outside of nursing is necessary.
Blasi (1980) comprehensively and critically reviewed the
literature on moral reasoning and moral action. He noted the
difficulty of conceptualizing the two constructs, moral
reasoning and moral action, and also the difficulty of
studying the relationship between theée two constructs.
Blasi observed two different assumptions underlying the
study of moral action/behaviour. The preponderant assumption
is that moral action results from behavioural traits,
generalized action tendencies or habits and their interplay.
Therefore, moral action is considered to be automatic and
essentially irrational. Another view of moral action, that of
cognitive-developmentalists such as Piaget and Kohlberg, is
that moral action is indeed rational. This assumption
stresses the cognitive processes that give meaning to
morality. Actions beneficial to society or to an individual
human being would not be considered moral unless they were
performed willingly by an agent in response to values that he
or she understood. The cognitive-developmental perspective
assumes that moral reasoning is more than just a post hoc
rationalization of one’s actions. Without moral reasoning or
judgement "...an action, no matter how beneficial, would not

be moral" (Blasi, 1980, p. 4).
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According to Blasi, the first assumption tends to deny a
relationship between moral judgement and moral action. Blasi
favoured the latter assumption and asserted that empirical
research, although fraught with limitations, supports a
relationship between the two constructs. He advised that more
research is needed to identify the processes that fill the gap
between a concrete moral judgement and its corresponding
action.

Nursing scholar, Ketefian (1989b), has attempted to
define the constructs of moral reasoning and ethical practice
(moral action/behaviour) in a nursing context as well as to
clarify the relationship between these constructs. Her work
is influenced by Kohlberg, whose theoretical approach is
favoured by Blasi (1980). Moral reasoning refers to the
"...cognitive and developmental process of réasoning about
moral choice" (Ketefian, 1989b, p. 509). She noted that moral
judgement and moral development are synonyms. "Ethical
practice refers to the decisions made and actions taken in
ethical dilemma situations" (Ketefian, 1989a, p. 174).
Suggested synonyms included moral behaviour, ethical behaviour
and ethical decision-making. Henceforth the term ethical
decision-making will be used to mean ethical practice, moral
action or moral behaviour. ,

Ketefian 61981a/b, 198%a/b) and several other nursing
researchers have advanced the theoretical understanding of
morallreasoning and ethical decision-making in nursing. A

relationship between moral reasoning and ethical decision-~
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making is assumed, the latter considered to follow naturally
from the former.

Ketefian (198la, 1981b) and Crisham (1981) have studied
factors associated with moral reasoning in nursing. Using
Kohlberg’s theory of moral development, Ketefian (1981a,
1981b) conducted a descriptive study of 79 practising nurses
using instruments to measure critical thinking ability and
ability to define issues. An association between critical
thinking and moral reasoning was found. Differences in moral
reasoning between so-called professional and technical nurses
was noted, and critical thinking and education together
accounted for nearly 33% of the variance in moral judgement.

Crisham (1981) conducted a study of 225 subjects divided
into groups of staff nurses ﬁith associate and baccalaureate
degrees, nurses with masters degrees in nursing, college
junior “"prenurses" and graduate level "nonnurses." The
pPrimary purpose was to develop an instrument to measure
nurses’ responses to nursing dilemmas and the importance given
Lo moral issues and practical considerations. Other
objectives included a comparison between groups of subjects on
moral judgements, both general and nﬁrsing—specific. Crisham
found that the level of education for all five subject groups
was positively related to the level of moral judgement about
hypothetical moral dilemmas. As well, subjects with previous
involvement in similar dilemmas scored significantly higher on
the instrument’s principled-thinking scale than subjects who

were unfamiliar with the dilemmas.
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Moral reasoning, and resulting ethical decisions, are not
presumed to occur in a vacuum. Of the variables thought to
affect ethical decision-making in nursing, perhaps role
conception and general factors affecting nursing autonomy are
the most useful for gaining insight into the ethical decision-

making process.

Role conception. Thorough examination of ethical

decision—making in nursing requires an understanding of how
nurses conceptualize their role vis-a-vis cliénts and other
players in health care. Winslow (1984) has documented the
historical shift in metaphors which affects nursing ethics.
One of the early powerful metaphors was nursing as military
effort in the fight against disease. Virtues associated with
this metaphor included loyalty, obedience to those of "higher
rank" such as physicians and maintenance of confidence in
authority figures. A more recent metaphor has been that of
nurse as client advocate with attendant virtues such as
courage and the defense of clients and their rights. The
1970’s witnessed the integration of the ideals of advocacy
into international and national nursing codes of ethics. For
Winslow (1984), "...the central moral significance of the
advocacy metaphor lies in its power to shape actions intended
to protect and enhance'the personal autonomy of patients" (p.
38). But, noted Winslow, the metaphor is not without
attending problems. The nurse who accepts the responsibility

of defending the rights of the client will often encounter

35



controversy. Furthermore, the nurse most certainly will be
torn by conflicting loyalties - loyalties to clients, to
professional colleagues, to employing institution and to him
or herself.

Murphy (1982) suggested three role conceptions of the
nurse in the nurse-client relationship, each with differing
effects on ethical decision-making in nursing. The three role
conceptions are: patient advocate, physician advocate, and
bureaucratic advocate. In the "patient advocate model," the
nurse’s moral authority is equal to that of any other health
professional. The nurse is not subservient to either
physician or hospital administration. This type of
relationship lends itself to the deontological model of
decision-making in which an action is right if it is in
accordance with a moral rule. In this model "... a moral
relationship among nurses and patients is one in which the
patients’ autonomy, dignity, and worth are respected,
precluding using the patient as a mere means to the ends of
medical science or the bureaucracy" (Murphy, 1982, p.18).

In the "physician advocate model," the nurse is seen as
an extension of medicine. The nurse’s role is to enhance the
client’s confidence in the physician. As for moral decisions,
the nurse is likely to be governed by the interests of
maintaining harmonious relationships between himself or
herself and physicians and other authority figures. In
instances of ethical conflict, the claims of physicians and

colleagues will win out over those of the client.
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In the "bureaucratic advocate model" of the nurse-client
relationship, the nurse is expected to advance the goals of
the institution. The nurse’s responsibility to individual
clients is severely limited. The emphasis is on team work.
The nurse’s ethical obligation is to the physician, the leader
of the team. The client is expected to give up individual
rights and freedoms for the greater good of all the other
clients and health care personnel. The ethical decisions of
nurses who function in the bureaucratic model are governed by
the rules of authority figures and institutions which makes it
difficult or ifnpossible to weigh competing claims of the
individual.

According to Murphy, the bureaucratic and thsician
advocate models lend themselves to a moral consequentialist-
utilitarian type of moral decision in which sole concern rests
with the consequences of actions and not with the means of
achieving good ends. In these models the client becomes the
means to further the needs of the health care bureaucracy and
medical science. "Compared with the patient advocate model
the bureaucratic and physician advocate models are obviously
deficient in almost all their dimensions in terms of the human
rights of the patient" (Murphy, 1982, p. 16). Although
Murphy’s analysis of nurse-client relationship models
presented clear—cutbdistinctions between each model, it is
likely that there is considerable blurring of the distinctions

as these tendencies are played out in real-life situations.
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Using Murphy'’s (1982) nurse-client relationship models,
Pinch (1985) tested the role of autonomy in ethical decision-
making. Test subjects were first year students, senior
students, and graduates of a baccalaureate nursing program.
Results indicated that first year students were less likely to
choose the autonomous model of the relationship (patient
advocate model), were less likely to take risks and had lower
scores on attitudes toward professional nursing autonomy than
did the senior students or graduate nurses. Unfortunately
these results are not very helpful for examining ethical
decision-making among practising nurses since students are not
likely to have encountered ethical dilemmas and the competing
claims of various parties in the healthvcare setting to the
extent that practising nurses have. Therefore, study findings
about student nurses cannot be generalized to the larger
practising nurse population.

Further work on role conception was conducted by Ketefian
(1985). She tested the relationship between professional and
bureaucratic role conceptions and moral behaviour among 217
practising registered nurses representing different positions,
areas of practice, education, age, ethnic affiliation, and
work settings. Although there is bibliographic evidence that
Ketefian was influenced by Murphy (Ketefian 1981), it is
difficult to determine if Ketefian’s definition of
"professional" role would fit that described by' Murphy’s
(1982) "patient advocate model." Inasmuch as Ketefian'’s

"professional role" encompassed behaviour intended to serve
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and protect the public and included practising according to
the profession’s code of ethics, it is assumed that there are
common elements between this concept and Murphy’s concept of
patient advocate role. Similarly, it is assumed that there is
congrﬁency betﬁeen Murphy’s bureaucratic advocate and
Ketefian’s bureaucratic role conception, in that Ketefian
viewed the bureaucratic role conception as loyalty to the
employing institution and following administrative rules and
routines.

Ketefian postulated that nurses’ professional-
bureaucratic role conceptions, and their perceptions of the
discrepancyfbetween ideal role conceptions and actual practice
of the role would influence moral behaviour. A scale to
measure professional and bureaucratic role conception and
another scale to measure moral behaviour were administered.
Moral behaviour was defined "as the respondents’ assessment of
the extent to which nursing actions in simulated ethical
dilemmas that are in accord with the Code for Nurses ...are
likely to be implemented in practice" (Ketefian, 1985, p.
249). Ketefian used Pieta’s definition of role discrepancy as
the " ‘extent to which the perception of the ideal role
conception of nursing differs from the perception of the
actual practice of the role’ " (Ketefian, 1985, p. 250).

Ketefian found that actual professional role conception
was positively related to moral behaviour, while ideal
professional role conception and professional role discrepancy

were negatively associated with moral behaviour. Bureaucratic
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role discrepancy was found to be positively associated with

moral behaviour.

Factors affecting nursing autonomy. If ethical decisions

require a moral agent unconstrained by coercive forces
(Curtin, 1978), then it follows that factors having the
potential to affect nursing autonomy should be investigated.
Professional autonomy

is a state created by society and by its

institutions...whereby given professionals are left

unhindered by members of other professions or by
bureaucrats in the exercise of their professional
competencies. ...professional autonomy involves the

freedom to be moral (van Hooft, 1990, p.211).

In a qualitative study using constant comparative
methodology and phenomenological inquiry, Wilkinson (1987/88)
explored the phenomenon of moral distress resulting from
constraints on moral action of staff nurses working in
hospitals. Thirteen staff nurses and eleven non-staff nurses
were interviewed. Moral distress was defined as "...the
psychological disequilibrium and negative feeling state
experienced when a person makes a moral decision but does not
follow through by performing the moral behaviour indicated by
that decision" (Wilkinson, 1987/88, p.16).

A number of contextual constraints to moral action were
identified. External constraints included physicians, the law

and/or lawsuits, nursing administration and hospital
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administration and policies. Internal constraints included
nurses being socialized to follow orders, futility of past
actions, fear of losing their jobs, self-doubt, and lack of
courage. The predominant feelings of these nurses were anger,
frustration and guilt. Given the qualitative nature of this
research and its express purpose to generate conceptual
properties of the phenomenon of moral distress, generalization
of the study findings is not possible.

Schutzenhofer (1988) presented a thoughtful review of
social and historical processes which make professional
autonomy in nursing problematic. The first is that nursing is
a women’s'occupation. The socialization of women historically
has promoted passivity, nurturance (putting others before
self), identity formation based on relationships with others
rather than defined by occupational role, and limits on
decision-making experiences - all of which will affect women’s
ability to assert their autonomy. Socialization forces within
nursing will also affect autonomous functioning. Such forces
include the paternalism of medicine and institutional
bureaucracy, lack of career commitment among nurses, the sense
of other-centredness (doing for everyone, especially
physicians), historically regimented and rigid learning
experiences in nursing education, and factors in the work
environment including hospital policies which constrain
professional autonomy, indifference of administrators to

nurses’ needs and ideas, and inadequate staffing.
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A related factor likely to affect the nurse’s ability to
function autonomously is the degree of powerlessness perceived
in the work environment. Fennell and Wood (1985) studied 101
employed occupational health nurées to determine the degree of
'perceived powerlessness among them. The researchers found
that, overall, perceived powerlessness was’ lower among
occupational health nurses than unspecified non-nurse groups.
It was suggested that this low level of powerlessness may be
attributed to the authority granted to professionals for
specialized‘knowledge relevant to specific tasks and to the
exercise of professional control over health care programs in
the corporate structure. On the other hand, results indicated
that staff nurses in occupational health perceived greater
powerlessness than nurses in positions of greater decision-
making authority. As well, the greater the number of
occupational health nurses employed in an organization, the
greater the degree of powerlessness reported. The researchers
suggested that this may be du? to the fact that nursing
supervisors are granted decision-making authority in the
corporate structure but that groups of nurses functioning at
the staff nurse level may not be able to initiate or change
programs without the supervisor’s or group’s concurrence.
This unequal distribution of authority within the professional
group and feelings of underutilization could lead to higher
degrees of powerlessness. The size of the plant, years of
experience and level of formal education showed no

relationship to the degree of perceived powerlessness. A
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three-fold increase in powerlessness score was found in nurses
reporting 1little control in the health unit. A five-fold
increase in powerlessness was reported by nurses with no
employer support, compared to those with maximal employer

support.

Summary: Ethical decision-making. Ketefian (1989%a)
reviewed the nursing literature on moral reasoning and ethical
practice from 1983 through 1987. Because of the small number
of published studies she included doctoral dissertations. She
provided the following assessment. Various research designs
and samples were used in the study of moral reasoning. The
majority of studies were conducted on nursing students and
examined the association of variables such as education,
social climate, personal characteristics, and cognitive
variables (e.g. critical thinking and intelligence) with moral
reasoning.

Ketefian concluded that the construct of ethical practice
(ethical decision-making) was not well conceptualized in the
context of professional nursing practice and hence had not
been consistently operationalized in research. Most of the
measures qf ethical decision-making were constructed by
investigators with little attention to the validity and
reliability of these measures. A variety of methodologies was
used. In addition, Ketefian noted that methodological
weaknesses included use of convenience samples and failure to

control for intervening variables.
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Findings on the relationship between education and moral
reasoning were contradictory. Nurses' perceptions of their
work environment was related to ethical practice in some
studies but not in others. Social support and perceived work
autonomy were positively associated with moral behaviour in
some studies, while others found a negative association
between perceived powerlessness and moral behaviour. Nurses
were found to have difficulty in defining or describing
ethical dilemmas. Nurses used the deontologic principles of
nonmaleficence and beneficence most often. The majority of
nurses exhibited a bureaucratic rather than a patient or
physician advocate orientation in their ethical decision-
making patterns (Ketefian, 1989a).

The foregoing discussion described some of the conceptual
work on moral reasoning and ethical decision-making in
nursing. These constructs are in the early stages of
conceptualization in nursing as Ketefian has noted. Some
preliminary research suggests that professional autonomy and

role conception influence ethical decision-making in nursing.

Remedies for the Problem of Maintaining Confidentiality of

Employee Health Information

Several recommendations have been put forward to

alleviate the problem of maintaining confidentiality of health
information. Jennings (1982) raised a fundamental question in

the matter of abuse of occupational health information: should
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corporate medical programs be conducted in-house or be
controlled exclusively by management? He suggested that
alternative modes of service delivery, sufficiently
independent of direct management control and able to satisfy
worker concerns (as exist in Sweden), could protect the
privacy of occupational health records.

Another of Jennings’s suggestions could be implemented as
a compromise within the present systems in the United States
and Canada. Jennings (1982) recognized that without a legal
duty on the part of employers to maintain confidentiality of
employee health information, there is no legal right of
workers to have their i1ealth information kept confidential.
He recommended that whenever a company wished to collect
medical information from a worker, it should enter into a
written contract which states the use to be made of the
information and a promise of absolute confidentiality in
exchange for the worker’s willingness to provide the
information or be subjected to a medical examination. Any
breach of the contract would be subject to legal action and
damages. He suggested that such a contract be made part of
every collective bargaining agreement or employment
relationship. |

Justice Krever (1980) proposed a number of
recommendations aimed at improving the privacy of empioyee
health information. These included:
1) enactment of legislation outlining the duty of the

professional employee to protect confidential health
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information as transcending the duty to obey the

employér's instructions;

2) storage of health information separate from other
employee information in locked cabinets accessible only
to those directly involved in administering the
information;

3) establishment of written policies for the handling of
employee health information;

4) obtaining written informed consent from the employee for
release of health information even if information is
being transferred between departments in one
organization;

5) not allowing the employer access to health information
without the consent of the employee; and

6) providing only a statement of fitness to perform the
required work to a prospective employer after a pre-
employment medical exam.

Professional organizations such as the Canadian Medical
Association, the Canadian College of Health Administrators,
the American Occupational Medicine Association and the
American Association of Occupational Health Nurses have
produced ethical guidelines for their members which are
concordant with the recommendations proposed by Justice
Krever. Guidelines cover such topics as database security,
consent, written policies, record storage, and circumstances

of disclosure. Although these codes govern the behaviour of
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health professionals, they do not govern the behaviour of

employers, nor do they carry the force of law.

Summary

The economic interests of employers and the interest of
employees to maintain the privacy of their health information
sometimes conflict. Sometimes health professionals, hired by
industry to provide occupational health services, are expected
to divulge confidential health information. Occupational
health nurses are often sole providers of occupational health
services, making them frequent recipients of such
expectatioﬁs.

There is 1little legal protection of the privacy of
employee health information. When breaches occur, those legal
remedies which do exist are rarely used. There is no
question, however, that nurses have an ethical obligation to
maintain confidentiality of health information. Role
conception and factors affecting nursing autonomy may
influence ethical decision-making. Certain constraints have
been identified which may have implications for how easily
nurses can meet , their ethical obligations. External
constraints originate from the bureaucratic structures in
which nurses are employed. Internal constraints may be
related to the socialization of nurses to follow orders, their
self-doubt and fear of reprisal. As well it has been

postulated that higher levels of moral judgement may be
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related to education, past experience with ethical dilemmas
and critical thinking capabilities.

Empirical investigation into ethical decision-making in
nursing has been scanty a