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Abstract

One of the fundamental and difficult issues in digital watermarking is the robustness of a water-
mark, in particular the robustness of a multibit watermark. We first formulate a framework for
the robustness design of a watermark, which tackles the problem from three different stages of a
watermark communication process, i.e., watermark formation, watermark embedding, and water-
mark extraction. Based on a zero-bit pseudonoise sequence watermark, a multibit watermark can
be designed via feature division multiple access, code division multiple access, M-ary modulation,
or a combination of them. Compared with a watermark based on feature division or code divi-
sion techniques, an M-ary modulation based watermark is advantageous because it is capable of
carrying more information with the same watermark energy (host distortion).

Conventionally, M-ary modulation has been limited to M < 256 due to the heavy computation
associated with the correlation-based signal detection. However, with the proposed M-ary phase
modulation, which is based on the circular shifts of a reference pseudonoise sequence, the amount
of computation in watermark detection is drastically reduced. More interestingly, we also provide
the design of an extended AM-ary phase modulated watermark based on a set of windowed circular
shifts of a pseudonoise sequence with length M, which overcomes the restriction on the value of M
due to the length of the feature vector.

Watermark robustness against geometric attacks is especially difficult to achieve. We have
proposed an invariant approach based on Zernike moments, drawing on their property of magni-
tude invariance to image rotation and flipping. Based on our finding that some of the Zernike
moments computed in the conventional Cartesian way are inherently inaccurate, and hence not
rotationally invariant, we design a multibit watermarking scheme by taking advantage of the ac-
curate Zernike moments while avoiding those inaccurate ones. Simulation results show that such
a Zernike moment-based watermark has robustness against geometric attacks including image ro-
tation, flipping, scaling, moderate cropping, aspect ratio change, and a number of common image
processing manipulations such as lossy compression, noise addition, and filtering.

Furthermore, we formulate a novel approach to accurate computation of Zernike moments in
the polar coordinate system. The details of the algorithm are presented, including a polar pixel
arrangement scheme, interpolation-based image resampling, and derivation of the corresponding
formulas for Zernike moment computation. The effect of interpolation on the accuracy of Zernike
moments is analyzed. Simulation results are given which display the advantages of the polar
approach. The significantly improved accuracy of Zernike moments yields much better rotational
invariance and a considerably lower level of image reconstruction error. These two factors are
crucial in the successful design of the polar Zernike moment-based data hiding.
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Chapter 1

Introduction

1.1 The Concept of Digital Watermarking

Digital watermarking is the process of embedding some hidden information in a digital medium,
such as an image, an audio signal and a video signal, by modifying the medium slightly, and later
extracting the embedded information from the modified medium for some purpose. The embedded
signal is called a watermark, and the original medium is called the host signal or cover signal, while

the modified medium called a watermarked signal or stego signal.

P
Attacks //E%
WM
extractor
encoder T{ijs

Figure 1.1: Illustration of the watermarking process

As an example, a typical watermarking process is shown in Fig. 1.1, where the cover signal is



an image and the message to be embedded is a logo. A secret key is often used in a watermarking
system for security reasons. A watermarked signal often undergoes attacks, either intentional or
unintentional, before it is used for watermark extraction. Because of the attacks, the extracted
message is likely to contain some errors.

It is necessary to distinguish between digital watermarking and some other closely related terms,
in particular, information hiding and steganography. Although there is not yet a universal agree-
ment, information hiding, or data hiding, refers to the general technique by which information is
embedded imperceptibly into a host signal, regardless of the purpose of the embedded information
and the relationship between the the embedded signal and the host signal [63, 20]. Within the
family of information hiding techniques, there are some purpose-oriented terms, including digital
watermarking and steganography. Steganography [4, 51, 27] means covert communication, by which
the host signal can be modified in any way, as long as the existence of the secret information does
not arouse suspicion. In a steganographical scenario, the quality of the modified host signal is not
the concern. In contrast, the basic purpose of digital watermarking is to protect the host signal in a
certain way (20, 21, 22, 89, 30], and therefore the quality of the watermarked signal is as important
as the communication of the embedded information, while the existence of a watermark does not
necessarily have to be secret. Despite the subtle difference between digital watermarking and data

hiding, we use them interchangeably in this thesis.

1.2 Applications of Digital Watermarking

Digital watermarking has attracted considerable attention in both academia and industry commu-
nities in the past decade, because it is regarded as a promising means to address problems related

to digital media in a variety of ways.

o Copyright protection [21, 22, 89, 30]. This is the primary application of digital watermark-

ing. The drastic development of new technologies, such as the advent of the Internet and



recordable compact disk, makes it extremely easy to disseminate and duplicate multimedia
contents, which brings about the issue of copyright infringement. Under such a circumstance,
the producer of a multimedia work can use a watermark as a proof to claim authorship or

ownership.

Content authentication [78, 79, 39, 46). With the wide spread use of various multimedia
editing software, it is a simple matter to modify the contents of a multimedia work. Without
assurance of authenticity, one would not believe what he sees or hears. A watermark can be

used as an effective means to verify the integrity of a work.

Fingerprinting [71, 91, 74]. A watermark that uniquely identifies the buyer of a work can
be embedded into the work before it is sold. Later, if an illegal copy of the work is found,
the watermark extracted from it tells the source of the copy. This process is also referred to

as traitor-tracing.

Device control [8, 20]. The watermark embedded in a work can be used to control some
devices. For example, in a DVD movie, a watermark can be embedded to indicate one of the
three access modes, i.e., no copy, copy once and no restriction. A DVD recorder complying

with the standard is controlled by the watermark, and operates accordingly.

Signal multiplexing. Sometimes it is necessary to embed an auxiliary signal into a host
signal for the purposes of annotation, captioning etc. For example, medical images can be
watermarked with patients’ identities, time stamps, and hospital information, which can be

used either to avoid mix-up or for the purpose of classification or archiving.

These are just a few examples of applications of digital watermarking. As the research in this

young field progresses, other application possibilities are being discovered.



1.3 Requirements of a Watermarking System

1.3.1 Typical Requirements

Depending on applications, the requirements of watermarking systems vary greatly. Amongst many

possible requirements of a watermarking system, the most important ones include:

e Watermark transparency. In most situations, it is required that the existence of a water-
mark should not affect the quality of the host signal. In other words, a watermark should be

imperceptible or transparent.

¢ Watermark robustness. This means the ability of a watermark to survive common signal
processing it may undergo, such as noise addition and lossy compression. In the case of a
zero-bit watermark !, the rate of detection is used to measure the watermark robustness,
given a fixed rate of false alarm. For a multibit watermark, bit rate error (BER) is often

employed as a metric of watermark robustness.

o Watermark security. It refers to the ability of a watermark to survive intentional attacks,
in particular, the ability to resist unauthorized detection, removal, and tampering [20]. It is
generally accepted that the security of a watermark should depend on a secret key, rather

than a secret algorithm of embedding or detection.

e Payload amount. This is the number of bits that a watermark conveys. Some applications
can do with zero-bit watermarks, whereas others may require dozens or even hundreds of bits

of data payload.

¢ Oblivious extraction. In many applications, the original cover signal is not available at the

watermark detector or decoder. Under such circumstances, the watermark extraction should

1A zero-bit watermark is defined as a watermark containing no explicit message bit(s). The result of watermark
extraction is simply a decision if a pattern is present or not.



be performed without access to the cover signal. This is called oblivious or blind watermark

extraction.

1.3.2 Relationship Among the Requirements

The above requirements often interact and conflict with one another. In designing a watermarking

system, one often has to take the following aspects into account.

e Robustness vs. transparency. For better robustness, a watermark is preferably inserted
into perceptually significant features of the host signal and/or inserted with a big strength

factor. However, both measures increase the obtrusiveness of the watermark.

¢ Payload size vs. transparency. Generally speaking, for a fixed level of watermark robust-
ness, the energy of the watermark component per data unit is a fixed amount. The more data
are to be embedded, the more is the total watermark energy, and consequently, the worse is

the watermark transparency.

e Robustness vs. payload size. Similarly, for a fixed level of watermark transparency,
increasing the amount of embedded data leads to less watermark energy per data unit, and

hence lower watermark robustness.

e Robustness vs. extraction mode. In applications where nonblind watermark extraction
is allowed, the interference of the host signal can be eliminated, and thus better watermark
robustness can be achieved than in the case of blind watermark extraction. However, in many

cases, the original host signal is not available.

Considering these restrictions, the fundamental task in designing a watermarking system is to
achieve a good tradeoff among these conflicting requirements, depending on specific application

scenarios.




1.4 Scope and Structure of the Thesis

As an emerging technology, digital watermarking has given rise to many research directions, among

which we are particularly interested in the following aspects, which are be covered in this thesis.

e Watermark robustness. Despite the necessity of fragile or semi-fragile watermarks in
some applications like data authentication [78, 79, 39, 46], we are concerned with robust
watermarks, which find wider applications. In particular, watermarks robust to geometric
distortions and common image processing manipulations are the focus of this thesis. Fragile

watermarks are not considered.

Multibit watermarking. Multibit watermarking has received less attention than zero-bit
watermarking in literature, however it is necessary in many applications. As an extension of

zero-bit and one-bit watermarking, it is more challenging technically.

Image watermarking. Any form of digital media, including images, audio clips, video clips,
and plain text, can be the object of digital watermarking. However, we are only concerned
with digital image watermarking in this thesis. In spite of this, some of our techniques and
algorithms proposed for image watermarking can be applied to audio and video watermarking

as well.

Oblivious watermark extraction. Many existing watermarking schemes assume the avail-
ability of the cover signal in watermark detection. Under this assumption, the cover signal
can be subtracted from the stego signal before watermark extraction, posing no interference
to the watermark signal. Nevertheless, in some applications, especizally in scenarios of owner-
ship dispute, the cover signal may not or should not be present in the process of watermark
extraction [21, 22, 89, 30]. In all the algorithms presented in this proposal, we assume no
access to the cover signal for watermark detection. In this case, the cover signal serves as a

source of interference to the watermark signal.




This thesis is organized as follows. First, an investigation on techniques of robust watermarking
is given in Chapter 2, which serves as a foundation for the watermarking systems to be set up in
subsequent chapters. In Chapter 3, a series of watermarking systems are introduced progressively,
from the most fundamental single-bit watermarking to some advanced multibit watermarking tech-
niques such as efficient M-ary modulation based watermarking. In Chapter 4, a watermark based
on image features on a circular domain, i.e., Zernike moments and pseudo-Zernike moments is
proposed, which is robust to geometric transformations such as image rotation, image scaling and
flipping. In Chapter 5 we further improve the geometrically invariant watermarking technique, by
inventing an accurate way to compute Zernike moments in the polar coordinate system. Finally,
in Chapter 6 a summary of the completed work, a list of contributions, and an outline of future

research directions are presented.



Chapter 2

Robust Watermarking Techniques

As mentioned in Chapter 1, the robustness of a watermark is crucial in many applications. It has
been and continues to be an important and difficult research problem in the area of digital water-
marking. The difficulty Hes in the fact that the attacks which could be applied to a watermarking
system are virtually unpredictable. A careful design of a watermarking system may survive some
of the known attacks, but fail under other attacks. It is almost certain that there does not exist
a design of watermark with robustness to all possible attacks. A more practical approach is to
make a watermark robust to application-specific attacks. In this chapter, we formulate some key
techniques to tackle the watermark robustness from different perspectives. Particularly, we present
three general aspects of watermark robustness: i) design of a robust watermark signal, ii) design of
a robust watermark embedder, and iii) design of a robust watermark detector. We start by looking

at the classification of existing watermarking techniques.

2.1 Types of Watermarking Techniques

A large number of digital watermarking algorithms have been proposed in the past decade. We can
use Ilig. 2.1 as a general model for various watermarking systems.

In Fig. 2.1, m is the message to be embedded in the cover signal X, X is the watermarked
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Figure 2.1: A generic model of digital watermarking

version of X, X’ is the attacked version of X, K is a secret key shared by both the watermark
embedder and the watermark detector/decoder, and 1h is the estimate of the embedded message,
which is the output from the detector/decoder. Non-blind detection requires that the cover signal
X be present at the detector, while blind detection does not. It should be noted that due to the
transparency condition, X and X should be very similar perceptually, and as well, the attacks are
generally constrained to ensure that X’ and X are similar.

There are different ways to categorize the existing watermarking techniques. For example, a
popular method of categorization is conducted from the perspective of watermarking domain: the
existing algorithms are either in direct signal sample space, or in transform domains. However in
this work we are particularly interested in a communication perspective, namely, we are concerned
with the form of a watermark signal and the method of its extraction. From this perspective, the
watermarking algorithms fall into two types: coherent watermarking algorithms and noncoherent

watermarking algorithms.

2.1.1 Type I: Coherent Watermarking Systems

In this category a reference pattern Wy, serving as the carrier signal, is needed. For reasons of
watermark security and robustness, the carrier signal normally takes the form of a pseudonoise
sequence {(PNS), which follows either Gaussian or uniform distribution. For the generation of a
PNS, a secret key K is used as the seed of a gold-sequence or an m-sequence. The generated PNS
W, is then modulated by m, the message to be hidden in the cover signal, resulting in a modulated

PNS Wy, which is to be mixed with the cover signal by modifying the cover feature vector X to
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produce the watermarked signal X. The modification can be performed either additively,
X =X +aWhp, (2.1)

or multiplicatively

X = X(1+aWy), (2.2)

where a is the watermark strength parameter, controlling the tradeoff of the watermark amplitude

and the watermark robustness. The structure of Type I watermark embedders is shown in Fig.

2.2(a).
a Freoeee '
PX
: N
m—» Modulator |—» WM Mixer —X X'%»é# DeModulator —»1m
K- PNG X K— PNG
(a) (b)

Figure 2.2: The architecture of a Type I (coherent) watermarking system. (a)Watermark embedder.
(b) Watermark extractor. PNG stands for pseudonoise generator.

For the watermark extraction, the carrier signal W, is first regenerated using the same key K,
and then used to demodulate the possibly distorted watermark signal X’ to yield r, an estimate of
the embedded message. Shown in Fig. 2.2(b), this process is just like a typical synchronous com-
munication system. The demodulator often takes the form of a correlator followed by a comparator,
on which we will elaborate in Chapter 3. It is worth noting that there is a subtracter marked by a
dashed box in Fig. 2.2(b), which means it may or may not exist. In applications where the original
unwatermarked cover signal X is available, this subtracter can help improve the performance of the
watermark extractor. In this case of nonblind {nonoblivious) watermark extractor, the cover signal
does not affect the extraction of the watermark. On the other hand, if X is not available, X’ has
to be used directly for blind {oblivious) watermark extraction. In this situation, the cover signal

interferes in the extraction of the watermark, serving as a source of noise.
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2.1.2 Type II: Noncoherent Watermarking Systems

In contrast to Type I watermarking systems, Type II watermarking systems do not require an
explicit carrier signal. An outstanding example of this category is the quantization-based water-
marking systems, where quantization index modulation (QIM) is applied in the watermark em-
bedder [13]. The structure of a typical QIM-based embedder is shown in Fig. 2.3(a). Assume
m € {0,1,..., M — 1} is the message to embed into the feature vector X. First M quantizers have

to be designed: Q(X,4),i=0,..., M — 1, which satisfy
OX;i)~X,i=0,...M—1 (2.3)

and
A(X;1) # QX;7), VX if i # 5. (2.4)

Each of these quantizers yields a unique partition of the feature space. The partitions of the feature
space can be decided by a secret key K for security purpose, and the minimum distance between
the partitions (and hence the watermark robustness) is controlled by the quantization step size A.
Then the watermarked feature vector for message m is obtained as the one which has the least
distance to X in partition .

X = Q(X;m). (2.5)

For the extraction of the embedded message from a possibly distorted vector X'(=~ X), X’ has

to be first quantized by the same M quantizers respectively
X'} = Q(X34), i =0,..,M ~ 1 (2.6)

and then the distances between X' and its M quantized versions are compared. The index of

the quantizer whose output has the minimum distance from X' is the estimate of the embedded

message:
= ar in X'); - X'||, 2.7
" o1} 1% | @7

where || - || denotes the norm operator. This process is illustrated in Fig. 2.3(b).
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Figure 2.3: The architecture of a quantization-based (Type II, noncoherent) watermarking system.
(a)Watermark embedder. (b) Watermark extractor.

Let’s look at an example shown in Fig. 2.4, where the 2-D vector X = (X[1], X[2]). The grid
points marked with ’0’ and ’1’ indicate the possible outputs of the quantizers Q(X,0) and Q(X, 1)
respectively. Assume we have a vector point X and the message to embed is a ’0’, the watermarked
vector X' is the nearest one among all the 0’ grid points, shown in the figure as a black dot in the
circle.

As a subclass of QIM, dither modulation (DM) is more practical and useful [13]. It is defined

as

Opm(X;m) = Q(X + d(m)) — d(m) (2.8)

where Q(:) is a base quantizer, and d(m) is a dither factor corresponding to m from the dither
vector d = (d[0],...,d[M — 1]}. Dither modulation has the property that the quantization cells
and reconstruction points of any given quantizer are shifted versions of the quantization cells
and reconstruction points of any other quantizer. Due to this special structure of quantizers,
dither modulation has the advantage of easy implementation. As well, with the help of distortion

compensation [13], it has the capability to reach the information capacity.
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Figure 2.4: A 2-D signal partitioning for data hiding
2.2 Designing a Robust Watermark Signal

The watermark signal, W = X — X, which is the difference between a watermarked signal and
cover signal, is the first and foremost factor to consider in the design of a robust watermarking
system. In this section, we look at the ways to improve the watermark robustness through proper

design of the watermark signal.

2.2.1 Choosing a Robust Watermark Signal Form

A watermark can take different forms. As introduced above, a watermark can be a modulated
pseudo-noise sequence as in Type [ techniques, or a quantization noise sequence as in Type II
techniques. Generally speaking, when the watermark robustness is of prime concern, a PNS-based

watermark signal is preferable due to the following facts:

e A PNS watermark is resistant to amplitude scaling. Multimedia data often undergo some
slight amplitude change, such as the brightness change of images and videos and the loudness
change of audios. If a watermark detector uses correlation coefficient as its sufficient statistics,
or uses a comparison-based algorithm as shown in Chapter 3, the embedded watermark is

invariant to amplitude changes. However, the quantization-based watermark is extremely
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sensitive to the amplitude change of features. For example, in the case of binary QIM, when
the amplitude change § > A/4 (A is the quantization step size), the decoded data are likely

to be erroneous.

o A PNS watermark is insensitive to signal cropping and filtering. Because a PNS watermark
spreads its energy over many features, it can still be detected even if some of the features are
lost due to signal cropping or filtering. On the contrary, for a quantization-based watermark,

if some features are lost, the information embedded in these features cannot be recovered.

It should be noted that the robustness advantage of PNS-based watermarks is obtained at
some price. First, it is usually difficult for a spread spectrum based system to embed a large data
payload. Second, the extraction of hidden data in a PNS watermark is sensitive to synchronization.
In the case of signal cropping, rotation and scaling etc., some measure has to be taken to address
the synchronization issue. Moreover, a PNS watermarking system is usually more computationally

expensive than a QIM watermarking system.

2.2.2 Using Side Information

For a watermarking system with oblivious detector, the existence of the cover signal whose power
is dominantly larger than that of the watermark serves as a source of noise, interfering with the
extraction of hidden data. Therefore, even if no attacks are applied to the watermarked signal,
there is a chance that detection errors occur. However, this noise, different from other unpredictable
noise, is completely known to the watermark embedder. This side information, as it is termed in
communication theory, can be employed either to improve the watermark robustness or to increase
the data payload. According to the dirty-paper theory [17], the existence of the known noise
does not affect the information capacity of a channel. However in practice, it is not possible to
implement the so called Costa codes which entails an infinitely large codebook. In spite of this, the

side information can still assist us in the design of a robust watermark. The basic idea follows.
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To embed a message m € {0,...M — 1}, M groups of pseudonoise sequences are generated, with

each group containing %7 PNSs. Assume that:

e The group corresponding to message m is {W7y, ..., Wp}.
e The watermark detector is a correlator C(-, ).

Any reference PNS in the group can represent the message m uniquely, but we only pick the

one W;, which has the largest correlation with the known feature vector X, i.e.:

i =arg max C{X, W;), 2.9
gje{l,...,r;} ( 9) (2.9)

and mix this PNS with the cover signal X=X+ aW;, where a is the watermark strength factor.
In this way, we can improve the watermark robustness based on the knowledge of the cover

signal. This is the concept of informed coding [20].

2.2.3 Gaining Watermark Robustness via Tradeoffs

As mentioned in Chapter 1, tradeoffs exist between watermark robustness and other conflicting
aspects of a watermarking system, including watermark visibility, payload size etc. Let us now look
at a few common approaches to watermark robustness by means of tradeoffs.

Repetitive watermarks are very effective in combating signal cropping and filtering. When
the watermarking features are selected directly in the signal sample space, embedding the same
watermark signal in different parts does prevent the loss of hidden data due to signal cropping.
Similarly if the discrete cosine transform (DCT ) or discrete Fourier transform (DFT ) coefficients
are selected as the watermarking features, a repetitive watermark is resistant to filtering which is
likely to remove some of the watermarked features.

Error control codes (ECCs) are often applied in practical watermarking systems. Before data
transmission (embedding), the data are coded with some redundancy so that when attacks take

place, the redundant data can help to correct the possible errors. There are a variety of ECC
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techniques that are useful in data hiding, such as Bose-Chaudhuri-Hocquenghem {BCH) codes and
convolutional codes [7]. With an ECC, the BER of the extracted data can be improved significantly.
Clearly the improved watermark robustness brought by ECCs are at the cost of data payload.

By fixing the amount of data payload, we can also raise the watermark robustness by increas-
ing the watermark strength. However, this approach is limited by the requirement of watermark
transparency. In image watermarking, peek signal-to-noise ratio (PSNR) is often used to measure

the level of watermark transparency, which is defined by

~ 2
PSNR(f, f) = 10logyo Jmex, (2.10)
Ue

where f is the original image and f is the watermarked version, both with dimensions N7 x Na,

fmax is the maximum intensity of image f, and

Ny Ny

72 = e 2o 23} - £GP (21)

i=1 j=1

is the mean square error. Roughly speaking, watermark transparency requires that PSNR > 40dB.

2.3 Robust Watermark Embedder

Having fixed a watermark signal, we are now concerned with how to insert it into the cover signal. A
careful design of the watermark embedder can help improve the watermark robustness considerably
while maintaining the acceptable watermark invisibility. In this respect, there are several techniques

of which we can take advantage.

2.3.1 Using Robust Host Features

A natural question is what features of the cover signal are suitable for watermark embedding. There
is probably no universal answer to this question, because different features have different levels of
robustness to a certain attack. For example, low-frequency DF'T coeflicients of an image are robust
to lowpass filtering, but are vulnerable to image rotation and resizing etc. We list below a few

kinds of features and their corresponding behaviors in combating common attacks.
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¢ Block-DCT coeflicients. For image watermarking, block-DCT coefficients are a useful
feature, because a very common type of processing for watermarked images is JPEG lossy
compression, which is right based on block-DCT. Therefore one can design an image water-
mark with a specific level of robustness to JPEG compression [46]. A watermark residing in
the upper-left corner block-DCT coefficients can also survive lowpass filtering and contrast-

change manipulations, but it is rather weak under geometric distortions.

Global DCT and DFT coefficients. Low-frequency global-DCT and global-DFT coef-
ficients (magnitudes) have good performance in the watermark robusiness to JPEG lossy
compression and lowpass filtering etc. However, like block-DCT coefficients, they have no

robustness against geometric distortions.

DWT coefficients. Discrete wavelet transform {DWT) coefficients are another important
class of features for data hiding due to two facts. On the one hand, as a joint time-frequency
transform, DWT coefficients are more efficient in representing perceptually important signal
features, and thus potentially more robust to distortions. On the other hand, the latest
image compression standard JPEG-2000 is based on DWT. Therefore it is possible to design
a watermark with a specific level of robustness to JPEG-2000. A good watermark design
with DWT coefficients can have better robustness to lowpass filtering than with DCT or
DFT coefficients {87]. It is possible to design a DWT-based watermark with robustness to

image scaling, but in general DWT coefficients are still vulnerable to image rotation etc.

Fourier-Mellin coefficients. Fourier-Mellin coeflicients have been proposed to deal with
the watermark vulnerability to geometric attacks since they are invariants under rotation-
scaling-translation (RST) operations [56, 47]. In theory watermarks residing in Fourier-Mellin
coefficients are RST-resistant, but in practice there are some implementation problems [56]

H

because the log-polar transforms lead to severe image degeneration.

e Circularly orthogonal moments. Zernike moments (ZMs) and pseudo-Zernike moments
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(PZMs) are based on Zernike/pseudo-Zernike functions which are complete and orthogonal
on the unit disk. One of the outstanding properties of ZMs/PZMs is that their magnitudes
are invariant to image rotation and flipping. Therefore it is possible to design a watermark
with good geometric robustness, as well as robustness to additive noise, lowpass filtering and
lossy compression etc. [80, 81, 82, 86, 84, 83]. We present the details of watermark systems

based on ZMs/PZMs in Chapters 4 and 5.

These are some commonly used image features for data hiding. Because there do not exist a
single kind of features which are robust to all possible attacks, the choice of features should depend

on application scenarios.

2.3.2 Adaptive Embedding

In Type I techniques, the most commonly used watermark embedding method is the linear additive
formula X = X + aWp,. In such an embedder, all the watermark features are treated equally, and
the watermark energy is spread over them evenly. The advantage of such an embedder is the ease
of implementation. However, from the perspective of watermark robustness, it is not the optimal
one. In fact, different host features have different capabilities in carrying a watermark due to their
varying perceptual roles and magnitudes. Taking this into account, one can design more robust

watermarks while meeting other system requirements.

Multiplicative Embedding

It is believed that host features with large amplitudes play more important perceptual roles, and
are less likely to be lost or distorted significantly. Considering this, larger host features should
bear more watermark energy. In particular, if the watermark energy distributed to the features is

proportional to their amplitudes, we arrive at the multiplicative embedding;:

X=X+W, W=aWg,X, (2.12)
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where g is, again, the watermark strength factor used to control the tradeoff between the watermark
visibility and the watermark robustness.

There are a number of algorithms proposed with a multiplicative embedder. In [19], the wa-
termark is embedded multiplicatively into a certain number of the largest DCT coefficients of an

image. In [15, 5], the strategies for optimum extraction of multiplicative watermarks are proposed.

Perceptually Weighted Embedding

Except that they are in direct sample space, the perceptual roles of different host features usually
vary, and so do their capabilities of accommodating changes without causing perceivable signal
distortion. Based on this fact, a watermark should be embedded into host features adaptively for
the sake of watermark robustness. In algorithms of perceptually weighted watermark embedding,
there are two fundamental issues, namely, how to model the features perceptually, and how to apply
the model in watermark embedding.

The perceptual modeling of signal features is a complex issue. It depends on a number of
factors, such as the signal type and the feature domain. For example, an image signal has a
different perceptual model from an audio signal, and the DCT coefficients of an image have to be
modelled differently from its DWT coefficients. In the cases of images and videos, we have the

following human visual properties that could be employed in modelling the features [34].

¢ Frequency sensitivity. Human eyes are more sensitive to low-frequency image components

than high-frequency ones.

e Luminance sensitivity. Human eyes are more sensitive to the noise in areas with low

luminance than the noise in areas with high luminance.

o Contrast masking. The perceptual response to a certain feature is affected by its neigh-

boring features.

There are several ways to utilize these perceptual properties to enhance the watermark ro-
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bustness. One of them is perceptually weighted watermark embedding. Based on the frequency
sensitivity property, one can obtain the just-noticeable-difference (JND) threshold for a certain
signal feature like a2 DCT coefficient [75]. Assume J is the corresponding JND vector for the host
feature vector X, then the perceptually weighted watermark embedding can be implemented in the
following way [64, 77

. X[+ JEWi, if | X[2]] > Ji]
X[i]| = (2.13)

X{d], otherwise.
Other ways to use the perceptual properties include the global perceptual distance-based em-

bedding and optimally scaled embedding etc., as suggested in [20].

2.4 Robust Watermark Detector

For nonoblivious watermark detection/decoding, the impact of the cover signal on the watermark
signal does not pose a problem, because the former can be subtracted from the latter before
watermark detection. But for oblivious watermark detection, the cover signal is a source of noise.
In nature, oblivious watermark extraction is a process of detecting/estimating weak signals from
strong noise. In this section, we list some methods of optimal watermark detection from a statistical
communications perspective. In particular, the detection statistic is considered in some typical

cases.

2.4.1 Optimal Detection of an Additive Watermark

An additive watermark signal W is usually independent of the host vector X. It is a scaled
version of a PNS modulated by a message, i.e., W = aW,,, and the watermarked feature vector is

X=X+W.
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Gaussian Distributed Features

If the feature vector X can be modeled as an i.i.d. Gaussian distributed sequence, then it can
be shown (35, 72] by the theory of hypothesis testing that the optimal detection statistic is the

correlation:

L
CX, W) = % > RLw, (2.14)

where L is the number of elements in vector W. Comparison of this detection statistic to a threshold
gives an optimal decision regarding the presence of W in X. The advantage of the correlator is that

it can be implemented easily, and therefore it has been used widely in watermarking applications.

Generalized-Gaussian Distributed Features

The correlation (2.14) as a detection statistic works optimally for Gaussian distributed features.
However, the most commonly used host features, such as DCT and DWT coefficients, are never
Gaussian distributed in a strict sense. Therefore the watermark detection through a correlator
functions suboptimally at best. For this reason, optimal watermark detection from non-Gaussian
features has been investigated [89, 29, 14, 55]. Basically, two aspects are involved in this issue: the
statistical modeling of host features and its corresponding optimal watermark detector.

Several kinds of transform domain features, such as DCT and DWT coefficients, are better
modeled by generalized Gaussian distribution (GGD) with the following probability density function
(PDF):

fx(z) = AeIBle—m)l® (2.15)

where § = —;— %%2_)’ A = T%ﬁ—/?)-’ m is the mean, o is the standard deviation, ¢ is the shape
parameter, and I'(¢) = [5° '~ 'e™?dz is the Gamma-function. It is worth noting that when ¢ = 2
and 1, GGD reduces to Gaussian and Laplacian distributions respectively, while for ¢ = 0 and

¢ — 00, GGD becomes uniform and impulse distributions respectively.

For a possibly watermarked test feature vector jv(, the objective of watermark detection is to
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decide which of the following two hypotheses is true:

Hy: X=X Hy:a=10
or equivalently . (2.16)

H :X=X+aWy, Hy:a>0
When a is not known to the detector, there does not exist a uniformly most powerful (UMP) test
[35]. Therefore a locally optimal detection (LOD) statistic has to be sought, which can be derived
as the following [14]

L —
Roa(X) = = > sen (X)) |X1a Winli (217)
i=1

for GGD host features, where sgn(-) is the signum function.
Another asymptotically optimum detection statistic can be obtained as the Rao test [35], which
is in the case of GGD additive noise [55]:
~ ~ le—1 2
[T s X0l

RreolX) = - . (2.18)
sk |

In order to use either {2.17) or (2.18), one must have the GGD shape parameter ¢ of the feature

vector X, which is not available in an oblivious watermark detector. Due to the fact that the
watermarked signal is only slightly different from the original signal, we can estimate the GGD
parameters of the original features, including the variance ¢? and the shape factor ¢, from the
watermarked version. The variance can readily be estimated by
1o 1 (&)
6% = - > X - 3 (Z X[i]) : (2.19)
i=1 i=1

while the shape parameter can be estimated numerically by using the equation [50]

EIX))  T2(2/8)

5 = TAJOTE/8) (2:20)
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2.4.2 Optimal Detection of a Non-additive Watermark

By non-additive watermark, we mean that the watermark signal W is dependent on the host feature

X in some way, i.e., W = W(X, W,,). In particular, the watermarked signal is
X[i] = X[ (1 + ali]lWin[1). (2.21)

Examples include the multiplicative watermarks as expressed by (2.12), and more generally, the
perceptually adaptive watermarks as expressed by (2.13). The optimal detection of non-additive
watermarks can also be addressed by the Neyman-Pearson criterion. The particular solutions

depend on the statistics of the host features.

Generalized-Gaussian Distributed Features

As stated previously, the transform domain coefficients of the host signal, such as those in DWT
and DCT domains, can be statistically modelled by GGD, i.e., pxy;(z} = A[i]e_iﬁ[i}(m_m)lcm. If the
watermark strength af¢] is known to the detector, there exists a uniformly most powerful (UMP)

detector [15]:

w present

LX) = Z| X[z]‘ (1— (L+ afi])~ciWnll) ">, (2.22)

w absent

where T is a pre-determined threshold meeting the requirement of the false alarm rate.
However, when the watermark strength a[i] is not known to the detector, there does not exist a
UMP watermark detector. In this case, a locally most powerful (LMP) detector can be obtained,

which is [15]

L 2] w present
S el \a[z]X[z] Wal] = T (2.23)
i—1 w absent

where T" is a pre-determined threshold meeting the requirement of the false alarm rate.

‘Weibull Distributed Features

Different from DCT or DWT coefficients, DFT coefficients cannot be statistically modelled by

GGD. A good model for the magnitudes of DFT coefficients is Weibull distribution, which has the
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following pdf:

fxlz) = g (-“i)ﬁ T (2) (2.24)

o

where the parameters o > 0,3 > 0 determine the shape, the mean, and the variance of the
distribution {57].
Assume X [i] ~ Weibull(a[#], 8[¢]), then the optimal watermark detector for the embedder (2.21)

is the following test [15]:

L )’Z y ﬁh] W present "
> 8l (T[;]]) Winli] % . T (2.25)
§=1 W oabsen

where T is a pre-determined threshold meeting the requirement of the false alarm rate.
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Chapter 3

A Robust Multibit Watermark Based

on Spread Spectrum Technique

Spread spectrum techniques have been widely used in digital watermarking due to its distinguishing
characteristics such as excellent security and robustness performance (19, 20]. In a typical spread
spectrum based watermarking system, a feature vector extracted from the host signal, such as a
vector of DCT or DWT coeflicients, is slightly modified by a pseudonoise sequence (PNS), either
additively or multiplicatively. By calculating the correlation between the pseudonoise sequence
and the feature vector extracted from a test object, and then comparing it to a threshold, one can
detect the presence of the pseudonoise sequence. This is the concept of a zero-bit watermarking
system.

In this chapter, we consider the problem of multibit watermarking based on spread spectrum
techniques. We start by introducing the simplest 1-bit watermark, from which we proceed to n-bit
watermarks. There are a number of approaches one can take to design an n-bit watermark based on
a 1-bit watermark. The most straightforward methods are through channel multiplexing techniques,
which are borrowed from communication theory. One such technique is to divide the feature vector

into n subvectors, each of which accommodates a 1-bit watermark. Time division multiple access
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and frequency division multiple access fall into this type of techniques. Another technique is to use
the same feature vector many times, each time a separate message symbol is embedded as a layer of
noise (from the perspective of the host signal), which is the concept of code division multiple access.
We show that these two multiplexing approaches have the same performance in terms of decoding
error rate when the watermark visibility and the payload amount are fixed. Subsequently, a more
effective multibit watermarking technique, known as M-ary modulation, is employed to design an
n-bit watermark. The M-ary modulation technique offers much better error performance than the
multiplexing techniques. One relevant issue of concern is the complexity of an M-ary watermarking
system. We present an efficient implementation scheme of M-ary modulation, i.e., M-ary phase
modulation, which only requires reasonably low cost of computation, even if M is as large as 2%0.

Simulation results show the advantage of the watermark based on M-ary phase modulation.

3.1 A One-bit Watermark

Before we discuss the design of a multibit watermark, let us look at the 1-bit watermark, which
is the basis of a multibit watermark. Assume X = (X[1},..., X[L]) is a vector of signal features
selected for watermarking, which can be original signal samples, or coefficients of some transform,
such as DCT, DFT, and DWT, and the message to embed is a binary digit m € {0,1}. There are

two alternatives we can take to embed the bit into the host signal.

3.1.1 One-bit Watermarking via Two PNSs

For the embedding of the message bit m, we first generate two i.i.d. pseudonoise sequences Wy =
(Wol1], ..., Wo[L]) and Wy = (Wy[1],..., W1 [L]) with a key K, where W;[i] ~ A(0,1),7 = 0,1;4 =
1,...,L. The basic idea is that we use Wy and W to represent 0’ and '1’ respectively. Wy,

the PNS used to modify the host signal, is either Wy or W7y, depending on the bit value to be
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embedded:

W, ifm=0;
W= (3.1)

W], ifm=1.

Then the watermarked signal is obtained as a mixture of X and Wy,, formed either additively
X =X +aWy (3.2)
where ¢ is a constant watermark strength factor, or multiplicatively
X = X(1+ aWy,) (3.3)

where a = (al[l], ..., a[L]) is a vector of watermark strength.

For watermark extraction from X, Wy and W are re-generated with the same key K. After-
wards a certain detector S() is invoked for the calculation of the detection statistics between X and
both Wy and W1, respectively. The embedded bit is estimated based on the following decision

rule:
.

0, if S(X, Wp) > S(X, W;) and S(X, W) > Ts;

A

m= 41, if S(X, W1) > §(X, Wp) and S(X, W1) > Tj; (3.4)

| None, if max{S(X, W), S(X, W1)} < Ts.
where T} is a pre-determined threshold for a required false alarm rate. For the watermark detector
S(), one can employ one of the optimal methods introduced in Chapter 2. If the watermark is
embedded additively, (2.14) is used for a Gaussian host feature vector X, and (2.17) or (2.18) is
used for a GGD host feature vector X. If the watermark is embedded non-additively, (2.22) or
(2.23) is used for a GGD host feature vector, while (2.25) is used for a Weibull host feature vector,
such as a vector of DFT coefiicients.

Let us look at the error performance of the watermark detector under the simplistic assumption

that the host features are i.i.d. Gaussian random variables, i.e., X[i] ~ N(0,62),i = 1,...,L. In

this case, the optimal watermark detector is a correlator (matched filter) as expressed by (2.14).
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It can be shown (see Appendix A.2 for reference) that the distribution of the correlation between
the watermarked signal X and W,k =0,1 is described by

. NO, Y ik Am
C(Xawk) ~ > (3.5)

Na, Z222y ik =m

which is illustrated in Fig. 3.1. If the message m is equally likely to be 0’ and ’1’, and ox > a,

the error rate can be obtained based on (3.5):

r- B S )i, (3.6)

(z—1)2
2 X

z% _
‘Vhel'e Q("’E) = \/_:‘l.?‘=7r fm G—Tdm, d)(l‘) = —\/—2'%;';6 20 and O = m.

Figure 3.1: The distribution of the detection statistics

3.1.2 One-bit Watermarking via One PNS

With this approach, we generate a single i.i.d. pseudonoise sequence Wy = (Wp[1], ..., Wy[L]} with
a key K, where Wyli] ~ A(0,1),4 = 1,..., L. Then the pseudonoise vector is modulated by the
message m 1o be embedded

W = (2m — 1)W. (3.7)
In other words, we use Wy to represent the bit ’1’, and its opposite —Wp to represent the bit
'0’. The modulated PNS is then mixed with the host vector X either additively by (3.2) or

multiplicatively by (3.3).
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With the re-generated PNS Wy, the extraction of the watermark can be performed with an
optimal detector, depending on the statistics of the host features and the embedding rule. The
decision is made in the following way for the estimation of the embedded message: The embedded
message is decoded as
1, if S(X, Wo) > Ts;

=40, if S(X, Wo) < —T; (3.8)

None, if |S(X, Wo)| < T,

.

where S() is an optimal watermark detector function, and 7% is a pre-determined threshold for a
required false alarm rate.

The error performance of the watermark detector is of great interest. To simplify the analysis, we
assume that the host features are 1.i.d. Gaussian random variables, i.e., X[i] ~ N (0,02),i=1,..., L.
Under this situation, the optimal watermark detector is the correlator (2.14). It can be shown that

the correlation between the watermarked signal X and W is

- N(—a, Z222y i m =0
C(X, W) ~ ; (3.9)

2 2
N(a,@) fm=1

which is illustrated in Fig. 3.2. If the message m is equally likely to be 0’ and ’1’, and ox > a,

the error rate of watermark detection is

)y (3.10)

where Q(z) = e % dx.

\/ﬁ
Comparing (3.6) and (3.10), one can see that with a, L, and ox fixed, the error rate of the
watermarking system with one PNS (and its negative) is smaller than that of the system with two

PNSs. Therefore, we employ implicitly the one-PNS based technique in the construction of an n-bit

watermark, unless otherwise stated.
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Figure 3.2: The distribution of the detection statistics

3.2 A Multibit Watermark via FDMA

In the preceding section, we have discussed how a single bit of information can be embedded into a
host feature vector X = (X[1}, ..., X|L]), and later extracted from X. Now we are interested in the
extension of 1-bit watermarking to n-bit watermarking. The objective is to embed n message bits
b = (b1, ...,b,) in X, by modifying it imperceptibly to produce )N(, and later extract the embedded
bits from X without access to X.

Let us look into a straightforward approach based on the 1-bit watermarking. The basic idea
is illustrated by Fig. 3.3. The solution is to divide the feature vector X into n subvectors, each
of which has a length [ = L/n and hosts a 1-bit watermark, which has already been addressed
technically in the preceding section. In this way, we can accomplish embedding b into the host
signal. We call this class of techniques feature division multiple access (FDMA). In particular, it
is space/time division multiple access if the host features are simply some samples in space/time
domain, and it is frequency division multiple access if the host features are some coefficients in

some transform domain like DF'T domain and DCT domain.

fe ! e ! d e ! g
X[ cee x| xp+ny| oeee | xe2n | - IX[LAEL] c-- X
~— . — ~ —
for b for b: for b

Figure 3.3: The technique of feature space division based multibit watermarking
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This intuitive multiplexing technique has the advantage of easy implementation, but the wa-
termark embedded in this way is vulnerable to signal cropping and/or signal filtering. Another
disadvantage is that different feature groups may have different levels of magnitude, thus leading

to uneven watermark robustness.

3.3 A Multibit Watermark via CDMA

To overcome the limitations of feature division-based multibit watermarking, we consider code
division multiple access (CDMA) for n-bit watermarking. First, n different pseudonoise sequences
W;,j = 1,..,n are generated, each with the same length L as the host feature vector X. Then
each pseudonoise sequence W is modulated by the message bit b; to be embedded in the following
way:

W = (20, - 1)W,, j=1,...,n. (3.11)

In other words, the information of each message bit is spread over the whole spectrum of the
feature vector space. The composite watermark signal is simply the summation of each individually
modulated PNS:

n
Wn =Y W, (3.12)
j=1

which is to be mixed with the host feature vector, either additively or non-additively.
The prerequisite of CDMA-based watermarking is the orthogonality or quasi-orthogonality be-

tween any pair of the PNSs, which can be met when the length of PNSs is sufficiently large.

3.4 Equivalence of FDMA Watermark and CDMA Watermark

A natural question is, which approach is superior, an FDMA watermark or a CDMA watermark?
One may get different answers from different perspectives. Among various perspectives, we are

most concerned with the error performance of a watermarking system. To simplify analysis, we
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still assume that the host feature X has a Gaussian distribution with variance 052(, the power of
the watermark signal is a®, and additive embedding is applied.

In the case of FDMA-based watermarking, all the parameters are the same as those of the 1-bit
watermarking, except the length of the PNS for each message bit, which is now ! = L/n. According

to (3.10), the error rate is

PeFDMA — (9’__{) — \{/__

). (3.13)

Whereas in the case of CDMA-based watermarking, all the parameters are the same as those of
the 1-bit watermarking, except the power of the PNS for each message bit, which is now a’? = a?/n.

According to (3.10), the error rate is

VI, aVL
)= QA

PopMA = (( ). (3.14)

It is worth noting that in derivation of (3.14), we assume that each PNS W, is orthogonal to any
other PNS Wy, ¢ 7, which is well satisfied when L is large in practice.

Comparing (3.13) and (3.14), one can see that an FDMA-based watermark is exactly equivalent
to a CDMA-based watermark in terms of exror performance.

However, they differ a lot in other aspects. In terms of implementation, an FDMA-based wa-
termarking system is advantageous, because a single one PNS can be used mutually for different
message bits, and thus only L/n random numbers need to be generated, while a CDMA-based wa-
termark needs Ln random numbers to be generated. On the other hand, in terms of robustness, an
FDMA-based watermark is sensitive to signal cropping and filtering, and has an uneven watermark

robustness from bit to bit, but a CDMA-based watermark is free of all these problems.

3.5 A Multibit Watermark via Conventional M-ary Modulation

M-ary modulation is a concept which originated from communication theory [76, 65], and recently

was proposed for digital watermarking by some researchers [56, 41, 20, 71]. It was shown that the
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performance of a watermarking system can be considerably improved by M-ary modulation [41],
but people tend to agree that in practice, this advantage is limited by the computational cost in
message decoding when M is large, e.g., M > 256. However, in our work we find that with a proper
design of watermark signals, this limitation is not necessarily true.

An effective method to design an n-bit watermark is to use M-ary modulation technique based
on PNSs. Conventionally a group of M pseudonoise patterns {Wy,..., Wyr_1} are generated
independently with a secret key K, each of which is an L-element i.i.d. sequence, following Gaussian
distribution A/(0,1). One of the prominent properties of the PNSs generated in this way is their
quasi-orthogonality, i.e.,

C(W;, Wy) = 6(j — k), (3.15)

where C{-) denotes the operation of linear correlation, which is defined as
1 L
C(W;, W) 2 7 > WiliWilil. (3.16)
i=1

Obviously a pseudonoise pattern W, in the group can be used to represent an M-ary message
symbolm € {0,..., M —1}, and thus it is capable of carrying log, M bits of information once chosen
for data embedding. In other words, W,, can be viewed as a pseudonoise sequence modulated by
the logy M bits of data to be embedded. This is the concept of M-ary modulation [41], also referred
to as direct message coding [20] and orthogonal modulation [65, 71}, as named by different authors.

With an additive embedding function, the M-ary message m can be embedded into the feature
vector X by

X =E&(X,m) =X 4+ aWp,, (3.17)

where X is the watermarked feature vector, and «a is the amplitude factor of the watermark, con-
trolling the tradeoff between watermark visibility and watermark robustness, which is determined
by the requirement of the application.

Now the important issue is how to extract the embedded data from X without access to the

original host signal X. If X can be modelled as an i.i.d. sequence with Gaussian distribution,

33




a bank of linear correlators (matched filters) can be applied for the optimal extraction of the
embedded information, as shown in Fig. 3.4, where Wy, ..., Wjs_; are re-generated PNSs with
the same key K as in the embedding process, and C (fi, W), the linear correlation between each
reference pattern and the test signal is computed. With a maximum likelihood (ML) estimator, the
embedded message is decoded as the index number of the reference pattern which has the maximum

correlation with the test signal:

m = ar max  C(X, W), 3.18
gje{(),...,M—l} (X, W;) (3.18)
K —> PNS Generator
- Wo Wi Wil
X T3 T3 1
Correlator 0 Correlator 1 « «+ | Correlator M-1

! : !

arg max(e)
Vi

Figure 3.4: The structure of the conventional decoder for M-ary message coding.

M-ary modulation can significantly improve the performance of a watermarking system [41].
In general, the greater the value of M, the better the system performance is in terms of data error
rates or data robustness. However, a large M value leads to high computational cost with the
decoding structure as shown in Fig. 3.4. Because 2™ correlators are needed for an n-bit watermark,
the decoding computation could be prohibitively expensive when n reaches a certain value. For
instance, to extract a 16-bit watermark, 65536 correlation values have to be calculated, which
could be difficult to implement in practice. Due to this difficulty, a value of M > 256 appears to
be impractical with a decoding structure shown in Fig. 3.4.

To reduce the computational cost of the above M-ary watermark decoder, an improved algo-

rithm using a tree-structure was proposed in [71]. To detect the embedded reference pattern W,
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all the relevant PNSs are first divided into two % size groups
{Wo, veey WM—-I} = {Wo, . W%g”_l} U {W%, ---:WM~}.}- (3.19)
Then the test vector X is correlated with the sum of all the PNSs in each group:

o =CX, M W) 5.20)

-
co = C(X, S, Wa).

If ¢; > c¢9, the embedded pattern W,,, must be in the first group, and otherwise in the second
group. The group with W, is then divided again into two % size groups to decide the location of
W,,,. This process continues until the exact position of W, is located, whose index number is the
estimate of the embedded message.

This algorithm reduces the number of correlators to 2log, M. It should be clear that the actual
reduction of computation is less than that, because it introduces some other additional operations,

such as summations. An issue of this approach is that it results in a higher rate of decoding errors

than the direct correlation algorithin, especially for blind watermark extraction.

3.6 A Multibit Watermark via Efficient M-ary Modulation

As mentioned in the previous section, the M correlations for the extraction of an AM-ary symbol
can be prohibitively expensive when M is large. Another problem inherent in the conventional
decoding structure shown in Fig. 3.4 is the time-consuming task of re-generating the M independent
pseudonoise sequences, Wy, ..., Wjs_1, which are necessary for data extraction. However, if we
drop the requirement on the independence of the M pseudonoise sequences, we can solve the
problem elegantly with the use of fast Fourier transform (FFT) and inverse fast Fourier transform

(IFFT), as shown subsequently.
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3.6.1 An M-ary Phase Modulation Based Watermark

To overcome the computational bottleneck of the conventional M-ary modulation based water-
marking system, we form the set of M reference patterns {Wy, ..., Wjs_1} with only one reference

PNS in the following way:

o A reference PNS W, is generated as an i.i.d., Gaussian distributed sequence: W;[i] ~ N(0, 1),
t=1,...,L, where L is the length of the feature vector X.
o Based on W, a set of M PNSs are generated to be circular-shift versions of W, satisfying
Wi + m] ifi<L—m;

W[t] = (3.21)
Wit +m — L]  otherwise.

T We=Wo

Figure 3.5: The formation of a set of circular shift PNSs based on W,.

This process is illustrated in Fig. 3.5. It can be seen that the same PNS can be used to
represent M different messages with its M phases respectively. In other words, a PNS whose phase

is modulated by the message m can represent m uniquely. Drawing on the fact that W, is an
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ii.d. Gaussian PNS, we can show that the set of PNSs formed in this way satisfy the requirement
of quasi-orthogonality expressed by (3.15), although they are not independent. This property is
illustrated by Fig. 3.6, where as an example, W, is an i.i.d. normally distributed PNS with 1000
elements, and the correlations of Wagg with all the circular-shift versions of W; as a function of

the number of shifts are shown.

o o o
n o 0
1 1 1

Linear correlation value

@
o
.

:

¢ 200 400 600 800 1000
Number of circular shifts of the PN sequence

Figure 3.6: The linear correlation between a pseudonoise sequence and its circular shift versions.

Now that the set of PNSs {Wy, ..., Wps_1} are ready, we can use them for M-ary data hiding
according to (3.17). The interesting part of our algorithm lies in the extraction of the embedded
data. With the circular versions of a PNS as the reference set, we no longer have to perform M
correlations for data decoding as conventionally. We can compute, with a very simple method, all
the correlations between the watermarked feature vector X and the A PNSs derived from W..
This computation can be implemented conveniently and efficiently by two forward FFT operations

and one IFFT operation as follows,

c= %J‘-"l (f(f()f-*(Wr)) , (3.22)

where ¢ = (c[0], ¢[1], ..., ¢[L — 1)), c[#] is the correlation between X and W;, F(-) and F~1(-) denote

FFT and IFFT operations respectively.
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The proof of (3.22) can be found in Appendix A.1. With ¢[0],...c[M — 1] calculated according

to (3.22), one can immediately get the estimate of the embedded message through (3.18).

3.6.2 An Extended M-ary Phase Modulation Based Watermark

It is a plain fact that the total number of PNSs derived from a given PNS W, of length L through
circular shifting is L. If the desired value of M for M-ary data hiding satisfies A < L, the efficient
method introduced above can be applied. However, if M > L, the above scheme does not apply.
It appears that at most logy L bits of data can be embedded into the feature vector X with length
L by a pseudonoise sequence. Fortunately this is not true. Next we show that this limitation can
be easily circumvented.

Now the set of M reference patterns {Wy, ..., Was_1} are formed in the following way:

¢ A reference PNS W, is generated as an i.i.d., Gaussian distributed sequence: W,[i] ~ A (0, 1),

i=1,.., M.

e Based on W, a set of M PNSs are generated to be windowed circular-shift versions of Wy,

satisfying

W, [i +m] if i < M —m;
Winli] = (3.23)

Wili+m — M]  otherwise.

m=0,.,.M—-1i=1,..1L.

This process is illustrated in Fig. 3.7. It is distinct from the process (3.21) in two ways. First, the
length of W, is M, rather than L. Second, the length of W;,7 € {0,..,M — 1} is less than that
of the reference PNS W,. In other words, {Wy,..., Wys_1} are derived to be windowed circular
shifts of W.

Now let us look at how a multibit watermark is embedded and extracted with the set of PNSs

derived by (3.23). In order to embed an M-ary symbol m, the corresponding W, is selected
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Figure 3.7: The formation of a set of windowed circular shift PNSs based on W,.

from the set of PNSs, and it is embedded additively into X according to (3.17). For watermark
extraction, we have to use a distinct strategy. Since now the watermarked feature vector X and
the reference PNS W, have different lengths, (3.22) cannot be applied directly. The solution is to
first append zeros to X so that it has the same length as W

X[} for1<i<L
X'l = : (3.24)

0 for L+1<i< M

Then the correlations between X and the set of PNSs {W;,i=0,..,M — 1} can be computed by

c= %}"”1 (.’F(}i’)}"*(wr)) . (3.25)

Summarizing the solutions to M-ary based data hiding stated above, Fig. 3.8 shows the block
diagram of our proposed algorithm for M-ary watermark decoding, where the dashed block means
that if M < L, the zero-padding process is not necessary, ® indicates element-wise product, conj(-)
denotes conjugation operation, and argmax(-) is the function of getting the index number of the

largest correlation value.
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Figure 3.8: The structure of the proposed algorithm for efficient M-ary watermark extraction.

3.7 Computational Advantage of M-ary Phase Modulation

As noted before, the reason for the adoption of M-ary phase modulation in the design of a wa-
termarking system is that it requires dramatically less computation than a conventional M-ary
modulation based system. This computational advantage lies dominantly in the stage of watermark
extraction, i.e., data decoding. Now let us compare guantitatively the computational complexity
of the two methods. In the case of a conventional M-ary decoder illustrated in Fig. 3.4, the total

number of operations required for the decoding of an M-ary symbol is approximately
To= LM, (3.26)

where L is the length of the feature vector. One operation is defined as one real multiplication plus
one real addition. Apparently 7} is a linear function of M. However, in the case of the proposed
M-ary decoder illustrated in Fig. 3.8, the decoding of an M-ary symbol just involves 2 FFT and
1 IFFT operations. Because the complexity of one FFT or IFFT is O(M log, M) [34], the total

number of operations required is approximately
11 = 3M logy M. (3.27)

To see more clearly the advantage of the proposed M-ary phase modulation over the conven-
tional A-ary modulation, we plot in Fig. 3.9 Tp and 7] as a function of M in the range of our
interest, for L = 1024.

One can see from Fig. 3.9 that the algorithm complexity of the conventional M-ary decoder

is one or two orders of magnitude higher than that of the proposed A-ary phase decoder when
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Figure 3.9: The algorithm complexity of the conventional M-ary decoder and the proposed M-ary
decoder.

L =1024. On the other hand, 7} is a linear function of L, but 77} is independent of L. This means
that as L increases, the advantage of the proposed M-ary phase modulation over the conventional

M-ary modulation is getting bigger linearly.

3.8 Error Performance of M-ary Modulation Based Watermarking

The algorithm proposed above makes M-ary phase modulation fully feasible in the design of spread
spectrum based data hiding, even if M is very large. Now we are concerned with the performance
improvement brought by M-ary phase modulation, in particular, the relationship between the value

of M and the error rate of data extraction.

Theorem 3.1 Let X = X +aW,,, where X is a vector with L i.i.d. outcomes of N(0,6%), W, is

a vector with L i.1.d. realizations of N(0,1), and a is a positive constant. If W, is the kth circular
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shift of W, then

B NO, =Y ikt m
C(X, W) ~ , (3.28)

Na, 522y ik =m

where C(-) is the correlation function defined in (5.16).

The proof of this theorem can be found in Appendix A.2. Based on this theorem, we have the

following conclusion about the error probability of data extraction.

Theorem 3.2 Let an M-ary message m be embedded into a feature vector X according to X =
X +aWp,, where X has L i.i.d. outcomes of N(0,0%), Wy, is a vector with L i.i.d. realizations

of N(0,1), and the constant a > 0. If ox > a !, then the error probability of an ML estimator

(3.18) is
oo 7 M-1
Pl / é(z) [1 - Q(—)} dz, (3.29)
—eo Oc
1 _(3_12)2 1 oo _.Z_E o
where ¢(x) = T 2w Qz) = NEr [e Tds, and o, = ﬁ_

The proof of this theorem can be found in Appendix A.3. According to {3.29), we plot the error
rate P, as a function of o2 for various values of M, in particular, M = 2% 28 212 216 45 shown
in Fig. 3.10. From (3.29) and Fig. 3.10, we can draw some important conclusions. Firstly, with
M and L fixed, F, is a function of %%—, which can be viewed as the signal-to-noise ratio from the
perspective of the host signal. It is an intuitive fact that the larger is the ratio %%—, the weaker is
the embedded watermark signal, and therefore the more likely does the error occur. Secondly, with

2
M and the ratio %—’2‘— fixed, P is a function of L. As L increases, the error rate goes down. This is

*In data hiding applications, this assumption is usually valid due to the watermork transparency requirement.
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also intuitive, because a larger L always reduces the variance of the detection statistic, and hence
the chance of decoding error. An interesting fact is that L and %%— can be traded with each other.
As long as og = f% remains unchanged, P. does not change. Finally, F, is a function of M. As
M increases, the error rate becomes higher. This is a price to pay for the increase of the amount

of data embedded.

0.08 0.1

0.02

0.04 0.06
6§=6f ralL

Figure 3.10: The error rates of an M-ary ML decoder.

Now we are concerned with the real performance improvement brought by M-ary phase modu-
lation in our context of data hiding. To have a fair comparison among different cases of M values,
we have to fix some parameters, including the number of bits to be embedded n, the power ratio of
the feature vector and the watermark r = %%— Under these conditions, there are several schemes to
design the watermark, such as FDMA and CDMA approaches, as mentioned in the introduction.
Here we focus on the FDMA-based approach for the purpose of comparison. The general idea is
as follows. An M-ary PNS represents logy (M) bits of data, and thus for the embedding of n bits
into the L-clement host vector X, we need to divide X into n/logs (M) subvectors. Each subvector
has a length of Llog,(M}/n. A different M leads to a different number of subvectors, and hence
a different length of subvectors. Our goal is to look into the error performance as a function of
M. Based on (3.29), we plot a set of Pe—M curves, fixing L = 4096,n = 16,7 = {80, 60, 40, 20},
as shown in Fig. 3.11. From this figure, we can see clearly that as M increases, the error ratio

drops monotonically. This is particularly obvious when 7 is small, i.e., when the watermark signal
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is strong.
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Figure 3.11: The performance improvement of M-ary phase modulation based data hiding as a
function of M.

3.9 An Example of a Multibit Watermark Design

In this section, we apply the techniques introduced in previous sections in the design of a practical
watermarking system, on which some experimental results are obtained and presented with details.

From the results the effectiveness of the proposed algorithms and techniques are verified.

3.9.1 The Structure of an Experimental Multibit Watermarking System

In order to see the advantage of watermarks based on M-ary phase modulation, we design a multibit
watermarking system via a combination of M-ary phase modulation and CDMA techniques. The

structure of the watermark embedder is shown in Fig. 3.12.

First, an image x undergoes an 8 x 8 block DCT transform. In each 8 x 8 matrix of DCT
coeflicients, some mid-frequency coefficients are selected for watermarking, as illustrated by Fig.
3.13. The selected coefficients are subsequently reorganized to be a 1-D feature vector X. A bit
sequence b = (b, ..., by) to be embedded into X has to be mapped into a sequence of M-ary symbols

m = (m[1],...,m[n']), where n’ = n/log, M. For each M-ary symbol mli], a different reference PNS
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Figure 3.12: The embedder structure of the multibit watermarking system based on M-ary phase
modulation plus CDMA.

N

7
7

o T
.

N

Figure 3.13: The coefficients in an 8x8 DCT block selected for data hiding.

W,; is needed, and therefore n’ reference PNSs are generated with a key K. The ith PNS W, is
modulated by the M-ary symbol mli] in the i** M-ary modulator, in the way described in Section
3.6, which results in Wp,;. Due to the property of quasi-orthogonality, the n’ modulated PNSs
can be added up based on CDMA. The composite signal Z:i} W is subsequently scaled by a
factor a to control the tradeoff between watermark robustness and watermark obtrusiveness, before
it is combined with the feature vector X. Each element in the resulting watermarked vector X is
substituted for its original counterpart in the DCT coefficient matrix, and finally the watermarked
image X is obtained through an inverse DCT.

A mechanism shown in Fig. 3.14 is designed for watermark extraction. A feature vector X'
is first extracted from a possibly distorted watermarked signal x’ through an 8 x 8 block DCT

transform, and then fed into each of the n’ M-ary demodulators. Based on the same key K, the n'
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reference PNSs are re-generated, and they are used in the n’ M-ary demodulators respectively for
the estimation of the embedded symbols. The details of each M-ary demodulator are shown in Fig.
3.8, and explained in Section 3.6. The estimated M-ary symbols mfi],i = 1, ..., %/, are subsequently

mapped into the estimated bit sequence b = (31, o Bn).

3.9.2 Experimental Results

With the watermark embedder (Fig. 3.12) and the watermark extractor (Fig. 3.14), we performed
some experiments, focusing on watermark robustness to some common manipulations and the
relationship between the watermark robustness and the value of M. The test images are a set of
256 x 256 images with 256 gray levels, shown in Fig. 3.15. For each experiment in this section, the
watermark strength factor a is adjusted such that the quality of the watermarked image remains

the same, PSNR = 40dB. The watermark robustness is measured by bit error rate (BER).
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Figure 3.14: The decoder structure of the multibit watermarking system based on A-ary phase
modulation plus CDMA.

Watermark Robustness to Lossy Compression

Lossy compression of images, dominantly represented by JPEG standard, is a common and easy
way to process images, and therefore watermark robustness against JPEG compression is necessary.
An example of JPEG compression is illustrated in Fig. 3.16(a). To look into the robustness
of the designed watermark against JPEG compression, we first watermark images with the data

to be embedded, and then compress the watermarked images with a number of different quality
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Figure 3.15: Original test images. (a) Lena.

(k)

(b) Baboon. (c) F-16. (d) Fishing boat. (e) Elaine. (f) Watch. (g) Peppers. (h) Sailboat.
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Figure 3.16: Attack examples. (a) JPEG lossy compression, QF=30. (b) Cropping, 50%. (c) Gaussian filtering, 5 x 5,04 = 1. (d)
Gaussian noise, o = 10. (e) Salt & pepper noise, D = 0.05. (f) Histogram equlization. (g) Median filtering. (h) Wiener filtering.




factors. The embedded data is estimated by the watermark extraction algorithm possibly with
errors from the compressed watermarked images. Another objective of this experiment is to see
the relationship between watermark robustness and the value of M. For this purpose, we take
M € {2,4,16,256,65536}.

Shown in Fig. 3.17 are a family of curves of error performance as a function of JPEG quality
factors. Each point on the curves is obtained as the average value of 100 independent experiments,
each of which has a different random sequence of 64 bits as its data input. From Fig. 3.17 one
can see that with the increase of quality factor, BER drops monotonically. An important trend
is that the value of M influence BER significantly, in particular, a larger M gives a lower BER.
This result evidently shows that AM-ary modulation is preferable in the design of 2 multibit spread

spectrum-based watermarking system.
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Figure 3.17: The error performance of the multibit watermarking system based on M-ary modu-
lation plus CDMA, under JPEG lossy compression. The number of bits embedded is 64, and the
quality of watermarked images is PSNR = 40dB.

Watermark Robustness to Image Cropping

Image cropping refers to the loss of some parts of an image, especially along the borders. An

example of image cropping is illustrated in Fig. 3.16{(b). Image cropping brings about the partial

49



loss of watermark information. The objective of this experiment is to look at the system’s ability to
recover the embedded data from incomplete watermarked images. Preferably the embedded data
can be extracted at a low error rate under mild image cropping. In our experiments, we crop the
watermarked images evenly along the four borders to different degrees, and record the errors in
data extraction from the cropped images. The amount of data embedded is 128 bits. Shown in Fig.
3.18 is a family of BER curves, with M € {2%,28,216}, as a function of the remaining factor, which
is the ratio of the number of remaining pixels to that of original pixels. From the figure, one can
see that the watermark has outstanding robustness to image cropping, especially when A = 216,
Even if 75% of the image pixels are cropped, the embedded data can still be extracted with very

low BER at the magnitude O(1073).

Bit error rate

Remaining factor

Figure 3.18: The error performance of the watermark under image cropping. The number of bits
embedded is 128, and the quality of watermarked images is PSNR = 40dB.

Watermark Robustness to Lowpass Filtering

Lowpass filtering is another common form of image processing, which can be performed conveniently
either in a transform domain or directly in space domain [28]. Here we use a Gaussian filter to
test the watermark robustness to this kind of attack against watermarked images. One such attack

example is illustrated in Fig. 3.16(c). We apply 2!6-ary phase modulation, set the length of data to

50




be 128 bits and PSNR=40dB in all the experiments. Fig. 3.19(a) shows the test results in the cases
of 3 x 3 and 4 x 4 filter sizes, while the results for 5 x 5 Gaussian filters are given in Fig. 3.19(b).
"The standard deviation of the Gaussian filter is chosen to cover a wide range: 0.5 < oy < 2. The
results are the average of 1000 repetitions. In all our experiments, BER=0 in the case of 3 x 3 filters
regardless of o, and BER=0 if oz < 1.5 in the cases of 4 x4 and 5 x 5 filters. These results indicate

that the designed watermark has outstanding robustness against the attack of lowpass filtering.
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Figure 3.19: The error rate as a function of the standard deviation of Gaussian filter. (a) oz = 3
and 4. (b) oz = 5.

Watermark Robustness to Other Attacks

Besides the attacks considered above, we are concerned about the watermark robustness to some
other kinds of attacks as well. A set of common image manipulations, including noise addition and
image enhancement operations which are illustrated in Fig. 3.16, are applied to the watermarked
images in order to test the watermark robustness. Table 3.1 lists the error rates under these

216_ary phase modulation, embed 128 bits of data and

attacks. Throughout all the tests, we use
make PSNR=40dB. The table shows the embedded data are robust enough against most commonly

used image processing operations.
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Table 3.1: Watermark robustness to other common attacks

Type of attack

i Parameter of attack | BER

c=25 0
White Gaussian noise | o = 10 0
=15 0
D =0.01 0
Salt & pepper noise | D = 0.03 0
D =0.05 3.33 x 1072
Histogram equalization | N/A 0
f. size=2 x 2 0
Median filtering f. size=3x 3 0
f size=4x 4 5.80 x 1072
f. size=2x 2 0
Wiener filtering f. size=3 x 3 0
f. size=4 x 4 7.19 x 1074
Sharpening Moderate 0
(in Paintshop Pro) High 0

3.10 Chapter Summary

In this chapter, we have focused on the design of a multibit watermarking system based on spread
spectrum technique. Starting from the simplest 1-bit watermark, several techniques have been
introduced to construct an n-bit watermark, including FDMA, CDMA, and M-ary modulation.
Compared with an FDMA/CDMA-based watermark, an M-ary modulation-based watermark is
advantageous because it is capable of carrying more information with the same watermark energy.
Conventional M-ary modulation has been limited to A/ < 256, due to the heavy computation
associated with the correlation-based signal detection. However, with the proposed M-ary phase
modulation, which is based on the circular shifts of a reference PNS, the amount of computation in
watermark detection is drastically reduced. Furthermore, we also provide the design of an extended
M-ary phase modulated watermark based on a set of windowed circular shifts of a PNS of length
M, which breaks the restriction on the value of M due to the length of the feature vector. A
practical design of a multibit watermark based on M-ary phase modulation plus CDMA has been
presented. The simulation results show that M-ary phase modulation has greatly improved the

tradeoff among a watermark’s transparency, robustness and information capacity.
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Chapter 4

Geometrically Robust Image
Watermarking in Cartesian

Coordinates

4.1 Introduction

In Chapter 2 and Chapter 3, we have elaborated on some techniques and algorithms that can be used
to enhance the watermark robustness, and given an example of a coherent watermarking system.
With those techniques, we have achieved good watermark robustness to a variety of common
attacks, such as lossy compression and lowpass filtering. Such robustness makes the watermark
applicable in some situations. It is worth noting that the robustness of a coherent watermarking
system necessitates the synchronization of the watermarked feature vector and the reference PNS
pattern, i.e., each element of the watermarked feature vector has been modified by the same-position
element of the reference PNS pattern. However, in applications where a watermarked image has to
undergo geometric distortions, the embedded data are likely to be lost. By geometric distortion,

we mean that an image object is changed geometrically. This category of distortions includes
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some common ones like image rotation, scaling, and flipping, and some other uncommon ones like
shearing, aspect ratio change, and even random warping. The watermark designed in Chapter 3
does not survive geometric distortions for two reasons. Firstly, under geometric distortion the host
features like DCT coefficients are changed wildly and irregularly. Secondly, a geometric distortion
damages inevitably the synchronization which is crucial for the correct detection of the spread
spectrum watermark. It is a well known fact that many existing image watermarking algorithms
are vulnerable to geometric attacks [62]. Despite the efforts and progress made in this direction, the
watermark robustness to geometric distortions has not been well addressed, and it still remains an
open problem. In this chapter and Chapter 5, we deal with this problem and provide solutions by
taking advantage of the invariance property of circularly orthogonal moments, i.e., Zernike moments

and pseudo-Zernike moments.

4.2 Existing Approaches: a Brief Overview

Some research has been done to deal with the watermark’s vulnerability to geometric distortions.
A variety of methods have been proposed [56, 40, 23, 60, 2, 1, 3, 47, 25, 73, 24, 38, 80, 81], which

are summarized and categorized as follows.

4.2.1 Distortion Inversion

This is an intuitive approach. In order to combat geometric manipulations, a registration pattern
is inserted into the host signal along with the watermark [60, 23}, or the watermark is designed
with a special structure [40], so that in the stage of watermark detection the involved geometric
distortions can be identified and measured, and thus the distortions can be removed by an inversion
process. The nature of this approach is the incorporation of two watermarks, one for data payload
and the other for distortion detection. This may bring two issues. On the one hand, the existence of
a second watermark either causes additional distortion of the cover signal or decreases the amount

of data payload. On the other hand, for correct watermark extraction, both watermarks must be
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robust, which is often difficult to achieve.

4.2.2 Image Normalization

The second category is based on image normalization [1, 24]. An image can be normalized to a
certain position, orientation and size [67], which are invariant to image translation, rotation and
scaling, respectively. The host image is normalized prior to watermark insertion, and the image is
denormalized back to its original look after watermark insertion. At the watermark extractor, the
watermarked image has to undergo the same normalization process before watermark detection.
An outstanding disadvantage of this approach is that an image has to experience transformations
twice in the watermarking process, which inevitably causes extra quality degradation of the image
on top of the watermark-induced distortion. Another problem is that the image distortion due
to the insertion of the watermark and subsequent attacks is likely to result in a slight change of
the normalized position, orientation or size, which is a fatal issue for the synchronization-sensitive

watermark detection.

4.2.3 Invariant Watermarking

The third category, in which we are most interested, is based on the invariance properties of some
image features. Different image features have different invariance properties. Image features that
have been used for invariance watermarking include Fourier-Mellin transform domain coefficients,

geometric moment invariants and Zernike moments.

Watermarking in Fourier-Mellin Domain

O’Ruanaidh ef al. first reported rotation-scaling-translation (RST) invariant watermarks in the
Fourier-Mellin domain [56]. Given an image f{k,),k = 1,..,N,l = 1,..., N, a discrete Fourier
transform modulus (DFTM) is taken first to form a new function
N N
Alwv) = >N f(k, 1) exp|—j2n(uk + vl)/N]|, u,v =1,...,N. (4.1)
k=11=1
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Subsequently a log-polar transform is performed on fj (¢, v), resulting in another function f»(p, q) =

fi(u,v), where (p,q) and (u,v) are related by

u = P cos(g)

(4.2)
v = ePsin{g)
Then another DFTM with respect to fa(p, q) is taken
N N
fa(5:8) = S (s q) expl—72n(ps + qt)/N)|, s, =1,.., N. (43)
p=1 g=1

The resulting function f3(s,t) is RST invariant, because fi(u, v) is translation-invariant due to the
translation-invariant property of the DFT [28], and the transform (4.2) converts image rotation and
scaling into translations in the (p,q)-plane, which are made invariant by another DFT-modulus
operation. The RST invariant coefficients f3(s,t) are the watermarking space. Although this
approach seems flawless in theory, the involved forward and inverse log-polar transforms pose an
implementation difficulty [56] and lead to severe image degeneration, which is a big limitation in

watermarking applications.
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Watermarking via Geometric Moment Invariants

Using geometric moments, one can obtain two sets of invariants. One set consists of seven invariants

to orthogonal transformations, including rotation, scaling, and flipping [31]:

1 =720 + Moz (44)
P2 =(120 — M02)” + 4771 (4.5)
¥3 =(n30 — 3ma2)” + (3n21 — Mo3)” (4.6)
g =(n30 + m2)” + (721 + 703)” (4.7)

s =(130 — 3ma)(m30 + m2){(130 +m2)” — 3(m21 + n03)’]

+ (3721 — 103) (121 + 703) [3(ms0 + M2)” — (M1 + 703)?) (4.8)
W6 =(nm20 — m02)[(m30 + M2)* — (121 + M0s)*] ++ dm1 (M30 + Mm2) (721 + 703) (4.9)
W7 =(3121 — n03) (130 + m2) [(M30 + m2)® — 3(n21 + 703) 7]

~ (1130 ~ 3ma2)(n21 + 703)[3(n30 + 2)” — (m21 + 103)°]- (4.10)

The other set is composed of four affine transformation invariants [31, 66]:

I =(paoi0z — p131)/ Koo (4.11)
I =(u3ouds — Bpiaopeor piiztios + dpsoptdy + dospdy — 3pdi135)/ uid, (4.12)
I3 =(ugopa1 ftos — pa0it3s — p11Ma0ftos + 1121 2 + Mozfizofiis — Ho24451)/ 1o, (4.13)

Iy =(pdouds ~ 6pdopan azitos — 6plontontion ttos + itaoroatds — 18201411 fo2 a1 12
— 8p:31 paoptos — Broopdapsoptaz + 1209013 fios o3 + Bpizof11 Hoataotos + Opi20/a 15
12 2 —6 2 . 3,2 11 4.14
+ 12¢e71 prozptao iz — Bpa1 o ftaokiar + foat30)/ Hop- (4.14)

The 7’s in the above equations denote the normalized central moments of an image f(z,y):

_ Hpg
npq - ,u,1+(p+Q)/2, P+ q > 2, (415)
00

where p,, is the central moment, defined by

o= [ [ @-2rw- s s, (4.16)
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where (Z,§) is the centroid of the image f(z,¥).

These two sets of invariants can be employed for image watermarking [2, 59]. It is a well-
known fact that although {zPy?} is a complete basis set, it is not orthogonal [18]. This leads to
difficulty of direct watermark embedding in the space of geometric moments. To circumvent this
problem, one can use the orthogonal Legendre moments [18] to embed the watermark, and use the
aforementioned invariants to detect the watermark, as performed in [59].

However, there exist some limitations in this approach, which are listed below.

o Due to the small number of invariants, it is difficult to embed a multibit watermark, although

it is possible to embed a zero-bit watermark.

¢ The nonlinear nature of the invariants makes them potentially unstable. A small error in the

computation of tp, may result in unpredictable error of the invariants.

e Geometric moments, or central moments in (4.16), are defined for analog images, and so
are the invariants 1, ..., ¢ and Iy, ..., I4. For digital images, the invariance property is often

compromised to some extent due to numerical errors involved in moment computation [43, 44].

Watermarking via Zernike Moments

Zernike moments [69, 70, 37] are a type of orthogonal momenis defined on the unit disk with
an attractive property that their magnitudes are invariant to image rotation, which is potentially
suitable for invariant image watermarking. However, so far only some primitive research in this
direction has been reported in literature.

Zernike moments were first reported as watermark features by Farzam et al. [25] to achieve
watermark robustness to rotation, additive noise and JPEG compression. An tmage is divided into
some concentric regions, whose Zernike moments are subsequently modulated by the watermark
signal. One of the weaknesses of this approach is that the cumulative geometric errors along the

borders of the concentric regions inevitably lead to severe image degradation, making the quality
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of the watermarked image unacceptable.

More recently, in [38] the authors proposed embedding a zero-bit watermark by modifying a
feature vector consisting of Zernike moments with orders below 5. One problem of this approach
is that it is hardly possible to adapt the algorithm to multibit watermarking, because only a very
small number of moments were used.

In these two approaches, the accuracy issue of moment computation [43, 45, 58], which is crucial
for digital images, was disregarded. As to be shown in this chapter, the rotational invariance
property of Zernike moments are not uniformly ideal, and it is even not valid for some Zernike
moments. Without consideration of this problem, the usefulness of Zernike moments for invariant
watermarking has to be compromised.

In the remainder of this chapter, we consider in depth the accuracy issue of Zernike moments,
and accordingly propose a multibit watermarking algorithm, which achieves an impressive perfor-
mance. Along with Zernike moments, pseudo-Zernike moments, another kind of orthogonal mo-
ments on the unit disk, are also studied for image watermarking. Both theoretical and experimental

results are presented, which are based on our recent research [80, 81, 82, 84].

4.3 Zernike Moments and Pseudo-Zernike Moments

4.3.1 Zernike/Pseudo-Zernike Functions

The Zernike basis is a set of complete and orthogonal functions on the unit disk D = {(z,¥) :
z? + y? < 1}, defined by [90, 9]:

Vig(2,y) = Rpg(p)e’®, (4.17)
where p = \/3:2—{—345, 0 = tan"!(y/z). Here p is a non-negative integer and ¢ is an integer that
takes positive, negative , or zero values such that p — |g| is even and non-negative. The radial

Zernike polynomial Rpq(p) is defined by the following formula

(p—lgh)/2 —1)5(p — §)1 P25
L ) (4.15)
si(%5 (S s)!

s=0
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A modified version of Zernike basis is the so-called pseudo-Zernike basis [6, 70], which is also a
set of complete and orthogonal functions on the unit disk I, and has the same form of definiticon
as (4.17) with two exceptions. One is that ¢ is only restricted to be |g| < p, and the other is that

the radial polynomial R,4{p) is defined differently by

g _
_ (~1)(@2p+1— )l
Boal®) = 2 ol + 1=~ = o) (4.19)

Both Zernike basis and pseudo-Zernike basis satisfy the following orthogonality condition:

. o
[ [ Voutwn)Vig o)y = T8yt (1.20)

where the asterisk denotes complex conjugate.

4.3.2 Zernike/Pseudo-Zernike Moments

Like any other orthogonal and complete basis, the Zernike/Pseudo-Zernike basis can be used to
decompose an analog image function f(z,y):

- Z Z APQVZUQ('T: y): (4.21)

p=0 {permissible g}
where Ay, is the Zernike moment (ZM) or Pseudo-Zernike moment (PZM) of order p with repetition

g, which is defined by
1
p—%— f/ flz, y) (z, y)dzdy. (4.22)

For digital images, (4.22) cannot be applied directly. Assume an N x N image matrix F(z,j),i =
1,..,N,j=1,..,N is given. In order to compute its ZMs/PZMs, one has to first map F(, j) into
the function f(=z;,y;) defined in {1,1] x [1,1], such that f(z;,y;) = F(i,4),i=1,..,N,j=1,.., N,
where z; = (20 — N — 1}/N and y; = (2j — N — 1)/N. Viewing f(z;,y;) as a pixel-wise constant

image function, one can approximate (4.22) by [43, 45, 58]

A P+ L Zzypq(muyj)f(mhyj)a (4.23)
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where the values of ¢ and j are taken such that (z;,y;) € I, and
ity .
/ , Veolw y)dady, (4.24)

fﬂH—%
qu(g«'i; yj) = /
. _

iT s Yj )
where A = £ is the pixel width or height. For the computation of the factor vpy(2:,y;), the most

commonly used formuta, which is also the simplest one, is
vpg(Zi, ¥j) ~ Az%’;(xi, Yj)- (4.25)

Some more complex numerical techniques, such as the multidimensional cubature formulas intro-
duced in [43, 45] can be used to improve the accuracy of the factor vpg(@s, y;).

We have to point out that the ZMs/PZMs of discrete images computed via (4.23) and (4.25) are
not accurate in a strict sense. As analyzed in [43, 45, 58], there exist two sources of errors, namely
geometric error and numerical integration error, in the computation of ZMs/PZMs. The former is
due to the fact that the areas covered by the pixels involved in the computation of moments never
sum up exactly to the area of the unit disk. The latter comes from the approximation of vpq(z;, ;)
via a formula like (4.25).

Due to the close similarity of Zernike moments and pseudo-Zernike moments, we do not dif-
ferentiate between their notations in this thesis. We use Ap, to denote both ZMs and PZMs, and
Vpg(+) to denote both Zernike polynomials and pseudo-Zernike polynomials. Furthermore, since we
are primarily concerned with digital images, we deal with fipq defined in (4.23), rather than Ay,

defined in (4.22), and therefore we shall simply use A,, to denote leq, unless otherwise stated.

4.3.3 The Invariance Properties of ZMs/PZMs

The reason we use ZMs/PZMs for image watermarking is that they have some very important
properties, i.e., their magnitudes are invariant under image rotation and image flipping. We now

elaborate on these properties.
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Rotation Invariance

If an image f(z,y) is rotated « degrees counterclockwise, it can be shown that the ZMs/PZMs of
the resulting image are

AL = Apei9e, (4.26)

where Ap; and Ag(,‘;) denote the ZMs/PZMs of the original image f(z,y) and the rotated image,
respectively. This leads to iAg;) = {Apg|. Therefore, if a watermark is inserted in the magnitudes
of ZMs/PZMs, it is robust to rotation. We have to note that this property holds for analog images,
however, for discrete images whose ZMs/PZMs are typically computed via (4.23) and (4.25), this

property has to be compromised to some extent. We have a detailed analysis in the next section.

Flipping Invariance

Another interesting property of ZMs/PZMs is about image flipping, either horizontal or vertical.

If we define the horizontally flipped version of the image f(zy, ) as f™ 2y, 1) = F(—@w, 1)

whose ZMs/PZMs are denoted by Aj(g};f), and the vertically flipped version of the image f(z,,y,) as

FN (@, 90) = f(Tw, —y) whose ZMs/PZMs are denoted by ALY, then

A =k ST V(e 1) 0 (s )
{("‘Eu lyu)em}

=k > Ry(p)e 7 f(—zy, 1)

{{zw.w)ED}

=k Z R’pq(p)e_jQ(ﬂ_B)f(mua Yv)

{{zw,ys)€D}

=k > (1) Rug(p)e’ f(zu, 1)

{(zu,yv) €D}

= (~1)14;, (4.27)
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where k = w. Similarly,

Ag!f) =k Z V;o*q(mua yv)f(vﬂ (Zws W)

{(mu :yv)EE}

=k > Rug(p)e ™ f(zu, —)

{{zu.yu)eDd}

=k >0 Ruglp)e 0 f(wu,u)

{(‘Tux?!u)eﬁ}’

=k Z qu(p)ejqef(-ru:yv)

{{zw.2w)ED}

= A%, (4.28)

In either case, the magnitudes of ZMs/PZMs do not change, i.e., ]Ag;f)f = |Apq| and fAS&f){ =
|Apq|. This property is of significance in watermarking applications, since if a watermark is embed-
ded into ZMs/PZMs, it is robust to image flipping. Image flipping is an easy and effective form of

attack to which many existing watermarking algorithms are vulnerable.

Scaling Invariance

Although in theory ZMs/PZMs are not invariant to image scaling, we can still obtain scaling
invariance in practice, either by changing the unit disk region accordingly or resizing the image to
a canonical size, provided that the unit disk is made to cover the same contents of the image. It
is worth noting that this property holds well only when the image is scaled moderately. When the
image is scaled to a much smaller size, this property is compromised due to the loss of information.
In watermarking scenarios, it is often reasonable to assume that the images are scaled only slightly,

because otherwise the value of the host signal would be lost.

4.4 Non-ideal Invariance of ZMs/PZMs of Digital Images

As stated above, for a digital image, due to geometric error and numerical integration error,

ZMs/PZMs cannot be computed accurately. This inaccuracy of ZMs/PZMs has a negative im-
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pact on the aforementioned rotation-invariance property, making it hold only approximately. Our
concern is how close this approximation is. We argue that the magnitude invariance of a particular
ZM/PZM depends on its computation accuracy. We have observed that computed with (4.23) and
(4.25), different moments have different levels of computation accuracy. To see this clearly, let us
look at an example. Assume we have an 128 x 128 image of a constant graylevel 127. Based on
(4.23) and (4.25), we have calculated its ZMs and PZMs up to order 12, whose magnitudes are
shown in Table 4.1 and Table 4.2, respectively. In theory, all the ZMs/PZMs of this image except
Apo should be zero, but in fact we can see from these tables that a number of moments deviate
from zero, and some of them even have considerable magnitudes. In general, we have the following

results.

Theorem 4.1 The Zernike/pseudo-Zernike moments of a constant image f(z;,y;) =T, computed

via (4.28) and (4.25), are

s

T(l + O(Xy))a ifp=qg=0

Apg = S nonzero, if p# 0 and g = 44,1 € integer

0, otherwise,

where A is the pizel width, and 1 < < 3/2 is the exponent characterizing the geometric error.

The proof of this theorem can be found in Appendix A.4. This theorem is significant for invariant
watermarking with intended robustness against geometric distortions. From this theorem, we know
that not all the ZMs/PZMs of a discrete image can be accurately computed. When ¢ = 44, 7 €
integer, Apq is not accurate, and therefore |Ap,| is not invariant to image rotation. Because of this,

those Apy’s with ¢ = 47 are not suitable for invariant watermarking.

4.5 Watermark Embedding

Based on the above conclusion about the rotational invariance of ZMs/PZMs, we can design a

watermark with robustness to image rotation, flipping, and scaling. As a rule of thumb, one
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Table 4.1: Magnitudes of Zernike moments up to order 12 with m > 0 for a 128 x 128 constant image

7=0 1 2 3 4 5 6 7 8 9 10 11 12
p=0 | 127.24
1 0.0000
2 | 0.7083 0.0000
3 0.0000 0.0000
4| 1.1689 0.0000 0.0049
5 0.0000 0.0000 0.0000
6| 1.6117 0.0000 0.0004 0.0000
7 0.0000 0.0000 0.0000 0.0000
8 | 2.0287 0.0000 0.0136 0.0000 0.2140
9 0.0000 0.0000 0.0000 0.0000 0.0000
10 | 2.4110 0.0000 0.0375 0.0000 0.2169 0.0000
11 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
12 | 2.7487 0.0000 0.0757 0.0000 0.1900 0.0000 0.0153




99

Table 4.2: Magnitudes of pseudo-Zernike moments up to order 12 with g > 0 for a 128 x 128 constant image

7=0 1 2 3 1 5 6 7 8 9 10 i1 12
p= 0| 127.24
1] 0.4728 0.0000
2 | 0.7044 0.0000 0.0000
310.9329 0.0000 0.0000 0.0000
4] 1.1482 0.0000 0.0000 0.0000 0.0049
5| 1.3682 0.0000 0.0000 0.0000 0.0002 0.0000
6 | 1.5486 0.0000 0.0000 0.0000 0.0080 0.0000 0.0000
7| 1.7667 0.0000 0.0000 0.0000 0.0203 0.0000 0.0000 0.0000
8 | 1.8816 0.0000 0.0000 0.0000 0.0377 0.0000 0.0000 0.0000 0.2140
9 | 21156 0.0000 0.0000 0.0000 0.0612 0.0000 0.0000 0.0000 0.1993 0.0000
10 | 21188 0.0000 0.0000 0.0000 0.0918 0.0000 0.0000 0.0000 0.1704 0.0000 0.0000
11 | 2.4006 0.0000 0.0000 0.0000 0.1305 0.0000 0.0000 0.0000 0.1252 0.0000 0.0000 0.0000
12 | 2.2284 0.0000 0.0000 0.0000 0.1785 0.0000 0.0000 0.0000 0.0614 0.0000 0.0000 0.0000 0.0153




can circumvent the non-ideal property of invariance by avoiding those inaccurate ZMs/PZMs for
watermarking. The structure of the watermark embedder are depicted in Fig. 4.1. The main ideas

are explained below.

Aux. bits -
(b,...b)) —» Bit sequ'ence (bl ...bL)
Info. bits formation
’ —P L=1
(byyebpy ) Y
ZM/PZM
K —> selection

1
i{{pq) - (p,aq)]
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ZMPZM 2 l
X,V tati
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|
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reconstruction T
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2
i +
+
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Figure 4.1: The structure of the watermark embedder

4.5.1 Structure of Embedded Bit Sequence

The embedded bit array consists of two parts, as indicated by Fig. 4.2. The first part is an I-bit
auxiliary sequence (b;...by), which is followed by the second part, a J-bit informative sequence

{(br41...br+ ). The auxiliary part is a fixed bit sequence, known to both the watermark embedder
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and watermark extractor, whose purpose is to facilitate the determination of the unit disk. Due to
the possible geometric distortions, such as image resizing, it is crucial for the watermark extractor
to have the exact knowledge of the image region covered by the unit disk in order for the informative
bits to be extracted. We address this issue by embedding the fixed auxiliary bit sequence (b;...b1).
When the adopted region is not the correct unit disk region, the extracted auxiliary bit sequence
(b...b%) displays randomness, and thus does not agree well with the embedded sequence (b;...b;).
On the contrary, if the unit disk region is adopted correctly, the two sequences match well. It can
be shown that the probability that a uniformly distributed random bit sequence (b]...b7) matches

the fixed sequence (b;...br) at more than H bit positions is

P(I,H) =21 ; G ) (4.29)

For example, if the given sequence is 16 bit long, of which 14 bits are matched by an extracted
bit sequence, we are almost sure that the correct unit disk region is located, because P(16,14) ~

2.1 x 1072, meaning that the probability that it is not the unit disk region is only 2.1 x 1073.

I auxiliary bits J informative bits
A A
r N ™
b | T bl b 23 N I bI+J’
S~ -
—

Length of embedded bit sequence L =1+ J

Figure 4.2: The structure of the embedded bit sequence

4.5.2 Selection of ZMs/PZMs

The following factors have to be taken into account in selection of ZMs/PZMs for data hiding.

e As shown in the previous section, the combination of geometric error and numerical integra-
tion error makes the computation of some ZMs/PZMs inaccurate, thus compromising their

invariance property. As a result, some ZMs/PZMs can be computed more accurately, hence
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more suitable for invariant data hiding than others. According to Theorem 4.1, all Ag,'s with

repetition ¢ = 44, ¢ € integer, have to be ruled out for data hiding.

o Due to rounding errors which become increasingly significant as the the order goes up, there

exists a certain value ppnax, which makes A,; with p > pmax inaccurate, even if ¢ # 4i.

Therefore only those Ap,’s with p < pnax are reliable and selected for data hiding.

¢ Because of the conjugate symmetry A;, = Ay 4, only about half of ZMs/PZMs have inde-

pendent magnitudes, and in practice we only choose those Ayy’s with ¢ > 0.

Considering all these factors, the set of applicable ZMs/PZMs can be denoted by S = {Ap, p <

Pmax; ¢ > 0,¢ # 44}. The cardinalities of S, denoted by [S|zy and [S|pza in the cases of ZMs and

PZMs, respectively, can readily be obtained with straightforward algebras:

,

[Slzm = <

and

IS|pzMm = <

3P?ngx+82f‘max
16

3P%§x+10pmax+3

16

3P§1§x+8}')max+4

335‘% 3x+1opmax+7
16

'

3Phax+6Pmax
8

3Pihaxt6Pmax—1
8

3p,?n§¥+ﬁpmax
8

3?3,%, §x+6pmax+3
8

where ¢ is any nonnegative integer.

)

if Prmax = 4

if Prnaxe = 44 + 1

, (4.30)
if prax =4+ 2
if Prnax =44+ 3
if prax = 44
if prax =40+ 1
; (4.31)

if Ponae = 44 + 2

if proax = 41+ 3

4.5.3 Modification of ZMs/PZMs

We apply dither modulation for the modification of ZMs/PZMs. Dither modulation is a special

form of quantization index modulation, which was first proposed for data hiding in {13]. With a
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base quantizer Q(-), the dither modulation function is defined as
form(z,m) = Q(z — d(m)) + d(m) (4.32)

where z is a scalar variable to be quantized, m is a message symbol to be embedded in 2z, and d(m)
is the dither scalar associated with m. Dither modulation has the property that the guantization
cells and reconstruction points of any given quantizer are shifted versions of the quantization cells
and reconstruction points of any other quantizer. Due to this special structure of quantizers,
dither modulation has the advantage of easy implementation. In our work, we adopt binary dither
modulation, i.e., m € {0,1}, and one independent magnitude of ZM/PZM is to carry one bit
information. In practice one independent magnitude of ZM/PZM can be used to carry more than
one bit, or more than one independent magnitude of ZMs/PZMs to carry one bit, which we discuss

later. A uniform scalar quantizer is adopted as our base quantizer Q(-}, i.e.,

Q(z) =R (%) A, (4.33)

where R(-) is the rounding operation, A is the step size of quantization.

Assume a bit sequence b = (b1,...,61), L < |S]| and b; € {0,1}, is to be embedded in an image
flzi,95),47 = 1,2,..,N. For the sake of security, we use a secret key K7 to pseudorandomly
choose L ZMs/PZMs from S to form a moment vector Z = (Ap, g5 s Aprar )y Apigs € S.

Now each bit from b is to be embedded into an element of Z via dither modulation. The

magnitude of Apq,% = 1,..., L is quantized according to (4.32) and (4.33), i.e.,

|APiQiI :fDM(iAPin |a bi)

R (lAPiQi!; di(bi)) A+di(by),i=1,..,L (4.34)

where d;(-) is the dither function for the ith quantizer satisfying d;(1) = £ + d;(0). The dither
vector (d1(0),...,dr(0)), whose elements are uniformly distributed over [0, A], is pseudorandomly
generated with another key Ky, which is used to further increase the secrecy and security of the

embedded signal.
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As a result, a new vector Z = (ﬁplql, vy App g, ) can be obtained via the following calculation:

. Ao
APiQi = :/;O—qu:Apiqi:i =1, ...,L, (435)
Pigi

where AP:’Q;’ is the dither quantized version of Ap,g,.
It is worth noting that in quantizing each Ap,q,, if ¢; # 0, its conjugate A, _,. must be quantized
simultaneously to ensure that they always have the same magnitudes, so that the reconstructed

image is real.

4.5.4 Determination of Quantization Step Size

In using (4.34) to dither-modulate the selected ZMs/PZMs, we must first decide the quantization
step size A. Basically, A determines the tradeoff between the visibility and robustness of a wa-
termark. A larger A gives better watermark robustness, but makes the watermark more visible,
and vice versa. In practice, the value of A can be decided by the required quality of a watermark

image, which, in our work, is the peek signal-to-noise ratio (PSNR) defined by

. 2552
PSNR(f, f) = 10log; —5 (4.36)

e
where f and f are the original image and the watermarked image, respectively, both with dimensions

N x N, and
N N

7t = 5 20 > @)~ fws) | (@3)

i=1 j=1

is the squared error, whose relationship to A is expressed by the following theorem.

Theorem 4.2 Given a selected set of ZMs/PZMs {Ap,q, }_, of a stochastic image f(zi,y;), which
are to be dither-modulated by (4.34) to generate o wotermarked image f (zi,43), the expected value

of the squared error o2 defined in (4.87) is related to the quantization step size A by

L
A2

E{d}} = o1

(or + 1) (4.38)
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See Appendix A.5 for the proof of this theorem. With this theorem, given a required PSNR (in

dB}, we can estimate the quantization step A by the following formula

—0.5

L
PSNR T
A =255|10"1 —4§pk+1 : (4.39)

4.5.5 Formation of the Watermarked Image

The reconstructed watermarked image is composed of two parts. One part is the image components

contributed by the moments modified for watermarking:
L ~ -~
fz(ziy;) = Z[APiQi Voo (%, ¥5) + Api—q: Vi, —a: (%1, 95)]- (4.40)
i=1

The other part is the image components contributed by the rest of the moments, i.e., the

moments which are not modified:
frem(xis yj) = f($z: yj) - fZ(mia yj): (4'41)

where fgz{x;,v;) is the image components contributed by the moments selected for watermarking

before they are modified:

L
fz (i, y;) = Z{Api%%iq;'(mi’yj) + Api—a: Voi,—a: (%1, ¥5)]. (4.42)

i=1

Therefore we obtain the watermarked image by combining the two parts

F@iys) = frem(2a,y5) + f3(24,5)- (4.43)

Due to the linearity of the image reconstruction process, (4.40) can be rewritten as

L L
fZ(-'fia yj) = Z(Apiq;i + Epié’j)%i?i(miiyj) + Z(Api:_qj + Epi.—qj)vpi,—qi(mia yj)
i=1 i=1
L
= w(i, yj) + Z[Apim Vpsa; (fb‘i.,yj) + Api—a0: Voi—ai (4, yj)} (4.44)
i=1
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where ep,q, = Ap;q; — Apig; and €p, . = Ap, o — Ap, —q, are the quantization noise signals of the

moments Ap,,. and A, _g., respectively, and

L
w(zs, yy) = Z[EPiQi Viig: (Tiy y5) + Epi,—ai Voi,—a: (T4, 5)) (4.45)
i=1
is the reconstructed watermark signal, which results from the quantization noise of the selected

ZMs/PZMs.

Therefore (4.43) turns into

f(mi:yj) = frem(xiayj) + fZ(xiayj) =+ w(‘ri)yj)

= flz, y5) + wlzi, yy). (4.46)

4.6 Data Extraction

The process of watermark extraction is shown in Fig. 4.3. Suppose there is a test image f’(x;, y;),
which is a distorted version of f (@i, y;) after some possible manipulations, such as rotation and
scaling. Our goal is to get an estimate of the hidden bit sequence from f'(z;, y;) at a low error rate.
First, with the same key K as in the process of watermark insertion, the identities of ZMs/PZMs
involved in the data embedding process can be determined, which is denoted by [(p1, g1), ..., (P, q1.)]-

The subsequent data extraction process can be described by the following two steps.

4.6.1 Locating the Unit Disk Region

The exact location of the unit disk region on the test image is crucial for the extraction of the
embedded data. To facilitate the search for the unit disk region, we have to use the embedded
auxiliary bit sequence. For an assumed unit disk region, we extract the first I bits (b...07), and
then compare them to the bits in the known sequence (b;...by). As stated before, if the two
sequences match well, the assumption of the unit disk region is correct. Otherwise the search

process contimies, until the two sequences match well.

73



ZMs/PZMs
K, —»  ID.re-generation

[Py aqp) o (pp.g))

Y

&, 8) > Search for
f'(x y) unit disk region
irYj
ZMis/PZMs
» ’computatior}

(A.Duﬂm o APL‘IL }

h,

Dither vectors Quantization
re-generation with both dithers

[dl(o) : 'dL (0)1 i (J AP:H‘IM IG el APLqL |0)
[d (1)~ d (D] CAp g 1450, 1)

T

K

- Comparator
Id ra 2
{(l APi‘ii lp —1 APfG’.‘ D

A

’ ’ 2
(l APifJ‘i ll -1 AP;’?.‘ I)

(i=I+1,..., L)

v
(B -rby)

Figure 4.3: The structure of watermark extractor
4.6.2 Informative Data Extraction

Once the unit disk region is found, we can proceed to the extraction of the informative data.

First the relevant moment vector Z' = (A AL -} is computed. Then with the same

!
Pry1dreai "’ PLAL

key K3 as in the embedder, the same two dither vectors (d1(0),...,dr(0)) and (d;(1),...,d5(1)) are
re-generated. Using the same quantizer as in (4.34), we quantize the magnitude of each A;iqi with

the two corresponding dithers respectively,

AL —di(d
IA;HQ:‘ |j =R (M) A+ di(j), (4.47)

wherei=1+1,...,.L, j=0,1, |A!

piq: |7 denotes the quantized value of |4, | with dither d;(j), and

R(-) is the rounding operation.
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and its two quantized versions, we obtain the

By comparing the distances between |A;iqi§

estimate of the bit embedded on |Ap,q, |

— are T 2
b; = algjé?(l)ﬁ}(lA;:‘Qilj — AL D% i=I+1,.,L (4.48)

which is so-called minimum distance decoder.

4.7 Simulation Results

In this section we examine the robustness of the proposed watermarking algorithm to various forms
of attacks. Unless otherwise stated, the test images are 256 x256 with 256 graylevels, and the unit
disk is chosen such that it is fully inside an image and touches the four borders. As an example,
Fig. 4.4(b) is the watermarked version of Fig. 4.4(a), in which an array of 128 bits is embedded,
while Fig.4.4(c} is the absolute difference between Fig.4.4(a) and Fig. 4.4(b}, multiplied by 25 for

better display.

{a)

Figure 4.4: An example of using the proposed algorithm. (a) Original Lena of size 256 x 256. (b)
Lena watermarked with 128 bits. {c¢) Exaggerated difference of (b) and (a).

4.7.1 The Quality of Watermarked Images

The PSNR of a watermarked image is determined by two main factors. On the one hand, given

a fixed number of bits to be embedded, the PSNR is determined by the quantization step size A
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of the dither modulation imposed on the magnitudes of ZM/PZM. A larger A leads to a stronger
watermark, but results in a lower PSNR, and vice versa. On the other hand, given a fixed A or
watermark strength, the number of bits to be embedded decides the PSNR. of the watermarked
image. The more bits are embedded, the lower value is PSNR, and vice versa. The relationship
between PSNR and these two factors is clearly reflected in Fig. 4.5(a) and Fig. 4.5(b), which are
the experimental results from ZM-based and PZM-based algorithms respectively. Every data point
in these two figures is the average of 100 individual tests. It can be verified that Fig. 4.5(a) and

Fig. 4.5(b} exactly agree with Theorem 4.2.

52 ; ; ; ; : 50
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48 —a— A=1.2 I
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(a) (b)

Figure 4.5: The quality of watermarked images is affected by the number of bits embedded and the
quantization step size. (a) ZM-based watermarking results. (b) PZM-based watermarking results.

In all our experiments, we chose quantization step size A such that the resulting PSNR. > 40dB,

which guarantees a good watermark transparency.

4.7.2 Robustness to Image Rotation

We are particularly interested in the watermark performance, i.e., the bit error rate {BER), under
the attack of image rotation. We used Fig. 4.6(a) as the test image, and 160-bit long random
sequences as the information to embed. The quantization step sizes A were set such that an average

PSNR ~ 42.5dB and 46.4dB for ZM-based and PZM-based algorithms respectively. Fifteen different

76



rotation angles § = {3°,6°,...,,45°} were tried. The rotated version of each watermarked image
was computed via bilinear interpolation and the resulting additional black borders were partially
cropped so that the image sizes remained the same. Fig. 4.6(b) is an example of the rotated images.
To obtain the BER at a certain rotation angle 4, 100 different randomly generated bit sequences
were tried and the the BER was taken as the average of the 100 cases. Fig. 4.6(c) shows the
simulation results, both for ZM-based algorithm and the PZM-based algorithm, illustrated by the
dotted line and the solid line respectively, from which we see an excellent watermark robustness to
image rotation with the maximum BER at O(1073). It can also be seen from the figure that BER

is related irregularly with 6.

4.7.3 Robustness to Image Scaling

Image scaling is another commaon form of geometric attacks. We looked at BERs under 16 different
scaling levels. A 256 x 256 watermarked image was scaled to smaller sizes, ranging from 128 x 128
to 248 x 248 with an interval 8 of side length. Fig. 4.7(a) is an example of the scaled images. Prior
to watermark extraction, the scaled images were scaled back to the size 256 x 256. It is worth
noting that although they were scaled back to their original sizes, the images were quite different
from their unscaled versions due to the double scaling transforms they underwent. The scaling
operation was performed via bilinear interpolation. Fig. 4.7(b) shows the results for embedding
80 bits and 160 bits by ZM-based watermarking, while Fig. 4.7(c) gives the results for embedding
80 bits and 160 bits by PZM-based watermarking. Each data point in the figures is the average of
100 test results on different randomly generated bit sequences. The figure shows a trend that BER

decreases as the scaling lessens and information amouni drops.

4.7.4 Robustness to Image Flipping

Image flipping, either horizontal or vertical, is a very easy attack to perform, however it is so effective

that it fails many existing watermarking algorithms. Shown in Fig. 4.8(a) is a watermarked image.
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Figure 4.6: Watermark robustness to rotation. (a) Original Baboon image of size 256 x 256. (b)

Baboon image watermarked with 160 bits followed by a 15° rotation. (¢) BER as a function of
rotation angles.

Fig. 4.8(b) is the horizontally flipped version of Fig. 4.8(a), while Fig. 4.8(c) is the vertically
flipped version of Fig. 4.8(a). As mentioned above, the proposed approach is inherently immune,
and hence perfectly robust against such an attack. All the experiments with this kind of attack,

both for ZM-based scheme and PZM-based scheme, yielded a BER=0.

4.7.5 Robustness to Image Compression

With the wide-spread use of standard JPEG image compression, lossy compression is a highly

common form of image processing. We looked at BERs under different JPEG compression levels
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Figure 4.7: Watermark robustness to image scaling. (a) A scaling example: watermarked Lena
scaled by 75% of side length. (b) BER as a function of scaled image size in the case of ZM-based
watermarking. (c) BER as a function of scaled image size in the case of PZM-based watermarking.

with quality factors from 20 to 90 with an interval of 2. Fig. 4.9(b) shows the results for embedding
64, 128 and 256 bits respectively in the image of Fig. 4.4(a) by means of ZM-based algorithm while
Fig. 4.9(c) shows the results for embedding 64, 128 and 160 bits respectively in the same source
image via PZM-based scheme. Each data point in the figures is the average of 100 individual
results, which were obtained from 50 different randomly generated bit sequences. It can be seen
that BERs decrease rapidly as the quality factor increases and the number of bits embedded drops.
Considering that a JPEG quality factor less than 50 gives an obviously degraded image and hence

is unlikely to be used by an attacker in practice, the robustness to JPEG lossy compression is
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Figure 4.8: Watermark robustness to image flipping. {a) Watermarked image of F16. (b) Horizon-

tally flipped version of (a). (¢} Vertically flipped version of (a).

remarkable in our algorithms.

4.7.6 Robustness to Lowpass Filtering

Lowpass filters are a family of filters that are commonly applied in image processing [28], including
averaging filters and Gaussian filters etc., and therefore, lowpass filters are of interest to watermark
designers. We introduce here the test results on the watermarked images undergoing Gaussian
filters. The test image is the Lena image, the payload is 128 bits, and the average PSNR~41.7dB.
Shown in Fig. 4.10(a) is an example of Gaussian filtered watermarked image with 5x5 window and
ogs = 0.9, which is apparently blurred. We recorded BERs under different levels of filter strength,
og4f, ranging from 0.5 to 2 with an interval of 0.1. Fig.4.10{b) shows the results for the ZM-based
watermarking scheme, while Fig.4.10(c) illustrates the results for the PZM-based algorithm. In
both cases, 3x3, 5x5 and 7x7 window sizes of the Gaussian filters were tried. For every data point
in the figures, 50 different bit sequences were generated and tested on the watermarked images,
and then the average of 50 individual results was taken. The results display excellent watermark

robustness to lowpass filtering. No error was observed when o4 < 0.9.
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Figure 4.9: Watermark robustness to JPEG lossy compression. (a) A compression example: water-
marked Lena image compressed by JPEG with quality factor 30. (b) BER as a function of JPEG
quality factor in the case of ZM-based watermarking. (¢) BER as a function of JPEG quality factor
in the case of PZM-based watermarking.

4.7.7 Robustness to Additive Noise

Additive Gaussian noise is considered here to be an attack because it approximately models some
interferences the watermarked images may undergo. We recorded BERs under different levels of
noise whose standard deviations range from 0 to 15 with an interval of 0.5. Fig. 4.11(b) and
Fig. 4.11{c) show the results for ZM-based and PZM-based algorithms respectively, embedding
64, 96 and 128 bits in the image of Fig. 4.4(a), with PSNR ~ 42dB in each case. For every data

point in the figures, 100 different matrices of pseudo-random Gaussian noise were tested on the
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Figure 4.10: Watermark robustness to Gaussian filtering. {a) An example: Watermarked Lena after
a Gaussian filter with a 5x5 window size and 045 = 0.9. (b) BER as a function of the standard
deviation of the filter in the case of ZM-based watermarking. (¢} BER as a function of the standard
deviation of the filter in the case of PZM-based watermarking.

watermarked image, and then the average of 100 individual results was taken. The figures show
that the algorithm has an outstanding performance on the attack of additive Gaussian noise. In
all of our tests, we found no error when o < 5. Even for ¢ = 10, BER < O(107%) if the payload is
below 128 bhits.

It is worth noting that when o = 5, the attacked image displays obvious quality degradation,
as shown in Fig. 4.11(a), which means that an attacker has to control the noise strength such that

o < 5 in order to maintain the practical value of the watermarked image.
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Figure 4.11: Watermark robustness to additive Gaussian noise. (a) An example: Watermarked
Lena with Gaussian noise, o = 5. (b) BER as a function of the standard deviation of AWGN in
the case of ZM-based watermarking. (c) BER as a function of the standard deviation of AWGN in
the case of PZM-based watermarking.

4.7.8 Stirmark Test Results

Now we evaluate the watermark robustness to some of the attacks provided by the Stirmark3.1
benchmarking tool [42, 61]. We used the images shown in Fig. 3.15 as original images, each of
which has a 512 x 512 image size. A unit disk with a 256-pixel diameter was made to cover the
central circular region. The auxiliary sequence used to detect the unit disk contains 16 bits, while
the informative data to embed is 64 randomly generated bits. Each of the test images, after the 80
bits are embedded, was fed into the Stirmark tool. Then Stirmark performed various attacks on

the watermarked image, and produced a series of attacked images. We used the JPEG-compressed
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version of these attacked images for data extraction and recorded the number of erroneous bits
for each image. The average bit error rates over all the test images are listed in Table 4.3, where
—1 denotes failure to extract the embedded data. It can be seen that the proposed algorithm
has excellent robustness to image rotation, scaling, cropping and JPEG compression with quality
factors over 20; it has good robustness to image aspect ratio change, mild removal of lines and
JPEG with very low quality factors. However, the embedded data cannot be extracted in several

cases including excessive scaling and cropping, shearing and random band etc.

Table 4.3: Stirmark test results

Attack type Average BER
Remove 17 rows and 5 columns 0.0430
Remove 5 rows and 1 columns 0.0605
Cropping 10% 0
Cropping 20% 0
Cropping 50% 0
Cropping 75% -1
Gaussian filtering 3x3 0
JPEG 15 0.0137
JPEG 20 0.0039
JPEG 25-90 0
Change aspect ratio x:0.80 y:1.00 0.0020
Change aspect ratio x:0.90 y:1.00 0
Change aspect ratio x:1.00 y:1.10 0.6137
Rotation -0.25 0.0215
Rotation -2.00 Q
Rotation 10.00 0
Rotation 90.00 0
Scale 0.25 -1
Scale 0.50 0.0020
Scale 0.75 0
Scale 0.90 0
Scale 1.50 0
Scale 2.00 0
Sharpening 3x3 0.1328
Shearing x:5.00 y:0.00 -1
Stirmark random bend -1
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4.8 Discussion

4.8.1 Comparison of ZM Watermarks to PZM Watermarks

Based on the simulation results on ZM-based and PZM-based algorithms, we can see that their
performances are quite close in most cases. It is necessary to point out that in all the experiments
carried out, we set the quantization steps such that for the same experiment, the two algorithms
would output watermarked images of the same quality. For example, in the case of 128-bit water-
mark, we set A=2 for the ZM-based algorithm while A=1.6 for the PZM-based algorithm, such that
both algorithms produced watermarked images with PSNR =~ 42dB. If we use the same A value
for the two algorithms, the PZM-based watermarks notably outperform the ZM-based watermarks
in terms of robustness, but at the cost of lower quality of watermarked images. The reason for this
is that for the same number of bits to be embedded, fewer lower order moments get involved in
ZM-based watermarks than in PZM-based watermarks, because there are approximately twice as
many PZMs as ZMs due to the constraint p— |g! = even on ZMs. Roughly speaking, low order mo-
ments, which are low-frequency image components in nature, have stronger impacts on the image
quality than high order moments, but have better robustness to signal distortions such as lowpass

filtering and lossy compression.

4.8.2 The Detection of the Unit Disk Region

It is crucial that the unit disk region has to be located correctly for the extraction of the embedded
data. As stated before, the auxiliary bit sequence is deployed to facilitate the search for the region.
In our experiments, we use finite steps of trial for the detection of the unit disk. In theory it is
possible to design an algorithm to locate the unit disk in an elegant way, because the modified
ZMs/PZMs of the disk region have distinguishing properties due to quantization. This interesting

issue is beyond the scope of this thesis, and deserves independent research.
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4.8.3 Extension to M-ary Dither Modulation

In case of large payloads, e.g., 512 bits, we can use one independent ZM/PZM magnitude to carry
more than one bit of information. The dither modulation does not have to be binary, as what we
have shown in previous sections, but rather, it can be M-ary in general, i.e., a set of M quantizers
can be used, for which (4.32) still applies, where m € {0,1, ..., M —1}. Obviously with M-ary dither
modulation, an independent magnitude of ZM/PZM carries logy M bits of information. This is an
effective approach to the increase of data capacity of watermarks. Nevertheless, there is a price
to pay for this gain of payload. At the same level of watermark-induced distortion, M-ary dither
modulation gives higher bit error rates than binary dither modulation. The rigorous theoretical
derivation of information capacity of ZM/PZM-based watermarks is beyond the scope of this thesis.

On the other hand, in the case of small payloads, more than one ZM/PZM magnitude can
be combined to carry one bit of information in order to gain extra watermark robustness. If I
independent moment magnitudes are employed to carry one bit, and binary dither modulation is
performed on each magnitude, then the 1-D minimum distance decoder represented by (4.48) would
be replaced by an {-D minimum distance decoder. As a result, the watermark robustness (measured

by BER) is improved.

4.8.4 Implementation Issue of the Proposed Algorithm

Although the proposed ZM/PZM watermarking algorithm is quite straightforward, the amount of
computation is considerable. The bottleneck of speed lies in the computation of Zernike/pseudo-
Zernike polynomials at the grid points of an image inside the unit disk. In particular, the compu-
tation of the radial polynomial Ry,(p) and the exponential factor eI is very time-consuming. For
the simulations we reported in this thesis, all the radial polynomials and the exponential factors
to be used were computed and stored as tables in computer memory in advance. In this fashion,
most of the computation was reduced to table lookup, and the speed was greatly improved. For

example, on a 1.8G Pentium 4-based computer, the time for embedding a 128 bit sequence into a
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256 x 256 image requires about 10.9 seconds, while the watermark extraction process takes about
5.3 seconds. In applications where computer memory is limited, fast algorithms [53, 54] can be

adopted to improve this situation.

4.9 Chapter Summary

In this chapter, we have investigated the invariance properties of ZM/PZM, analyzed and verified
the non-ideal rotational invariance of ZMs/PZMS of digital images, and pointed out how to circum-
vent the non-ideal invariance in applications. On basis of this, we proposed a multibit watermarking
scheme based on modification of ZMS/PZMs. By quantizing the magnitudes of a group of selected
ZMs/PZMs through quantization index modulation, hundreds of bits can be embedded into an
image imperceptibly. An analytical result revealing the relationship of the quantization step size,
the quality of the watermarked image, and the number of embedded bits has been derived. For
extraction of the embedded message from a watermarked image with distortions, we use a mini-
mum distance decoder, following the quantization of same group of selected ZMs/PZMs computed
from the possibly manipulated image. An auxiliary bit sequence is used to address the location
of the unit disk region in a distorted image. On successful detection of the unit disk region, the
embedded informative bit sequence can be extracted at low or even zero error rates from a distorted
watermarked image. Experimental results show that the embedded data are robust against typical
geometric distortions, such as image rotation, scaling, flipping, cropping and aspect ratio change,

as well as other common attacks such as lossy compression, additive noise and lowpass filtering.
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Chapter 5

Geometrically Robust Image

Watermarking in Polar Coordinates

5.1 Introduction

In Chapter 4, we introduced an effective approach to data hiding through modification of Zernike or
pseudo-Zernike moments of images, which leads to watermark robustness against common geometric
distortions including image rotation, scaling and flipping etc., as well as other manipulations such
as lossy compression, noise addition and lowpass filtering. However, due to the inaccuracy involved
in moment computation, the invariance property of some moments does not hold. This reduces
considerably the number of ZMs/PZMs that can be used for data hiding, resulting in a disadvantage
of the ZM/PZM-based watermarking algorithm when used in the Cartesian coordinate system.
The accuracy issue of ZMs of digital images was brought to attention in [43, 45]. It has been
demonstrated that two kinds of errors, namely geometric error and numerical integration error, are
inherent and inevitable [43, 45, 58] in the computation of Zernike moments. Without dealing with
the accuracy of ZMs/PZMs appropriately, some attractive properties of Zernike moments would
be compromised. For instance, the property of magnitude invariance to image rotation depends on

the accuracy of Zernike moments. With the existing Cartesian methods to compute ZMs/PZMs,
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some of the moment magnitudes are not truly rotationally invariant. Furthermore, the existing
errors have such a negative impact on image analysis and reconstruction that when the order of
moments reaches a critical value, the resulting reconstruction error increases.

In this chapter, we further improve the ZM/PZM-based data hiding approach introduced in
Chapter 4. To simplify the structure of this chapter, we only consider the case of ZM-based methods,
however, all the techniques and conclusions can be applied to PZM-based methods as well. In the
first part of this chapter, we deal with the accuracy issue in the computation of ZMs. We show
that if ZMs are calculated in an appropriate way in the polar coordinate system rather than in the
conventional Cartesian coordinate system, the accuracy loss from geometric error and numerical
integration error can be avoided. We present a detailed description of the proposed approach
including the derivation of formulas for ZM computation in the polar coordinate system, the polar
pixel arrangement scheme and the image conversion via interpolation. With the proposed approach,
although the accuracy of ZMs is still not perfect due to the Cartesian-polar image conversion, it
is shown to be improved greatly. As a result, the magnitude invariance of ZMs gets close to ideal
(85], and also, one can perform image analysis and reconstruction via ZMs of very high orders [88].

In the second part of this chapter, we apply the proposed polar ZMs in the design of a data
hiding system [86]. Due to the significant improvement of moment accuracy, all ZMs up to a
high order are now eligible for data hiding. The effectiveness of the polar ZM-based watermarking
system is to be compared with that of the Cartesian ZM-based watermarking system, which verifies

the advantage of the polar Zernike moments for geometrically robust data hiding.

5.2 Accuracy Problem in Traditional ZM Computation

As stated in Chapter 4, for an analog image function f(z,y), its Zernike moment of order p with

repetition g is defined by
+1 .
A= L (@, y)Ve(@, y)dady, (5.1)

v
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where D = {(z,y) : 2% + 3 < 1} is the unit disk .

However, for digital images, (5.1} cannot be applied directly. Given a digital image f(z;,;),7 =
L.,Nj=1,.,N,z;=(2—-N—-1)/N and y; = (2§ — N —1)/N, it can be viewed as a pixel-wise
constant function within the unit circle, and thus its ZMs can be approximated by

r _p+l

Apg o Zzypq($i,yj)f($i,yj)a (5.2)
L]

where the values of ¢ and j are taken such that (z;,1;) € D, and
2ty Uity
Vpg(s, ;) =f R ] R Vo (z, y)dady, (5.3)
Zi—g JYi—3
where A = —J%,— is the pixel width/height. For the computation of the factor vpe(2;, y;), some methods
of numerical integration can be applied. The most commonly used formula, which is also the
simplest one, is the following:
vog(i y5) = N Vyy(i, yj). (5.4)
Some more complex numerical techniques, based on the multidimensional cubature algorithms,
were introduced in [45] in order to improve the accuracy of computing vpg(z;, y;).

Nevertheless, as pointed out in [43, 45, 58], the accuracy of ZMs computed via (5.2) and (5.4)
suffers from two sources of errors, namely geometric error and numerical integration error. The
former is due to the fact that the total area covered by all the square pixels involved in the com-
putation of Zernike moments via (5.2) is not exactly the unit disk, as illustrated by the ragged
border in Fig. 5.1. The latter results from the numerical integration via an approximation formula
like (5.4). Although some techniques can be deployed [45] to alleviate the inherent accuracy prob-

lem, the aforementioned errors can never be eradicated provided that the computation of Zernike

moments is performed with the Cartesian coordinate system.

5.3 Computing Zernike Moments in the Polar Coordinate System

The cause of errors in computing ZMs via (5.2) lies in the adoption of Cartesian coordinates for the

computation, which is motivated by the fact that digital images are represented by square pixels.
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Figure 5.1: An illustration of the Cartesian pixel grid for computation of Zernike moments.

However, this practice of ZM computation does not take into account the circular nature of Zernike
polynomials. In this section we present an algorithm for computation of ZMs in polar coordinates,

in which neither geometric error nor numerical integration error is present.

5.3.1 Principles

To remove geometric error and numerical integration error in ZM computation, we need to take
a different approach from the existing Cartesian methods. It is intuitive that geometric error can
be avoided by using non-square pixels, whose areas sum up to that of the unit disk. Furthermore,
we can use an analytical method instead of numerical approximation for the pixel-wise integration
of basis functions, which is accurate and efficient in moment computation [26]. The definition of
Zernike polynomials in (4.17) reveals that they are expressed directly by polar coordinates p and
#. This prompts us that adoption of polar coordinates could facilitate the computation of ZMs.

For this purpose, we rewrite the definition of Zernike moment (5.1) in its equivalent form based on
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polar coordinates

P+ 1 2w i i
Apg = —/0 fg fpcosb, psind) Ryq(p)e ™7 pdpds. (5.5)

it

If an image is approximated by a piecewise constant function composed of constant-intensity

sectors, denoted by €, which are concentric about the origin and non-overlapping, i.e.,

U Quw =D, (5.6)
('LL,’U)
and
Qyp N Q(u’:?’f) =0, ¥V (u,v) # (UI:U’): (5.7)

we can get an approximate version of (5.5} as follows.

" p+1 -
Ay = =37 Fpuns bunopalpu, Ou), (5:8)

where f(puy,Buy) is the estimated image intensity of Qy,, centered at (Puv, Buw), and the double
summation is performed over all the sectors inside the unit disk. The factor wpg(puy, Ous) is an

integral over £,:

Wpq(Puv, Buv} = / Bpq (p)e‘qupdpd(?

QHU
ol o

= f Ryq(p)pdp f e 714, (5.9)
() ols)

where p&i} and p&i} denote the starting and ending radii of €, respectively, while 91(15;,) and Bffﬁ)) denote
the starting and ending angles of £, respectively. Fig. 5.2 illustrates the variables introduced
above.

The formula in (5.9} is the product of two integrals, whose exact values can be obtained ana-

Iytically as follows.

(&) (p—|al)/2 s 25t 8)yp—
[5 Batorod - 3 D= My — (g rmierd] (5.10)
i = (p—2s+ 282 _geld gy
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Figure 5.2: An illustrative sector, {}y,, indicates a polar pixel. The location of Quy, (Puv, fun), is
defined by puy = (i) + pi7)/2 and 6,, = (08 + 6(5)) /2.
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Combining (5.8), (5.9), (5.10) and (5.11), we obtain the exact formula for ZMs of f(, ), without

introducing any geometric error or numerical integration error in the process.

5.3.2 A Polar Pixel Structure for ZIM Computation

As we have already noted, in order to eliminate geometric and numerical integration errors, we
must represent f(pyy, 8yy) over the sectors satisfying conditions (5.6) and (5.7). If we imagine each
sector as a fan-shape pixel whose value is determined by that of its central point, then the question
what should be the arrangement of these fan-shape pixels arises . There are numerous schemes
satisfying conditions (5.6) and (5.7). An example of the most obvious structure is shown in Fig.
5.3, in which the unit disk is divided uniformly along both the radial and angular directions. This

scheme has the advantage of easy implementation. However, it behaves poorly in terms of image
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representation. This is due to the fact that the areas of the sectors vary greatly, and it is impossible
to achieve both efficiency and accuracy of information representation. In fact, if the inner sectors
are required to be large enough to represent image information efficiently, the outer sectors are
too large to accurately represent the original image information. On the other hand, if the outer
sectors are required to be small enough to accurately represent the image information, then there

are too many inner sectors for the scheme to be efficient.
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Figure 5.3: An example of a tentative polar pixel grid for efficient computation of Zernike moments.

To overcome the aforementioned problems of the partition scheme shown in Fig. 5.3, we need
to design a more appropriate one. The following criteria are used for finding a suitable polar pixel

partition of the image plane.

¢ All the sector areas should be approximately equal. Note that in Cartesian coordinates all

pixels are of equal size.

¢ The number of polar pixels inside the unit circle should not be smaller than that of the Carte-
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sian pixels inside the unit circle, so that the necessary image resolution could be maintained

without loss of information.

e The polar pixels should be as 'square’ as possible, i.e., the lengths of the borders of a sector
should be close enough, so that the image distortion due to the coordinate system conversion

could be kept at a low level.

e In order to facilitate the storage and computation processes, the polar pixel structure should

be as simple and regular as possible.

Following these guidelines, we propose a pixel arrangement scheme illustrated in Fig. 5.4. The

details of this structure are listed below.

¢ The unit disk is uniformly divided along the radial direction into I/ sections, with the sepa-

rating circles located at {%, k=1,.,U}L

e The kth ring-shape section is equally divided into V(2k — 1) sectors by radii starting from the
origin, with angles {(i — 1)T,—(—22;_—1),i =1,..,V(2k—1)}. V is the number of sectors contained

in the innermost section.

It can be shown by simple algebra that the unit disk is divided into VU? sectors, each of which
has an area of ;5. The values of U and V should be set properly. A small value of VU? is
advantageous in terms of computation and implementation, but may represent inadequately the
image information. On the other hand, a large value of VI/? is beneficial for representation of the
image, but entails heavy workload. In practice, we recommend setting V = 4 and %_r <U<N for
an N x N image.

Equipped with the above introduced scheme of the polar pixel arrangement, the formula for

ZM computation in (5.8) can be further rewritten as

U V(2u-1)

R +1 N »
Apg = L E : Z f(Puv:Huv)/prq(P)e 798 pdpds, (5.12)
=1 =i

w
U 9.

where the integral can be explicitly evaluated using (5.10) and (5.11).
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Figure 5.4: The proposed structure of polar pixels for efficient computation of Zernike moments.

5.3.3 Image Representation in Polar Coordinates

We have seen in the previous section that computing ZMs in polar coordinates results in neither
geometric error nor numerical integration error, provided that the image is represented by a certain
polar pixel structure as in Fig. 5.4. However, a digital image is usually defined by a set of square
Cartesian pixels, as shown in Fig. 5.1. It can be verified that the locations of most of the polar
pixels do not coincide with those of the Cartesian pixels. Therefore, we have to derive the polar
counterpart of a given Cartesian image before computing its ZMs in polar coordinates. This issue
can be resolved by applying an image interpolation procedure.

There are a number of existing image interpolation techniques [36, 48] which we can use to
determine the values of polar pixels. The simplest and least accurate one is the nearest point
interpolation, by which the value of a polar pixel is set to that of the closest Cartesian pixel.

Another technique is the bilinear interpolation, which determines the value of a point by the
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linearly weighted average of the four neighboring pixel values. The bilinear technique yields better
image quality, and has been widely used in many applications. A more advanced approach, which
we adopt in our work, is bicubic interpolation [12, 36, 48]. It uses the 16 neighboring pixels to
compute the value of an interpolating point. This usually yields a smooth image with very small

interpolation error. The 1-D kernel function representing the bicubic interpolation is a cubic spline:

4

Slaf = §lef® + 1, 2] < 1
ha) = Q —Liaf® + a2 — dla| +2, 1< o] <2 (5.13)
0, otherwise.

\

The image value of {2,, can be estimated via the 2-D cubic convolution between the image

function f(z;,y;) and the kernel h(z)h(y), i.e.l,

2 oo Pup COS By — X, Py SIN Oy — 15
f(punguv): Z Z f(CEz,yj)h( ey Auv Z)h( uv Auv .?), (514)

i=m—1j=n—1

where m = [P‘“’CALS’“’J + & and n = |LewSuw | 4 N and A = 2/N is the pixel width.

5.4 Accuracy Analysis of the Algorithm

As we have shown in the previous section, the proposed polar approach avoids entirely both geo-
metric error and numerical integration error in computing Zernike moments. If a digital image
is represented directly by a grid of pixels structured as in Fig. 5.4, its Zernike moments can be
computed accurately by the proposed algorithm without incurring the aforementioned errors. In
practice, however, an image is defined over the square grid and it is necessary to convert it into
its polar coordinates counterpart. This conversion is done via an interpolation procedure like the
formula in (5.14) resulting in some interpolation error.

Our concern in this section is to describe the influence of the interpolation error on the accuracy

of the estimate qu defined in (5.12). To this end let us consider the convolution interpolation

*The formula for f(puv,ﬂw) has to be modified slightly for the pixels near the border of the unit disk.
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scheme f(p,d) as in (5.14) with the kernel function h(z) such that for ¢ > 1,

1£(p,0) — f(p,0)] < C(f, )N, (5.15)

where A is the pixel width. In (5.15) the constant C(f,h) depends on the smoothness of f(-,-)
and the interpolation kernel A(-), and the number ¢ characterizes the accuracy of the interpolation
scheme. It is known that t = 1 corresponds to the nearest-neighbour algorithm, and t = 2 to the
linear interpolation, whereas the cubic convolution method meets (5.15) with ¢ = 3, [36, 48, 12].
Let us consider the estimate Ap, in (5.12) with f(py,, fuy) in (5.14). We wish to evaluate the
size of the difference between qu and the true Zernike moment Ag,. To do so we assume that
the analog image function f(z,y) is in the class of functions with bounded variation on I. The

following theorem shows that the difference ﬁpq — Apq decreases like max(A!, ).

Theorem 5.1 Let f(-,-) be o function of bounded variation on D. Let fipq, defined in (5.12), be
the estimate of Ay, utilizing the interpolation scheme in (5.14) which satisfies the assumption in

(5.15). Then we have

~

[Apg — Apgl <

1/2
(fﬁi) (8C2(f, BN + 4 fmasV(H)AZ} 2, (5.16)

T

where V(f) is the total variation of f(-,-) over D and fumax = max ep f(2, ).

The proof of this theorem can be found in Appendix A.6. The bound in (5.16) contains two
unrelated terms. The first one, being of order O(\!), characterizes the applied interpolation scheme
of order £. On the other hand, the second term in (5.16) is of order O()\) and describes the
discretization error in replacing the integral in (5.5) by the sum appearing in (5.12). This term

can be reduced by putting some further smoothness conditions on f(-,-) . In fact, if f(-,-) is
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differentiable then the term O(\?) in (5.16) is replaced by the term of order O(\®). Hence under

the assumption of Theorem 5.1 we have
Apg = Apg+ Crlp + 1)2), (5.17)

for some positive constant C; depending on f(-,-) and h(:).
It is worth noting that as mentioned in [58], the square grid based method given in (5.2) and

(5.4) exhibits the following error
Apg = Apg + Ca(p + 1)/22°, (5.18)

where —%— <a< % is the exponent characterizing the lattice points approximation of a circle and Cs
is a positive constant depending on f(:,-). For image functions possessing the first derivative, the
result in (5.17) improves to O(A*/?), whereas (5.18) remains the same.

Thus, we have obtained the qualitative result that the proposed method is more accurate than

any method based on the square partition of the image plane.

5.5 Empirical Evaluation of the Algorithm Accuracy

In this section, we investigate empirically the improvement of ZM accuracy resulting from the
proposed polar approach. It is illustrated from three different perspectives, namely, the moment
magnitudes of a constant image, the image reconstruction from a finite set of computed ZMs, and

the ZM'’s magnitude invariance to image rotation.

5.5.1 Improvement of Zernike Moment Accuracy

To illustrate the accuracy of Zernike moment computation, we use a 128 x 128 image with a constant
intensity value 127 as the test image, on which both the conventional Cartesian method and the
proposed polar method are applied for the computation of Zernike moments. The reason we choose

the constant image is that, in theory, all its Zernike moments A,; = 0 except that Agp = 127.
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Therefore by looking at the magnitudes of the computed moments, we can tell the performance
of the algorithm in terms of accuracy. Considering the symmetry property of Zernike moments,

Apq = A}, _g, we are only concerned with those with ¢ > 0.

9 T T T T T T T T

8r 4

Magnitude of Zernike moments
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0 100 150 200 250 300 350 400 450
Index number of Zernike momentis

Figure 5.5: The magnitudes of some low-order Zernike moments, of a 128 x 128 constant image,
computed with the Cartesian method.

Fig. 5.5 is the result based on the conventional Cartesian method, with magnitudes of Zernike
moments up to order 40 of the constant image as a function of the index number of the moments.
The moments are placed in the order {411, Az, A2, As,1, A33, Aap, A42, ..., Aspap}. There are
440 moments in all.

In contrast, the result obtained from the proposed polar method is shown in Fig. 5.6, in which
all the moments have magnitudes below O(1071%). Comparing Fig. 5.5 and Fig. 5.6, we can

immediately conclude that the proposed approach is vastly superior to the conventional method.

100



-11

x 10

Magnitude of Zernike Moments

0 II ) | | Py ] 1! [ | ' ! I . s [
0 50 100 150 200 250 300 350 400 450
index number of Zernike maomenis

Figure 5.6: The magnitudes of some low-order Zernike moments, of a 128 x 128 constant image,
computed with the proposed polar method.

5.5.2 Improvement of Image Reconstruction

Image reconstruction from a finite number of moments is performed with the following formula:
L
f?(@ y) = Z[APiQi Vo (2, y) + Lagi # O)A;’Ji,—m%i,—q;‘(ms ), (5.19)
i=1
where L is the number of ZMs with non-negative repetitions for image reconstruction, and I{-) is
the indicator function. It was shown in [45] that the reconstruction error consists of two parts.
One part of the error is due to the finite value of the parameter L, and the other comes from the
inaccuracy of Zernike moments fipq. The former can be reduced by increasing L, while the latter
was believed to be inevitable due to the inherent geometric error and numerical integration error
[45, 58]. As we have already shown above, the geometric error and numerical integration error that
used to be inherent in Cartesian coordinate system can actually be avoided by appealing to the
polar coordinate system. Therefore, the reconstruction errvor due to the inaccuracy of ﬁpq can now

be greatly improved. This is confirmed by simulation results. We use the 128 x 128 Lena image

shown in Fig. 5.10(a) to illustrate the image reconstruction performance. The Zernike moments up
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to the order of 200 are computed with the conventional Cartesian approach and the proposed polar
approach respectively. Then the computed moments are used to reconstruct the images. Shown
in Fig. 5.7 are some of the images reconstructed with the Cartesian system-based moments, while
Fig. 5.8 displays the images reconstructed with the polar system-based moments. It can be seen
from Fig. 5.7 that some erroneous pixels along the border of the unit circle are very obtrusive
(clearer on a computer monitor than on paper) in Cartesian ZM-based images, and the number of
erroneous pixels increases quickly as the order goes up. However, such erroneous pixels don’t exist
in the images based on polar ZMs.

To compare more objectively the performances of the two approaches in terms of image recon-
struction, we experimented on more different numbers of ZMs for image recovery. To be specific,
ZMs up to order {p = 2¢ ,}2% were used to reconstruct the image respectively. The quality of each
reconstructed image is measured in terms of PSNR. The test results are shown in Fig. 5.9, in which
two important conclusions can be drawn. First, for small orders of ZMs, approximately p < 20, the
quality of the reconstructed images via polar ZMs is similar to that of the reconstructed images
via Cartesian ZMs. But as p becomes larger, the former gets significantly better than the latter.
Second, the quality of polar ZM-reconstructed images increases monotonically with p. However, in
the Cartesian case, as p increases to a certain point, approximately 40, the image quality reaches
its maximum value, after which the image quality deteriorates. This is because the reconstruction
error incurred by geometric error and numerical integration error increases with p, and at some

point it outweighs the quality gain from the population increase of ZMs [45].

5.5.3 Improvement of Magnitude Invariance

If image f(z,y) is rotated o degrees counterclockwise, the magnitudes of its Zernike moments
remain the same according to (4.26), i.e., 1A£3)| = |Apg|. This property holds if ZMs are computed
accurately, and otherwise it has to be compromised. Therefore, an inspection of ZM’s magnitude

change before and after image rotation reveals the accuracy of moment computation. If |A] denotes
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Figure 5.7: Image reconstruction from ZMs computed in Cartesian system. First row from left to right: images reconstructed from
ZMs up to order 20, 40, 60, 80 and 100 respectively. Second row from left to right: images reconstructed from ZMs up to order 120,
140, 160, 180 and 200 respectively.
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Figure 5.8: Image reconstruction from ZMs computed in polar system. First row from left to right: images reconstructed from ZMs
up to order 20, 40, 60, 80 and 100 respectively. Second row from left to right: images reconstructed from ZMs up to order 120, 140,
160, 180 and 200 respectively.
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Figure 5.9: The image reconstruction quality in terms of PSNR as a function of the order of Zernike
moments, for a comparison of Cartesian and polar moments.

the ZM magnitude of the image before rotation, while IA("")§ denotes that of the image after rotation,
we are interested in the signal AA = |A®)| - |A|. As an example, the Lena image is rotated by 15°
to yield the image of Fig. 5.10(b). Shown in Fig. 5.11(a) is AA in the case of Cartesian approach,
while Fig. 5.11(b) illustrates AA as the result of the polar approach. It is clear that the polar ZMs
greatly outperform the Cartesian ZMs in terms of rotational invariance.

To quantitatively evaluate the improvement of magnitude invariance, we define the mean-square-

(a) (b)

Figure 5.10: The test images. (a) Original 128 x 128 Lena. (b) Lena rotated by 15°.
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Figure 5.11: The proposed method improves Zernike moments’ rotational invariance. (a) Conven-
tional Cartesian approach: the magnitude difference of the first 256 ZMs of Original Lena and those
of 15°-rotated Lena. (b) Proposed polar approach: the magnitude difference of the first 256 ZMs
of Original Lena and those of 15°-rotated Lena.

error of ZM magnitudes as
1
MSE(JA], | A7) = T > (Al = 1451V, (5.20)
i=1

where L is the number of ZMs involved in the evaluation. Depicted in Fig. 5.12 are MSE(] 4], |A{)])
in cases of both the Cartesian approach and the polar approach. We experimented with rotation
angles from 0° to 90°, with a 2.25° interval. For each rotation angle, we computed the first 256
ZMs of the rotated image with both Cartesian approach and polar approach respectively, and then
obtained the corresponding MSE values according to (5.20). The advantage of the polar approach

is obvious. To be more specific, the ratio of two average MSEs M SEcqrtesian/M S Epolar = 61.66.

5.6 Multibit Watermarking with Polar Zernike Moments

With the accuracy greatly improved by means of the proposed algorithm, the polar Zernike moments
are more suitable for invariant watermarking than their Cartesian counterparts. The design of the
polar ZM-based watermarking system is similar to that of the Cartesian ZM-based system explained

in Chapter 4. Depicted in Fig. 5.13 and Fig. 5.14 are the algorithm illustrations of the watermark
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Figure 5.12: Mean-square-error of ZM magnitudes of images shown in Fig. 5.10(a) and Fig. 5.10(b).

The polar-ZM based watermarking system shown in Fig. 5.13 and Fig. 5.14 works in almost

the same way as the Cartesian ZM-based system, with the following exceptions.

e For the computation of polar Zernike moments, a bicubic interpolation-based image conver-
sion is first performed according to (5.13) and (5.14), which results in a polar image f(pq, 0,)

whose pixels are arranged in a structure shown in Fig. 5.4. Subsequently polar Zernike

moments are computed according to 5.12.

e In the Cartesian ZM-based watermarking system described in Chapter 4, A,, with ¢ = 4¢,% €

integer, are ruled out for data hiding. However, the current polar ZM-based watermarking is

not restricted by this condition.

e Due to the reduced image reconstruction error and rotational invariance error, the polar

ZM-based watermarking achieves a better tradeoff between watermark transparency and ro-

embedder and the watermark extractor, respectively.

bustness, as to be witnessed by the simulation results.
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Figure 5.13: The process of ZM-based data embedding.
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5.7 Simulation Results for Polar ZM-based Watermarking

We carried out some experiments to verify the proposed polar scheme for data hiding algorithm,
with emphasis on the watermark robustness to image rotation, scaling and flipping, as well as JPEG
lossy compression. We use images shown in Fig. 3.15 as the original images for the tests.

First we look at the watermark robustness measured by the bit error rate, in the case of image
rotation. With a data payload of 256 bits to embed, we choose a quantization step such that
the average PSNR=42dB. Rotation angles range from 0° to 45° with an increment of 2.25°. The
BER are obtained as the average over all the test images, for each of which 100 different randomly
generated bit sequences are tested. As a result, no error takes place in all our experiments. Fig.
5.15 shows the result, along with the result from the Cartesian approach [81). From this experiment

we see clearly the superiority of the proposed algorithm.
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Figure 5.15: Watermark robustness to image rotation.

Image flipping, either horizontal or vertical, is also performed as an attack to the watermarked
images. Just as in the Cartesian approach, the polar algorithm is robust against such an attack as
well. In all the experiments with image flipping attack, no extraction error occurs, i.e., BER=0.

Image scaling (resizing) is another common form of geometric attacks. We looked at BERs

under 16 different scaling levels. A 256 x 256 watermarked image is scaled to smaller sizes, ranging
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from 128 x 128 to 248 x 248 with interval 8 of side length. Fig. 5.16 shows the average results for
embedding 256 bits with PSNR=42dB in the images of Fig. 3.15, each tested with 100 different bit

sequences. Compared with the Cartesian method, the advantage of the proposed polar algorithm

is significant.
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Figure 5.16: Watermark robustness to image scaling (resizing).

Finally we test for lossy compression. The quantization step is taken such that PSNR=40dB,
and 256 bits are embedded. We looked at BERs under 20 different JPEG compression levels with
quality factors from 20 to 60 with an interval of 2. Fig. 5.17 shows the result, which is the average
of 100 individual results. It can be seen that BER decreases rapidly as the quality factor increases,

and the proposed polar approach is slightly better than its Cartesian counterpart.

5.8 Chapter Summary

In this chapter, we have proposed a novel approach for high precision computation of ZMs for
digital images. In contrast to the traditional Cartesian coordinates-based method which is applied
in the watermarking system in Chapter 4, this approach is designed under the polar coordinate
system. Detailed aspects of the algorithm, such as the lattice structure of polar pixels and the

generation of the polar image from its Cartesian counterpart, have been investigated. It was shown
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Figure 5.17: Watermark robustness to JPEG lossy compression.

that with this algorithm, the two inherent kinds of errors from which the Cartesian method suffers
do not exist. For a digital image given in a Cartesian format, the accuracy of its ZMs is determined
by the interpolation scheme involved. Due to the accuracy improvement of ZMs, their invariance
property has significantly enhanced, making every ZM eligible for data hiding. The structure of
the watermarking system based on polar ZMs is basically the same as that of the system presented
in Chapter 4, except the component for ZM computation. Experimental results show that the
watermarking system based on polar ZMs is superior to that based on Cartesian ZMs in terms of
the error rates of extracted data. The polar ZMs make the watermarks more robust against typical

geometric distortions, including image rotation, scaling, and JPEG lossy compression etc.
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Chapter 6
Summary and Future Work

6.1 Conclusions

In this thesis we deal with some fundamental issues in image watermarking, focusing on the design
of a multibit watermark with robustness to common types of distortion.

From the perspective of watermark communication, most of the proposed algorithms in the
area of digital watermarking fall into two categories: coherent systems and non-coherent systems.
The former usually employ pseudo-noise sequences as the carrier of the data to be embedded,
and rely on the same pseudo-noise sequences for data retrieval, often with a correlator. The
advantage of coherent systems include a high level of security and good robustness to additive
noise, signal amplitude scaling etc. However, they are not suitable for embedding a high volume
of data, and they are sensitive to synchronization of PNSs. Non-coherent systems usually take
advantage of quantization techniques for data communication, and hence do not depend on any
reference pattern for data extraction. They are capable of embedding a large data payload, and
are easy to implement, but are sensitive to change of signal amplitudes.

There are several ways to enhance the robustness of a watermark. Firstly, an appropriate form
of watermark signal and use of side information about the cover signal are a good starting point.

Secondly, the design of a robust watermark embedder is important, which includes the selection
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of robust host features and adaptive signal mixing via an HVS model or multiplicative embedding
etc. Thirdly, an optimal watermark detector is crucial. The most commonly used correlator is
optimal only for Gaussian features and additive embedding. However, the signal features are often
non-Gaussian. The Generalized Gaussian distribution is a good model for DCT/DWT coefficients,
and DFT coeflicients are better described by the Weibull distribution. The structure of an optimal
watermark detector is determined by the statistical model of the host features and the watermark
mixing rule, and can be derived according to the Neyman-Pearson criterion or the Bayes rule.

Based on a zero-bit watermark, a multibit watermark can be designed in a number of ways.
The popular alternatives include the frequency/space division multiplexing (FDMA) techniques,
and the code division (CDMA) multiplexing technique. In terms of error performance, an FDMA-
based multibit watermark is equivalent to a CDMA-based one. A more effective form of a multibit
watermark is an M-ary watermark, which displays advantages over a CDMA /FDMA watermark,
because it is capable of carrying more information with the same watermark energy (host distor-
tion).

M-ary modulation has been limited to small values of A, in particular, M < 256, due to the
computational workload associated with the correlation-based watermark detection. However, we
have devised an efficient way to implement an M-ary modulation based watermarking system. We
show that if the set of M PNSs are circular shifts of ONE reference PNS, the M correlations can
be computed with 2 FFT operations plus 1 IFFT operation, whose workload is almost negligible
.compared to that of direct calculation of the M correlations, especially when M is large.

It appears that an M-ary watermark mixed with a feature vector of length L can carry logy L
bits of information at most, i.e. the value of M is restricted to be M < L, because L is the total
number of circular shifts of a PNS with length L. However we show that this limitation can be
circumvented. The solution is that a reference PNS of length M, M > L, is used, and its M circular
shifts can be used for M-ary modulation after being shortened by a window of width L. Such an

extended M-ary watermark can be decoded equally efficiently with 2 FFT operations plus 1 IFFT
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operation, with the feature vector zero-padded to the length of M first.

Geometric attacks are a type of attack which is easy to perform, and nevertheless they make
most of the existing watermarking algorithms vulnerable. Researchers have been tackling the
watermark robustness to this type of attacks, but have not addressed the problem satisfactorily.
The approaches existing in literature can be roughly classified into three types, i.e., a template-
based inversion techniques, normalization-based technique, and invariance-based techniques. Our
algorithms presented in this thesis, which are based on Zernike/pseudo-Zernike moments, fall into
the third type. The rationale of our ZM-based approach lies in one of the attractive properties of
ZMs, namely, the magnitude invariance to image rotation and flipping.

ZMs can be computed under Cartesian coordinate system, as performed conventionally. We
show that not all the Cartesian ZMs are suitable for invariant data hiding, because the moments
Apq with ¢ = 44 (7 € integer) cannot be computed accurately, and hence their magnitudes are not
invariant at all. Based on this finding, a ZM-based multibit watermarking scheme was designed, in
which the magnitudes of ZMs are quantized via dither modulation. Simulation results show that
such a ZM-based watermark has robustness against geometric attacks including image rotation,
flipping, scaling, moderate cropping, aspect ratio change etc., and a number of common image
processing manipulations such as lossy compression, noise addition, filtering, and so on.

The accuracy problem of ZMs can be addressed effectively in the polar coordinate system. We
formulate a novel approach to accurate ZM computation. Under this approach, a given Cartesian
image is first resampled into a polar image whose trapezoid-like pixels are arranged in a structure
as illustrated by Fig. 5.4. Formulas to compute the ZMs of such a polar image are derived, with
zero geometric error and integral error, from which Cartesian ZMs suffer inevitably. The only error
of ZMs in this approach comes from the interpolation-based image resampling. However, this error
is shown to be much smaller than the geometric error and integral error inherent in Cartesian
ZMs. The considerably improved accuracy of ZMs yields much better rotational invariance and a

significantly lower level of image reconstruction error. These two factors are crucial in the successful
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design of the polar ZM-based data hiding.
With the improved rotational invariance, every ZM is now eligible for date hiding. The experi-

mental results have verified the advantages of the polar ZM-based watermark.

6.2 Contributions

Of all the work finished in this thesis, the following results are the major contributions to the field

of digital watermarking.

1. A framework on the design of a robust watermark has been proposed, which covers three
different aspects, i.e., the design of a robust watermark signal form, the design of a robust
watermark embedder, and the design of a robust watermark extractor. For each aspect, some

concrete measures were suggested.

2. M-ary phase modulation, which is a special kind of of M-ary modulation, was devised. Based
on a circular PNS, it reduces the formidable computational workload in the demodulation of

an embedded M-ary message to a very low level by means of a couple of FFT operations.

3. An extended M-ary phase modulation scheme was designed, which overcomes the limitation
of the number of host features used for data hiding. Based on this scheme, M is no longer
limited by the length of the feature vector. For instance, an M-ary watermark with A = 220

is practical and easy to implement.

4. A theoretical analysis on the error performance of PNS-based M-ary modulation was given,
which reveals that the use of an M-ary modulator is advantageous in the design of a multibit

watermark, and a larger M is always preferable.

5. We have found and proved that for digital images, only a subset of ZMs/PZMs can be
accurately computed in Cartesian coordinates. Based on this, we have shown that some

ZMs/PZMs are suitable for watermarking while others should be avoided.
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. A detailed design of a multibit watermark in the ZM/PZM domain was given, which has
robustness to some common geometric distortions including image rotation, scaling and flip-
ping etc., as well as other regular processing such as lossy compression and various filtering

manipulations.

. A novel algorithm under polar coordinate system has been formulated for the accurate com-
putation of Zernike moments. It was shown to be advantageous over the conventionally used
Cartesian algorithms. It improves significantly the rotational invariance of ZMs, and reduces
the error of image reconstruction with ZMs. The polar ZM based data hiding yields better

tradeoffs among watermark transparency, robustness and the amount of data embedded.

. The proposed polar coordinates based methodology for the accurate computation of Zernike
moments can be applied to the computation of other circular moments, such as Pseudo-Zernike

moments, rotational moments [10, 70|, and orthogonal Fourier-Mellin moments [68].

. The findings and algorithms regarding the computation of Zernike moments are bound to
have positive influence on other fields such as image analysis, pattern recognition, medical

imaging and ophthalmology (32, 33, 11], in addition to digital watermarking.

6.3 Future Work

As future research directions, the following aspects are worth exploring.

e For blind spread spectrum-based watermark detection, the most commonly used statistical
models for the description of host features include Gaussian and generalized Gaussian dis-
tributions. In practice, we find that these models are often not very accurate. A better
model would improve the performance of a watermark detector. In this direction, a Gaussian
mixture model is worth exploring. On the other hand, nonparametric detection can be con-

sidered. Nonparametric detectors have such advantages as better adaptability and easier
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implementation than parametric detectors. Little has been found in literature on the use of
nonparametric detectors for watermarking purposes. The design and performance analysis of

nonparametric watermark detectors are definitely a research direction.

The concept of informed watermarking will be incorporated into the spread spectrum-based
algorithm. Informed watermarking, or watermarking with side information [20], refers to
the technique of watermark coding or watermark embedding with the cover signal taken into
account. Through informed watermarking, the overall performance of a watermarking system

can be enhanced.

An important issue in the ZM/PZM-based watermarking systems proposed in this thesis is
the location of the unit disk region, which is crucial for the correct extraction of the embedded
bit sequence. In the thesis we deal with this issue by a trial-and-error approach. The systems

will be more practical if the search process can be automated.

The robustness of ZM/PZM-based watermarks are to be extended to cover more distortion
types such as the general affine transformations, and even the more demanding image warping

operations.

All the algorithms in this thesis are proposed without explicit consideration of intentional
attacks, which leads to the issue of watermark security. In situations like fingerprinting, the
security of a watermark is crucial. More work needs to be done for the proposed algorithms

to enhance watermark security.

With the algorithms proposed in this thesis, hundreds of bits can be embedded impercepti-
bly into an image of size as small as 256 x 256. Undoubtedly this information capacity of
watermarks is sufficient for the needs of many applications. A theoretical analysis of upper

bounds for the data capacity of watermarks is yet to be performed [16, 52].
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Appendix A

Appendices

A.1 Derivation of (3.22)

The linear correlation between X and Wy,

L1
1 . )
clk] = ZX IWili] = - ; []Woli — k], (A1)
k=0,..,L—1,
whose DFT
L—1[L-1
1 . . 2T
Clu] =7 X [{|Woli — k]} e drLH
k=0 Li=0
1 L—1 L-1 .
=7 D X[i] Y Woli — ke L+
i=0 k=0
1 L1 " 4L—1 )
=7 ) X[ile 7T " Woli — kle? T4
i=0 k=0
1
=ET-(X)]—‘*(W0),u =0,..,.L—-1 (A.2)
which leads to
clk] = —.7-"‘ (FX)F*(Wo)),k=0,..,L —1. (A.3)

F(-) and F~1(-) denote DFT and IDFT operations respectively in the above equations.
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A.2 Proof of Theorem 3.1
The correlation between X and W, is
C(X, W) = C(X, W) +aC(W,,, W,). (A.4)

Let’s look at the first item on the right hand side. According to the Central Limit Theorem,
C(X, W) follows Gaussian distribution when L is sufficiently large. Based on the fact that X and

W, are independent, the mean and variance of C{X, W) can be obtained:

L-1
B{C(X, Wi} =E{7 3" X[HWli} (4.5)
i=0
L-1
== 3" B{X[} BV} = 0 (4.6)
i=0
L1 2
Var{C(X, W)} = F { (% > X[z’]Wk{i]) } (A7)
=0
1 L-1
=5 O B{UXE)(Wili])’)
=0
tom O BUXEWEXIWD) (A8)
{Gd)i#d} =0
L—-1 2
= > B BOWl)?) = %X, (4.9)
=0 ::5.3( :"1

We can analyze the second item on the right hand side of (A.4) in a similar way. When k # m,

E{C(Wp, W)} =0, (A.10)

Var{C(Wn, W)} = % (A11)
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When k = m,

B{C(Won, W)} = T Y B{(Wanli])*} = 1

L1 2
Var{C(Wi, Wy)} = £ {% (Z(Wmm)z) } -1

=0
1 L-1
=13 > E{(Wali)*}
i=0
% . E{(Wa[i])*} B{(Wn[4])*} -1
{(4,5).i7} =1
1 2 L(L-1)

2
—E3+f§—2 —1—5.

+

(A.12)

(A.13)

(A.14)

(A.15)

Note that in (A.14), E{(W,,[i])*} = 2% 2. ale —2*/24¢ = 3, and involved in the second summation

there are () products in total.

Combining (A.4),(A.6),{A.9),(A.10),(A.11),(A.12) and (A.15), we obtain

) N,y itk £m
C(X, W) ~ .

Na, ZE22) ik =m

A.3 Proof of Theorem 3.2

Let ¢ = (c[0), ..., c]M — 1]) where c[k] = C(X, W},). According to Theorem 3.1, we have

clm] ~ N(1,0%), and

cli] ~ N{0,08),i € {0,...M — 1} but i # m,

2
where 0f = 22, o7 = £l and r = Z¥. When 0% > o, 0¥ v ol &

!

Let cpax = {m;x}{c[i]}, Fax(z) and Fj(z) denote the distribution function of cpax/e and cfi)/a
ii#m

respectively, then Fia(z) =] (iyistm} F;(z). Thus

M-—1

e gy= T pl o )—[z—@(fc—)]M”l,

i=0,#m
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I2
where Q(z) = ﬁf;o e Zdzx, and o, = /T = % Following the ML principle in (3.18), the

embedded symbol m is correctly decoded only when ¢[m]| > cpax, and therefore the probability of

correct estimation is

P, = / " o(2) P < ),

a
_m—ny? :
where ¢{z) = \/Eéa' e 292 1is the probability density function of 3[211 Finally we have

r=1- [ s |1-od)] T

A.4 Proof of Theorem 4.1

Assume we have an image with constant intensity 7. For an arbitrary pixel point A(z,y) within
the unit circle in Fig. A.1, there must be 3 other pixel points whose coordinates have a fixed
relationship with A(z,y): B(—y,z), C(—z,—y) and D(y, —z). Equivalently in polar coordinates,

they are: A(p,8), B(p, % + 8), C{p,= + ) and D(p, 3 + ).

e
7 \‘\
—//4 : T
// \\'
LAY
) E
1 i
\ o /
‘1\‘ . :- /
N, D
\\ )
\‘\\ L ///

Figure A.1: The pixel points on a circle

First let’s group all the pixel points inside the unit circle into pairs like (A4, C) and (B, D), and
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then

Apg=k D TVi(muw )
{{(zu,yu)ED}

=KT > Bplp)e™ + Rpg(p)e 40

{All pairs}

=k > Ryglp)e P14 (-1)7) (A.16)
{All pairs}

which is zero if ¢ is odd, unknown otherwise.
Next we are concerned with the property of A,; when g is even. Let’s group all the pixel points
inside the unit circle in another way, to form pairs like (4,B) and (C,D), and then
Apg =k Z T%Z(mu:yv)
{(zu,y)eD}

=kT Z Rpg(p)e ™% + Ryy(p)e79(5+6)
{All pairs}

=kT > Rpglp)e 1+ (—5)9) (A.17)
{All pairs}

which is zero if ¢ is even but not divisible by 4, and nonzero in general if g is a multiple of 4.

The proof of Ay, = T(1 + O(A")) if p = ¢ =0 is omitted. See [45, 58] for details.

A.5 Proof of Theorem 4.2

Let {Ap, g tE_; denote the selected set of ZMs/PZMs of an N x N stochastic image process
f(wi,y;), and {A,, o }F | denote the dither modulated version of {Ap,.q}E_,, ie., the corre-
sponding ZM/PZM set of the watermarked image f (x,5). Then the average square error of

the watermarked image
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N N

oc N2 ZZ f(mhyj f(mi:yj)]g (A.18)
i=1 j=1
N N L 2
N2 Z Z (Z Epr—ax Vo —ax T Eiﬂk:qu}:?kﬂk)) (A.19)
i=1 j=1 \k=1
1 & T ﬂ'
=1 Z (m ——l Eppail’ + m|€pk,qk|2) (A.20)
is ; 1
=3 > p— lepael” (A.21)
k=1
T 1 ~ . |2
) Z pE+ 1 "A'Pk,qklejgk - IAPk,leejgkl (A.22)
k=1
T L 1 -
2 2 pe+1 (1 Apga] = [Apga)®. (A.23)
k=1 .

In (A.19), epy 00 = Appgr —Appqr a0d €, g = Apy — e~ Apy,—qis Vor,—qi a0d Vp, g, are Zernike/pseudo-

Zernike polynomials. (A.19) follows from the linearity of the inverse Zernike/pseudo-Zernike trans-
form, see (4.44) and (4.45) for details. (A.20) is due to the Parseval formula 1[49]. Eq. (A.21)

results from the symmetry property of ZM/PZM. Now we get the expected value of square error

L
E{OE} = Z Pk.q.k' - ]Apk;qu-l)g} (A.24)
k
T L 1
) ; e+ 112 (A.25)
nA2 & 1
= . A2
24 P e+ 1 ( 6)

Equation (A.25) follows from the well-known fact that the quantization noise is uniformly distrib-

uted in [ a5, ’g‘] and the expected power of the quantization noise is %2-.

iStrictly speaking, the Parseval formula holds only approximately since we employ the discrete version of the
Zernike moments not the continuous one.
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A.6 Proof of Theorem 5.1

Let us first observe that

p+ 1 U V(2u-1)
Apg — Apg = I z; Z
u= v=1
| i) = 10,0 Roalp)e % o, (A.27)

By Cauchy-Schwarz inequality we obtain

|qu — qu§ < ?i;rti {]f@ ‘qu(p)e—jqol2pdpd9}l/2 X

(2u-1) 1/2
{ingl fjﬂuu Tf(ﬁuv;guv) - f(P;H)izpd,OdG} ] (A_Qg)

Since [ [} |Rpg{p)e ™2 pdpdf = 717 1t remains to consider the second term in (A.28).

Let us notice that

. 2
f/ ]f(pw,@uv) — flp, 9)‘ pdpdd < Ly + Lo, (A.29)
qu
where
. 2
Ly = Qf/ |f(Puvs Ouv) — flouv, Ouv)! pdpde, (A-30)
QUU
and
La=2[ [1f(ous0u2) — (0, OF pioct. (A.31)
QU‘U
By virtue of (5.15)
Ly < 2C%(f, h)N%N2, (A.32)

where, without loss of generality, we assume that the area of §2,, is not greater than A2,

Concerning the term Lg, we have

Ly < 2Qsc(f) f f | F{Puv, Ouv) — £ (p, 0)|pdpdd < 4fmangf(f))\2, (A.33)
Qv
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where Osc(f) = max {|f(p,0) — f{p',8)]} is the oscillation of f{p,8) over the sector 2y,
uy (p,@),(p’,ﬂ’)eﬂuv

and fmax = max e f(2,9)-

v=1

Substituting (A.29), (A.32) and (A.33) into (A.28), and noting that V() = °0_, ZV(ZU*I) gsc(f)

we can obtain the following bound.
- P +1 1/2 ) 2% 2v1/2
Apg = Apal < (5= ) {8C2(f N 4 4 fmax (£} 2. (A.34)

This proves the assertion of Theorem 5.1.
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