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Abstract

Digital communication producesillions of emails, text messages, movies, images, and
much more evergay. As with all historical records, digital records are important to preserve
because they allow us to study the pdstere arehoweverseveral challenges regarding their
preservation Unlike many of their analogue counterparts, digital records rely on a combination
of hardware and softwate be accessibJédut hardware and softwaexentuallydegrade and
becomeobsolete. This makes digital recosdnaccessible because the meanetwerthem are
no longer available. In addition to these technological challenges, there are issues surrounding
appraisal, copyright, significant properties, and metadata.

This thess studies the challenges of digital preservation and what is being done to
address theml begin by introducing the challenges surrounding this topic and the methods of
preservation that are currentlyailableto archivists. | then analyseadingdigital preservation
standards such #ise Reference Model for @pen Archival Information Systen®AlIS) and
Preservation Metadata: Implementation Strated@&EMIS) as well as digital preservation
systemsncluding Archivematica and Preservica. | also cocitda case study of Archivematica
to analyse how well it manages the challenges of digital preservation. | conclude by explaining
that there are no perfect solutions to digital preservationlems The best that can currentg

done is to manage the issues rather than solve them.
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Introduction

The widespread use of digital technology has connected people around the world like
never before. In our digital culture, communication is now easy and nearly instantaneous. The
products of this communication, digital records, have therefore become cptaice Texts,
emails, movies, websites, books, ananyother digital records are widely usdxlit they will all
lose both valuable content and context without digital preservation. Unlike most analogue
records, digital records require specific hardwand softwaren orderto berendered If these
are not available, the digital record will be inaccessible to users. Furthermore, even if a digital
record has been kept secure and is accessible, it may lack valuable contextual information that
would have given meaning to the record. Desthieir centrality in our digital culture, digital
records are not easily preserved for future generations.

In response to these challenges, archivisise developed a wide variety of methods to
mitigate thedifficulties of preserving digital recordsThese challenges and methods of digital
preservation are the subject of this thesis. In chapter one, | will highlight the various
technological and humarhallenges of digital preservation. Chapter two will analyze the
responses of archivists to theatlenges described in chapter one. This will include a detailed
evaluation of the Open Archival Information System (OAIS) Breservation Metadata:
Implementation StrategiePREMIS). It will also analyze preservation systems with a particular
focusonPAr t ef actual 6s Archivematica and Tessell aod-:s
study of an implementation of Archivematisg the authoat the Mennonite Heritage Centre

Archivesin Winnipeg,as well as my own experimentations withFinally, the conclusion will

! Many professions are involved in digital preservation. These include archivists, librarians, record managers,
computer scientists, and several others. Each of these fields contributes to both the academiacatbnmon
literature on digital presenian. This thesis uses writings from all of these fields and | am choosing the term
archivist to denote the role that these professions play in digital preservation.



consist of a consideration of the effectiveness of the methods of digital preservation in mitigating
the preservation challenges that | described in the introduction. | hope that this thdsépwill
illuminate the current state ofdldigital preservation field.

| also hope that despite the technical nature of digital preservation, we do not forget the
human behind the machin®igital records are creatdxy people for their own purposeasd this
fact should not be overlooked bxchivists. The archivist needs to select what is worth
preservinghowit should be preserved, how much metadata to add, as welvagtingthe
financial and institutional challenges of managing an archiveereTis nosingle coprrect
responséo thee challenges. hisinevitablyleads to an archivigxercisinghis or herown
judgement and human judgment is subjective. As a result, archivistsdaloadopt different
approaches to the challenges of digital preservation. | introducguthjesctive human element
in Chapter One and | hope they are studied more in the future.

Before any irdepth analysis of digital preservation can take place, it is important to
understand the reasons why so many archivists are devoting significant tieifgoanid digital
preservation. Without the intervention of archivists, there is a high probability that digital
records will be lost to future generations. With so few traces of our digital lives and activities,
there will be little evidence of pasttams for people to keep and study. The few digital records
that may survive the passage of time without the intervention of archivists will lack c@htext
information,which will render them unintelligible for future generations. These records will
also be without proper metadata that desatheir provenance and technical features. Without
digital preservation, records will either be lost completely or lose essential contextual

information which will render them unintelligible.



Failure to preservdigital records will result in negative effects on the various users of
archives. The archival record can be used for medical researth stndy climate conditions.
For examplehe archives of the School Sisters of Notre Dame were an integral sburce o
information for researchers studying the effects of dementia and Alzlieslisrase on the
elderly? In her thesisMedical Records Redefined: The Value of the Archival Record in Medical
ResearchNatalie Vielfaure examines additional uses of archivedlical record$. In his thesis,
Archives, Historical Climate Records, and the Climate Observations of Thomas Corcoran,
Hudsonds Bay -184d mpManryt,i nl 8Q2o/meau examines the us
Company Archives in paleoclimatologyWhile theg examples use analogue records in their
studies, these uses will one day be extended to digital records. This is no¢cagehereis
an increase in born digital recordsit also becausmanyanalogue records are being digitized
facilitate reseach. The fields of medicine, climatology, and others all use digital records which
will need to be preserved. If these digital records are not preserved, studies such as these will not
be able to use these recardiigital records are also used by resbars of technologyUsers
ranging from historians to software engineers are interested in the history of software and other
digital technologie$. Without digital preservation, researchers will not be able to successfully

conduct studies of paahd present digital cultures.

2David A. Snowdon, AfHeal t hy Agi ng aAndals®latensaiMedicme Fi ndi ng
vol. 139, (2003): pp. 45@54.

SNatalie Vielfaure, fAMedical Records Redefined: The Val
thesis, University of Manitoba, 2015).

“Martin Comeau, HfAArchi vs andthedGlimatedbsereations oCTlhamasaCoreoraR,e ¢ o r d
Hudsondés Bay -L&dnp@ n(yMa slt8er76s t hesi s, Uni versity of Mani
5 For a brief overview of the historiography of the history of software, please see Martin CarkgbElll vy , AThe
Historyoft he Hi st or yYIEE& Anndsmfthe Wiatoryeof Gomputif@007): pp. 4661. For a brief

overview of the historiography of the World Wi de Web,
an Eye on t hNewMatia &nd Socigl 4 (8012), pp. 384:00.



Digital preservation is not just important to research communities but also various
organizations including businesses and governments. Digital records need to be kept by
organizations fomanyreasons. Organizations ngedkeep records to maintain their corporate
memory so that valuable organizational knowledge and expertise for future employees of the
companyarenot lost. Digital records may need to be kept for legal reasons or to defend the
organi zat i oypdosidingies @mn teeotds as evidénce. Digital preservation can also
ensure that digital records are properly maintained and organized so that they can be efficiently
retrieved by the organization. Finally, digital records may be kept by an orgamidagdo
legislative requirements. This is especially true for governmeritadiea to keep records
supply evidence of their activities® thatgovernment agencieanbe held accountable for their
actions?

While digital preservation is importafdr researchers and organizations, it is also
important for individuals. With proper digital preservation, people can preserve their own
personal records for as long as they would like. Photographs from a family vacation, video of
the graduation of a \@d one, blogs and social media: all of these digital records can be
preserved by an individual. These digital records can also be passed on through the generations
to help preserve a family's memory of past milestones. The reasons that they areyKeptrvar
individual to individual, but being able to preserve them for as long as deemed necessary is a

major contribution of digital preservatidn.

6 Adrian Brown,Practical Digital Preservation: A Hovto Guide for Organizations of Any Sigendon: Facet

Publishing, 2013), pp. 124.

7 Several authors have written about personal records and how they are kept/archivedseldasdan Bass,
AGetting Personal: Confronting the Challenges of Arc
University of Manitoba, 2012) ; Bass, AA PI'M Perspect
in the Archiving of Personal Digital RecordsArchivaria 75 (Spring 2013): pp. 496 ; Sue Mc Kemmi s h,
o f  Nbe Adstralian Library Journad5:3, pp. 174187.
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Digital preservation is important for the safeguarding of our digital heritage. Academics
and researars need digital records for their studies while businesses and governments need
digital records for legal and financial reasons as well as for creating a corporate memory and
accountability purposes. Finally, individual people may want to keep certgiial decords for a
variety of reasons. All of these sectors of our society need to safeguard digital records and as a
result, digital preservation is important. It is for these reasons that archivists have developed
various digital preservation technggiand systems. Without them, many digital records will
either be lost or out of contexlt is also important to advocate the importance of digital
preservation. In his thesi&dvocating Electronic Records: Archival and Records Management
Promotion ofNew Approaches to LorBerm Digital PreservationDaniel Elves highlights the
importance of advocating the need for digital preservation. He reframes digital preservation as
not only a technological issue, but one of advocacy and highlighting the mgoéssgital
preservatiof. My thesis presents a discussion of the challenges and techniques of digital
preservation.

The challenges of digital preservation have been written aboatious fieldancluding
archival studies, library studies, digital curation, and computer science. Thermamye
projects and studies that were conducted to examine the challenges involved in preserving digital
records. In his 1991 article, "Easy to Byte, Harder to Chew: TbenSeGeneration of
Electronic Record Archives," Terry Cook exanstiee archival literature about the hurdles
facingdigital preservation. Cook divid¢he archival literature into two generations. The first
generation of digital records dealt with treelg machine readable records such as punch cards

and tapes that were read by mainframe computers. This is different from what Cook terms the

85 yASt 9f@Sas a! R20IGAy3 9t SOGNRYAO wSO2 NRaadhes! NOKA @I f
toLong¢ SNIY 5A3FAGFE t NBAaSNDIGA2yZé o6al aGSNNRa GKSaaxazr | yAodSs



second generation of digital records which are in a wide assortment of file formats and storage
media’®

Otherscholars have identified similar challenges in digital preservation. In his 1988
article, "Computers, Electronic Data, and the Vietnam War," Donald Fisher Harrison discusses
the problems with digital records that were created during the Vietnam War byitked States.
Harrison explains the difficulty in accessing this data due to some records beingedépend
specific software that was used by the American militdruring the war, many army units did
not keep the records that they had createdadligit This was due to the fact that the National
Archives and Record Administration (NARA) did not have a policy regarding the disposition of
digital records. Furthermore, many military units and records managers within the Department
of Defence saw theddigital records as disposable. As a result, many units simply destroyed the
records instead of sending them to NARAThe consequences of this was that there was a gap
in the historical record of the Vietham War dodligital records not being presexy.

In his 1993 article, "Electronically Generated Records and Twentieth Century History,"
historian Ronald Zweig describesanychallenges in digital preservation. He identifies the
challenges posed by multiple file formats and a dependency of sotim@iteardware as being
problematic issues in digital preservation. Zweig also identifies the records management
challenge of organizing large volumes of digital recdfdslargaret Hedstrom identified similar
challenges in her 1998 article, "Digital Presgion: A Time Bomb for Digital Libraries."

Similar to Zweig, Hedstrom describes the degradation of storage media and other hardware as

°Terry Cook, fAEasy to Byte, Harder to Chew:Archivae Second
33 (Winter 199192): pp. 202216.

1 Donald Fisher Harrison, "Computers, Electronic Data, and the Vietnam ¥Atahivaria26 (Summer 1988): pp.

28-29.

“"Harrison, fAComputers, Electronic Data, and the Vietnar
12 Ronald Zweig, "Electronically Generated Records and Twentieth Getsiory,” Computers and The

Humanities27 (1993): pp. 746.



well as the obsolescence of software and machines as significant challenges to digital
preservation. Hedstrom alsoetitthe lack of consistent standards and the large volume of digital
records that can be created easily as a major chafténge.

Historian Roy Rosenzweig discusseanychallenges to digital preservation. In his
article, AScarcitytbae Rbhsbhdancea?Di Bi eaér Erago
several of the challenges described by Hedstrom and Zweig. Rosenzweig discusses how
vulnerableaging media iso obsolescence and degradation and the reliance of hardware and
software to access digite¢cordst* In addition to these technological challenges, Rosenzweig
identifiesmanylegal, organizational, social, and economic challenges that he describes as being
more challenging than technol ogievavédsyssms ues be
of trust and aut hent i c i tBgcauseovashqaantdids ofgligitaland pr e
records can be easily copied and modified, it becomes challenging to determine which ones are
Aaut hent i cubreliabteidformaticnt Thé ease of cgipg and modification also leads
to several challenges with copyright becatlead i| gi t al recordbs rights hec
archive to make copies of a work for preservation or distribute the record for research pl§rposes.

This is in addition to maaging theplethoraof digital records that are created ddiy.

There have beemanyprojects that aimed to create solutions for these challenges. A
significant early project was the Variables in the Satisfaction of Archival Requirements for
Electronic Reords Management. This project was conducted at the University of Pittsburgh

between 1993 and 1996 by David Bearman and his colleagues. Better known as the Pittsburgh

BMargaret Hedstr om, ADiIi gital Pr e s eQompaters amchHumahitiélli3me B o mb
(1997), pp. 18202.

“Roy Rosenzweig, fAScarcity iom @& bDindnadriaieHsHrici Raviene r vi ng t |
108:3 (June 2003): pp. 74R12.

“Rosenzweig, fAScarcity or Abundance, o0 p. 743.
®Rosenzweig, fAScarci t746. or Abundance, 0 pp. 743
"Rosenzweig, fAScarci t798. or Abundance, 0 pp. 757



Project, its main goal was to combine archival and records management tteeenisse that
digital records were described with sufficient amounts of metadata at the time of their creation
by establishing functional requirements. By doing so, it was hoped that digital records could act
as evidence of the activities thieir creator'® This was done through the creation of functional
requirements that were meant to guide in the management of digital r€t@dmbining
expertise in multiple fields that included archival, library, and information studiegrdjeet
was to accomplish itsogls by addressingianyissues relating to digital records. These issues
related to recordkeeping functional requirements and both the human and technological variables
that affect them® In short, the Pittsburgh project wanted to ensure that metadata was added to
records upon their creatiarsingfunctional requirements.

The Pittsburgh Project set auanyfunctional requirements that will allow for metadata
to be added to a record whieiis created. These requirements ensure that recardsihere to
local laws regarding proper recordkeeping. They also require that recordkeeping systems
capture recordwith sufficient metadata and that they are preserved correctly and remain usable
for as long as necessary. Finally, this is done to ensure that organizations remain accountable
and transparerit. While these requirements set out valuable functional requirements that could
ensure that records are reliable anthentic as they standey are imprecise and do not lend

themselves to practical application in therkplace As a result, the Pittsburgh Project

BKonr ad Kr ah nderthe Haod: Krraveilinglthe Content, Structure, and Context of Functional
Requirements for Electronic Record Keeping Systemso, (|
an ironic twist of fate, most of the original content that waatek by the Pittsburgh Project was lost during a server

migration at the University of Pittsburgh in the riil90s. Much of the original data was recovered through the

Internet Archive's Wayback Machine and the University of Pittsburgh's Miranda Nix2@081 Please see Krahn,

pp. 4546.

®Davi d Bear nkKaene p ifinRye cBoghidiria3m E1998): pp. 2:B2.

®Bear man,Ké®kpicmg dSy s3I 2msKoalpmp, RIZooki ng35Under the Hood,
2! Since this is not the place for a detailed dismrs of the Pittsburgh Project's functional requirements, please see

Bear man,Kdé&kpicmg dSy s-32egKmabnpp.363p . 31



developed a series of other publications to supplement these functional requirements. These
supplements added more metadata reguents to the Project's findingfs.

The Pittsburgh Project influenceaanyfollow-up projects in the years following its
completion. Among these was the development of the Victorian Electronic Records Projects at
the Public Records Office of the Stafevictoria in Australia?®> The Pittsburgh Project
reaffirmedthetraditional archivaprinciple of provenance by attempting to ensure that digital
records have proper metadata. This had the benefit of ensuring that records remained in context
and are relible evidence for the activity of their creators. The work of the Pittsburgh Project
also helped facilitate the creation of numerous metadata staktiaftisle the Project was
influential, it did have some critics. Terry Cook argued that while thebBrgh Project was
useful for institutions and other large organizations, it was not as helpful to individuals who did
not create records for business reagdriurthermore, Cook believed that the Project's metadata
standards could never provide a subsifor rich archival descriptioff. Finally, Cook believed
that whi |l e Brehelpfuhtheyd@s notiaddeess she realities of working with digital
records?’ Despite these critiques, the Pittsburgh Project was one of the first projects that
attempted to find solutions to the challenges of preserving digital records.

Another significant effort to study digital objects wise Preservation of the Integrity of
Electronic Recordgroject(also known as the UBC Projethat was undertaken at the

University of British Columbia between 1994 and 1997. Headed by Luciana Duranti and Terry

2Krahn, fALooking UmBer the Hood, 0 pp. 43

2David Bearman, fAMoments of Ri sk: Archivaria62i(Z0§6): maL;fdrhr eat s
more information on the Victorian Electronic Records Strategy, pleagetpdéprov.vic.gov.au/government/vers

Krahn, ALooking Under the Hood, o0 p. 46.

25 Terry Cook, "The Impact of David Bearman on Modern Archival Thinking: An Essay of Personal Reflection and
Critique," Archives and Museum Informatit& (1997): p. 29.

26 Cook, "Impact of David Bearman," p. 32.

2’Cook, Al mpact of Da¥%i d Bearman, o pp. 31, 33
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Eastwood, the UBC Project was funded by a three year grant from the Social Sciences and

HumanitiesResearcltCouncil of Canada (SSHRCC).uEanti brought heexpertisewith

diplomatics to thgroject while Eastwood brought his years of experience as a professional

archivist and head of the University of British Columbia's School of Library, Archives and

Information Studies from 1981 to 2060 The UBC Project hathanygoals including the

identification of records in digital format and identifyitigeir key parts. The UBC Project also

wanted to investigate what kinds of electronic systems produce records and to establish criteria

that ensurethe authenticity and reliability of records. Finally, the UBC Project wanted to assess

the methods of ensuring authenticity and rel.i

cultural, and dis®Ziplinary points of view.Oo
The concepts of autheaitly and reliability stem from Duranti's research into diplomatics.

Diplomaticsarose as enethod of analysis that determines the authenticity of ancient and

medieval documents by examining the rec8réor Duranti, a record is reliable whercén be

shown to be created by an institution or person authorized to.dé secord is authentic when it

is what it claims to be and has not been significantly alt&rekh illustration of reliability and

aut henticity wocel.d DbAe dece d aithegnsrwihen itis whatet n

purports to be and it is reliable wherm@n be shown to be issued by the proper authohityhe

case of my cedtisiamhenti©obecadse itwasissued byafiopriategovernment

agencyand it isautlenticbecause it contains information tlvet can accept asaltered

2Krahn, ALooking Under the Hood, o0 p. 48.

22 InterPARES, "The Preservation of the Integrity of Electronic Records,"

http://www.interpares.org/UBCProject/intro.htm.

%L uciana Duranti and Heat her MacNei | ecordsTAm©vemiewoof ect i on ¢
the UBGMAS Re s ear @fchivitind3 eckalol 2006): p. 47; Kra#dh, nALooki
31 Luciana Duranti, "Reliability and Authenticity: The Concepts and their ImplicatidusHivaria 39 (Winter

199495), pp.5-9.
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Using these concepts as guidelines, the UBC Project explmagaspects of digital
records. It discovered that the reliability and authenticity of records are secured through the
edablishment of proper record systems and procedures. Authenticity and reliability are also
ensured through securing their context and managing them in conjunction with other aspects of
the fonds that they belong to. The UBC Project's findings alsotktdtthe lifecycle model of
records management can be divided into two phases. The first phase is where records are
created, used, and stored as saative records by an agency and the second phase involves the
storage of these records for long termemssc Finally, the UBC Project determined that the best
agency to manage records is the organization that is responsible for the creation offecords.

While these findings were lauded by many, Paul Marsden did havecsibicismsof the
UBC Project. Marsden believed that while the UBC Project did fantastic work in developing a
method of determining reliable and authentic records, its goals could not be realized in many
organizations. This was due to the fact that many organizations do not pos$égisiyhe
centralized administrative structure that the UBC Project recommended for proper management
of records®® This reality has not improved over a decade later and does not reflect the records
managementapacitief manyrecord creator! This aitique aside, the UBC Project was
influential. Many of its findings were applied to the United States Department of Defence to
create DoD 5015.2 in 1997 his was the standard for records management applications and
how they could satisfy the legal and foationalrequirement®f bodies within the Department

of Defence® Also, the UBC Project'sucianaDuranticreatedhe International Research on

32 InterPARES, "The Preservation of the Integrity of Electronic Records,"
http://www.interpares.org/UBCProject/intro.htm.

33 paul Marsden, "When is the Future? Comparative Notes on the Electronic Reegiag Projects of the
University of Pittsbugh and the University of British Columbiaitchivaria43 (Spring 1997), p. 171.
Krahn, ALooking Under the Hood, o p. 61.
¥Krahn, ALooking Under the Hood, o p. 67.
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Permanent Authentic Records in Electronic Systems (InterPARER is focused on the
authenticity and preseation of digital record$®

The Pittsburgh and the UBC projects were early efforts to understand digital records.
While they share many similarities, there were some key differences between the two projects.
The UBC Project was heavily grounded iaditional archival theory where the record creators
would send their records to an archive which would then arrange and describe the records
according to the principle of provenance. In other words, the archives is a passive recipient of
the records thatrere made by a creator. The Pittsburgh Project took a slightly different
approach. For them, the archiv®uldtake an active role to ensure that metadata was added to
records upon their creation. By doing so, the archives would be able to ensteedhig were
properly described and in conté%tDespitesuchdifferences, these projeatsmaininfluential
in digital preservation

Furthermore, these projects have contributetieéadevelopment of standards and
systems that have become widely used by archivists.also important to note that other
groups besidgarchivists have been working through these challengssve?will see with the
Open Archival Information System iChapter Twothis standard was not developed by
archivists buby theConsultative @mmittee for Space Data SystenWork by archivists and
others groups have also influenced the developmengitdidoreservation systems such as
Archivematicaand metdata standards such as PREMIS

Despite this work, no onleas yefound a permanent solution to tbleallenges of digital
preservation noare they likely to.There areananyreasons why these challenges remain a

persistent part of our digital heritage andnyof them have been raised by the authors above.

%Kr ahn,
Kr ahn,
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There is a wide variety of digital records being created every day and they are in an assortment
of file formats and stagemedia These records are also reliant on software and hardware to be
understood by peoplelhis makes selecting digital records gmdserving them a challenégr
archivists that is compounded by the fact that archives rarely have the additrahagjfto hire
additional staff to address these digital preservation concerns. As a result, archives have a
difficult time adapting to the preservation challenges that are presented with rapidly evolving
technologies. This lack of support has creatednair@enment where solutions are difficult to
develop.

As we will see later in this thesis, digital records require aistisito be proactive by
managing file formats, selecting significant propertsas managing metadata. Thisrk
requires the archive t o becyceandawlvesformmingparti ci p
partnerships with various departments including IT and records managemergcdfds ithat
have long retention periodgreservation actions may have to be taken before ingest into the
archiveshappens Archives should not be passive recipients of records as per the traditional
icustodial 0 model precdu satrédpiraachos required o ersibatthe a
needs of the archives are being metis increased involvement of the archives will have the
benefit of making it more prominent in an organization, which in turn may lead to increased
funding. With more funding, the archives can afford to hireenstaff who can devote more
time to addressing digital preservation challenges. As we will see, these challenges are complex

and often requiradditionalstaff resourcesWhat follows is a description of why these

BL LY dzAy3 ! RNAFY [ dafustbdjaBkithYs@efineR & Raviyigitie Arehiles ke a nidtd

FOGABGS NRtS Ay NBO2NRa Yyl 3ISySyio ¢CKAaegassiveA y O2y (NI &
NBEOALIASYyidGa 2F NBO2NRAOD C2NJ Y2NB AYyT2NXIGA2Yy> &SS | RNAI
alyr3aAay3 9f SOGNRBYAO t SNA AHival IssuROR(MNBOX: pp. 55, ZuBngtaiin,a (22 [ |
G¢KS | NOKA®YiI 2F yt ISw2y+t wSO2NRA A Y Abhivé Grid NBnyskrigts C2 NY'Y

22:94 (1994): pp. 9405.
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challenges are still present and what haen done to address them. | will also explain the

reasons why permanent solutions to these challenges are difficult to develop.
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Chapter One
The Challenges of Digital Preservation

There are many challenges in digital preservatathamper the efforts ohformation
professionalso preserve digitalecords These challenges affect various aspectsiof a
organization Digital preservation challenges can ruin an organizé&tmrporatanemory. This
memory becomes vital when the angaation deals with highlgpecializedknowledge that needs
to be maintained over long periods of timkhis data needs to be readby staff and othefsr
the company to handle various situatiofifieseinclude major data loss, legal casmsd making
informationavailablein accordance with laws. A commonly cited statistic is thgi&@entof
businessethatsuffer a major loss of data go out of business within two ye&@igarly, these
preservation challenges can casgmificantdamage to orgarations.

These challenges stem from the nature ofitgeal records. Unlike analagpjects
digital objectsare composed of a seriesarfesandzeroescalled a bitstream in addition to being
stored on a physical medium such as a DVD or Qake. This physical medium requise
specific hardware to access its stored fisich in turn requirethe correct softwarthat can
read the bitstream amdnder it into a format that is readable to hunfahsmanyways, this
process of rendering digitegcords is analogous to certain machine readable analog recards. A
example is a film reel and a projector. Belf, it is difficult to understand the contentsadilm
reelif it is not projected onto a screen for viewingis only through the aid of a projector that
the contents of a reel become claarthey are projected onto a screen. A digital oigexdtin to

the content of a film reel. Alone, it iBireadablebut with the aid of hardware and software (i.e.

I Adrian Brown,Practical Digital Preservation: A Howo Guide for Organizations of Any Sigeondon, 2013): pp.

20-22.

2Mi ke Kasaetieal EBPmMits to t he InfBrmatipneTechnblogpand liibtades Pr eser v
31:2 (2012): p. 64.
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aconmputer systemthe digital object is rendered into something that can be understood in the
same way that a film is when it is projected onto a screen.

Thisreliance on hardware and software leads to numerous challenges in digital
preservation. Storageeda can failanddegradehe digital recordsvritten to it The hardware
required to read the storage device can become damaged or obsolete as time goes by and
software can become corrupted or be rendebswleteby newer programsThe fragility and
speed of technological advances create numerous challenga®fioration professionalwho
are trying to preserve digital records.

While digital preservation has many challenges that are technological in nature, it
necessaryo menton that dgital preservation is just as much a human problem as itis a
technological oneThrough their use of digital technology, people create large quantities of
digital records.These records are stored in various systems of organizéliese sy'ems of
organization can range from highdyganizedile structures to ad hoc and random methods of
organizatior® Thisrequiresthatarchivistsappraise copious amounts of digital recdtds are
stored in diverse storage systen@nce a group afecords habeen selected for preservation,
archivistshave to determinthe significant properties of the recettiat must be preservead
ensure that they are described properly so that the records will remain in eontéits
understandableFinaly, there is a whole suite of legal afidancial constraints on digital
preservation that make it challenging. In short, digital preservation is just as much of a human
problem as it is technological.

In this chapter, | will bexaminingthese challenges and explain why after many years

they still remain. | will begin by historicizing these challenges to show that they have been

SFor more details on how people organize their personal
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aroundfor as long as digital records have been in existeheadll then examine the challenges
of digital preservation individuallyto explain how thewill remain challenges to the

preservation of digital records.

Challenges of Digital Preservation

Themanychallenges to digitgbreservatiorcan be divided intoéwo groups
technological and humanlechnicalchallenges stem frothereliance on the hardware and
software that is required to store and read digital recd?dsblems are caused by the
degradatiorof the bitstream and storage devices as well aslibelescencef hardware and
software. Despite this reliance on technology, we should not forget the effect of people in digital
preservation.lt is for humans, natnachinesthatwe endeavor to maintathe original meaning
and context of a digital recordt is also through human actiorfsat we attach value to digital
records and the properties that they contain. All of this leai¢otquestios. what is
considered valuable enough to presemmd what properties are considered significant to a
digital recor® The answer to thegpiestiors lies within our own conceptions of value.
Perception®f value provide a significant challenge to digital preservation eff@tause of
their subjective natureThis can result in loss of what some individuals may consides to
valuable digial records or properties of a digital recotd.short, human challenges of digital
preservation consist of selectitigpserecords valuable enough to presendentifying their

significant propertiesandknowinghow to preserve them

Technological Challenges
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There arananytechnological challenges to digital preservation. These include
deteriorationn the storagenediaand the hardware required to read these devices. Furthermore,
these devices are vulnerable to becoming obsolete. Software is also exposed to these same
challenges.Finally, the digital objects themselves are susceptible to deterioration. What follows
is an examination of these challenges and why they remain after several decades of digital
preservation

Digital objects are composed of a string of zeroes and ones adliestiream whichis
stored on physical media such as a flash driféis string of binary code isinintelligibleto
humans and is only readable with theerventionof hardware and software (whichitself a
digital recordas it too requires the correct combination of hardware and software) toNinile
both of these wileventuallypecome obsolete, the bitstream of digital objects degradas ifot
properly stored.Thisis a form of degradation thatiisferred to as bit rot Indeed, he
degradatiorof both the digital record and the storagediaonwhich they are stored is a
significant part of théechnologicakhallenge of digital preservation.

There are various causesdagradationncluding viruses, natural disaster, and hardware
deterioration. In addition to degradation, there is also désinuaf the bitstream through
human actions. These range from accidental deletion to destruction throygamndalism,
purposefully removing evidencand other harmful acts Furthermorghardware manufacturers
oftenexaggerat¢he lifespan of theirevices when in reality, they have no way of ensuring that

the data stored on the devigél lastthat long’ Despite the lack of a perfestoragesolution

‘Kastellec, APr a@t i cal Limits, o pp. 63

5Vinton G. Cerf, " AlermiPademagion o6f®igital InRoonatidrProdeearlings of the IEEE
99:6 (June 2011): pp. 91%L6.
fKastellec, fAPractical Limits,o p. 64.

" David S. H. Rosenthal "Keeping Bits Safe: How Hard Can it Bstimunications of the ACEB:11 (November
2010): pp. 48b1.
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Rosenthal believes that our current methods of st@eeibe most feasiblapproacharchivists
have as it is an impossible task find the perfect storage device

Even thought is clear that hardware cannot keep a digital record in perpeanatysures
have been put in place émsurehat data can be preserved for as longexessary A common
strategyto combat hardware errors is called data redundanbiginvolves making multiple
copies of digital records amdgularlyaudiing themto ensure that they have not been corrupted.
If damaged files are found, they wouldieplaced vith a clean copy of the digital objett.
While this method does work, it is vulnerablatanyfactors. First, it is expensive in terms of
financial and human resourcesmaintain grvers and other storage devices over long periods of
time. As the amaut of data an archive stores increases, so does the amount of storagsd
and therefore the cosThis results in even more storage devices being nedesaple also need
to audit these records ensure that there is no corruption in the copiesaartie archive grows,
so does the amount of work involved@lheresultingtime between audits increasedich
naturally leadto a higher chance afatacorruption® All of these challenges are in addition to
the hardware failuresvhich are inevitable.

Regardless of theghfficulties, it is absolutelymperativethat copies of djital records
are madeo safeguard against the eventdegjradatiorof hardware and digital object§Vhile
Rosenthal is correct thdataredundancygannotsolve theproblem it is also anecessary
response to itMultiple copies of records need be keptto safeguard against the eventual

degradatiorof storage devicesArchivists have no way of ensuring the reliability of storage

mediasince there is nolear experiment that can test how long data can be stored on that device.

8 David S. H. Rosenthal, "Bit Preservation: A Solved Problefif' International Journal of Digital CuratioB:1
(2010): p. 140.

® Rosenthal, "Bit Preservation," p. 136; Rosenthal, "Keeping Bitt & , " p .
PYRosent hal, "Bit Preservation, "-6h. 1
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If one was developed, by the time that the experiment was completed (it would more than likely
takemanyyears of monitoring), the results would be no longer useful beeanesg cevice

would becomeavailableand the old ones would become obsolete as new storageshaéce
constantly appearing on the market.

It is for these reasons that the problendedradations still prevalentoday. All
physicalobjectseventually degrade with age and computer hardware is no exception. As
computers and storage devices degrade, so does that data that is contained withivildem.
the bitstream is corrupted, it will become difficult for hardware and software to irttéranel
render it in a format that iatelligible to the human eye. While it is impossible to determine
when a natural disaster will occur, backing up and auditing data is an excellent way to ensure
that the bitstream of a digital record is able to s@a hardware failure. Suppose, however, that
the storage device that a digital record is written on is maintained with no damage to the
bitstream. How will this data be accessed? Technological advancement is increasing at an
exponential rate and oldexchnologies arbecomingobsolete. Floppy discs are no longer used
and CDs, DVDs, and othenediaare becoming less common.

Obsolescencis one of the major obstacles in the technological challenges of digital
preservation.Obsolescenceccurs when th hardware and software required to interpret the
bitstream is no longeavailabledue to the rapid pace of technological chaligenlike paper
records digital records require physical hardware and digitdtwareto be understood by
humans.Obsolescencadds an extra layer of challenge to the difficultypdservinghe bits on

a storage device. A bitstream can be perfectly preserved on a storage device if it is properly

11 Brown, Practical Digital Preservationpp. 2022 0 3 ; Kastellec, fAPractical Limits,
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maintained and backups are made in case of an emergency. If tinesabitss stored on a
medium that can no longer be readyill be difficult to access the data

An example of the difficultiesbsolescencean impose on an organizatisnfoundin
Charles Levi's articleFive Hundred 5.2%8nch Discs and One (finicky) Bthine: A Report on a
Legacy erecords Pilot Project at the Archives of Ontario.” In this article, Levi explains the
difficulties that the Archives of Ontariencounteredvhenit processed numerous 3.5 and 5.25
floppy disks from the 1980s and 1990s that were filed with paper recdrdsdifficulty was
that thearchives did not hava computer that could read a floppy disk because the technology
was obsolete. Furthermore, when the Archives of Ontariewdtuallyget acess to the data
on the floppy disksit had difficulty converting some of the files into newer formats because they
were created in a format that was not widely supported anymdiswas mainly due to the
fact that there were few standardized formathn1980s and 1990%.There arenanysimilar
experiences in both business and private life. Most people can recall an imgtentieey
found an old floppy disk and have no way of accessing its files orfdnegan old computer
file that cannot bepenedbecause it is in a format that is no longer supported.

As can be seen in the examples abobsplescences not just ahardwarechallengebut
asoftwareonebecause file formats and softwdrecome obsolete due to the rapid changes in
software technologyThere are various reasons as to why software and file formaksecame
obsolete. Much like hardware, file formats can become obsolete as newer versions of software
become unable to readder formats. David S.H. Rosenthal argues that file formats become
obsolete when they fail to become dominant while a market is in its early stages. In an early

market, there are often various file formats competing fodtimeinantshare of the market.

2Charl es Levi 525indhiDigce anti@ne (imicky) Machine: A Report on a Legacgoerds Pilot
Project at t he Akhivafai72/(20%1): ppf 23®46.t ar i o, 0
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Eventually, one or a select few formats become widely used by most of the community and
achievemarketdominance at the expense of other competing forn@tse the market matures
with only a select few formatsecomingdominant, all others quickly become obsoféte.
Rosenthal further argues that many of thesguccessfulormats are often not worth preserving
since they were not widely used by a particular commdity.

While formats that fail to capture a significgudrtion of a market have a highendency
to become obsoletthese formats are still worth preservinigpdeed, Michael Mahoney argues
thatthere are too many histories that focus on the success stories of specific pieces of software at
the expense of ¢hmore numerous software systems that failed to beconaethi@ant
product’® Different communities create a piece of technology for a variety of reasons.
Technology does not have a mind of its dwutwas created by people to solve a specific
problem Mahoney argues that the history of computomoftenonly focuses on the success
stories of the computer and treatecesss revolutionary. The contributions of the products
and ideas that existed before the computer and the human agency irvelyeeén less
attention. Instead of focusing on thgpethat the computer had generated, Mahoney argues that
we should focus on why the machine was created and how it was used. By doingvébpee
able to keep the machine in cont&t.

Contextis incredibly important in digital preservation. Knowing why something was
developedn a specific way is integral tenderstandinghe nature of the recordn particular, it

is important to understand the technological landscapéicha particular program was

B David S.H. Rosenthal, "Format Obsolescence: Assessing the Threat and the Deféseg,Hi Tech28:2
(2010): pp. 19&00.

1 Rosenthal, "Obsolescence," p. 197.

15 Michael Mahoney, "What Makes the History of Software HalEEE Annals of the History of Computiaiuly-
September 2008): p. 12.

18 Michael Mahoney, "The Histories of Computing(dpterdisdplinary Science Reviewd0:2 (2005): pp. 11:927.
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developed Thisincludes understanding thechnologieghat existed before and competed with
a particular program. To return to Rosenthal's remark that many of these early file formats and
programswere not valuable because tHayed to be widely adopted is necessaryo
understand and to preserve these digital records beitetsell help us understand the digital
landscape that led to the development of other progaahsiso the digital environments in
which they weraleployed

With all of this being said, how do we mitigate the challenges posetdnlescence?
The digital preservation community hdsvelopednanymethods that reduce the threat posed by
obsolescenceDigital records and storageediacan be migrated to newer versidogostpone
obsolescenceAlternatively, many copies of digital records will be made and checked for errors
to ensure that there is no data lo3$his process isalled data redundancy. Archives can also
migratethe famats of digital records to standardized formats that are widely used. Finally,
digital records can be rendered maperating environmersimilar to the one that it was
originally designed for in a process called emulatioit.is crucialto note that these measures
do not end the difficulties posed bipsolescenceRather, they postpone the eventual
obsolescencef a digital recordo ensure that remainsaccessible Technology will continue to
advance and cause whatever fororadtorage mediunthatthe digital recordsvere transferred
into to eventuallypbecomeobsolete. The methods described here are temporary measures that
can assist archivists with maintaining accessibility of digital records.

There arenanyforms of migratiorbutthey alladdresshe challenges associated with
obsolescencand degradatioof hardware, software, and file formats by allowing digital objects

to bereadable Thisis done by changing either an obsolete storage medium or file format to

"Kastellec, AdAPractical Limits,o p. 64.
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something tht is current and readable omrrenthardware'® This can involveeopyinga digital
object'shit streamfrom an outdated storage medium to one that is currently ddedprocess

is called refreshmentf. For migrating file formats, the outdated fornmthanged to ongat is
current?® One example of this is simple version migration. This involves migrating an obsolete
file format to updated versions that are within the family of products or fofha#s.example

of this is changing from an old veosi of Microsoft Word ta newer one.

There are some problems with migratialeff Rothenberg believes migration is simply
"wishful thinking" on the part of archivists as each migration is costly in terms of money and
staff resources and also runs thé& o§data losg? Migration is not a permanent solution to the
technological challenges of digigateservatiorbut atemporarysolution. Migration would have
to be performednanytimes in the lifespan of a digital record. With each migration, careful
analysis of the formats neetb be conductetb decrease the risk of data loss. This makes the
process of migration extremely time consuming and lalensive?® Furthermorethis labour
intensiveprocess needs to be conducted every time a migration déclinés care must be
takento mitigate the risk of losing valuable data during the trandfénen oldefformatsare

migrated to current ones, sorfiumctionalities such a®nts andormattingof the originas can

18 Ross HarveyPreserving Digital Materials ( Ber | i n: De Gruyter, 2012) : p . 156
64.

19 Harvey,Preserving Digital Materialspp, 142-143.

201n some circles, this form of migration is often called transformation since the main goal is to change the bitstream
of the digital object. Please see David Giarétthyanced Digital PreservatioriSpringer: Berlin, 2011): pp. 260

202.

21 Kenneh Thibodeau, "Overview of Technological Approaches to Digital Preservation and Challenges in Coming
Years," inThe State of Digital Preservation: An International Perspedtidy 2002): p. 23.

22 Jeff Rothenberg, "Avoiding Technological Quicksand: Findingiable Technical Foundation for Digital

Preservation, A Report to the Council on Library and Information Resources," (January 199916p. 13

23 United Nations Educational, Scientific and Cultural Organization, "Guidelines for the Preservationaif Digit
Heritage," (March 2003): p. 135.

24 Harvey,Preserving Digital Materialsp.159.
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become corrupted and unableb®rendeedproperly?® Therefore care must be takenhen
migration B performedo ensure that there is little chance for data loss to occur.

Migration is often used with anotheigital preservatiostrategycalled normaliation®
Normalization involves converting files into preservation formats as soon as they are acquired by
the archive’” The purpose of thistrategyis tofacilitate preservation in the future by having all
files acquired by the archive be in a format that is stable and less liketgdoneobsolee in the
immediate futuré® A goodexample ohormalizatiorc an be found in Kye 006D
A T a mDigita) Records with the Warrior Princess: Developing a Xena Preservation Interface
with TRI M. 0 In this article, OO0Donnell descr
XML Electronic Normalizing for Archives) and its pros and cons. Xena is am Sp#&ce
normalization tool that was developed by the National Archives of Australia. Xena identifies a
file and then generates metadata while it is converted into an open format. Xena also encases the
digital object in XML to produce a ENA file.?® As with migration, howevemormalizationis a
labour intensive process and costs money to convert files into standardized preservation
formats®® There is also the risk of losing functionalit&sd the original look and feel of the
recordswhenit is normalzed.

Another safeguard againsibsolescences format managementThis involves

developinga plan that limits thearietyof file formats tha&n archive will accefb facilitate

25 Brown, Practical Digital Preservationpp. 209210; for an example of how functionalities can be lost through

mi gration, see JentlucingBvomd versats®/,r diPlehd eRagedebat e, 0
http://abovethelaw.com/2014/06/th@geinducingword-versuswordperfectdebate/last accessed September 23,

2016

26 Harvey,PreservingDigital Materials, p. 158.

27 Brown, Practical Digital Preservationp. 211; HarveyPreserving Digital Materials p . 158; Kastellec.
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28 Brown, Practical Digital Preservationp. 211; HarveyPreserving Digital Materialsp. 158.
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preservation. Many file formats require specific hardware and software to be rendered. When
these become unavailable throwdisolescencer other challenges, the risk that the digital
object would be lost increases. Furthermore, many formats areqtaopaindthat will run the
risk of obsolescenct the company that supports them goes out of business. Through format
management, an archive can have greater control over the file formats in their archive by limiting
the formats that will be acceptedttmse that are able to be effectively preserved by the
archive! To summarize, format management involves limiting the numbiedbrmats that
will be acceptednto an archive to those that can be effectively preserved.

There arenanyexamples of fomat management. One such exanpkb Library and
Archives Canada (LAC) whehcreated the Local Digital Format Registry (LDFR)he LDFR
outlines what file formatand migration pathways for content th&C will accept by analysing
whether a format can be preserved for an extended period of time. LAC also identified the need
for the list of file formats to change over a period of time as file formats become oB$dléie.
Library of Congress has algieveloped its own format registry that outlines what formats it will
accept into its archive. Format management is an important part of digital preservasiain
assists in managing the large volume of digital records thabasgantlybeing createdBy
maintaining formats that are widely accessible, less likebetmmeobsolete in the immediate
future, anddeally are free from the resttions of proprietary softwayéormat management
facilitates preservation In short, carefully managing fifermats aids digital preservation by

reducing the stress caused by preserving multiple file formats.

31 Harvey,Preserving Digital Materias, pp. 143154.

32 Library and Archives Canadhgpcal Digital Format Registryp. 1.

33 Library of CongressRecommended Format Specifications
http://www.loc.gov/preservation/resourcés/f OC.htm| last accessed September 23, 2016
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Another method of digital preservation is emulati@mulationinvolvesusing a
program called an emulator to recreatedbmputingenvironment that aigital record would be
able to rur®* Emulation is distinct from preservation methods such as migration and
normalization in that it does not change the bitstream of the digital oBjeaxample of this is
a Super Nintendo emulator on a computer ¢taatemulate the operating environment of a upe
Nintendoto run games from that systerfihe video gameommunityhas made extensive use of
emul ation to run video games KeepingtmGaneAler conso
EvaluatingStrategies for thePreservation oConsoleVideoGa me s, 6 Mar k Gutt enbr
Christoph Becker, and Andreas Raubsigggesthat emulation is needed for the preservation of
video games becauaalike video ortextfiles, video games are meant to be intevactThey
are not meant to be watched or read butto be played. When a preservation method such as
migration or normalization is used, they change the bitstream of the numerous digital objects that
make up a video game. As a result, the original game is ah&moge what its creator had
intended it to be and can become unplayable. Also, Guttenbrunner et al. found that there is an
added challenge of preserving video games that require specific attaghsnehtashe bongo
drums that are required to plBpnkey Konga®

It is important to keep in mind, however, that emulation is far from perfect. Mahoney
believes that emulatse have several deficiencies. Whilee | at or s can ficonvey s
programming by executing the code, what appears on the ssn@enely a simulation of the
physical device, omitting entirely the spatial, temporal, and social experience of writing

programs and having them punched up a¥fid run,

“Kastellec, APractical Limits,o p. 64.

®*Mark Guttenbrunner, Christoph Becker and Andreas Raub1
the preservati on nfernatiana 3oonkl ef DigitaldCeration§:h(2040y: pm 6490.

®¥Mahoney, fASofl ware, o pp. 14
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Through my personal experience using vasitypes of video game emulators, | can confirm that
this is indeed the case. The sound and graphics may be different from the original game not to
mention the way in which someone would playrbr examplesomeonenightplay a Super
Nintendo game on AC using a Playstation controller because it is one of the few that can easily
connect to a computer. Depending on the emulation program, the sound and graphics would
vary in quality. | can say thatdeo game=mulators havenprovedsignificantly over the years,
but they are far from perfect.

Despite these critiquesmeilationsometimesllows archivists to preserve the loakd
feel of a digital objectvhen it is considered to @ important aspect of the digital record. In
therarticle, AA Compr e hDeingsiitvael Afrpcrhoiavcehs ,too LBaourrna
Peter Hornsby, and Ben Ranker provide another example of the uses of emdlaggn.
describe the use of emulation for the Salmon Rushdie Collection at the Brmweysity
Libraries. The Rushdie Collectimontainsrecords thaarebothanalogueand born digital The
staff atthe Emory Libraries wanted researchers to be able to view these digital records in the
same operating environment that Rushdie would hawt hisgself. This would allow
researchers to view the computing environment that Rushdie wratel iexperiencis
differencescompared t@urrentoperating systemsro accomplish this, the staff at Emory
created an emulator that can replicate the operatimgjonrmeno f Rushdi eds ol d co
a result, researchecanview these digital records in the same way that Rushdie would have
viewed them. Emory also haolensurehat many of the records that Rushdie did not want

accessible to the publigere either redacted or removed from the emulation enfifelly.short,

SLaura Carroll, Erika Farr, Peter Hor nsbyDjgtaland Ben Ranl
Ar ¢ h i Arcbigariad2 (Fall 2011): pp. 692.
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emulation provides a way for researchers to interact with the digital records in the wayythat the
originally appeared when they were fidgtveloped

While emulation provides a means to simulate the operating environment of a digital
record, why should we not just maintain the hardware and software indefinitely to maintain
working order? The advaagespreserving the original systerasethat we would not have to
worry aboutobsolescencbecause we are preserving the hardware and software required to
render the digital record. The original experience of using the machine would also be preserved.
The challenge with this method, however, is that hardware degrBtiesics break, hardides
fail, machine parts burn out, the list can go &ventuallynew parts would have to be used to
replace failed ones and this can lead to a loss of data. Assuming no technological failures
happen, there is the risk of losing the technical knowleflgsing the machine. In her article,
fiPersonal computers, microhistory, and shared authority: Documenting the ire@rhyor
adopt er aichiallsehalaPatrcia Galloway describes the challenges of using her old
Kapyro Il computer after severgars of sitting in her basement. After fixing the hardware
issues and making the computer operational, she found that she had lost the knowledge of using
the command line interfacé. For Galloway, this lack of knowledge is a significantservation
chdlenge with the original operating environment as the skills required to use these systems with
any sort of efficiencyareoften lost. Therefore, documentation about the use of the system needs
to be preserved as wéf.

This last point is a significantallenge for both systems preservation and emulation. If

the knowledge to use these old systems is lost, the digital records that rely on this system would

38 Patricia Galloway, Personal computers, microhistory, and shared authority: Documenting the ireariyor
adopter dialectic,/[EEE Annals of the History of Computi§:2 (2011): pp. 6®1.
®Gall oway, fAPersongkl Computers, o pp. 64
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be difficult to access and/or use. An example of this would be using@ireperating system
with little to no knowledge of command line interfacéfsa researcher does not have the
required knowledge to operate such a system, digital records would be inaccessible. Another
point to considers whetherthe majority of researchers would want torfehow to use these old
systems to access a handful of digital records. Unless reseapbeifically want to view the
operating environment, it woukthcumbetheir research if they had to navigate obsolete
computer technologies to find one digitaloet Documentation will aide in learning old
computing environments &swould provide much needed instructions on machine operation
but, as Gallowaynentions much of the documentation has been 1bdssues such as these
make systems preservation and emulation challenging to accomplish.

The methods and plans outlined above prosm®emeans to mitigate the challenges of
digital preservation but they should never be used albrstead, specific nikods should be
used to preserve specific digital records. None of the methods described above can permanently
solve any of the challenges of digital preservation. When they are used properly, however, they
can allow for digital objects to remain accéssifor as long as necessary. Every single one of
these methods works for specific situations and often require the use of other methods to be
successful. An example is using migration, format management, and data redundancy to
preserve a group of diglteecords. When a digital record is acquired in one of the acceptable
preservation formats (format managemea)extra copy is made safeguard against hardware
failure (data redundancy). When tieematis about tdoecomeobsolete, a copy is migratéal a
newer formaso thafpeoplecanaccess itformatmigration). When the storageedium

becomes obsolete, the digital objects are migrated to a new storage device that can be read by

“Gall oway, fAPersonegkl Computers, o pp. 64
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currentmachines (media migrationA successful digital preservation program needs to use
manyof these methods in tandemproperly preserve these digital records. Each of these
methodshasspecific uses and knowing when to use each one is an important aspect of digital

preservation thawill be discussedn the next section.

Human Challenges

While related to technologicahallengeshumanchallenges do not necessadkyal with
issues of technology. Instedbesechallenges stemdm such difficulties as determininghich
digital records out of the multitedthat are created daily are sy of preservation. As seen
with the technological challenges, many of the preservation methods that are currently being
used involve changing the bitstream of a digital objetter&fore, it becomes necessary to
determine what aspects of a digitatordmust bemaintaired This requirearchivissto
exerciseheir judgement in selecting whaspect®f the record are worth preserving/hile
everyone can agree that the preseoneof contextial information about the creation of the
recordis of significantimportance, there will always lakfferentanswesto the question of
which digital records should be preserved and what aspkttteseought to be keptln short,
our subjectivenotions of value affect what we consider to be valuable digital records.

Digital preservation facamanylegal hurdles in regard to copyright. As we have seen
above manydigital preservation strategies involve making charig@sd/or copie of digital
records that may be protected under copyright. Copyright law existed well before the advent of
digital records andurrentdigital technologies.These laws were originally intended for

analogue recorg® which are preserved by ensuring that they change as little as possible

“Kastellec, APractical Limits,o p. 66.
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throughout their lifespaff. Simply purchaing the digital recortb preserve it is often not
enough to avoid possible copyright violations as émiy grants the end user permission
access the digital content in questfdriTo add further complexity, copyright lawary from
nation to natiort* Generally speaking, archives can only make additional copizdigital
record if itis not protected by copyright drthe archives owsithe copyright or has permission
from the copyright ownef®

There aremanyreasonsvhy copyright restrictions are problematic for digital
preservation.As described earlier in this chaptdigital records aréess permanerthan paper
records because they rely on hardwaresawitivareto make them readable to users. This
challenge results in archivists needing to perform preservation actions much sooner than they
would for paper records. If an archivist could not get apggdrisom the rights holder, digital
preservation actions such as migration and data redundancy cannot be performed as this would
violate copyright laws by changing and making additional copies of an item without the
copyright hol Eugherbose, cppgrighhissses domot only involve the content of
digital records but also the software required to access them. An exampleirtbdifying an
operating system so that it could run on current hardware. If the archives does not have

permissiof r om t he operating systemb6s copyright hol

2?Ross Harvey and Martha Mahard, fAMappRFinrgst h@e Ptrersyeroat i
Preservation, Digital Technology & Culturd2:1 (2013): p. 9.

“Kastellec, APra@g7tical Limits,o pp. 66

44 An article that highlights the differences in copyright legislation regarding digital content is David Anderson,
APreserving Europeds Digital NewReviewoBnforntaion Netwarkidgl A Legal
(May 2013): 1639. While this article only focuses on European legislation, it provides valuable insight into the

differences in how copyright is handled in various countries and how that relates to digital preservation. Another

source that provideinformation on copyright and digital locks from a Canadian perspective is Michael Geist in his

blog: http://www.michaelgeist.ca/tag/digitaicks/.

45 June M. Besk, Jessica Coates, Brian Fitzgerald, Wilma Mossink, William G. LeFurgy, Adrienne Muir, Mary
Rasenberger, Christopher D. Weston, ADi gi Thal Preservati
International Journal of Digital Curatior3:2 (2008): p. 105.
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by modifying the software. Legal questions such as thesmarplex aghey requirea solid
understanding of both digital preservation practices and ngpieaific copyright legislation. It
is beyond the scope of thisthesi® det er mi ne the fAcorrecto way t
as there is neingleway of coping with them. Mgoal here is to raise these issues for future
consideration.
When a digital record hdseen selected for preservatiometadata is used to keep it in
context Metadata is the information that describes aspedsligfital record including
information®m t he recordédés creator, date of <c%eati on
The archival community has oftealied upondescription to ensure that records remain
intelligible for future users by recording the rea@rgrovenancer contextin which it was
created For digital records, metadata assists in the preservation of adgecontext by
ensuringthatits authenticityand provenance are maintaitfédThis is done through the use of
various kinds of metadata types including admiatste (data on the rights, preservation, and
ownership of a record), structural (data on the internal structure of a record and how it relates to
similar content), technical (data on the technical specifications of the recordgsoriptive
(data on tk history of the record}
Despite its importance, the need to collect metadata is often igmdrigth in turn leads
to the loss of valuable datd.A lack of consensus is also apparent in the preservation

community as theris a wide array of metadata standards that differ in terminology and

%p, Ramesh, J. Vivekavardhan, and K. Bhoarcedisdovery i Met adat
| ssues an dDESIDAQC Jownalgfd brary & Information Technolod$:3 (April 22, 2015): p. 193.

“Andrew Wilson, AHow Much i s Enouglburnal bfdibrandMetadatd® or Pr e s ¢
(2010): pp. 207210. Itshould be noted that metadata is not a substitute for archival description. Please see Cook,

"Impact of David Bearman," p. 32 on his critiques of the Pittsburgh Project.

48 Ramesh et al., pp. 19896.

“Amelia Breytenbach and Rtadata &d RresenatiomNethods fdrCbnénudus e o f Me
Access t o Dheglectromit LibEag29:2 (2011): p. 237.
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structure® Currently, there is no single metadata standard that adequately dealtrispects
of a digital record. This creates significant problems when preservation professisitals as
metadata to a record asmnystandards need to be udedether. This often leads to
inconsistencies in terms that need to be harmonized by archivistshort, metadata is an
integral parof ensuring that digital records are adequately deschbethe disparate metadata
standards and lack of consensus make describing records in a consistent format difficult.
Another area of digital preservation where there is a lack of consensus among
information professionals is selecting which digital relscare worthy of preservatiofeach
day,manydifferent kinds of digital records are creatdthch ones created to fulli a variety of
functions including computer games, movies, websigstues, emails, musigpreadsheets,
databases, word processed documantsnanymore. While each of these digital recorsls
useful inits own way, it is impossible to preserve everythifidie amount of digital content in
existence is staggering and too much for anyiosigution to manage. How, then, does one
determine which digital records will be saved and what will be allowed to fade into obscurity?
Many scholars have stresstte importance afippraisingarge amount of digital records
to determire what is usefufor a givendesignated communityBoth Harvey and Kastellec agree
that managing the large volumes of digital records is an important challenge for digital
preservatiort? Kastellec outlines several models for selecting digital records:
Models of selectio for digital objects can be plotted on a scale according to the degree of
human mediation they entail. At one end, $bkectivemodel is closest to selection in the
analog world, with librarians individually identifying digital objects worthy of digital
preservation. At the other end of the scale whele domairmodel involves minimal
humanmediation, with automated harvesting of digital objects. ddiaborativemodel,

in which archival institutions negotiate agreements with publishers to depoghtont
falls somewhere between these two extremes, as do#gethaticnodel, which can

etlea8d at a Di vers
etadata Divers
p. 2; Kastelle

®Ramesh et al .,
"Ramesh et al .,
52 Harvey,Preserving Digital Materials

A M ity, o pp. 196
A M i

ty,@l4p. 198; Wilson,
c, AiPractical Li mits, o
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apply either selectiveor wholedomaintype approaches to relatively narrow sets of

digital objects defined by event, topic, or commupity.
While eaxh of these approachkas itsbenefits, they also havksadvantagesBy keeping
everything,nformation professionalwould beunable to effectively manage the staggering
amounts of digital records in their carngkewise, carefully selecting which rexs to acquire
and which to refuse often leads to an appraisal backlog as it involves large amounts of staff
resources to parse througghiabytesof data>* Many institutions, however, do not have the
human resources to be able to sort through langeunts of digital records. In their article,
AOver whel med to Action: Di gi t-Bdsoureednstgiugond at i on
Amanda Kay RineharRatriceA n d r e hofhmey @d8 Andrew Reid Huot outlinreanyof the
challenges that digital presvationpresents In addition to lack of funding, staff oftéace a
lack of training, change fatigité and a lack of engagemembf major decision makers.

Selecting digital records a form ofarchival appraisal Archival appraisal is the act of
selecting the records thaill be storedin an archive andybextensionijt also involves selecting
which materials wilhotbearchived, usually destroyed, and thost to society.Much has been
written on appraisal arttie manytheories and methods of conducting’itAppraisal theories
such asviacroappraisal, Documentati@trategy and others have been influenti@lue to the

large quantities of digital records that areateel, appraisindigital records has providedany

“Kastellec, APractical Limits,o p. 67.

“Kastellec, APractical Limits,o p. 67.

55 The authors defined change fatigue as the stress that is caused from changes toffimth én@ironment (i.e.

the coming and going of staff, building maintenance, moves, etc.) and technology.

5% Amanda Kay Rinehart, Patrigcen dr e Pr udo6homme, and Andrew Reid Huot, 0
Preservation Challenges atthe unBeg s o ur ¢ e d QChG Systems & Sewicd8:D (February 2014): pp.

30-33.

571t is beyond the scope of thisatis to discuss the various ideas and methods of appraisal. An excellent and
concise overview of appraisal theories throughout the |
article fAArchival Appr ai shAachives dd Recotdkeepingt gheavyrintoPragtelt i ng Sa
Caroline Brown, (London: Facet Publishing, 2014): pp631
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challenges to the traditional ideas of appraiJdlere have beemanyattempts to find methods
of efficiently and effectively appraising digital records including digital foreA%ansd
automated appraisal. Many of these methods, however, have proven difficult and are not
widely adopted® In theirwork on the Vancouver Olympic Games records at the City of
Vancouver Archives, Courtney Mummetial.suggest that appraisals fApr edomi nant |l vy
pragmatic exemgcbkecaboatclhiHowsts afford to ke:
theoretical exercise about fdAWhat docum&ntary
Thelimitation of resourcedias a major impact on choosiregords kept by the archivésIf a
collection is well organized, has consistent file formats, and is large, it is much easier to select
which records are worthy of preservatfin.

This approach of managing digital recotd&ffectively preserve them highlights the
importance ofecordsmanagementThis means finding an efficient way to reduce the amount
of digital records beingccepted by the archive facilitate appraisal. How to properly do this is
a question that is open to much debate that does not appear todedivétiae solution and will
generate different responses dependiegndividual Taking all digital records into an archive
might seem like an appropriate solution that will ensure that nothing is lost, but effectively
managing this vasjuantityof digital recordss a difficult task that takes up large amounts of

server space and staff resources spent on indexing and preservation. Alternatively, being highly

Frederick B. Cohen, i Di gRetodandnfomattomMdandgenent doar@d:1For ensi c ¢
(March 2015): pp. 2-44; Christpher A. Lee, Matthew Kirschenbaum, Alexandra Chassanoff, Porter Olsen, and

Kam Woods, fABitCurator: Tools and Techniques for Digit:
http://www.dlib.org/dib/may12/lee/05lee.htmlast accessed September 28, 2016

®Gilliand, #AArchival Appraisal,o p. 49.

Gilliand, #AArchival Appraisal,o p. 49.

8Courtney C. Mumma, Glenn Dingwall, and Sue Bigelow, i/

20100lympic and Paralympic Winter Games Fonds: or, SELECT * FROM VANOC_Records As Archives
WHERE Val u drchivariai2¢Fall,2011): p. 110.

2Mumma et al., AA First Look, o p. 110.

8Mummaetali A Firspl2Look, o
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selective in the appraisal process may lead to acquiring valuable records that areiseaydo
areworthy of preservation, it also taksgnificanteffort on the part of staff to appraisemany
digital records and also may lead to valuable digital records being lost. While automation may
facilitate appraisal, it is by no means a replacement for hundgemuent and still requires the
intervention of staffo function properly. In conclusion, there is no perfect solution to the
challenges of appraising digital records. Eapproacthas its advantages and disadvantages
Somemay work well in some situations and not in others. Therefore, institutions should select
anappraisal approach based on their own needs and situations. There is no one size fits all
approach.

To add further complexity, digital records change over aséhey are migrated to new
formats and storageedia This can lead to lossof functionalities and significant properties.
A significant property is a characteristic of a record that is esséotia context and meang
of a recorc®* What constitutes a significant property is debated among members of the digital
preservation communif}?. A significant property is difficult tadentify due to the fluid nature
of digital record®® and the subjectivity abur views on valueTo quoteAngela Dappert and
Adam Farquhar, @dASignificamn%Aredos doesnothaveanfey e o f

value other than the one that we ascribe to it. Different groups of stakahnkdesee different

“Geoffrey Yeo,Sdm&Noahi Sgmétshitmg EIl sed: Significant Prorg
Or i gi nmehivialtSgienad 0: 2 (June 10, 2010) : p . 87; Angel a Dapper
the Eye of timRese&thand&dvanted €echnaddgyDigital Libraries eds. Maristella Agosti,

José Borbinha, Sarantos Kapidakis, Christos Papatheodorou, Giannis TsakonasYgenkjer,2009): p. 298.

%The term Asignificant propertyo is also.Dwhngmyni versall
research, | have come across terms that refer to more or less the same thing. Examples include terms such as

essence and significant characteristics.

66 Digital records are fluid because the same digital record can exist on several compaitezsdisplayed in

slightly different ways depending on the configuration of these computers and the file format that the record is

stored in. Are they still the same digital record? This question is open to debate as what constitutes an acceptable
amaunt of | oss is highly subjective. See Arthur AlIlisor
| dent i t yJoumal ofthe Aneericén Society for Information Science and TechnbtgyFebruary 15,

2005): 36472 for more on the fluichature of digital records.

57 Dappart and Farquhai,Si gni fpi287ance, o
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properties that may be worth preserving in a record and at times these may conflketohith
other Geoffrey Yeo describes this subjectivity
objects. o For Yeo, the i nt eregignécarmvaiesrom of whi
group to grou® Forexampleone group may consider the font aeatualdocument
significant while another may put more importance oratttaal words othe documentin
sum, different communities ascribe significance fttedent properties of a record.
As a result, these disparate communities choose the appropriate digital preservation
strategythatpreserveshe properties thahey consider to be significanGroups thatank
content over appearanaad functionalitiesvill often see migration as a viable option for
preservation. The risk of losing some of the digital re@agppearancand original
functionalityis acceptable for the sake of preserving the contemt.some communities,
however, appearane@ad funcionality areequal to content. oodexample of this is video
games. These digital records were designed to be played by the user and (for many
communities, at least) thfanctionalityis an integral aspect of experiencing these records. In
other word, being able to play the game either in the exact way that the developer intended or as
closdy as possible is a significant property foanycommunities.Subsequently, digital
preservation methods such as emulation are favoured over those that bleangg the game
was meant to be play@¥.Another example is preserving an eatperating environmea
show what the creator of a digital record would have experieficedcreating aremulation,
the programmer selects what aspects of the digital record to preserve via emulation since

emulation is far from a perfect method of preservation. It simply provides a simulation of what

8Yeo,ANot hi ng ipp.9%9B.e Same, O
59 Guttenbrunneretalii Keepi ng t hep.64me Al i ve, 0
OCarrolletalfiA Compr ehensppved92Appr oach, o
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using the original digital record was lik&he selectia of an appropriate digital preservation
method is determined by what is considered to be the significant properties of a digital record.
Both appraisal and significant properties demonstrate that the attribution of value in
digital preservation is a sidgjtive act that is influenced by a variety of factdféhat maybe
consideedvaluableby somemay be seen as worthless to othdd#ferent perceptions of value
significantly affect decisiasion which records are worth keeping and what significantgties
are desirable. The same can be said for communities of individuals in their desiatshat
is valuable.Each community has its own perceptafrwhat is valuable and will preserve digital
records according to their own beliefs. This is manifest in the kinds of recordsitmainities
keep and the preservation strategies used to ensure that they are accessible. The choices that
they make in digdl preservation sedk preserve what they consider to be valuale.we will
see in Chapter Two, this community of users is what the Open Archival Information System
(OAIS) calls the Designated Community
Our perceptions of value affect our viewsdigital preservatiomnd subsequently
influence the choices that we makEhere isnoright or wrong answer to these questions. As
long as the perceived value of the digital record is maintained throughout whatever preservation

actions are performed,dan be said that the digital record in question has been preserved.

Conclusion

Digital preservation posesanychallenges to information professional&/hile many
involve the rapid rate of technological advancement, it is important to keep in mind that this is a
human problem rather than solely a technological one. It is through human action that machines

and software advance and it is our agencydhates these tools in whatever task they perform.



40

The objects themselves do not act on their own but through human will. This is important to
keep in mind as rapid I mprovements in technol
hi des % Maerdesactly,.hype hides the human agency involved in technological
advancement. Nothing comes from nothing, and we should be mindful that there is always a
human behind the machine.

How does this affect digital preservatioh?ith each change in our gety, our
technology changesith us. We use these tools in different ways throughout our history.
Records are tools created to satisfy certain requirements or perform specific tasks. It is the job of
the archivist to ensure that this valuable contexiot lost during preservation. rmany
instances, the challenges of digital preservation are ones of continuity. We need to preserve
digital records that will more than likely change througttbetr lifetime. The technology
needed to rendénemwill no longer be around sbese recordseed to be migrated or changed
in some way so thaheycan be read in some form by peopkes a result, thearadoxical
challenge of digital preservation is to preserve something that will change form. This often
results in the selection of significant prope
Arecordnesso and usi ng oodedescribedtalhoee todprespive thieke p r e
properties. In response to these challengesiystandards and systems have been developed by
thepreservation community facilitate preservation. These will be the focus of the next

chapter.

" Mahoney, "The Histdes of Computing(s)," p. 120.
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Chapter Two
Standards and Digital Preservation Systems
As seen in the previous chapter, theremaamychallenges inherent in digital
preservation. Through swift technological advances, older digital records become obsolete as the
software and hardware that is required to render them is no longer available. This is assuming
that a digital object is able avoid having its bitstream degrade. In addition to technological
challenges, digital preservatiarcludeschallenges that are more human in nature. Digital
records can lose context and important meaning without adequate metadata to describe them.
There is also the major issue of determining which digital records are worth preserving. Another
significant challenge is determining what properties of a digital record are worthy of
preservation. In essence, the challenge is to ascertain what weragedrgreserve. Is the
look of a digital record important, or is only the content? These are difficult questions to answer
and there have beemanystandards and tools that have been developed in an atteadjolréss
them
The digital preservation camunity has createshanysystems and standards that attempt
to respond to the challenges of digital preservation. As we have seen in chapter omerthere
the Pittsburgh and UBC projects. Prior to 2000, the list of possible digital preservation options
was short. There was an emphasis on media preservation with migration, emulation, and
refreshing being developed. During the 2000s, digital preservation strategies such as migration
were still mainstays but other methods weeengdeveloped including dital forensics,
preservation metadata, standardized file formats, and data redundancy. Eventually, standards

and guidelines were developed to aid in digital preservation.

1SeeYep TfiNot hi ng and&uttenhrennebet sheii Keepi ng t he Game Alive. o
2 Harvey,Preserving DigitalMaterials, pp. 101-105.
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The response of archives to digital preservation has varied. In her 2013 stioly
many institutions have digital preservation policies, Madeline Sheldon found that only 33 of the
99 organizations she surveyed had developed a digital preservation policy between 2008 and
20132 Texas Tech University begarprogram to keep electnic theses and dissertations
(ETDs) in 2005. During the course of operations, the program had suffered numerous instances
of data loss and other preservation issues such as human error and corrupted backups. While
they were still able to continue theirggram, it required much work on the part of sfaffAC
is another institution that has facenychallenges in their digital preservation efforts. Despite
declaring that digitalecordsw i | | be the Aformat of choiced for
does not have a digital strategy in place. As a result, it is unable to effectively and efficiently
handle large quantities of digital recofd$n addition, LAC spent $15.4 million on a trusted
digital repository (TDR) between 2006 and 2011. While tli&kWwas deemed operational in
July 2011, it was shut down without official documentation of the reasoning in Novembet 2012,
It was estimated in 2013 that the Government of Canada had 14 PB worth of unmanaged emails
in its archives and email systems.

As can be seen from these examples, the responses to digital preservation have met with

mixed results. While it would take volumes to go into detail about all of the responses to digital

3 Madeline SheldomAnalysis of Current Digital Preservation Policies: Archives, Lilear and Museum$2013),
http://www.digitalpreservation.gov/documents/Analysis%200f%20Current%20Digital%20Preservation%20Policies.

pdf, last accessed September 28, 2016

“Joy Perrin, Hei di Winkler, Le Yang, fADi 4CaseStudyRar eser vat
Texas Tec h THe daumataf Acadenyic Librarianshifl (2015): pp. 98.04.

SAuditor General of Canada, f@AChapter 7 ilibraryangd nt ary Her i

Archives Canadalp.do Fal l 2014, pp. 8

6 Auditor General of Canada, pp.-112 . For more information on LACO&6s TDR,
TDRs,St andar ds Cul t ur e, Arehival Scieic@&6:6NFalt201€) of Trust , 0O
Kristina Lillico, APrepari ng f or Navigatng tbe Digitat Fature IMor | d i n

Conferencg(November 27, 2013): p. 9,
http://www.im.gov.ab.ca/documents/conference/2.1 Preparing _for the Digital Wd€ldllico.pdf, last accessed
September 28, 2016
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preservation, in this chapter | will focus on specific standards #vat been influential in the

digital preservation community and some of the digital preservation systems that arose from
them. In particular, | will examine OAIS and PREMIS axgploretheir influence in the

creation of several digital preservation systaonsh as Archivematica and Preservica. The
standards and guidelines that have been developed by the digital preservation community are
influential in how these two digital preservation systems operate as these systems are built

around them. | will stamvith the standards and then move on to these systems.

Open Archival Information System (OAIS)

One of the most influential standards in digital preservasitime Reference Model for an
Open Archival Information System (OAIS), a standattbsedevelopmentvas ledby the
Consultative Committee for Space Data Systems (CCSDS). The CCSDS was created in 1982 as
a forum forthediscussion of problems in the development of space data systems. It is made up
of manyagencies from various nations acrtss globe® Prior to the development of OAIS,
there were no consistent standards on digital preservaeginning in the 1950s, organizations
began to rely on computers to store their data and throughout the 1960s and 1970s there was an
increagng awaenesf digital preservation issues. Through the 1980s and early 1990s there
wereefforts on the parts of archivists and others who handled digital data to address the
challenges of digital preservati@nAt the request of the Internatior@tganizatio for
StandardizatiofiISO) the CCSDS agreed to join them to develop a consistent digital

preservation standard in 1990. The work done by the CCSDS was to be reviewed by ISO and

8 The Consultative Committee f@8pace Data Systems (CCSDS), AAbout CCSDS,
http://public.ccsds.org/about/default.asfast accessed September 28, 2016
°Christopher Lee, fOpen Archival | &dywlopedtatofiLibrarye#®y st em ( OA

Information Studies, Third Editiof2010): pp. 40281021.
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possibly become an international standdréh 1995, CCSDS hosted an international workshop
that developed the basic framework foklS. Draft versions of OAIS were released in May
1997 and May 1999 and in June 2000, ISO published it as a draft ISO standard. It was finally
approved in January 2@ as ISO Standard 14724.

OAI'S i s Aopeno in the sense that it is dev
participationt? The goal of OAIS is to ensure long term digital preservation and access to digital
records for the designated community. Tdas mean preservation indefinitely or for only a
short period of timé? Finally it should be noted that OAIS is a reference model that provides
guidelines for organizations to follow rather than formal réfe$his is important as OAIS does
not providea specific blueprint for an organization to follow. What it does instead is to provide
a general framework within which digital preservationists can work.

OAIS has become a populaference moddbr digital preservation professionals across
the globe In a survey of 48 institutions across 13 nations, 80% of respondents claimed that their
repository either fully or partly conformed to OAYS Paul Laughton also found that there was
high degree of complianaeith OAIS. From the 26 responses that heereed from various
institutions, he found that the majority of them scored over 61 points out of a possible 92 in their
OAIS compliance. Only four institutions scored their OAIS compliance below 50 pbints.

What is clear from these examples is that OiIifluential in the digital preservation

10 Brian F. Lavoie,The Open Archival Information System Reference Model: Introductory Gladeary 2004):

pp. 23.

111 avoie, The Open Archival InformatioBystempp. 2-3; Lee,i Open Ar chi v al | pp.fA@2Et mat i on Sy
4023.

12CcCcsDS Reference Model for an Open Archival Information System (QAl&g 2012, section 1, pp. 1.

13 CCSDS,0AIS section 1, pp. 1.

14 CCSDS,0AIS section 1, pp.-2.

%Jaqgueline Spence, fAPreserving the Cultural Heritage: |/
Application i n AshlibaPtoteeddgsgNew Inferraatian Berspeattig8s (2006), p. 514.

Bpaul Laught on, NOAI Sofuacmaowaoal TMo: PrAgralrEtegronice d Measur
Library and Information Systemd$:3 (2012), p. 319.
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community. As these surveys suggesanyorganizations have used OAIS in some shape or
form in developing their dital preservation repositories.uBwhy is OAIS so popular? How do
OAIS guidelines facilitateligital preservation?

An important aspect of OAIS is that it is divided into functional entities. There are six
functional entities within OAIS: Ingest, Archival Storage, Di@nagementAdministration,
Preservation Planning, and AccéésThe Ingest Functional Entity involves receiving
submissionnformationpackages and preparing them for the Archival Storage Functional Entity
which stores and maintains the Archival Information Packages. The Data Management
Functional Entity maintains thetata that is stored within the OAIS while the Administration
FunctionalEntity provides management of the archive and negotiates submission agreements
with producers.The Preservation Planning Functional Entity monitors the OlABakesure
that it is @cessible to the designated community while the Access Functional Entity supports
consumers® In addition, there armanygroups of users that interact with the OARxoducers
create the information that will be stored within the archive while managetke policy of the
archive. It is important to note that while managers set the archival policiesrémay the
ones whaunthe daily operations of the repositoryhis is done by tharchivists Consumers
are people who use the informatwithin the archive and they are likely members of the fourth
group within OAIS, the designated commurfityThe designated communityasspecific group
of people that may include both users andsumersvho are theanain focus of the archivelThe
designéed communitypossesew h at OAI S terms a Akndwl edge bas

understand the information stored within the archive. As we will see, this knowledge base

17 CCSDS,0AIS section 4, pp.-B.
18 CCSDS,0AIS section 4, pp.-B.
19 CCSDS,0AIS section 2, pp.-3.
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changes ovetime, which results in changes in the representation information thatchee
needs to attach to information objetts.

Within the OAIS reference model, an information object is composed of a data object and
its representation information. A data object is compa$@ete or more digital objects such as
aDOCX or CSVfile. Representation information is the data th&tisdled witha data object
which makes it intelligible to the designated community. It is dividedthreekinds, structural
semanticand other Structural representation information is inforraatabout the file format
that the data object is in while semantic representation information describes the meaning of the
object and ontologiesOther representation information is information that is neither structural
or semantic. Examples of this Himf representation information include encryptions, software,
writteninstructions and algorithms. Information thdéscribeshe relationship between
structural and semantic information would also be considered other representation infotination.

As aresult, it is possible to have a complex web of representation information that
includes its own information objects for a single information object in an archive. How much
and what kinds ofepresentation information to include in an information obgedeitermined
by the knowledge base of the designated community. A knowledge base is the level of
knowledge that the designated community has in interpreting information objects.
Understanding the designated c onumwerhecauyedts know
will determine how much representation information is necessary for the information object to be
usabl e. A designated c¢ommuntimegndthisdamleasvtb@ dge b

revision in the amount of representation inforimathat is attached to data objets.

20 CCSDS,0AIS section 2, p. 3.
21 CCSDS,0AIS section 1, p. 13; section 2, pp53section 4, pp. 223.
22 CCSDS,0AIS section 2, pp.-B; section 4, pp. 2@3.
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The interplay between the designated commu
information i s an i mportant factor in OAIS.
ensure that records are accessible and understood by the designated camisusitgsult, this
dictates how much representation information needs to be included within the information
object. Inmanyinstances, archivists describe their holdings and shape their méaning
accommodatéhe designated community. Archivists dedmbev much representation
information to add to the data object so that it can be an information object that is understandable
to the designated community. This can also change the way an archive describes its data objects
due to the shifting knowledge teaef the designated community.

Representation information is complex and often involves its own information ®bject
and therefore its own sets of representation information. There will be additional sets of
representation information until the originaformation object and its representation information
i's understandable to the designated community
changes, so too does this representation information netidike resulting complex network
of represent&in information and the information object that it describes are stored within the
information package.

The information package is what contains information within an archive. More
specifically, there are two kinds of information contained within arrinétion package. These
are content information and preservatd®scriptioninformation (PDI). Content information is
the information object (i.e. the data object and its representation information) that is the target of
preservation within the archivd?DI, however, is the data that describes the content information

so that it is identifiable and understandable. There are five parts to PDI, provenance (the history

23 CCSDS,0AIS section 3, pp. 225.
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of the content information), reference (unique identifier), context (the content infoonatd s
context), fixity (protects content information), and access ri¢fhta.addition to this information
the information package is further encased within packaging information which describes how
the content information relates to the PDI. Descriptiermation is then finally added to the
information package so that it can easily be identtted.

In OAIS, there are three kinds of information packages. The first kind is the submission
information package (SIP). This is the information packageshmbduced by the producer and
is submitted to the archive. It contains content information and some PDI and is used by the
archive to create the archival information package (AIP). An AIP can be made up of one or
more SIPr even part of a single SIFAn AIP alsocontains a full set of PDI in addition to the
content information. In responsedaoesearch request from consumers, all or part of the AIP is
used to generate a dissemination information package (DIP) that can be used by researchers. The
DIP will contain the content information but might not contain the full set of PDI found within
the AIP2® These different information packages allows information to flt andout ofan
archive. When the produceassntributeinformation to the archivet is submittedn a SIP which
is then turned into aAIP by the archivé’ When a consumer requestformation a DIP is sent
out to the consumer.

OAIS provides a guideline for institutions to follow in setting up a digital preservation
system. It supplies a framework for other organizations to create their own digital aestdves
supplies a common vocabulary that facilitates collaboratlors crucial to renember, however,

that OAIS is a guideline and not meant to propdescriptive rules foan implementation of a

24 CCSDS,0AIS section 2, pp. 5.
25 CCSDS,0AIS section 2, p. 7.

26 CCSDS,0AIS section 2, pp.-B.
2T CCSDS,0AIS section 4, p. 52.
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digital archive. It is meant to be a general guide and not a set of proc&dimd¢atascha
Schumann and Ast r i-MystiRiaegcOAK Canpliarece: Benafis and A De
Chall enges of Mapping the OAI'S Reference Mode
the myth behind OAIS complianc&hey suggestthato mp | yi ng fAwi t h t he OAI
complying with a set of very abstract reguments which themselves need interpretation,
translation, and concr &tniother words, ©AI$ dompliameeijsupa r e t
to interpretation and withartidstéution havimgvdiyingt er | y m
degrees afplii @Ghic . o

The abstract character of OAIS leadsrtanychallenges that are not covered in the
reference model. One such challenge is the important role that information management plays in
digital preservation. Adrian Cunningham believes that Gid&s not effectivelpddresshe
challenge of managing the vast quantities of digital records pringéstinto the archive. For
Cunningham, OAIS does not have any guidance for creating and retriesiiadple records that
can serve as evidence of dgeons and activities among the mountains of what are often
dynamic, anar chi c*®thataredreated by andividgats end drganizaténs.
As we have seen in chapter one, effectively managing the immense quantity of digital records is
a signficant challenge in digital preservation. The challenge of managing digital records and
attributing value to those that are deemed archival is not addressed in OAIS. The reference

model only describes the ingest process and not the management of iicioqniat to the

2Natascha Schumann -Mystifyind ®AIS GomplisRee cBenefits,andfChadienges of Mapping

the OAI'S Reference ModelASSIST Quane36@E2812)Sp.@at a Archi ve, 0

2 Schumann and Reckefi, DMy st i f yi p.g. OAl S, 0

30 Schumann and Reckdér,D-By st i f yi p.d0. OAl S, 0

31 Schumann and Reckdr,D-BMly st i f yi p.g. OAl S, o

2Adrian Cunningham, f@ADigital Curation/Digital T Thrchi vi ng
American Archivis71:2 (2008): pp. 535.

33 Cunninghamii Di gi t al ppC583535t i on, O
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formation ofthe SIP. While this may be beyond the scope of OAIS, it does not address this
crucial aspect of digital preservation.

In a similar vein, the concept of a designated community ispatddematic As
discussed aboya desigated communitgonsists othe users that the archives preserves
records for. A designated community also possaknowledge base from which the archive
can determine how much representation information to add to the datatolgjéecttively
change it into a meaningful information obje&ome designated communities, such as space
scientists, have a relatively homogenous knowledge base which makes determining the
appropriate amount of representation information significantlyeeaBut what happens when
the designated community is made up of users who do not have a consistent knowledge base?
This is the problem that Jerome McDonough had in applying OAIS to the Preserving Virtual
Worlds (PVW) project. The goal of this projecasvto develop standards for content
representations and metadatapreserve computer gamesmanyrepositories* One of the
main problems that McDonough and the PVW team had in implementing OAIS was that the
repositories that they were working with wergversity campuses whose mandates required
them to serve the entire university including staff, students, and visitors. This designated
community has no consistent knowledge base which in turn produces the challenge of
determining how much representatito include with a data object to make it an intelligible
information object for the designated communitty.

The PVW project found it extremely difficult to gauge the appropriate level of

representation information to add to a data obdthe usera completely understand the data.

“Jerome P. McDbPeepghn fibEnPata: 6 Practical Probl ems
the Preservat i on45bHawal otermtionakQonfeGacemensSystem Scie(@&12), p. 1625.
3>McDonoughii Kn-Beep i n pphlé291B30t a, 0
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In one example, McDonough describes how the amount of representation needed that a person

with little computer science backgroun¥icDonough commentsthatNot hi ng | ess t

library of works necessarytoprovide basi ¢ education in cXasputer

can be seen with the PVW project, the assumption of OAIS that the designated community
would have a homogenous knowledge base is highly probletafither institutions have also
reported on thehallenges of describing for a designated community. In their work at the Inter
University Consortium for Political and Social Research (ICPSR), Mary Vardigan and Cole
Whiteman noted that in their application of OAIS, they will have to modify their déiserip
practices to include the naexpert researchers that the ICPSR works WitBetermining the
appropriate levels of information required to sufficiently understand a digital rescatifficult
task that OAIS only touches upon. It is onenanycritical aspects of digital preservation that
OAIS does not sufficientlpddress

Despite its widespread acceptance,abhstrachature of OAIS leads tmanychallenges.
This leads to certain aspects of OAIS to be up to interpretation. This opes Ieatis tanany
of the challenges described above. It should be kept in mind, however, that OAIS is meant to be
a guide that can be incorporated into a digital preservation program. It is not a specific digital
preservation program that can be appliedny institution. OAIS contain®anypieces of good
information on how to preserve digital content, but it needs to be used witrstathéards and
practicego be fully effective. One of these standards is the PREservation Metadata

Implementation Stragies (PREMIS).

3¢ McDonoughfi Kn-Beep i n @ 1680. Dat a, o
S"McDonoughi Kn-Beep i n @ 1629. Dat a, 0
%Mary Vardigan and Cole Whiteman, 1l CPSR Meets OAI S:
Sci ence Ar c Archwa Sclercdi:1 (B007): pp 7-78.
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PREMIS

PREMIS is a metadata standard that focuses on preservation metadata. The need for a
consistent standard on preservation metadata was first articulated in 1996 by John Garret and
Donald Waters when they encouraged the archival aamtgnto create a system to safeguard
digital records from destructich.For Garr et and Wat er snetist hey bel
needed to ensure that digital information objects with-emgn cultural and intellectual value
survive the expressionssft akehol der i nter es® GawetandWatdrse i r i nt
articulated the need to preserve the integrity of digital recarish required information on
provenance and context. These ideas influenced the preservation description inficitmaio
present in OAIS!

These ideas also influenced others to begin work on a solution. In 2001, the Online
Computer Library Centre (OCLC) and Research Libraries Group (RLG) established the
Preservation Metadata Framework working group to explorgyges of information that should
be associated with digital records. Their 2002 repoMetadata Framework to Support the
Preservation of Digital Objectoutlinedmanymetadata elements that may be used in digital
preservation. This report focused ©AIS and sought to expand its metadata components

models. Because of the abstratatureof OAIS *? additional work was needdd make these

®Devan Ray Donaldson and Elizabeth YakelheCase8fecondary A
P R E MI Aschival Sciencd 3:1 (May 11, 2012): pp. 560; John Garret and Donald WatdPseserving Digital
Information: Report of the Task Force on Archiving of Digital Informati@auncil on Library and Information
Resources (Washington D.@996),http://www.clir.org/pubs/reports/pub63watersgarrett, paif. 1920, last
accessed September 28, 2016

40 Garret and Water®reserving Digitalinformation p. 20.

4 Donaldsonand Yakeli Secondar yp.@0dopti on, 0

42 Online Computer Library Center (OCLC) and Research Libraries Group (RLEgtadata Framework to
Support the Preservation of Digital Objec@CLC Online Computer Library Center (Dublin, Ohio: 2002):
http://www.oclc.org/content/dam/research/activities/pmwg/pm_frameworkopdf7 last accessed September 28,
2016
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prototype metadata elements usable in a repositofperefore, the PREMIS working group
was established in 20@8 create a set of metadata requirements for digital preserdtitne
working group was also tasked with providing guidance and suggesting best practice for
managing, using, and creating metadata for digital preservti®he initial project lasted uih
2005 when the working group published its rep@REMIS Data Dictionary for Preservation
Metadata The report included a data dictionary in addition to informadlmwutpreservation
metadat&?®

After the release dPREMIS Data Dictionaryn 2005 and through the sponsorship of the
Library of Congress, the PREMIS Maintenarfctivity was createtb maintain the data
dictionary and raise awareness about preservation metadata and similar topics. The Maintenance
Activity also provides trainig resources, an XML schema, and a Web home for the data
dictionary*’ Many other working groups were created by the Maintenance Activiyd in the
promotion and support of PREMIS. An Editorial Committee was created to check for errors in
the data digonary and XML schema. The PREMIS Implementers Group (PIG) was created to
commission studies on preservation metadata topics and to provide tutorials on PREMIS. They
also operate discussion lists and a WtklUser participation is important in PREMIS asers

provide feedback and report errors to PIG and the Maintenance Aétiwithen enough

43 Library of Congress (LOCPREMIS Version 3,(http://www.loc.gov/standards/premis/v3/preri®-final.pdf,

p. 1, last accessed September 28, 2016

“Priscilla Caplan, and Rebecca Gu e netrhieerlnbraejrandssitli c a | Pr e
(Summer 2005): pp. 11112.

45 LOC, PREMIS Version 3,p. 1.

“Priscilla Capl an, ntig:fAvve.osgovdstamtarads/iprenitsiiEdehistisgprémis.pdf

(February 2009): p.,4ast accessed September 28, 2016

47LOC, PREMIS Version 3,p. 3.

48.OC, PREMIS Version 3,p. 3.

49 User participation is also important in the development of standards such as OAIS. For more information
regarding on how standards are created please see Al an
Nature and Criticisms of Standardisat n ,Comma(Raris, 2001): pp. 282.
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documentation has been gatherediow particular issyet is reviewed by the Editorial
Committee?® Since its release in 2005, there have beanyupdates to PREMIS. In March
2008, a second version was reledsadd a third version was released in June 2815.

The goal of the PREMIS Data Dictionary i s
resource for implementing metadata in digital presematios y s°¢ BonPREMIS, metadata
is defined as the information that an institution useffectd i gi t al preservati on.
metadata schema spananycategories that are traditionally considered to be separate types of
metadata such as technicatustural,rights,and administrativé? PREMIS pays particular
attention to digital recordsd provenance and
met adata throuegyleXdFi aarkegpr BBEMI Bfies @i mpl eme
This means that the PREMIS Data Dictionary is designed to work regardless of how a
preservation system was creattdl® REMI S i mpl ement ation independ
OAIS in that both of these standards do not provide specifics on how to impleerant th
Rather, it is up to the user to determine how PREMIS and OAIS beulded by an
organization.

PREMIS defineglements, which are called semantic units, whiiescribe the properties
of and relationships between entities within a digital preservalstent’ They aredescribed

using metadata elements such as entit@dities are the individual units within a digital

50LOC, PREMIS Version 3,(p. 34.

SlCaplanfiPr acti cal pRPBreservation, o

52| ibrary of CongressPREMIS Websitehttp://www.loc.gov/standards/pras/v3/index.htm|l last accessed

September 28, 2016

53L.OC, PREMIS Version 3,p. 1.

54LOC, PREMIS Version 3,(. 2. For more information on the specific types of metadata, please see Remesh et al.
pp. 195196.

55LOC, PREMIS Version 3,p. 2.

%6 1.OC, PREMIS Version 3,(. 3.

57 LOC, PREMIS Version 3,(p. 67.
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preservation unit. There amganykinds of entities including objects (a discrete unit of digital
information), events (an action that involves at least one agent or object), agents
(software/organizations/individuals who ar
and rights permissions regarding an agent and/or an obj&dt).short, PREMIS outlines the
semantic units (properties) that are used to describe entities.

Entities often contaimanysubtypes that are useful for understanding the semantic units
within a digital peservation systemVersion 3.0 of PREMIS divides objects into four
categoriesintellectual entities, representations, files, and bitstrednis intellectual entity is a
unique artistic or intellectual creati6h.An example being a photograph, bookleo, or a web
page. Prior to version 3.0, PREMIS did not include intellectual entities in its data dictionary as
they were not considered to be required for digital preservation and were already well serviced
with other descriptive metadata.They weredntroduced in version 3.0 becausany
institutions needed a way to describe the content that was commonraarosgpresentations

of the same intellectual entify.

a

Representations PREMI S6 equi val ent taecr@illifoad i nf or nm

digital preservation system as they are needed to display intellectual entities. An example of a
representation is a TIFF imageadbuilding or anMKV file of a movie. Without a

representation, an intellectual entity would only remain an abstract c6Ac@phsider this
example | takea photograph of a boat and | savén various formats. The intellectual entity is

the image of the boat while the representationsherdles that show this imagé still

58 LOC, PREMIS Version 3,(. 7.

Angel a Dappert, S®bastien Peyard, Carol C.H. Chou,
Envi r o nNew Review, obinformation Netwonkj18:2 (2013): pp. 109.10.

60.OC, PREMIS Version 3,p. 9.

61L.OC, PREMIS Version 3,(. 9.

52 OC, PREMIS Version 3,p. 11.

83 OC, PREMIS Version 3,(. 12.
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experiencghe same image regardless of the file format thiaw the image in. Furthermore, a
representation may be composed of one or more files. Files are the discrete digital objects that
make up a representati&h Examples include JPG files or TIFF imagé&snally, each file is
composed of a series of bits called a bitstréam the example of the boat given above, each
representation is composed of one file and its bitstream. An example of a representation having
manyfiles is a web page where thereghe HTML file as well other files.

These separate kinds of objects share different types of relationships with each other. In
the PREMIS Data Dictionary, many of the relationships between the different object types are
either structural or derivatiorlationships. Structural relationships describe how the different
parts of an object relate to each other. This is, for example, how an intellectual entity relates to
its representation and how this representation relates to its files and vic€vEmsaimage of
the boat is the intellectual entity which has a structural relationship with the JPGdlilenaige
(a representation). Derivation relationships are the outcomes of an®bjaasformation or
replication®” If | have a representation inJ®G file and | migrate it into a TIFF file, this new
TIFF file will have a derivation relationship with the JPG file. These two relationships are the
most common and it is noted in the data dicti
structurh  and der i vafitis ap td the fepositorg to determinéwhich metadata is
required to document these relationships. PREMIS just provides the basic framework within
which to work and acknowledges that implementers may use other metdaateasavhen

needed®

64.OC, PREMIS Version 3,Qop. 1213.
81.0C, PREMIS Version 3,(. 13.
66 1.OC, PREMIS Versio3.0, p. 19.
57 LOC, PREMIS Version 3,(. 19.
58 LOC, PREMIS Version 3,(p. 19.
59 OC, PREMIS Version 3,(p. 1920.
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Version 3.0 of PREMIS also introduces the concept of environments as object é&htities.
Prior to version 3.0, there was an environmen
environments are their own standalobgeots. This was dorte record the important
provenance information relating to how digital records operated within their original operating
environment:! There arananydigital records and artifacts that can fall within the environments
category incluthg computer hardware, operating systems, and software applications. With the
PREMIS Data Dictionary, each one of these environment entities is described separately and
linked to the norenvironment object (the content object). This ensures that thiemstap
between file, software, and hardware is clearly described to researchers and to preserve a digital
recorddés or i gi Rdnhporam eomtextual metpdata that ts eapttired by the data
dictionary includes the purpose of the environraemtd how they operafg.

With the inclusion of environment entities, PREMIS has created a special relationship
category to describe the interplay between software and the objects that they run. Dependency
relationships document how environment entitigeriact with each othéf. An example of a
dependency relationship would &eomputer game that requires Windows to run. This
computer game is an application that is dependent on the Windows operating system to function.
Thereforethe game has a depemdg relationship with WindowsBYy having this relationship
described, PREMIS is able to able to link hardware and software to digital rétords.

These added features in PREMIS version 3.0 are important for digital preservation

because, as we have seermhapter one, digital records ampendent on technolody be

0 For additional information on why environments were added PREMIS, see Dapperieda@.s cr i bi ng and
Pr es e py ppnlf6ls.

1LOC, PREMIS Version 3,(p. 251.

21.OC, PREMIS Version 3,pp. 251253.

" LOC, PREMIS Version 3,Qp. 253254,

1LOC, PREMIS Version 3,(. 20.

1L.OC, PREMIS Version 3,(. 20.
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properly rendered and used by people. The relationship between technology and digital records
is importantfor all preservatiorstrategiess it provides vital contextual information to haw
digital record functioned. Ffarmataadxopenapn e, know
environment will help us render it or recreate the original operating environment via emulation.
Good examples of th@rethe emulation of video games and 8eman Rushdie emulation at
Emory University’® | n bot h of these examples, recreatincg
environment was crucial because it provided valuable contextual information as to how the
record wasl s e d . In turn, this contextual 1 nformat.i
remains intact.

Another entity that is used in PREMIS are events. Events are the actions that occur on an
object. Examples include migration, deaccessioningyen a simple integrity cheék.All
events have an outcome and some have outputs. Outcomes are whether the event was a success
or a failure while an output is the creation of a new object (such as the end result of miétation).
This documentation ohe actions performed on a record is valuable contextual information for
archivists becausefir ovi des i nformation on the recordos
changed custody and what preservation actions were performed throughout the records lifetime.
Agents are another entity within the PREMIS Data Dictionary. What constitutes an agent can be
very broad as it can range anywhere from an individual to an organization and even software.

An agent is someone or something that affects an ofjjénally, the last entity is rights. The

¢ For video game emulation, see Guttenbrunner,etafi Ke e p i n g vetd fra theGRushdie EAllation, see
Carrolleta, AA Comprehensive Approach. 0

7LOC, PREMIS Version 3,(. 15.

8.OC, PREMIS Version 3,(. 16.

®LOC, PREMIS Version 3,(. 16. There can be some confusion as to why software can be both an agent and
environment. The point of the software as environment entity is to further explain the software as an agent entity.
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rights entity describes the accesspying, and modificatiopermissions that are placed on an

object. This includes copyright and intellectual propé&tty.

These different kinds of entities havenytypes of relationshipwith each other

PREMIS is usedo describe these relationships and properties. The interplay between entities

within the PREMIS Data Dictionary describe valuable informationribaabnlycan be used to

keep digital records within context and illumiedheir provenancdut also make them

renderable In manyways, PREMIS seeks to address the challenge of digital records lacking

appropriate metadata. As we have seen in chapter one, the need to collect sufficient amounts of

metadata is often ignor&dand there is little consensus between metadata starffaRREMIS

attempts to rectify this by outlining the various entities that organizations need to describe in

order to successfully preserve a digital rerdlike OAIS, PREMIS provides a common

framework within which a repository can develds own metadata policies and procedures.

While implementations of PREMIS may share a common vocabulary, there may be several

di fferences depending on tHB&e implement.

The resulof this general nature is that organizations need to modify PREMIS and/or

their own institutiongort he st andard to function. [ n
Case Study of the Florida Digital Ar dbei
some of the challenges of starting a PREMIS implementatiomaiiyinstances, the Florida

Digital Archive needed to modifiys organizational practices and PREMtSsuccessfully use

80 OC, PREMIS Version 3,(. 17. Another good source for the rights entity is Karen C&jtghts in the
PREMIS Data Modehttp://www.loc.gov/standards/premis/Riglitsthe-PREMIS DataModel.pdf last accessed
September 28, 2016

81 Breytenbach and GroenewafdThe Use op.23Wlet adat a, 0

82Rameshetal. i Met ad a,bpp. 18B198;aVilseriitHyo w Muc h ips21E2db ugh, O
83.OC, PREMIS Version 3,(. 24.

84 LOC, PREMIS Version 3,(. 24.
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the data dictionar§? Elizabeth Yakel and Devan Ray Donaldson aisamined the challenges

of adopting PREMIS. Il n their article, fiSecon
of PREMI S, 0 t manycammbrhtltemes anionguthe drganizations interviewed.

These include strong managerial support for PREMI®/ell as available resources to

implement the data dictionary. Many of these institutions also imakvironments that

encourage experimentation, which led to modifying PREMIS and combining it with other

metadata standar8%. The need to combine PRESIwith other metadata standards is crucial

due to the fact that PREMIS exclusively focuses on the metadata that is needed for digital
preservation. It does not include metadata optionadoessarchival descriptiopand

organizatiorf’

These exampleslso highlight the need famonsiderablerganizational support for the
implementation of PREMIS. In the study by Donaldson and Yakel, nearly all of the institutions
interviewed were universities and national archives or libr&fi@hese institutions ¢én have
the budget to acquire a wide assortment of technical expertise. The Florida Digital Archive also
had both the human and financial resources to experiment with PREMIS8s leads to the
guestionhow can smaller organizations successfully manage metadata? While it is far beyond
the scope of this thesis to suggest methods of harvesting metadata and the specific ways to
modify PREMIS or other metadata standards, | feel that this is a significdignge tomany

institutionsthatdo not havenanytechnical and financial resources.

%Devan Ray Donaldson and Paul Conway, @@l mplementing PRI
Library Hi Tech28:2 (2010): pp. 28286.

8 Donaldson and Yakeli Secondar yppN€78.pti on, 0

8Wilson,i How Much ipm2lB2dibugh, o

8 Donaldson and Yakeli Secondar yppAded.pt i on, o

8 Donaldson and Conwafi,| mp| e me nt i pp77B7R.EMI S, 0o
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The PREMIS Data Dictionary is a valuable tool for digital preservation as it provides a
common vocabulary for describing preservation metadata. Since its indepiieMIS has
become the most widely used standard among the digital preservation community in regard to
preservation metadatd.l t i s considered by Bdefastn to be fas
international st andaf @REMIShas peevddelginflueatialiwithm met ad
the digital preservation communityAccording to Alan Bell, influence and widespread adoption
in a communityarecrucialfor changing best practices into standa¥d3his also means that the
Abest standardoeéed thotbadt owmde faatgiandardRatesition 6 s
through widespread adoption that something becomes a stdAdénik often leads to standards
having flaws and as we have seen from the examples above, PREMISike OAIS, is far
from perfect. PREMIS is oftenritten in abstract languagend requires the implementing
repository to modify the data dictionary to suit its needs. PREMIS also only focuses on
preservation metadata and needs to be paired with m#tedata standards fully describe a
digital record. Finally, the technical expertise required to implement a metadata program may be
out of the reach of some institutions. Much like OAIS, PREMIS is useful but does require some
work on thepart of theimplementer tdunctionin an actuailvorkplace.

Both OAIS and PREMIS have been influential in the digital preservation community and
t wo such products where their infickandnce can b

Tessell abs Preservica.

Archivematica

Owilson,i How Much iip212Enough, o
1 Brown, Practical Digital Preservationp. 167.

92Bell,i St an dga3b.ds, 0

%Bel,i St an dga2r.ds, o
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Archivematica is an open source digital preservation system that was first developed by
ArtefactualSystems Incin 2009. It began as the baekd digital preservation component of
Access to Memory (AtoM), a n titigtlyecalleddQob#OAdS, Ar t ef
Artefactual eventually renamed the system Archivemdfida.June 2007, Kevin Bradley,

Junran Lei, and Chris Blackall released a report for the UNESCO Memory of the World
Programme Sulommittee on Technology that explained the need for an open source digital
preservation system that was compliant with OAlI$&e Teport also described the need to make
this preservation system affordable and widely availgble.

Archivematica is released for free underaGNGNU 6 s NdAfferoGeneral)

Public Licens& with paid service plans availabie. Ar ¢ hi v e ma mentatianiisalsal o ¢ u
released for free under a Creative Commons Attribe@bareAlike 4.0 International Licen8d.

As a result, organizations can use Archivematica however they see fit. The goal of
Archivematica is to provide a comprehensive and OAIS canptligital preservation system to

information professionals who may have limited technical experience and/or resSti©giser

%peter Van Garderen, P. Jordan, T. Hooten, C. Mumma, an
http://www.unesco.org/new/fileadmin/MUUWEDIA/HQ/CI/Cl/pdf/mow/VC_Van_Garderen_et_al 26 Workshop
1.pdf p. 3 last accessed September 28, 2016

%Van Garderen,etal. A The Archi v@pm28ti ca Project, o

9% GNU is the name of an operating system.

“Artefactual , @ Whkttps:/vweav.akhivenmiica egfea/docstamHvéemaliciuser
manual/overview/intro/#intrdast accessed September 28, 20E6r information regaing a GNU Affero General
Public License, please see their websitietit//www.gnu.org/licenses/agfl0.en.htmf last accessed September
28, 2016

BArtef act uahtps:/Avsventefadtualesn/sérviceklst accessed September 28, 2016
®Artefactual , 0 Whhattps:/vwev.amhiventeiicaergfea/docstamHvématiciuser
manual/overview/intro/#intrdast accessed September 28, 20E6r information regarding the Creative Commons
License, please séwtp://creativecommons.org/licenses#s/4.0/ last accessed September 28, 2016
WArtefactual , A Whaitps:/\ivwsnvaréghivemiaticazoegramdods/arehve@maticd/user
manual/overview/intro/#intrdast accessed September 28, 2016
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standards that are used within Archivematica include Dublin Core, METS, Library of Congress
Bagit Specification, PREMIS, andany others!®!

To achieve compliance with so many standards, Archivematica is structured around the
use of micreservices. Micreservices are discrete open source programs that are bundled within
Archivematica. Each of these mieservices handle specificas ks wi t hi n Archi ver
workflows. For example, ClamAV scans for viruses and malware while Format Identification
for Digital Objects (FIDO) identifies the file type during the transfer prot®¥sk addition to
these micreservices, Archivematicasd has its own Format Policy Registry (FPR). The FPR is
a database that allows Archivematica to identify format policies for specific file formats. A
format policy identifies the appropriate course of action for preserving a file format. For
example, ifa word processing document is identified, the FPR will contain the appropriate set of
instructiors to preserve this file formaP® Once identified, Archivematica will then normalize
the formats of the digital object to a preservation format accordirgtBRR’* The
combination of the FPR and open source mg&rvices allows Archivematica to preserve
various digital records. The FPR will identify what preservation action needs to be undertaken
while the micreservices perform the tasks of preserving digital objects. All of this is
availablein a single package that is freely available to download from the web. This free and
open accessibility has made Archivematica popular among various digital preservation

organizations. Collaborators in the d®pment of Archivematica include the City of

MArtefactual , @ Ar c httpsv/ewwsatchivenaatichl argredastaaesseBeptember 28, 2016
Van Garderen,etal. A The Archi opméti ca Project

12Ar chi vemat i c-8e Wy itikps:/Swikitdrichivenmatica.org/Miceservices last accessed September
28, 2016

Artefactual , i P rhtgps:/evww.aachivematicaBriy/enfdocs/anchivematiciuse-
manual/preservation/preservatiplanning/#preservatioplanning last accessed September 28, 2016

04Ar t e f act ulths;/wwivlamhgeenatita, otm/en/docs/archivematitat/user
manual/ingest/ingest/#ingesast accessed September 28, 2016
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Vancouver Archives® Museum of Modern Art, University of Alberta Libraries, Rockefeller

Archive Center, anchanyothers!®

Preservica

Preservica is an OAIS compliant clebdsed digital preservatiggrogram created by
Preservica Digital Preservation, a company that is part of the Tessella group. Tessellais a
software services, information analytics, and technology consulting company that specializes in
solving complex technological problertf€. In April 2014, Tessella rebranded its digital
preservation service (previously known as Safety Deposit Box) as Preservica and created
Preservica Digital Preservation as a fiseparat
Tess el |'¥ Mgeh likaiAschivematica, Preservica contai®AIS compliant workflows
and the ability to automate ing€8&t. The program also allows for easy customization of the user
interface. This allows users to search for records within Preservica and also use the database
acrosgnultiple devicesincluding tablets and smartphoné$.There is also the ability to add
extensive amousbf metadata to digital records as well as robust and customizable storage and

security feature$t!

105The City of Vancouver Archives was one of the first institutions to partner with Artefactual in the development
phases of Archivematica, see Vaar@eren,etal. A The Archi ve3natica Project, o
Ar chi vemati ca Witpk:#wiki.afthivenmatcp. @rgiMain dPadast accessed September 28, 2016
WTessella, fATeess®l ta BSabecHéear®P Business, 0
http://web.archive.org/web/20140517013140/http://tessella.com{mlessses/tessellaunchespreservica
subsidiarybusinesslast accessed October 28, 2016.

Tessel |l a, nATersesseelrlva claa uSruchhseisdiPAry Busi ness, 0
http://web.archive.org/web/20140517013140/http://tessella.comfprkssses/tessellaunchespreservica
subsidiarybusinesslast accessed October 28, 2016.

preservica, H o vinttpP/presenéca.coin/preservigerkdt last accessed September 28, 2016
Wpreservica, P u b |, ibitp:/@reservics.com/publiaiccedsiissovenyylastragecessed

September 28, 2016
preservica,

o

o

=13

H o vinttpB/preseviearcomi/peeservidamnkd, last accessed September 28, 2016
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Currently, there are three editions of Preservitiaey are the Cloud, Standard, and
Enterprise editions. The Cloud edition is ideal for smaller organizations that do not have access
to extensive IT resourcé®cause the data is stored by the Preservica providgrould be
noted that while this versn of Preservica is useful for organizations that do not have the IT
resources to develop their own storadjgital records maype subject to additional legal and
administrative challengesStandard edition is ideal for medium sized organizations thvat ha
access to IT resources and is stored and managed by the user. Finally, there is Enterprise Edition
which is for large organizations with extensive IT resources that can manage and fully customize
the Preservica software to suit their needs. All tbfg¢bese editions contain fully OAIS
compliant workflows!!?

The decision to use the cloud has ledhegmychallenges with implementing Preservica.
Organi zations that store their digital record
stored in doreign country. Preservica has two cloud servers, one in therebstiéed States
and the othein Dublin, Ireland. Depending on where the records are stored, they will be subject
to local laws and regulations instead @f in addition to, those a@lie country of origin.

Examples can include having records subj#stiaws such as tHeRATRIOT Act andaccess

laws. Organizations that do not want their records to be subject to laws of other nations may be
hesitant to store theiecordsin the cloudt®® In additon,Pr eser vi cadés cl oud al s
records ofmanyorganizations and while work is done to minimize risks, there is always a

possibility that records from one organization naagidentlybe availableto other

2preservi ca, 0 Phtp/pesewicacan/editibdstcingh n s, 0

B8Kevin O6Farrelly, Al an Galen Sharpe, addaAnmeKgen,CAccessandMa put ® Br au
Preservation in the Cloud: Lessons from Operating Preservica Cloud Edition,"
http://purl.pt/26107/1/DLM2014_PDF/19%20

%20Access%20and%20Preservation%20in%20the%20cloud%20.pdf, p.2, last accessed September 23, 2016.
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organizationg!* Finally, being able to remove records from the cloud is important as an
organization may wish to change service providers. Preservica addresses this issue by allowing
users to downloadll their records and metadata from the cloud in order to tratsteanother
providert®

Despite the challenges associated with the cloud based functionality of Preskeeviea,
is a heavy emphasis on ease of use and customizability. This has no doubt helped in its
widespread adoption bpanyorganizations.One suclorganization is the Wellcome Library in
London, England. Preservica was used to help preserve medical documents for the UK Medical
Heritage Library (UKMHL) Project. The goal of the UKIHL Project was to provide free
access to digitised copies of recordlating to medical historyBy usingmanysystems in
addition to Preservica, the Wellcome Library was ableréservenanymade digital records-®
During this project, other systems were used in addition to PreseRocaxample, the
Wellcome Libray used a system called Goobi to harvest data from the Internet Ardbive,
metadata mapping, amtdeateMETS files. When a digital record is ingested into Preservica, the
administrative metadata that is created is th
This metadata is stored by the institution for futureis&his implementation, however,
showed thaPreservicdnhassome issues. In her experience using Preservica at the Wellcome
Library, Victoria Sloyan describe the difficulties of removing digital records from Preservica.

When a digital record is ingested into Preservica, a catalogueliscoeated. The problem

406 Farrefihycessabngd pRPreservation, o

Wo6FarrefiAhycessabangd pRPreservation, o

Christy Henshaw, Dave Thompson, Jo«o Baleia, fAAutomat
L i b r httpsy/wwawariadneacuk.uml.idm.oclc.org/issue73/henshatval/, (2015), last accessed September 28,

2016.

7Henshaw,etal. Aut omating Harvest. o
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occurswhen ingested files fail appraisal. Théxjuiresstaff to manually removeecordsfrom
Preservicawhich is along andtedious proces$?

Preservica has also begeployedoy a variety of organizationacluding the National
Archives in Britain, Alabama Department of Archives and History, Museum of Modern Art, and
several other$!® Reasons for adopting Preservica as the primary digital preservation system are
varied. One reason was tlsébrageservices could not be created-hrouse which made
Preservicads cl oud P?pracherdeasomfpradomingPresetvitawasdhe i v e .
ability to add accession information and descriptive data to digital retdr@oud storage
seems to be a significadeterminer in using Preservickor an organization that may not have
access to extensive IT resources to create their own cloud, this can be beneficial. The downside
to this, of course, is that the archives loses swoinits control over its own records. If the cloud
servers aréocatedacross intertai o n a | borders, the archivesodo re
laws. Furthermore, archives with sensitive information may not prefer to have their records
stored overseas aimla public cloud where there is a small risk that other organizations may
accidentlyhave access to them.

The technical and legal difficulties associated with cloud computing dmdewell does
Preservica address the challenges outlined in Chapté& @aeecap, digital preservation is
challenging because digital records rely on hardware and software to become usable. If the

hardware, software, or both degrades or becomes obsolete, the digital record may become

8victori a SdigitayAachives af tBeoNelicome Library: Appraisal and Sensitivity Review of Two Hard

Dr i vAechives and Record87:1 (2016): pp. 225.

WPpatricia Franks, n-BasedeangTeren Digital Peservatidn asCal BervAn Exploratory

St u dBEE 2015 Digital Heritage International CongrefSeptOct 2015): p. 3; Jon Til bur
Preservation Part of t hRASIC Canferered, SaRDiefgDE) vat i on Li fecycl
http://web.stanford.edu/group/diss/pasig/PASIG_March2015/20150313 Presentations/Tilbury Preseteist. pdf

accessed September 28, 2016.

20Franksfi Gover nmest Use, 0

2lFranksfi Gover nmemBt Use, 0
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inaccessible. These challenges araddition to the challenges of selecting records worth

preserving and preserving valuable contextual information. Through its use of cloud computing,
Preservica is able to store digital records that are easily available. A significant drawback to this,
ofcourse, is that an archivebs digital records
a third party. For archives that contain sensitive information, IT resources would be needed to
create inhouse serversPreservicalsooffers a robust digal preservation servidaut it is

important to keep in mind thdtis just another digital preservation tool. The selection of digital

records that are worth preserving dnekinds of metadata to include in preservationcdreices

made by archivists. Preservica does not make digital preservation policy, archivi$ts do.

conclude, while Preservica is a robust digital preservation system, it is not a replacement for

careful planning and clear digital preservation policies.

OAIS ComplianceWithin Archivematica and Preservica

Both Archivematica and Preservica heavily promote the fact that they are compliant with
digital preservation standards such as OAIS, but what does this mean? What exactly makes
somet hi ng #fAOAI &definionpflOAIS compliance ishdt clear. In Schumann
and Reckerodos article on the myth of OAI'S comp
OAIS means complying with standards thatalsetractand open to interpretatid®® As we
have seen whame examined OAIS, the standard only provides a basic framework in which to
operate. OAIS does not provide specific and concrete examples of how to implement its
recommendations. There are no clear instructions on how to create information packages or ho

to work with a designated community thahist tohave a consistent knowledge base. All of this

1225chumann and Reckdr,D-My st i f yi p.¢. OAIl S, 0
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i's up to the usero6s own i nt er prthe stamdartbosnitam f h o w
organi zat i on thesamouet efthterpretatregeiredtoomake OAIS workable,
Schumann and Recker argue that OAIS compliance should be measured in degrees rather than a
simple compliant or nogompliant measurement as it is too problematic to determine how well
someone adheres to standards thaalmeady up to interpretatidd® The implementation of
OAI'S within Archivematica and Preservica are
OAIS.

Artefactual felt that OAIS compliance was important because iseasasii t h dacta e
standard or desi gni ng di g*iThesefore@AiSchbcammeehe tempjate foe ms . 0
building Archivematica. Archivematica uses OAIS workflosugh as ingest and access as well
asconcepts such as AIPs, SIPs, and DfsThrough using Archivematica, | haverked
through these different parts of OAI SO6 i mpl em
with metadata, and a DIP is created for access purpdsesis done through the use of
microservicesAr chi vemati cads ver sictiomal 8ihce Achivednaticas s i mp
is free to download and try, it acts as a nice showcase of what an OAIS compliantcaystem
accomplish. | describe the use of Archivematica in greater detail in Chapter Three.

Preservica takes a similar approach to Archiggoa in terms of OAIS compliance.
Preservica has buitsystem that is compliant with OAIS. Like Archivematica, Preservica uses
OAIS terms and workflows. SIPs are ingested, AIPs are created and preserved, and DIPs are
generated for acce$¥. Other OAB functionalities that are present in Preservica are data

management, administration, preservation planning, and adtéssvorth noting that unlike

1235chumann and Reckér,D-My st i f yi p.d0. OAIl S, 0

24van Garderenetaii The Archi vematica Project, o
125Van Garderenetaii The Archi vempm56. ca Project, o
2606 Far r el IfiyAcecte sasl .anph.3Br eser vation, o0
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Archivematica, Preservica is not free to download. Therefore, it cannot act as a free
demonstration tthose who are interested in seeing an OAIS compliant system.

Archivematica and Preservica share similarities when it comes to their definitions of
OAIS compliance. Both digital preservation systems use information packages and the
workflows described iI©AIS. They differ inhow they implement this compliance.
Archivematica does this through microservices while Preservica accomplifiivesigh a single
system that is hosted on the cloud. Archivematica is also more easily accessible than Preservica
asit is free to download and has an active user commuRitgservica is a closed proprietary
program that is run solely by Tessella. This openness makes Archivematica a much more
accessible showcase for an OAIS compliant systémshould be noted thatis OAIS
compl i ance i0og Aretdmdpdethtiandatit. Arsother company may have a
slightly different view on the matter as OAIS served as a guideline rather than a roadmap for a

specific implementation.

PREMIS Compliance within Archivematica and Preservica

As we have seen with OAIS, PREMIS is oftarstracand does not provide a clear step
by-step implementation guidérganizations often have to modify PREMIS and/or their
organizationg?’ in addition to using other metadata standaasnplementPREMIS1?8 Just
like OAIS compliance, PREMIS compliance is different depending on hovnterpretsthe
PREMIS data dictionaryBoth Archivematica and Preservica promote the fact that they allow
for the input of PREMIS metadat#nterestimgly, little has been written on how Archivematica

and Preservica use PREMIS within their digital preservation systAnshivematica allows

127Donaldson and Conwaii,| mp| e me nt i ppg28RFIBE MI S, 0o
28Wwilson,i How Much pp.213BA.ough, o
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usergo input PREMIS metadatduring thetransfer and ingest stage of the preservation

workflow.1?® In my experiene using Archivematica, the preservation metadasadsssible by
accessing the AIP and opening the XML filehe metadata describes aspects of the record such
aswhat microservices were usadd what format it was normalized ift.also includes metadata
elements that describe the different events, agents, rights, and restrictions associated with the
digital record*®® This preservation metadata is creasetbmaticallywhen the SIP is ingested

into Archivematica. While large amants of preservation metadata are generated, it is not

possible to modify the XML file if its necessary to migrate to a new formatrthermore,

PREMIS metadata within Archivematica is not actionable. This means that while Archivematica
can automatidly generate PREMIS compliant metadata, it cannot make rules within the system.
For exampl e, |l cannot program access Alestrict
that can be currently done with Archivematica is to generate the met&kdpie this issue,
Archivematica provides organizations with a free tool for automatically gamgrast amounts

of PREMIS compliant preservation metadatdis is important as it freely highlights the impact
that preservation metadata has on a recordos
digital preservation activities often change the record and documenting this change is required

for maintaininga ecor dés authenticity and integrity.
do this and this is why it is important within Archivematid&eservica also uses PREMIS

metadata ints packaging and metadata schema called XIP. In addition, Preseresantak

account the different entities within PREMIS. As with OAIS, there will be variations in how

2Artefactual, APREMI S Mtps/advadrchiveinatica.Arg/enhiocs/agchiwemdticaa , 0
1.4/usermanual/metadata/premjsast accessed September 28, 2016.

130 A listing of PREMIS metadata elements used in Archivematica can bd frare:
https://wiki.archivematica.org/Metadata_elemefdst accessed September 28, 2016

BlMar k Evans, i XhtBs://avmdoc.BoREaida®s/poemis/pif/2012/PREMIS%20Fair%202012
EVANS.pdf, last accessed September 28, 2016.
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PREMIS is used by organizations and developers of digital preservation systems due to PREMIS
being implementation independentshould also note thatehproprietary nature of Preservica

means that | am unable to assess how metadata is used within the system.

Importance of Compliance

As we have seen, compliance with OAIS and PREMIS is highly promoted in the field. A
guick browse through Archivematicads and Pres
products advertise their compliance to these standards despite the fact tltaintipiiancas
based onheir own interpretatio; of these documentsndeed, why is it so important to be
compliant with standards that are so open to interpretatdh@t OAIS and PREMIS have
accomplished is to provide archivists with a framework and common vocalutanyhichto
work. This common understanding of digital preservation is why OAIS and PREMIS have been
so widely adopted by the digital preservation comnyunworking within the same framework
and using the same terms is why compliance with these standards is so important and provides a
standardvith which to measurelt will allow for much more effective collaboration and
communication between organizatsoas they will all be working from the same document.
How the concepts of PREMIS and OAIS are applied is specific to each institution, but this

common framework is why compliance with these two standards is significant.

Conclusion
Many methods have beateveloped to remedy the challenges of digital preservation.
Migration and data redundancy have been created to deal with obsolescence and degradation

while influential standards such as OAIS and PREMIS have been developed to provide guidance
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to institutions who are creating a digital preservation program. Preservation systems such as
Preservica and Archivematica have also been developed to facilitate digital preservation. All of
thesestandards and systent®wever, are far from perfect as thdgynotfix the root cause of

digital preservation challenges: the reliance on hardware and software to render digital records.
Digital records will always rely on software and hardware that will eventually become obsolete
and inaccessible due to the constant adgment of technologyAs a resultjnformation
professionals will constantlyeed tomake sure that older digital records are accessible with new
technology.

How we go about doing this, however, is open to interpretation. Standards such as OAIS
and PRBMIS provide guidance and programs such as Archivematica and Preservica can provide
the necessary tools, but how they are used is up todhedual organization There is no clear
path that an organization can follow when developing their digital preservation program other
than their own. An organization knows better than anyone wghateds are and how best meet
them. The tools and standards are justmeans ac hi evi ng an institution
digital records. This can often lead to different repositories having slightly different digital
preservation systemas we will sean thenext chapterwherel will explore digital preservation

methodsm more depth by conductirsgverakcase studiesf how these tools are used.
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Chapter Three
Archivematica Case Study at the Mennonite Heritage Centre Archives

As we have seen in the previous chapter, there haventesystandards and products
developed to address the challenges of digital preservation. While standards such as OAIS and
PREMIS provide guidance for developing digital preservation progrdmas applications are
often up to the interpretation of the us&ystems such as Archivematica and Preservica are also
helpful tools for managing and preserving digital records. Using digital preservation standards
such as PREMIS and OAIS, they can identify the file format of a digital object and migrate it to
a presevation format. These programs also create large amounts of metadata on digital objects
thatarevaluablefor preservation efforts. ¢ does this work in the real world? In a time when
sufficientamounts of funding are not guaranteed, how do organmzasioccessfully preserve
their records?

The difficulty of securing a steady stream of funding is a major challenge in digital
preservation. Kastellec has identified the lack of stable funding sources as a significant difficulty
for digital preservatin. The costs of maintaining the technological capacity of properly
managing digital records cée difficult to sustain over long periods of time. Paying for the
time ofevena limited number of staff is also a significant challenge faced by organigation
the article AArchi val Di gital Preservation Pr
describes the financial difficulties of maintaining a digital preservation program and the

difficulties of staffing projects. Sanett found that selerganizations had difficulty in

IKastellecii Pr act i c@pl6768.i mi t s, o
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determining the actual costs of digital preservafidrhis challenge is faced by all organizations
and is amplified by the increasing volume of digital records that require digital presefvation.
Therefore, in this chpter | personally experiment witariouspreservation methods to
see which onelestpreserve digital records on a minimal budget. | conducted a case study at
the Mennonite Heritage Centre Archives (MHCA) where | ran an implementation of
Archivematica ad tested how well it functioned witts digital records. | also installed
Archivematica on my personal computedaasted it withmy own digital records. | clse to
run Archivematica over other digital preservation systems becaggeeit foranyone to
download and use. This is important to anyone who wants to conduct digital preservation but
cannot afford expensive tools oredmot have access to extensive IT resources. | will also
examine other case studies to see what other organizativesione to address the challenge of
digital preservation. Ais chapter examines what has been done andasttzsives and other

organizations cado to preserve digital records.

Archivematica at the MHCA and at Home

The Mennonite Heritage Centre Arcbs (MHCA) was founded in 1929 as an inter
Mennonite facility for the preservation of records relating to Mennonite history. The MHCA
also serves as the primary repository for various Mennonite organizations including the
Mennonite Church Canada, CanadiMennonite Board of Colonization, the Evangelical

Mennonite Mission Conference, anchnyothers? The MHCA also specializes in the

2ShelbySanett, AArchi val Digital Pr e s erPreaarvatiomDigital o gr ams: St
Technology & Culturé2 (2013): pp. 14446.

SSanetti Ar chi val Digital pPi388®rvation Programs, 0
“‘Mennonite Heritage Meennornei tAer chie rvietsa g el Abeonuttr e Ar chi ves,
http://archives.mennonitechurch.ca/Abdast accessed September 28, 204énnonite Heritage Centre Archives,

AHIi story of t he Me rhitpd/ardhives.medmonitechuech.@athisidast aceessedoSeptember

28, 2016
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preservation and management of various historical documents regarding Prussian and Russian
Mennonite communities as well egrious congregational, individual, and family records
relating to the Mennonite communityAs the primary archive for so many institutions and
communities, the MHCA has a wide variety of records in diffeneediaincluding textual,
photographic, audiaandmanyothers. Much like other institutions, the MHCA is expecting an
increase in the amount of digital records that it accepts into its custody. As atreseait to
develop a plan for managing the influx of digital recaxdd so were willing to give me
permission to test Archivematica

Archivematica was chosen due to its free cost. My focus during this casesstugly
records that were donated for the project by
DepartmentT he Communi cati on Departmentos primary r
Church Canada and liaisewith the public. Various digital records wesentributedcto the
project by the department including textual, photographic, video, and audio fesirety of
formats. This provided an excellent test sample for Archivematica. Prior to the beginning of the
case study, the MHCA purchased a new computer to run Archivematica and test its
functionalities. The version of Archivematica that | used fois test study was version 1.0.
This was the first full release of ArchivematicBhe case studyas conducted iApril andMay
2014.

During the course of this case study, Arch
foremost, Ar cinterface immtuitive andeasy 10 sse.rlt is a simple task to select
digital records for ingest and to move them throughout the preservation workflow. The program

also easily creates large amountslescriptive and preservatiometadata for the ingest

SMennonite Heritage Centre Archives, #AAbout Mennonite F
http://archives.mennonitechurch.ca/Abdast accessed September 28, 2016
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records with little effort on the part of the user. This minimal user interaction required in
Archivematica makes digital preservation a relatively easy experience but it did have its flaws.

While textual and most photographic and audio ftlesldbeingested quite easily, video files

were highly problematic. As par tittookhighhe Comm
quality video ofmanyevents hosted by Mennonite Church Canagame of the longer files can
bemanygigabytes in size. Throughanytests, Archivematica could not process information

packages thatiereover three gigabytes without crashing. Archivematica still @dwhsome

tests where there was only one file that was over three gigabytes.

While these challenges were problematic, the biggest difficulty that | encountered with
Archivematica was installing it. Out of seven installation attempts, only one was successful.
This lone success lasted for about a month before it too crashed from runnofigace on the
virtual harddrive. Beforeinstalling Archivematica, several additional programs need to be
downloaded and installed. First, VirtualBox needs to be installBuis is aprogram that runs a
virtual machineghatallows for additional oprating systems to run on a compwghout
overwriting the machi nNeitghelUdbuniusperatinggystermesdsat i n g
to be installed in VirtualBox because Archivematica is not programmed to work with the
Windows operating system. Instead, it wa$y programmed to work with an open source
Linux operating system likelbuntu. Oncethese programs have beestalled, the
Archivematica program arttie packages required by Archivematica need to be installedhwith
the Ubuntu virtual machineThese packages includatabassoftware such as MySQL and
search software like ElasticSearch. Tjiscess of installing Aréiematica within the Ubuntu

virtual machine proved to be highly problematic. | had several problems such as the MySQL

8 VirtualBox, https://www.virtualbox.org/last accessed September 28, 2016.
7 Ubuntu, http://www.ubuntu.com/last accessed September 28, 2016.
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server crashing and ElasticSearch failing to install. These failures made Archivematica

unworkable. There is an Archivematica Googlewrthat provideassistance with

troubleshooting technical difficulti€shut | found that havinghetechnical experience required

for solving problems within Ubuntu to be aasentiabsset for dealing with problems. Unless an
organizationiswiling o pay for Art ef a-bouse &@lisupportisleghly i ce, ha
desirable.

During the course of the case study, | decided to experiment with an additional digital
preservation program since | could not successfully install Archivematica. Tdreuprd
decided to test on the Communi catwasdevel@pedp ar t me
by the National Archives of Australia @it is free to use and instalKENA works by scanning
digital objects and normalizg them into XENA files which reque the XENA Viewer to
access. A major advantage that | found to using XENA is that it is simple to install. All that is
required is to download XENA and follow the prompts from the installer. It also works with
Windows and does not require the creatba virtual machine. XENA was also not prone to
crashing when handling larger files. Being able to ingtalhto Windows, however, leads to a
problem. If a new release of Windows is incompatible with the XENA Viewer, all XEN# file
will be inaccessile. As a result, there is a constant threat of obsolescence. Despite its ease of
use, XENA is also nowhere near as featuch as ArchivematicalUnlike Archivematica,

XENA does not create vagtiantitiesof descriptive and preservation metadata whenotesses
digital records.This can prove problematic for anyone wanting to do more than just create
XENA files. Indeed, XENA is also not OAI&nd PREMIS compliant. There are information

packages or preservation metadata elemefENAG s fanwtloreis tonormalize the digital

8 Archivematica Google Groupitps:/groups.google.com/forum/#!forum/archivematleat accessed September
28,2016
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object into a XENA file. This does not address the digital preservation challenges that were
raised in Chapter One. If XENA were evelbecome obsolete, there would be no other way to
open the XENA fileswhich makes<ENA not a viable digital preservation systeivhile
XENA is much more stable than Archivematica, it is also not as robust.

In the November 2013 decided to test the latest version of Archivematica (version 1.4)
on my home computer. My computer hsnhilar specifications to the one used at the MHCA. |
began by downloading VirtualBox and Ubustdithen created an Ubuntu virtual machine

within VirtualBox. Once Ubuntu was working, | started installing Archivemafica.
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sudo apt-get i pe;
sudo add-apt-repository ppa:archivematica/l.4

2. Add the ElasticSearch apt repasitory next

sudo wget -0 - http://packages.elasticsearch.org/GPG-KEY-el
sudo sh -c 'echo “deb hTtp://packages.elasticsearch.arg/els

Figure 1: Installing Archivematica

9 VirtualBox, https://www.virtualbox.org/wiki/Downloaddast accessed September 28, 2Qiiuntu,
http://www.ubuntu.com/desktopast accessefieptember 28, 2016

10 Downloading instructions for Archivematica can be found here:
https://www.archivematica.org/en/docs/archivemaficiadnin-manual/installation/installationfast accessed
September 28, 2016
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As we can see in Figure 1, installing Archivematica requires downloading the Archivematica
packages through the Terminal application in Ubuntu. While this process may look intimidating
to individuals who may not be technligaexperiencegit only involves minimalnputfrom the
user.Theuserneedonlyopy and paste the commands from Ar
on the left in Figure 1) tthe Terminal. The user then selects yes aydk any prompts that
come up during installation.

Near the end of the installation process, the user needs to start the Archivematica Storage
Service and Dashboard. The Storage Service manages the locations and workflows within
Archivematica while th®ashboard performs the preservation tasks. To start the Dashieard,

userneed to enter the requested information as shown in Figure 2.

érchivematica.
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Figure 2: Starting the Dashboard
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Once the information has been input into Archivematisarswill have access to the

Archivematica Dashboard. As shown in Figure 3, the Dashboard is minimalistic and easy to use.

Figure 3: Archivematica Dashboard

Ingesting collections is also relatively easy in Archivematica. déigcsing Browse and

navigating to the folder that holds the required filesrscan easily begin the ingest process.



