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Aasrnacr:

The rapid development of the Intemet poses a huge task for network management and makes it

one of the hottest topics of the networking world. with the development of web technology and

its universal accessibility and platfonn independence, there is a trend to deploy Web browsers to

rnonitor and manage networks. Since static Web pages do not provide the rich information com-

pared to native windows based management applications, Java applets implementing graphical

interfaces which show the real time state of the network are attractìve altematives.

The Simple Network Management Protocol (SNMP) was introduced ìn 1988 and is still wìdely

used. It was initially designed as a shofi-term solution to manage TCP/IP based networks. But

since TCP/IP is dominant in the world and unlikely give way to oSI (open Systems Interconnec-

tion) based protocols, implementing and deploying SNMP for network management is still

imporlant and rneaningful today.

Common Object Request Broker Architecture (CORBA) is defined by the Object Management

Group (OMG) as providing a common architectural framework for object-oriented applications. It

provides many advantages such as object service local/remote transparency, high-level language

bindings and static and dynamic method invocations.

The motivation of this thesis is to take the advantage of WWW and CORBA technologies to

create a Web-based network monitoring tool based on the SNMP protocol. Within this thesis,

SNMR WV/W and CORBA technologies are reviewed and deployed creating a Web-based net-

work monitoring tool. Wìth this system the Object Identifie¡ (OID) values under MIB-II can be

¡etrieved and a real time graph displayed presenting data such as the total number of b¡,tes in and

out fo¡ all interfaces, IP packets in and out, on machìnes in a local network. The performance of

monitoring via both CORBA and CGI middleware are compared and discussed.



Abstract

The network monitoring clienlserver system is implemented in Java with the AdventNet

basic SNMP API chosen as the Java SNMP library for this application. Also Visibroke¡ from

Insprise Corp. was selected to construct tlie CORBA environment.
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CHAPTER 1

Introduction

In resent years, networks have been growing larger and more powerful, brought convenience

to busìness, govemûrent, and individuals. The problem is that the network management task is

also becoming increasingly complicated. In response to thìs, standa¡ds that deal with network

management have been developed, covering services, protocols, and management information

bases. Among them, Simple Network Management P¡otocol (SNMP) is the most wìdely used one

for TCP/IP based networks.

1.1 Basic Concepts

SNMP was introduced in 1988 and was initially designed as a short-tenn solution to manage

TCP/IP based networks. With SNMP's Get, Set and Trap operalions, rnonitoring and controlling

can be realized in TCP/IP networks IStallings 96]. Since TCP/IP is dominant, iurplementation and

deploy'rnent of SNMP management systems are important.

Because of the limitations and deficiencies in the original SNMP suite, SNMP v2 was intro-

duced and published in 1993. To address the security and remote configuration capabilities issues,

a recent set of RFCs, known collectively as SNMP v3, has also been recently introduced

[Snmpv3] [Stallings 98].

A network management or monitoring system must have a management station or manager

The management station serves as the interface for the human network manager into the network

management system so that the network manager can monitor and control the network manage-

ment processes. Another key element in neF¡¡ork management is the management agent. Any
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node in the network to be managed, such as PCs, workstations, servers, bridges and routers,

should be equipped with an agent so that they can be managed from a management station. The

agent gathers and records management information for one or mo¡e network elements and com-

municates that information to the manager. The communication is implemented according to a

common network management protocol which is shared by all the management stations and

âgents.

Since the agent has a function of collecting and maintaining information for its local environ-

ment, the management information base (MIB) was introduced. The MIB contains current and

historical information about its local configuration and traffic. The management station will main-

tain a global MIB with summary infonnation from all the agents.

There are two techniques used for making the management information collected and stored

by agents available to manager systems. One is polling, a process by which the manager queries

the information from the agent and the agent responds by looking at its MIB. The other process is

event repoÍing, which indicates that the manager listens for the event reports gene¡ated by the

agents.

The heart of the network management system is a set of applications that meet the needs for

network management. At a minimum, a system wíll include basic applications for performance

monitoring, configuration control, and accounting. This thesis focuses on monìtoring the system

specified by the user in the local network and presenting the informatìon via text or real time

graph in the client's Web browser.

Common Obj ect Request Broker Architecture (CORBA) is defined by the Object Management

Group (OMG) to provide middleware for object-oriented applications. With a membership of

over 800 cornpanies, OMG represents the main spectrum of the computer industry except for
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Microsoft. For the majority of the industry the next generation of middleware is CORBA.

CORBA allows applications to communicate with one another no matter where they are

located or who has designed them. Using CORBA, a client can transparently invoke a method on

a server object, whìch can be on the same machine or across a network. The ORB intercepts the

call and is responsible for finding an object that can implement the request, pass it the parameters,

invoke its method, and retum the results. The client does not have to be aware ofwhere the object

is located, its programming language, its operating system, or any other aspects of the system that

are not paÍ ofan object's interface. The ORB takes care of everything and provides interoperabil-

ity between objects on different machines in heterogeneous distributed environments [OMG].

More detail about SNMP and CORBA is provided in Chapter 2 and 3.

1.2 Challenges and Motivation

Since WWW techlology is able to provide network management operators with universal

accessibility, platform independence, füendly management behaviour as well as secure manage-

ment operations, using Web technology to handle network management is becoming a trend.

"Several large corporations have built custom browser inte¡faces to existing management applica-

tions, giving network managers a window into the state of the network..." [Corcoran 96]. It is no

longer sufficient to present only static information through Web pages. Instead, we have to create

Java applets that graphically show the state of the network and the applications running on it in

near real time. More and more application packages, initiatives and companies address Web-

based network management solutions, such as Web NMS from AdventNet, JMAPI flom Sun,

WBEM initiative fiom BMC Software, Cisco, Compaq, Intel and Microsoft IWBEM FAQ]

lwBMPl.

Another approach is led by Subrata Mazumdar at Bell Laboratories, where they proposed a
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CORBA/SNMP Gateway between management applications in a CORBA domain and agents in a

SNMP domain. The main function of the gateway is to dynamically convert the method invoca-

tions on object references in the CORBA domain to SNMP messages for MIB entries at the

remote agents [Mazumdar 96].

CORBA has $eat advantages for dealing with distributed and heterogeneous systems, so it is

very useful and natural to apply CORBA in the network management area. Also it brings a new

architecture to integrate legacy systems and new development to the current clienlserver systems.

More details will be provided in Chapter 3.

The objective of this thesis is to dernonstrate the advantage of WWW and CORBA technolo-

gies in creating Web-based network monitoring tools based on the SNMP protocol. First, the

AdventNet basic SNMP API was studied and chosen as the SNMP class library to construct the

basic client/server system, fiorn which the OID values under MIB-II can be retrieved and results

displayed either in text or real time graph (e.g. the total number ofbytes in and out for all inter-

faces, IP packets in and out, of any machine in the local network). Secondly, the basic clienl

server was extended with CGI (Common Gateway Interface) such that the network information

can be browsed via the Web. Thirdly, instead of CGI, the basic clienlserver is extended with

CORBA. Finally CORBA's power and advantages are illustrated by the comparison of the CGI

and CORBA approaches.

The network monitoring client/server system is implemented in Java and the CORBA environ-

ment was constructed by Visibroker fiom Inprise Corp.

1.3 Structure of the thesis

This thesis is organised in several chapters as follows:

Chapter 2 gives the overview of SNMP and network management and more information about
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SMI, MIB and SNMP specifications. SNMP limitations are also reviewed.

Chapter 3 introduces two middleware solutions: CGI and CORBA, and describes how they

function in a 3-tier clienlserver model. Some discussion and comparison ìs given. CGI and

CORBA programming are also introduced.

Chapter 4 introduces the AdventNet SNMP API software packages and then provides detail

about how to construct a Web-based network monitoring tool using Java and CGI programs. An

object-oriented approach based on UML is also introduced.

Chapter 5 introduces VisiBroker fiom Inprise Corp. (one ofthe leading CORBA products) and

then explains how to construct a Web-based network monitoring tool using Java and CORBA.

Also object-oriented models are provided.

Chapter 6 explains the functions of the constructed network monitoring tools, and provìdes

discussion about the performance for network monitoring via CGI and CORBA.

Chapter 7 concludes this thesis with some final thoughts and comments. Also fufure work is

given for the further research in this field.
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SNMP and Nefwork Management Review

In this chapter, I provide a brief history about SNMP and then introduce SMI, MIB and SNMP

specifications. Network management technology is then reviewed.

2.1 SNMP Basic

2.1.1 A Brief History of SNMP

SNMP was initially designed as a shorl-term solution to manage TCP/IP based networks. It

was developed from the Simple Gateway Monitoring Protocol (SGMP) in 1988 and enhanced to

meet the need for more general-purpose network management. CMIP (Common Management

Information Protocol) was defined as the long-range solution in the case of a network transition

from TCP/IP to the OSI archìtecture [Cerf 88]. At that time, it was thought that within a reasona-

ble period of time, TCP/IP installations would give the way to OSl-based protocols. But due to

the flourishing of TCP/IP applications and development in 1990s, it seems that TCP/IP will last

much longer than all predictions. Therefore, SNMP became the most widely used network man-

agement protocol on TCP/lP-based networks and appears to remain in use for the long term. At

the same time, the CMIP effort languishes [Stallings 96].

The set ofspecifications that define SNMP and its related functions and data bases is a series of

related RFC (Request For Comment) documents which is still growing. Among them, there are

th¡ee foundation specifications which a¡e made of the basic SNMP set. They are:

. RFC 1155 - Structure and ldentification of Management lnformation for TCP/IP based ¡nternets.

. FìFC 1157 - A Simple Network Management Protocol (SNMP).
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. BFC 1213 - l\,4anagement lnformation Base for Network Management of TCP/IP-based internets: MIB-Il

Since limitations and deficiencies existed in the original SNMP suite, it was enlanced by the

publication of SNMP v2. However, both versions of SNMP lack security features, notably

authentication and privacy, which are required to fully exploit SNMP. A recent set of RFCs,

known collectively as SNMPv3, now correct this deficiency and add security and remote configu-

ration capabilities to SNMPv2 [Snmp FAQ] [Stallings 98].

Another important addition to the basic set of SNMP standards (SMI, MiB, SNMP) is RMON

(Remote Network Monitoring) which defines a remote monitoring MIB for remote management

of networks. Since this thesis does not deal with RMON, it will not be explored further.

2.1.2 SNMP Model

The SNMP set of standards provide a frarnework for the definition of rnanagement information

and a protocol for the exchange of that information.The SNMP model of a rnanaged network con-

sists of four key elements: management stations, managed nodes (agent), management informa-

tion base and a network management protocol. These pieces are illustrated in Figure 2.1 .

Network management is done from the management station, which is equipped with manager

software that is responsible for managing part or all of the configuration on behalf of network

management applications and users. It may provide a graphical user interface to allow the net-

work manager to inspect the status ofthe network and take action when requìred.

The managed nodes can be hosts, routers, bridges or any other devices capable of communicat-

ing status information to the outside world. To be managed by a SNMP manager, a node must be

capable of running an SNMP agent, which is a software rnodule in a managed device responsible

for maintaining local management information and delivering that information to a manager by

request. The structure of information is determined by the Management Information Base (MIB).
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Each system in a network maintains a MIB that reflects the status of the managed resources in that

system.

SNMP protocol

Figure 2.1 Components of the SNMP Management Model

The comrnunication between the manager and the agents is based on the SNMP protocol. This

protocol allows the manager to query the state of an agent's local ¡esource objects, which are

defined in MIB, and change them if necessary. There are three general-purpose operations [Stall-

ings 961:

. Get: A management stat¡on retr¡eves the value of objects from a managed stat¡on.

. Set: A management station updates the value of objects in a managed stat¡on.

. Trap: A managed station sends an unsolicited scalar object value to a management station to notify it of

some significant events.

Based on SNMP, the Get operation has two options: GetRequest and GetNextRequest, which

indicates a request of the variable following the current one. In SNMP v2, there is one more

option provided: GetBulkRequest which is useful for getting a large table value of variables.

Bridge
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Also, SNMP v2 provides InformRequest operation to enable one manager to send trap type infor-

mation to another.

When used in TCP/IP networks, SNMP is an applicationJevel protocol and uses the UDP

transport, so it is connectionless. No ongoing con¡ections are maintained between a manager and

¡ts agents. An illustration of SNMP protocol and applications within network architechrre IStall-

ings 961 is shown in Figure 2.2, where network-dependent protocols can be Ethemet, FDDI and

X.25, etc.

SNMP accommodates the management of devices that do not implement the SNMP software

by means of proxies. A proxy is an SNMP agent that maìntains information for one or more non-

SNMP devices for which it is responsible and communicates with the management statìon on

behalf of thern.

SNI\¡P Management Station SNMP Managed Dev¡ce

Figure 2.2 The Role of SNMP in Network
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2.2 lntroduction to SMI and MIB

SNMP and Network Management Revîew

2.2.1 ASN.1 - Abstract Syntax Notation I

ASN.I is a formal ìanguage developed and standardized by CCITT (X.208) and ISO (ISO

8824). It is the most widely used language to define abstract syntaxes of applicatìon data. It is

used to define the fomats of the PDUs (Protocol Data Unit) that are exchanged by SNMP entities

and the management infomation base for both SNMP and OSI systems management.

ASN.l mainly deals with abstract syntax, data type, encoding rules and transfer syntax. In

ASN.l, you can define modules, which are collections of ASN.l descriptions, each description

referring to an object. Possible objects can be data types and macros. A type may be simple,

which is defined by specifuing the set of its values, or structured, which is defined based on one or

more simple types. There are several simple types available for SNMB which are: Integer, Bit

String, Octet String, Object Identifier and NULL.

All versions of SNMP are based on ASN.1:1988 (that is X.208). [Snmp FAQ]

2.2.2 SMI and MIB

The St¡ucture of Management Information (SMI), which is specified in RFC 1155 [Rose 90],

defines the general fiamework within which a MIB can be defined and constructed. The SMI

identifies the data types that can be used in the MIB and specifies how resources within the MIB

are represented and named.

For network management based on SNMB all SNMP manageable resources or entitìes are

described as objects and grouped in management information base (MIB). The original SNMP

MIB (MIB-I) for managing a TCP/iP Intemet was defined in R¡C 1066 in 1988. And later in

1991, MIB-II was published in RFC 1213 which added some much-needed objects, and since
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then has become the standard SNMP MIB.

SNMP and Network Management Review

The MIB is structured as a tree. In this tree structure, all SNMP variables or objects are repre-

sented as branches and leaves, and named according to the type OBJECT IDENTIFIER of

ASN. I . The managed objects are grouped into logically related sets fiom the root. The root of the

tree is the object referring to the ASN.1 standard and unlabelled- Starting from the root, there are

three nodes at the first level and labelled as: iso (1), ccitt (0) and joint-iso-ccitt (2). Arnong them

iso stands for International Organtzation for Standardization, ccitt for Intemational Telegraph and

Telephone Consultative Committee, and joint-iso-ccitt for jointly administered by the ISO and

the CCITT.

Under the iso (1) node, the ISO has designated one subtree for use by other organizations, org

(3), and one child of it is the U.S. Department of Defence, dod (6). RFC 1155 makes one subtree

under dod allocated for administration by the Intemet Activities Board as follows:

internet OBJECT IDENTIFIER;;= { iso(1) org(3) dod(6) 1 }

Furlher down from the intemet node is ntib-2 which we will use for network management, and

the object ìdentifier of it is derived as follows:

mib-2 OBJECT IDENTIFIER :: = { iso(1)org(3) dod(6) ¡nrernet(t) mgm(2) 1}

Thus the mib-2 node has the object identifier value of 1.3.6.1.2.1, which is the global root prefix

of every SNMP MIB object.

There are eleven nodes attached under mib-2. They are the impofant network information

groups for SNMP except cnot (l.3.6.1.2.ir9) now. The Figure 2.3 shows this structure.
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Figure 2.3 The Structure of the MIB

2.2.3The system group ¡n MIB-ll

The information in the system group is very important for network management. In this thesìs,

the codes for displaying the system information via the Web were developed and the ¡esult can be

displayed by the Web browser. A brief explanation follows.

As RFC 1213 defined, the system group provides general information about the managed sys-

tem. It contains seven objects (the structure is shown in Figure 2.4 and definitions are given in

Tâble 2.1) [Stallings 96]. If an agent is not configured to have a value for any ofthese variables, a

string of length 0 is rehrrned fMcCloghrie 91].

t2

directory (1)

interface

2
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Figve 2.4 MIB-ll system Group

Table 2.1 ïhe system Group Objects

Ob¡ect Syntax Access Descr¡ptíon

sysDescr Displaystring RO

(s¡ze (0 ... 255)

A description of the entity, such as the full name and version
ìdent¡fication of the system's hardware type, sofhvare operat-
¡ng-system, and networking software.

sysObjectlD OBJECT IDEN- HO
TIFIËR

The vendor's authoritative ¡dentification of the network man-
agement subsystem contained ¡n the entity. lt ¡s allocated
within the SMI enterprises subtree (1.3.6.1.4.1).

sysuplme TimeT¡cks RO The time since the network management portion of the system
was last re-initialized.

sysContact DisplayString

(size (0 ... 255)

The ident¡fìcation and contact informalion of the contact person
for this managed node.

sysName DisplayString

(size (0 ... 255)

An adminislratively-assigned name for this managed node.

sysLocation DisplayString

(sìze (0 ... 255)

RW The physical locat¡on of this node.

sysServices INTEGER (O

127l,

RO A value which indicates the set of serv¡ces that thìs entity pri-

marily offers.

. RW - read & wr¡te . RO - read only

According to RFC 1213, sysServices value is interpreted as a seven-bit code. Each bit of the

code conesponds to a layer in the TCP/IP or OSi architecture, with the least significant bit corre-

spondìng to layer 1 þhysical layer). For each layer L in the range of 1 through 7, which this node

l3
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perfonns transactions for, 2 raised to (L - 1) is added to the sum. According to the oSI model, the

layers and functionality are shown Table 2.2:

Table 2.2 The Layers in OSI Architecture

Layer Functionality

physìcal (e.9., repeaters)

datalinldsubneh¡r'ork (e.9., bridges)

¡nternet (e.9., lP gateways)

end-to-end/transport (e.9., lP hosts)

sess¡on

presentation

applicat¡ons (e.9., mail relays)

2.2.4 The enterprise group in MIB-Il

In Figure 2.3, the enterprise object is located under the private (4) subtree. The enterprìse

group is used to allow enterprises (venders, etc.), who provide networking subsystems, to register

models of their products and make them public so that network managers can use them to manage

some products from this enterprise node.

A branch within the enterprise subtree is allocated to each enterprise that registers for an enter-

prise object identifier. Many enterprises have their own enterprise MIB, such as Proteon, IBM,

CMU, ACC, Cisco, et al. There is a file named "enterprises.oid" provided by Sun Microsystems,

Inc., which provides the enterprise's name and its OID in the Struchlre of Management Informa-

tion. Some familiar enterprise names in this file are listed in Table 2.3.
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ïable 2.3 Enterprise Names and their OlDs

Name of Enterpr¡se OID

Fìeserved

ctsco i.3.6.1.4.1.9

f .3.6. 1 .4.1.10

1.3.6.1.4.1.11

'1.3.6.1.4.1.23

Sun l\¡icrosystems 1 .3.6.1.4.1.42

1.3.6.1.4.1.43

Each enterprise MIB is also defined according to SMI and ASN. 1 . For example, the file

CISCO-SMLrry lrom Cisco System Inc. shows:

ciscoProducts OBJECT IDENTIFIEF ::= { cisco 1 }

.. OBJECT.IDENTITY

Status: mandatory

Descr:
ciscoProducts is the root OBJECT IDENTIFIEF from wh¡ch sysobjectlD values are assigned.

Actual values are defined in CISCO-PRODUCTS-M lB.

local OBJECT IDENTIFIER ;;= { cisco 2 }

-- OBJECT-IDENTITY

Status: mandatory

Descr:
Subtree beneâth which pre-10.2 l\rlBS were built.
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In my application of system monitoring, the developed programs can be run to obtain system

information from the sNMP daemon (agent) according to system group in MIB-IL This program

will interpret the part of that ÐtsobjectlD value to the enterprise name based on the file "enter-

prise.oid" and display it on the Web browser.
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2.2.5 The intedace group in MIB-ll

SNMP and Network Management Review

Important infonnation is contained in the interface group, such as the number ofinterfaces and

the type ofinterfaces on the queried machine, the number ofthem that are up (ready to work) and

the nurnber of them down. The Figure 2.5 illustrates the OID tree under the interface group and

'lable 2.4 gives the definition of some of them [Stallings 96].

Table 2.4 The intetfaces Group Objects

Ob¡ect Syntax Access Description

¡fNumber INTEGEF RO the number of nehvork interfaces

¡fEntry SEOUENCE NA an interface entry containing objects at the subnetwork layer
and below for a part¡cular interface

¡flable sequence of NA a list of interface entries
ifEntry

¡flndex INTEGER FO a un¡que value for each ¡nterface

ifspeed Gauge RO an estimate of the ¡nterface's current bandwidth in bits/sec

ifDescr Displaystring RO information about the interface, including name of manufac
(s¡ze (0 ... 255)) turer, product name. and vers¡on of the hardware interface

¡ffype INTEGER RO type of interface, distinguished accord¡ng to the phys¡cal/l¡nk
layer

' ¡flvtu INTEGÊR FO the size ot the largest protocol data unit, in octets, that can be
sent/received on the interface

¡fPhysAddress PhysAddress RO the interface's address at the protocol layer ¡mmediately below
the nehjvork layer

ifAdminstatus INTEGEF RW des¡red interface state (up (1), down (2), testing (3) )

¡foperstatus INTEGEF RO current operal¡onal ìntertâce state (up (1), down (2), testing (3))

¡fLastchange Time].lcks RO value of sysupTime at the time the interface entered ¡ts current
operational state

¡flnoctets Counter RO total number of octets received on the interface, includ¡ng fram-
in9 characters

¡flnucastPkts Counter RO number of subnetwork-un¡cast packets delivered to a higher.
layer protocol

¡foutoctets Counter RO total number of octets transmitted on the interface, includ¡ng
framing characters
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mib-2 1 .3.6.1.2.1

iflnUcastPkts ('1'1 )

ifoutucastPkts (17)

F¡gure 2.5 The lnterfaces Group Structure in MIB-ll
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The information in this group is a starting point for many network management functions. For

example, we can detect which interface is up or down. Also the total number ofoctets into or out

of the system can be used to detect congestion in the network. Once congestion has been detected,

other group objects can be examined to find out if this happened at the IP level or the TCP level,

etc.

In the application developed here, the OID values ìn this group can be retrieved and a real time

graph displayed, showing the total number ofb¡es in and out for all interfaces on machines in the

network. The accompanying Description Window gives the descriptions of the OIDs in this

group.

2.2.6The ip group in MIB-ll

According to RFC 1213, implementation of the IP group is mandatory for al1 systems. There

are 23 objects within this group and the information about them is relevant to the implementation

and operation of IP at a node. Figure 2.6 shows the structure of this group. Some objects of this

group contain basic counters of traffic flow into and out of the IP layer. The definitions ofthem are

given in Table 2.5 fStallings 96]. Two of them are ohosen ín my application, one is iphtDelivers

and the other ipoutRequests. The values ofthese two objects on machines in ou¡ network can be

retrieved and displayed on a real time graph. As mentioned in 2.2.5, the objects which contain

traffic flow information in this group will be considered with the objects in the interface goup

when there ìs congestion in the network.

For more information about the objects ìn this group, please refer to fMcCloghrie 91].
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mib-2 1.3.6.1.2.1

iD (4)

ipForwarding (1)

ipDefaultTTL (2)

¡plnFìeceives (3)

iplnHdrErrors (4)

iplnAddrErrors (5)

ipRorwDatagrams (6)

iplnUnknownProtos (7

iplnDiscards (8)

¡poutFìequests (9)

ifoutFìequests (10)

ipOutD¡scards (11)

ipoutNoRoutes (12)

ipReasmTimeout ( 13)

¡pReasmReqds (14)

ipReasmOKs (15)

ipReasmFails (16)

¡pFragOKs (17)

ipFragFails (18)

ipFragoreates (19)

ipAddrTable (20)

¡pFìouteTable (21)

¡pNetToMediaTable (22)

ipFìout¡ngDiscards (23

Figure 2.6 The ip Group Structure in MIB-ll
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Table 2.5 Part of Objects in rp Group

SNMP and Network Management Review

Ob¡ect Syntax Access Descr¡pt¡on

ipForwarding INTEGEF FW acting as an lP gateway (1), not acting as an gateway (2)

¡pDefaultff L INTEGER RW default value inserted into Time-To-Live field of ¡P header of datagrams
originated at this entity

iplnReceives Counter FO total number of ¡nput datagrams received from interfaces, including those
rece¡ved in error

¡plnHdrErrors Counter RO number of input datagrams discarded due to errors ¡n lP header

iplnAddrErrors Counter FO number of input datagrams discarded because the lP address in the des-
tinat¡on field was not valid to be rece¡ved at this entity

¡pForwData- Counter RO number of input datagrams for which this ent¡ty was not the¡r final lP des-
grams tination, as a result of whìch an attempt was made to forward

¡plnUnknown- Counter RO number of locally addressed datagrams received successfully but dis-
Protos carded because of an unknown or unsupported protocol

¡plnDiscards Counter RO number of input lP datagrams for whÌch no problems were encountered
to prevent their continued processing but which were d¡scarded (e.9.,

lack of butfer space)

iplnDelìevers Counter RO total number of input datagrams successfully delivered to lP user proto-

cols

ipoutRequests Counter RO total number of lP dâtagrams thât local lP user protocols supplied to lP in
requests for transmission

¡poutÞiscards Counter RO number of output lP datagrams for which no problems were encountered
to prevent their cont¡nued processing but which were discarded (e.9.,
lack of buffer space)

¡poutNo- Counter BO number of lP datagrams discarded because no route could be found
Fìoutes

2.3 SNMP Specifications

In RFC I I 57, the network management protocol is defined as an application protocol by which

the variables of an agent's MIB rnay be inspected or altered. SNMP provides three general-pur-

pose operations: get, set and trap so that the manager can get or set the variables in an agent's

MIB and be notified by a trap if some significant events happen.
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2.3.1 SNMP Formats

SNMP and Network Management Review

With SNMB communication among protocol entities is accomplished by the exchange of mes-

sages which is represented within a single UDP datagram using the basic encoding rules of

ASN.l. Each message includes a version number indicating the version of SNMP, a community

name to be used for this exchange, and one offive types ofprotocol data units (PDU) fCase 90].

This structure is depicted informally in Figure 2.7 [Stallings 96]. Some of the message fields are

explained in Table 2.6.

Version Community SN¡,IP PDU

(1) SNMP message

PDUtype I requestlD lO lO var¡able-bindìngs

(2) GetRequest PDU, GetNextRequest PDU, and SetRequest PDU

PDU type I requestlD I errorstatus I errorlndex I variable-bindings

(3) GetResponse PDU

PDU type enterprise agentAddr genericTrap spec¡fic Trap time stamp variable-
bindings

(4) Trap PDU

namel I valuel name2 lvalue2 1..

(5) var¡able-b¡nd¡ngs

Figúe 2.7 SNMP Format

Note: the meaning of SNNIP PDU is different from most other protocol usages [Blight 97]

. SNMP PDU refers to the informat¡on portion onìy

. Common PDU refers to the whole messâoe

22
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Table 2.6 SNMP Message Fields

SNMP and Network Management Review

community the name of it acts as a password to authenticate the SNMP message, the public commu-
nity is used to access mosl ¡nformation.

errorstatus the integer value used to indicate if an except¡on occurred while processing a request,
they are: noError (0), tooBig (1), noSuchName (2), badValue (3), readOnly (4) and genErr
(5).

errorlndex the ¡nteger value used while errorstatus is nonzero to provide add¡tional information by
¡ndicating which var¡able in a list caused the exception (the var¡able is an ¡nstance of the
managed object).

genericTrap the integer value ¡ndicates which event happened ¡n managed device, they are:

. coldStarl(0): the sending protocol entity (SPE) is re¡nitìalizìng ¡tself such that
the agent's conf¡guration or the protocol ent¡ty ¡mplementat¡on may be altered

. warmStart(1): the SPE is reinitializing itself such that neither the agent configu-
ration nor the prolocol entity ¡mplementation is altered.

. linkDown(2): one of the communicatlon links has failed. Variable-bindings will
refer to iflndex of the fa¡led intelace.

.linkup(3): one of the commun¡cation Iinks has come up. Variable-bindings will
refer to ¡flndex of up interface.

. authenticationFailure(4): signifies that a received protocol message is not
properly authenticated.

. egpNeighborLoss(5): signif ies that an EGP (Exterior Gateway Protocol) neigh.
bour has been disconnected.

. enterpriseSpecif¡c(6): sign¡f¡es some enterprise-specif ic event has occurred.

specificTrap the integer value ¡nd¡cates the partìcular trap occurred which is not enterprise Specif¡c.

2.3.2 SNMP commands and sequences

The¡e a¡e five basic SNMP commands: Ge| Get-Next, Get-Response, Set and Trap. Corre-

spondingly, there are flve PDU lypes: GetRequest PDU, GetNextRequest PDU, GetResponse

PDU, SetRequest PDU and Tr"ap PDU. The format of them have been previously mentioned, the

mechanism of how it wo¡ks is illustrated in Figure 2.8.
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2.3.3 Connectionless Transport Service and Port Number

SNMP was intended for use over a connectionless transport service. The reason for this is that

various kinds of failures and outages of device and entities may happen in a network. If SNMP

relies on the use of the connection-oriented transport sewice, then the loss of that connection

could impair the effectiveness of SNMP exchanges. So SNMP irnplementations use UDP (User

Datagram Protocol) transport service in the TCP/IP a¡chitecture. In OSI architecture, it is also

possible to support SNMP using the connectionless transport service (CLTS).

UDP segrnents are transmitted in IP datagrams. The UDP header includes source and destina-

tion port fìelds, enabling SNMP entities to address each other. A protocol entity receives all mes-

sages at UDP porl 1 61 except for trap rnessage. Management stations listen for incoming Traps on

UDP port 162. Implementation of this protocol need not accept messages whose length exceeds

484 octets. Howeve¡ it is recommended that implementations support larger datagrams whenever

feasible ISnmp FAQ].

2.3.4 SNMP Limitations

There are some limítations within SNMP [Ben-Artzi 90], Iisted as follows:

(1) One packet of infonnation per request. Not suitable to handle complicated networks where

large volumes of data need to be polled. In that case CMIP scores better than SNMP.

(2) SNMP traps are unacknowledged. In this way, an agent cannot be sure that a critical message

has ¡eached the management station.

(3) Poor security. The name of the community acts as a passwo¡d to authenticate the SNMP mes-

sage. Basic SNMP is better suited for monitoring than control.

(a) Only simple data structure. Not suited to query object values or types.

(5) Does nor support manager-to-manager communications.
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(6) Not directly supportive of imperative commands.

Many of these deficiencìes were improved or addressed in SNMp v2 and SNMp v3.

2.4 Network Management Features

A functional classification of network management is defrned by the ISO as the following five

categories: fault management, accounting management, configuration and name management,

perfonnance management, and security management.

Perfotmance management of a computer network comprises two broad functional categories --

rnonitoring and controlling. Monitoring is the function that observes and tracks the events and

activities on the network, and the controlling function enables performance management to make

adjustments to improve network performance.

Also, according to Stallings, there are three components in performance monitoring: perform-

ance measurement, performance analysis and synthetic traffic generatìon [Stallings 96]. Among

them, performance measurement deals with the gathering of statistics about network t¡affic and

timing. It is often accomplished by the agents running on the devices on the network (hosts, rout-

ers, bridges, etc.). These agents are in a position to observe the amount of traffic into and out of a

node, the numbe¡ of connections (network level, transport leve1, application level) and the traffic

per connection, and other measures that provide a detailed picture of the behaviour ofthat node.

Performance analysis is responsible for analysing and presenting the data, and synthetic traffic

generation for the observation of a network unde¡ a controlled load. With proper performance

analysis, the network manager can monitor network availability, response time, throughput, and

resource usage. With SNMP's Get and Set operations, the netwo¡k manager can do the perform-

ance management in the network.

Fault Managernent deals with detecting, isolating and correcting network problems. With
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SNMP's Trap operation, the rnanager station can get the problem report from the SNMP agent

running on that machine. The network manager can then decide how to deal with it, by correcting

or isolating that problem entity.

Perkins mentioned, "With properly designed MIBs, SNMP can be used to manage network

configuration, perfoûnance, faults, accounting, and security." fPerkins 96]. He also gave the gen-

eral guìdelines for defining objects and MIBs. Since this thesis only focused on monitoring the

network using the existing MIBs, it did not involve any MIB designs.

2.5 Network Management Architecture

Figure 2.1 gives a simple picture of the local network management environment. It includes

the network management station and managed nodes (agent). Both use a management protocol

(such as SNMP) to communicate values of variables stored in a MIB. Since the centralized com-

puting model gives way to the distributed computing architecture, network management is also

becorning distnbuted. A distributed network management system places several interoperable

network management stations (managers) throughout the intemet where each of these departmen-

tal-level managers (or sub-managers) is responsible for the management of those downsized

applications and networks. One central workstation either interacts with sub-managers or goes

directly to each agent to manage all the resources in the network. Figure 2.9 illustrates the basìc

structure used for distributed network management systems based on the above idea.
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Figure 2.9 Typ¡cal D¡stributed Management System Architecture
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CGI and CORBA

Today, many people are familiar with the World Wide Web, as well as the meaning of HTTR

URLs and Web servers. If a user clicks a link pointing to a special URL and this URL is a location

of a HTML page, this HTML page will be ¡etumed, even combined with images, sound clips, or

Java applets. Furthermore, URLs also provide the narning scheme used to locate programs on the

Web Server side.

Fo¡ Java applets, we know that Web browsers impose two types of security restrictions on

them (also called Java sandbox security):

. They allow applets to only connect back to the host where the applet was downloaded.

. They allow applets to only accept incoming connections from the host where the applet was

downloaded.

If Java applets want to communicate with the agents residing in other machines behind the

Web serve¡ (such as SNMP daemon running on the machines in the local network), they need to

work around the above sandbox. This can be realized using CGI and CORBA middleware.

3.1 CGI Review

3.1.1 What is CGI

CGI stands for Common Gateway Interface. It defines a method for the HTTP server and an

outside program to share information. The Web server only knows how to handle HTML docu-

ments. When ìt receives a request fÍom a client to run a gateway program (often called a CGI

script), it simply invokes the program named in the URL which takes care of the request. The
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Web serwer summarizes the pertinent information about the request in a standard set of environ-

ment variables and passes them to that program. During this time it is using a protocol (or stand-

ard)+ called the Common Gateway Interface (CGI).

The script then uses the useful information passed from the server and executes the request,

and retums the results in HTML format to the Web server using the CGI protocol. The Web server

treats the results like a noûnal docunent that it retums to the client. In a sense, the Web server

acts as conduit between the Web client and a back-end program that does the actual work.

3.1.2 3 - Tiered ClienVServer Model Using CGI

Usually a simple client/server system is called 2-tiered system. In this system, the user inter-

face screens and associated logic residing on the client side constitute the first tier. The business

logic functions and associated data on the servff side constitute the second tier. According to Har-

mon, the tiers are the platforms, and "networking hardware and software that links the client and

server platfonns are middleware" * [Harmon 98]. Without CGI or other middleware involved on

the Web server side, Web client and server just constitute a 2-tiercd clienlserver system.

CGI bridges the gap between the Web server and other Intemet services, such as updating data-

bases on the back-end server or managing the machines in the network behind the Web server. In

this situation it functions as the middleware between WW-W servers and extemal databases or

other information services. With CGI involved, we have the third tier in clienVserve¡ architectu¡e,

which is constituted by the external database and information service systems. Figure 3.1 shows

According to Will¡am E. Weinman's "The CGI Book', "CGl is not really a language or a prolocol in the

str¡ctesl sense of those terms. It ¡s reaìly just a set of commonly named variables and agreed-upon

conventions for passing information from the server to the cl¡ent and back aga¡n."
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this new 3-tier clienlserver architechrre. Usually the first tier belongs to the client's screen, the

middle tier is composed by the seruer objects which represent the persistent data and the business

logic functions and the third tier belongs to traditional servers (legacy systems). In Figure 3.1, our

middle tier is the Web Server augmented with the CGI application serve¡s +.

HTTP HTTÞ

# lnternet ""'
TCP/IP

ì\.)

Web Client

Tier 1

a tr*"ïUDP wå

SNMP agent

t-ì-

Tier 3

Web Server

__
Tier 2

Figure 3.1 The Web ClienUServer 3-tier model using CGI

Vendors in the netwo¡k area are using this technology to connect Web browsers to their ele-

ment managers to oversee their equipment. According to Jande¡ "Bay, for example, offers

browser access to several of its Optivity management applications. 3Com sells a suite oftools that

allows its Transcend software to be accessed over the Internet..." [Jander 96].

In lEnck 97], "middleware sits between the client and server and forms a third tier in the clienvserver

network."
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3.1.3 CGI Specification -- Extending HTTP

CGI and COfuBA

The CGI specification was created and documented by the main HTTP server authors: Tony

Sanders, An Luotonen, George Phillips, and John Franks. Originally the service from the HTTP

server was very limited and it could only retum static HTML documents to the Web client. In

order to meet increasing needs for more functions such as outputing dynamic information to the

client, the above authors provide a way to extend services and capabilities from the core of the

WW-W server. The result is CGi.

CGI is a simple interface for running external programs (CGI scripts) under an HTTP server.

There are four major ways for servers to communicate with the CGI script. They are listed below.

The first three are for CGI script obtaining information 1Ìom the server and the last one for CGI

script sending information to the sever.

Environment va ables

Envirorunent variables are variables that are set by the server and accessible by extemal pro-

grams. These variables contain a wealth of information about the server, extemal programs, and

the client's request. They are listed in Table 3.1 fTittel 96].

The command line

This approach is typically used only for HTML ISINDEX queries. Information can be passed

to extemal programs as command line arguments when the program is executed.

Standard input

While the clients using POST or PUT methods to send requests to extemal programs, the infor-

rnation will be passed to an extemal program on standard input by server. If the GET method is

used, the data will show up in the QUERY_STRING environment variable [Patchett 97]. The

server will also set the CONTENT TYPE and CONTENT LENGTH envi¡onment variables to
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the MIME type of the data and the length of the dâta in bytes, respectively.

Table 3.1 Standard Environment Variables Reference

Environment Variable Description

AUTH_TYPE access authentication type

CONTENT-LENGTH s¡ze in decimal number of octets of any attached entity

CONTENT_ryPE lhe MIME type of an attached entity, such as:
applicat¡on/octet-stream, texl,/plain, etc.

GATEWAY INTERFACE. rev¡s¡on of the server's CGI

HTTP_(str¡ng) client header data

PATH INFO extra path information to be interpreted by CGI scripl

PATH_TRANSLATED v¡rtual to physical mapping of f ile in system

OUERY STRING URL-encoded search string

REIVOTE_ADDB lP address of agent making request

REMOTE_HOST f ully qualif ied domain name of requesting agent

REMOTE_INDENT identity data reported about agent connection to server

REMOTE_USEB user lD sent by cl¡enl

REQUEST_METHOD request method by cl¡ent, for HTTP, this is "GET", "POST", etc

SCRIPT_NAME URI-- path ident¡fy¡ng a CGI script

SERVEF_NAME- server name; host part ol URl..; DNS alias

SERVER_PORT server port where request was rece¡ved

SERVER_PROTOCOL name and rev¡slon of request protocol

SERVER_SOFTWARE. name and version of server softlvare answering the request

. Not request-specific (set for all requests)

.. URI : Universal Resource ldent¡fier

Standard output

When extemal programs are sending information back to the server, which in tum pass it back

to the client's browser, the information is just written to standard output. Also the output informa-

tion should be written in HTML format.
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3.1.4 Web-based network monitor¡ng scenario us¡ng CGI

CGI and CORBA

Figure 3.2 shows a Web-based network monitoring scenario using CGI. As mentioned above,

Web servers pass information to back-end CGI programs via environment variables and STDIN

and executes the program (SNMP server program) according to the request. When this program is

running, it reads environment variables and data from STDIN and contacts the SNMP agent to get

the information back. Then it ¡etums the information in HTML format via STDOUT to the Web

server. Finally the Web server rehrms this HTML file to the Web client.

Web clíent Web server | ( Enviro.nment\
| \ vaflaþles / SNMP Agent

O
CÐ Execute.---\- -... \

-tt I
/ cc,t \
( Programt

@_Reao \ Rly:,,

Requesl

I Feturn lTNilL File

GetReque

(HTML File)

O SNMP
GetRespons

Client Server

Figure 3.2 ClienVServer lnteraction Scenario for Network Monitoring

3.1.5 CGI Programming

CGI programs are most commonly written in C, C++, Perl, and Bourne and C shell scripts

Other languages such as TCL and P)'thon are also now becoming popular for CGI programs.
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When writing CGI programs, there are two rules which should be followed:

(l) write any data or text for the response to the client to the Standard Output (STDOUT);

(2) output must be preceded with a Content-type line, followed by a blank 1ine.

Both of the above rules are very important. Data which we want the client to receive should be

wdtten to the STDOU! preceded by its MIME type, and the server will do the rest.

The following illustration fWeinman 96] will retum "Hello, World!" to the client's browser

when ìnvoked by the client. It is written in Perl and illustrated in Figure 3.3.

# !/Lrsr/bin/per1

print "Content-tlæe: text/html\n\n"; #print to ST-ANDOUT, foflov/ed by a blank linel

* Title iL
pTinL ', <HTML><HEÀD><TITLE>He11o I </TITLE></HEÀD>\n', ; #prinb To STÀNDOUî

* Here's the HT.l,lL body
print "<BODY><H1>He11o, f{orldI</H></BoDY></HTMI->\n" ;

Figure 3.3 A Simple Perl Program for CGI

As mentioned above, the program simply prints the message to the STANDOU! and it is pre-

ceded by a MIME type: texL/html, followed by a blank line.

3.1.6 lnstalling CGI Programs

The following is an introduction ofhow to install CGI programs on the server and how to run

them.

First, the user must have access to a Web server, and write access to a directory named cgi-bin,

so that CGI programs can be stored in that dìrectory The CGI programs will be automatically

executed by the Web server when it get the request from the client. Secondly, the CGI program is

made executable and accessible to the public. This will be don e using chmod in the Unix system if
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the programs are written in a shell script or Perl. Also for Perl programs, Perl must be installed

and available in your network.

If the CGI programs are written in Java (such as in this application), simply write an executa-

ble file in Ihe cgi_bin directory with the following line:

jawa program-for-cgi

program_f or_cgi is the narne of the class program. In Uníx, this file can be written ìn a shell

script. For a PC, a batch file containing this line should be written. In both cases, Java must be

available to the current directory.

After this is completed, the CGI programs are ready to be invoked from the applet codes on the

Web client side. Further details will be given in Chapter 4.

3.1.7 Summary

Fron the above we have seen that a CGI program will be invoked each time the Web client

sends the request for that service. Each time the Web server passes the parameters to CGI program

via Environment Variables and/or Standard Input. After the CGI program is finished, the result

will be sent back to the Web server via Standard Output. So although the Web server starts a

totally new process for each request, it is clumsy and takes time. Even though CGI is one of the

predominant ways of constructing 3-tier Web-clienlserver model in the Intemet today, it intro-

duces a lot ofoverhead on top of the HTTP protocol.
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3.2 lntroduction to CORBA

CGI and COfuBA

Common Object Request Broker Architecture (CORBA) is defined by the Object Management

Group (OMG) to provide a common architectural ÍÌamework for object-oriented applications. It

targets heterogeneous and distributed computing environments and provides the communication

mechanism for objects wíthin this environment. According to [Mowbray 97], CORBA "addresses

the two most prominent problems faced in the software industry today: (1) the difficulty of devel-

oping client/server applications (2) integration of legacy systems, off+he-shelf applications, and

new developments".

3.2.1 A little history about CORBA

According to OMG, CORBA is the OMG's answer "to the need for interoperability among the

rapidly proliferating number ofhardware and software products available today".

Similar to RFC (Request For Comments) for the Intemet Engineering Task Force (IETF), there

is the Request For Proposals (RFP) for the OMG. The "Common" in CORBA stands fo¡ the

merging of two important API proposals, one from HyperDesk and DìgitaÌ which supports

dynamic API and the other fiom Sun and HP (Hewlett Packard) which supports static APIs. The

result is CORBA which has both these two features and will be elaborated upon elsewhere.

In CORBA s history the first imporlant version is CORBA 1 .1, which was introduced by OMG

in early 1991. CORBA 1.1 defines the Interface Definition Language (IDL) and the Application

Program Interfaces (APD. IDL is a neutral language and can be mapped to other high level lan-

guages, therefore providing the capabilities for the objects written in different languages to com-

municate with each other. The API enables client/server object ìnteraction within an Object

Request Broker by providing the interface to it.

The next important step made by OMG for CORBA was the coming of CORBA 2.0 in Decem-

3'l
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ber of 1994. The previous versions of CORBA did not specifr a standard protocol through which

the ORBs from diflerent vendo¡s could communicate with each other, but CORBA 2.0 does. That

protocol is named the Intemet Inter-ORB protocol (IIOP) which applies only to TCP/IP based

networks.

3.2.2 The Object Request Broker (ORB)

The core of CORBA is the Object Request Broker (ORB), which is also referred to as the

object bus or virtual object library. With an ORB, each component only needs to interface itself to

the ORB with the help of CORBA's API and then all subsequent interactions among them are

handled by the ORB. If there are N components within the application environment, only N inter-

faces are required to be defined. But without an ORB, custom interfaces must be defined for each

interaction between components (writing with different languages, for different systems, etc.),

therefore it is a N2 problem. Figure 3.4 shows this situation.

(a) Components interact each other with an ORB (b) Components interact each other without an ORB

Figure 3.4 Components lnteract Each Other with/wilhout ORB

Actually an ORB is a software component running on the machines with client and server, and

provides the communication rnechanism between them. It has two basìc functions:
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. provides object references for the client's request

. marshals and unmarshals the parameters to and from objects

In CORBA, we use an object reference to locate the object within an ORB. The ORB functions

like a collection ofobjects and network resources, integrated with end-user applications, allowing

those applications to locate and use objects within the ORB. When a component of an application

wants to access a CORBA object, it should first obtain an object reference for that object. When

used in CORBA/iIOB it is called Interoperable Object Reference (IOR). IOR includes the ORB's

intemal object reference, Intemet host address, and port nurnbers. It is managed by the interoper-

ating ORBs and is not visible to application programmers.

Figure 3.5 A Request Beìng Sent Through the Object Request Broker

Figure 3.5 shows a request being sent by a client to an object implementation through an

ORB[CORBA]. The client is the entity that wishes to invokes an operation on the object, and has

no knowledge about where the object is located and how the object is implemented. The ORB is

responsible for finding the object implementation for the request (get the IOR for the request), and

marshalling and unmarshalling the parameters to and frorn objects. Here marshalling refers to the

process oftranslating input parameters fiom the client to a format that can be fansmitted across a

network. Unmarshalling is the reverse ofmarshalling; this process converts data ffom the network

Object Implementâtion
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to the fonnat that the client understands [Rosenberger 98]. The object implementation is the code

and data that actually implements the object.

There are several ways for the client to make a request. The client can send the request to the

server via the static IDL Stub, or the Dynamic Invocation Interface (DII). The client can also go

directly to the ORB for some functions. Figure 3.6 shows these details.

Ñ\\\\\\l lnterface identical for all ORB implementations

dnr--"'t There may be multiple object adapters

- 

There are stubs and a skeleton for each object type

f 
uo -catt interface

I Normal call interface

V

Figure 3.6 The Sfucture of Object Request fnterfaces

The IDL stub provides the static interface to the object service and is object specific (corre-

sponding to specific object interface). Simply speaking, the IDL stub is a small piece of code

which is cornpiled with the client application and gives the client application access to the server

objects.

The Dynamic Invocation Interface (DII) provides a way for the client to discover serve¡ inter-

faces dynamically and invoke servìces f¡om the object that the client does not know about at com-

piling time. The trade-offis that the complexity is significantly increased.

On the server side, which handles the object implementation, there are static IDL skeletons and
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Dynamic Skeleton Invocation (DSI) conesponding to the IDL stubs and DII on the client side.

Serwer skeletons are pieces of code generated when compiling IDL interface deflnitions. They

provide static interfaces to each sewice exported by the server.

While processing a request, the object implementation may call the object adapter and the

ORB interface for services fiom the ORB. The object adapter handles services such as generation

and interpretation ofobject references and method invocation.

In order to handle the object implementation, the serve¡ may access two databases: interface

repository and implementation repository. The interface repository provides persistent objects

with well defined interfaces that represent the IDL info¡mation in a form available at run time.

The implementation repository contains information that allows the ORB to locate and activate

implementation of obj ects ICORBA].

3.2.3 OMG lnterface Definition Language (lDL)

IDL is another chief component ofCORBA and is used to define the types ofobjects by speci-

fuing their interfaces. IDL is not a complete programming language; it is iimited to defining inter-

faces. An interface consists of a set ofnamed operations (functions or methods) so that the clients

can invoke them to receive the services.

since IDL is a neutral language and can be mapped to other high level languages (such as Java,

C/C++, Smalltalk, COBOL, etc.), after the object interfaces are defrned in IDL, the user can finish

the implementation code in other high level languages which can be mapped by IDL. In this way,

CORBA separates interface definition fiom the object implementation and makes it possible to

invoke the objects services across languages and operating systems

The IDL is a descriptive language; it supports C# syntax for constant, type, and operation

declarations. However, IDL does not include any procedural structu¡es or variables; therefore
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there are no flow-control statements (such as if-else, rvhile, for, etc.). The IDL grammar is a sub-

set ofC++ (such as supporting naming space. preprocessing features, single and multiple inherit-

ance), with sorne additional ke)""vords to support the distributed concepts.

The main elements of CORBA IDL are:

. module - similar to Java package

. itúetface - CORBA's equivalent of Java interface

. exception - CORBA s equivalent of Java exception

. aÍtribute - member variable, by which the implementation automatically creates get/set

operations (get for readonly attributes, get and set for normal attributes)

. operations - CORBA s equivalent of methods

. basic data types (such as: short, unsigned short, char, ...)

. constructed types (such as: array, sequence, struct, enum, ...)

The sequence type is similar to array type, but the number of elements in an array is frxed and

known in advance, the size ofsequence can be dynamically changed. So in this way it is similar to

Java's vector type. The difference is that in CORBA all values of a sequence must be of the same

type or derived fi'om the same type. In Java we can add different objects to the vector.

After writing IDL files, the user can rely on a precompiler which will interpret the IDL files to

the language which the user will use to finish the ìmplementation coding. Examples of precom-

piler include idl2java fron '[4siBt'oket" for Java, idl2cpp fiom tr1siBr oker for C++, etc. The

precompiler will also directly generate client stubs and server implementation skeletons. More

details about programming in CORBA will be introduced in the next chapter. Figure 3.7 illus-

trates a sirnple IDL example.
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module Batk {
interface Account {

float balance O ;

lì
ircerf ace AccourtManaqer {

Àccorint open ( ín stringr nêJne);

)¡

Figure 3.7 A Simple IDL Program Named Bank.idl from lVBJ33l

The above example provides the Account and AccountManager interface definitions. The key-

word in in open operation means that the value of name should be passed from client to server.

According to IDL definition, the parameters within a operation can have a mode that indicates

whether the value is passed from client to server (in), from server to client (out) or both (inout).

Thìs is different f¡om Java and C++.

3.2.4 Web ClienUServer 3-tier model with CORBA

We have already seen that how CGI plays a role in 3-tier ClienVServer model and how ineffi-

cient it ìs (the Web server needs to invoke a totally new process for each request, whether it is

related or not). On the other hand, CORBA s ORB provides object references for the client's

request and rnarshals and unmarshals the parameters to and fiom the objects. How does CORBA

function in a 3-tier clienlserver model? Figure 3.8 shows a Web-based network rnonitoring appli-

catìon in a 3-tier client/server architecture, with CORBA's service from VisiBroker (one of com-

mercial CORBA products) [VisiBroker]. The circled numbers show the message sequence for one

of the SNMP applications.

43



Clnpter 3 CGI and COfuBA

Tier 2

Figure 3.8 3{ier ClienVServer Model with CORBA and SNMP Appl¡cation

The Web client sends the request for Network Management Hornepage to the Web server.

The communication is via HTTP

The Web client downloads the HTML page (which includes the refe¡ence to the embedded

Java applet and Jar fi1es) and Java applet from the Web server. This is also done via HTTP.

The Web browser loads the applet and Jar files into the client machine's memory and staÍs

the applet.

The user clicks the button in the applet's window for receiving the network information, the

request is sent to the Gatekeeper (running on the Web server) across the network via ORB/

IIOP,

The VisiBroker Gatekeeper enables the applet to communicate rvith the SNMP server across

networks while still conforming to the security restrictìons imposed by Web browsers and

firewalls. It serves as a gateway fiom an applet to server objects [VisiBroker].

The SNMP Server contacts SNMP Agent in the local network for the information.

(l)

(2)

(3)

(4)

(s)

(6)
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(7) The SNMP Server returns the result to the Gatekeeper residing on the Web Server.

(8) The Gatekeeper forwards the result automatically to the Web client via ORB/IIOP.

(9) The result is loaded and shown on the client's Web browser.

Note: the session belween the Java applet and the SN[\¡P server (or other object serveù wìll pers¡st until

either side decides to disconnect.

3.2.5 Summary

From the above, we can reach some conclusions about differences between CORBAs applica-

tions and CGI's applicatìons.

(l) For CGI's application, the Web server starts a totally new process for each request which is

time-consuming and stateless. Also a1l messages between client and object server go over

HTTB which involves a geat deal ofoverhead.

(2) For CORBA's application, the Web server and HTTP are involved for transferring the HTML

page and Java applet at the beginning of the process. After that the ciient and object server

communicate with each other via IIOP. IIOP introduces less overhead compared to HTTP.

(3) For CORBA s application, the object server keeps running in the back-end of the \Meb server.

It is ready to provide desired service via the designed interface to the clients. Also the session

between the applet and object server will persist, and state information can be kept untìl

either side decides to disconnect.

(4) CORBA provides local/remote transparency for method invocation on the server side. It

allows clients to directly invoke methods whether the server providing these services is run-

ning on the same machine or across a network.

(5) With a distributed object infrastructure, CORBA allows Java applets to communicate with

other objects written in different languages across a network.
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Constructing Network Monitoring Tools Using CGI

In this chapter, construction of Web-based network monitoring tools using Java, SNMP and

CGI is introduced. The SNMP API software package from AdventNet is also introduced.

4.1 Why Java

"Java: A simple, obj ect-oriented, network-sav\ry, interpreted, robust, secure, architecture neu-

tral, portable, high-performance, multith¡eaded, dynamic language." Uavasoftl. For this reason

Java was selected for the nehvork management software development.

As a computer language, Java is a good programrning language to use. Since its introduction in

May 1995, Java has become the most rapidly adopted programming language in computing his-

tory. Advantages ofJava include: security, platfonn independence, full object orientatìon, multi-

threading, database access, network programming and Web browser integration. Netwo¡k

management application development can benefit from these features. Java has rich class libraries

fo¡ network programming which makes it is easy to develop Java applications dealing with TCP

and UDP. With the platform independence, the code developed can be run on any machine in the

intemet. Also with Java applets running on the Web browser, the system administrator can man-

age their networks remotely. This is because Web b¡owsers are so prolific that they can be found

everywhere in the wo¡ld.

An applet is a minì-program that will run only under a Web b¡owser. It is downloaded automat-

ically as part of a Web page to the client's memory and executed there. Typically the applet will

create some kind of dynamic visual effect within the area of the page that is assigned to it. It pro-
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vides you with a way to autornatically distribute the client software from the server where there is

a need to run it in the clìent side. We have already seen this scenario in Figure 3. 1 and Figure 3.6.

4.2 The AdventNet SNMP Package

The AdventNet SNMP Package (version 1.2) is a comprehensive client-server toolkit for net-

work management. It provides a good basic SNMP API library to facilitate building netwo¡k

management solutions which incorporate and integrate SNMP and Java technologies.

This package can be broadly divided into four categories:

1 . SNMP Variable Classes

2. SNMP Communication Classes

3. SNMP ÌVlB related Classes

4. Miscellaneous Classes

4.2.1 SNMP Variable Classes

There are several SNMP data types, such as: Integer, Bit String, Octet String, Object Identifier

and NULL. In the AdventNet SNMP package, there are classes corresponding to them. First there

is an abstract class named SnmpVar which is the ancestor of all SNMP variable classes. It con-

tains abstract methods for printing, ASN encoding, ASN decoding, etc. The SnmpVar class has

five direct sub-classes. The class hierarchy is shown in Figure 4.1.

There are also other two classes in this category they are:

. SnmpvarBind: to deal w¡th SNMP variable bindings w¡th Object ldentifiers.

. ASNTypes: for ASN parameters and methods used in the package, for encoding and decoding.
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Figure 4.1 The Class Structure of Snmpvar

4,2,2 SNMP Communication Classes

There are five classes within this category dealing with SNMP communicatìon. They are:

. SnmoAPl : lo manage sessions created bythe user appl¡cat¡on, manage the MIB modules that have

been loaded, and store some key parameters for SNMP commun¡cat¡on. This is very important

class in the Advent SNMP Package. Before using the SnmpAPl, we should instantiate ¡t and

start ¡t.

. SnmoSession : to manage a session with an SNMP peer. It provides functions to open sessions syn-

chronously or asynchronously, send and receìve SNMP requests, check for responses and t¡me-

outs, and close sessions. We shouìd ¡nstantiate and open a Snmpsession instance first, then are

able to use it to communicate with an SNMP peer

. Snmpcallback: used when an âsynchronous response to a snmprequest is to be delivered from a

separate thread other than the SnmpSession rece¡ver thread.

. SnmoPDU :to prov¡de the variables and methods to create and use the SNI\¡P PDU. The methods

include adding varìable bindings with specif¡ed OID and null variables to the PDU, prlnting all

varlable bindings, etc.

. SASCI¡ent: added for enabling applets on browsers to work around the secur¡ty restriction in brows-

ers thal don't permil socket access to any host but lhe applet host. SASCIient ¡s not used in the
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network management tools developed in this thes¡s.

4.2.3 SNMP MIB Related Classes

There are also five classes in this category which deal with the SNMP MIB.

. MibModule: provides a way to parse and use the data available in a MIB module file. Each ¡/ibN4od-

ule inslance is created from a MIB module file, and you can load and unload MIB modules by

creating and deleting these inslances. Via parsing the MIB module in the appl¡cation, we can

retrieve lhe values maintained by the agent.

. M¡bMacro: used to parse MIB macros, only OBJECT-ryPE and TBAP-ryPE macros are supported.

Any parsing of l\,418 modules would instantiate the macros for the module being parsed.

. MibTrap: used to keep data on trap types defined in a module.

. lVlibNode: represents a node in the pârsed MIB lree. A number of attributes and methods in it are

provided to simplify development of applications using the MIB definit¡ons.

. Leafsyntax: used to represent any unique syntax, including textual conventions, that ¡s defined ¡n a

MIB module.

4.2.4 Miscellaneous Classes

Some classes do not belong to the above categories. They are:

. Snmpclient: this is an interface used to change the default behaviour on callbacks, authentication,

and where to prìnt debugging output. To use ¡t, the user would ìmplement this class and set the

client var¡able ¡n the SnmpAPl ¡nstance.

. MibExceotion: this is an exceptìon class that is used to throw MIB parsing except¡ons.

. SnmpException: this is an exception class to throw SNMP exceptions, e.g. decode errors.

Next we will see how to develop network monitoring systems based on the AdventNet SNMP

classes.
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4.3 Constructing Network Monitoring System I Using CGI

4.3.1 Basic Requirements for Monitoring System I

The network monitoring system was designed starting fiom a simple one, named Network

Monitoring System I using CGI (denoted NMSI_CGI for short), which only queries the basic

information of the System group in MIB-ll. As mentioned, the information in the System group in

MIB-II is the basis fo¡ network management. The requirements for NMSI_CGI are:

(l) The user can use a Web browser (such as Netscape, Explorer, etc.) to monitor the specified

system in the network. The monitoring system should provide a user-friendly graphical inter-

face.

(2) The user can enter either the machine name or its IP address for monitoring+.

(3) According to the name or IP address, the NMSI_CGI should respond with either the informa-

tion defined in the System group in MIB-II or a waming message when there is an error in the

process.

(4) According to RFC1213, the syntax of sysObjectlD is Object Identifier and syntax of sysServ-

lces is integer, so it is difficult for a user to directly understand them. The NM.l1_CGl should

interpret them to a more understandable ¡epresentation.

(5) The query time is 15 seconds. If there ìs no result after this time, the system will show a time-

out message.

Based on the above requirements, the system was designed using an OO approach and will be

introduced next.

* Usually there ls also a community name that should be entered by user. The community name is used

to prov¡de access to the SNN/P agent for security reasons (refer to Table 2.6 and Figure 2.7). For this

application th¡s is hìdden by the using default value: publ¡c.
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4.3.2 lnitial Approach - Use Case Diagram Model

Use case was introduced by fJacobson 92) in 1992, within a general OO methodology, called

OOSE (Object-oriented Software Engineering). Use cases are now a part of UML (Unified Mod-

elling Language) for doing the initial system modelling. Figure 4.2 gives a highJevel use case

diagram of the NMS1_CGL According to UML, a use case is a sequence of transactìons per-

formed by a system in response to a triggering event initiated by an actor to the system. The actor

is an object outside the domain of the system that interacts directly with the systen. Usually an

actor is a human user of the system. We may consider the extemal system as the actor while it ini-

tiates the contact with the application system or gets a value fiom the application system [Pooley

eel.

O enter lP address Ot-\=__-i- 
^Client NMS] CGI Snmp Agent

Figure 4.2 The Use Case Diagram of the Monitoring System

Within the figure, the use case itself is represented by an oval and an actor by a stickman. A

line connects the actor and the use case which it interacts with. Figure 4.2 shows an abstract

model of the NM,l I *CGI, where one actor is the client who initiates the event, and the other is an

SNMP Agent which is contacted l:y the NMSl_CGI and may get a value from it (for the SNMP

get and set operations). The use case description of the i/M^S 1_CGI is listed in Figure 4.3. it gives

a generic, step-by-step written description of the interaction between the actor (such as the client

or the SNMP agent in our case) and the use case (NMSI_CGÐ.



Chapter 4 Constructing Network Monitoring Tools via CGI

Use Case Description of the NMSl_CGl

Normal sequence:

(1) The Web client goes to the Web page of NN/S1_CGl, enters the mach¡ne's assigned name

or its lP address, cl¡cks the Query button.

(2) Accord¡ng to user's request, NIVSI CGI builds an SnmpPDU and sends it to the queried

mach¡ne.

(3) The SNIVP agent in that machine checks ìts MIB and replies with the requested informa-

tion.

(4) The NMS1_CGl interprets the informat¡on obtained from the SNtr/P agent into the des¡red

format, and displays them on the client's browser.

Alternate sequence:

lf the machine wh¡ch the user checks does not exist in the network or does not support

SNMP service, NMSl_CG¡ will return a warning message in the cltent's browser. lf there is a

lyping error, the client can enter the machine name again for checking.

Figure 4.3 The Use Case Description of the NMSI_CGl

After doing this, the next step is to conver1 the use case to an OOSE Ideal Object Model (or

Analysis Model), which describes an ideal system that would accotrplísh all of the requirements

identified by the use case diagram [Jacobson 92). The key to this approach is to assune that there

are three broad types of objects: Entity obj ects , Interface objects and Connol objects. UML pro-

vides stercotypes to attach ext¡a classifications for different models, and in this way UML is made

extensible. So for the above three object t1pes, the¡e are three "stereotype" names corresponding

in UML, they are: boundaty class, entity class and control class [Rumbaugh 98].

A bowdary c/ass describes objects that mediates between a system and outside actors, such as

an order entry form or a sensor. The entity c/¿ss is the class which holds the element information

which the system deals with. The control class is responsible for dealing with transactions among

the inte¡face classes and entity classes. The classes in an ideal object model can be related to each
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other by means of association lines, which means that the objects of the two classes will send

messages to each other. An ideal object model of the NMSL_CGI is illustrated in Figure 4.4.

Figure 4.4 An ldeal Object Model of the NMSI_CGl

g

^Clienl

NMSl_CGl Use Case
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4.3.3 Class Diagram Design - Extending the lnitial Object Model

Based on the ideal object model of the NMSI_CGI, the class diagram is designed. It is illus-

trated in Figure 4.5. The system classes with the main attributes (variables in Java) and operations

(methods in Java) are illustrated in Figure 4.6. We can see that there is an Web Server obj ect in

Figure 4.5. This is because that there is no way for ClientCGI lo contact RequestHandler directly

while using CGl. While using CGI, the HTTP request sent by Web client first goes to Web sewer,

and then Web server invokes and executes the CGI program. In Figure 4.6, the class RequestHan-

dler was redesigned to include the functions ofthe Systemlnfo class.

-Õ 
aggregation

Figure 4.5 Inilial UML Class D¡agram of the NMSl_CGl

54



Clmpter 4 Constructing Network Monitoring Tools via CGI

. ClientApplet: a Java applet which prov¡des the main window in the Web browser for the Web cli.

ent to interact with. The window is implemented us¡ng java.awt.GridBagLayout class.

. Aftr¡butes:

hostname a string represents the managed node name or its lP address

header an object of WinTitle represents the header bar in the applet main window
message informat¡onreturnedbyRequestHandler

clientcgi an object of Clientccl (see class Clientccl)
. Operat¡ons:

init called by applet v¡ewer when Java launches the applet for the f¡rst time

actionPerformed invoked when an act¡on occurs in the applet w¡ndow

refresh refreshes the w¡ndow to the default situat¡on

. WìnTitle: the class responsible for constructing the w¡ndow t¡tle bar

. Attr¡butes:

textcolor the text colour ¡n the w¡ndow bar

textFont the text font in the window bar

' Operations:

draw draw the graphic bar according to the spec¡f¡ed text font and colour

. ClientCGl: the class responsible for interfacing the client application to the server s¡de program

v¡a the CGI protocol

. Attr¡butes:

socket an object of java.net.Socket, used to make a connection to RequestHandler

r_message returnedmessagefromRequestHandler

. Operat¡ons:

getMessage the method for getting the queried message

getwarns getting the warning message

servLaylnfo an object of Servicelayerlnfo (see class Servicelayerlnfo)

enterpr¡selnfo an object of Enterpriselnfo (see class Enterpriselnfo)

snmpopr an object of Snmpopr (see class SnmpOpr)

. ReouestHandler: responsible for handlìng the query from the Web client, instantiat¡ng an object

of Snmpopr to contact the SNMP agent lo complete the SNMP operat¡on, it is also the server

side CGI interface responsible for interfacing the server to the cl¡ent

. Attributes:

message the string message about the system getting from snmp

warnìng the warn¡ng message got from the queried node

. Operat¡ons:

main responsible for the main operat¡ons of the RequestHandler

Figure 4.6 The System Classes and their Main Attributes and Operations
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. Enterpriselnfo: responsible for interpreling the OID of sysobjectlD in system group of MIB-ll to

lhe text information about the vendor who provides the management subsystem in the que-

ried node (according to f¡le "enterprises.oid" provided by Sun Microsystems)

. Attt¡butes:

oid name the string represents the enterprise name and its sub-lD

' Operat¡ons:

getName interprets the OID to the enterprise name and the sub-lD

. Servicelayerlnfo: interprets the integer number of sysServices in system group of MIB-Il to the

text information about the set of services the quer¡ed node offers (refer to Chapter 2 for more

¡nformation)

, Attr¡butes:

servNum the integer number of sysservices returned by the SNNiIP agent

servlnfo the text information about which serv¡ce layers the system operates on

. Operatíons:

calculate for each servNum, calculates the service layers and returns this informat¡on

. SnmoOor: respons¡ble for SNI\4P operations such as building SNMP GetRequest PDU, sending

¡t to the remote managed node, it is the class providing the ¡nterface to the SNMP agent.

, Attr¡butes:

api an object of (advent)Snmp.SnmpAPl, needs to be instantiated and started ¡n

order to use the Snmp Package (see 4.2.2 for more ¡nformat¡on)

session an object of (advent)Snmp.Snmpsession, needs to be ìnstantiated and

opened for sending requestPDu (see 4.2.2 for more ¡nformat¡on)

module an object of (advent)Snmp.MibModule (see 4.2.3 f or more ¡nformation)

peer_name the string represents the name of to be managed node

pdu an object of (advent)Snmp.SnmpPDu

varbind an object of (advent)Snmp.SnmpvarBind, conta¡ns an object identifier and an

Snmpvar (the ¡nformation returned by SNI\4P agent)

vat an object of (advent)Snmp.Snm pvar, can be any type of SNMP variables

errorMsg the error ¡nformation for the SNMP operation

' OPerat¡ons:

openSessìon tries to open an SnmpSession and catch exceptìons

buildPDu_1 instantiates an SnmpPDU with an instance of SnmpAPl and a request type,

such as SnmpAPl.GET_REQ_l\¡SG

buildPDU_2 adds variable bindings w¡th specif¡ed OID and null varìable to PDU

sendPDU tries to send SnmpPDU synchronously via Snmpsession - returns response

SnmpPDU and throws SnmpException on fa¡lure

getwarns returns the errorMsg

Figure 4.6 The System Classes and their Main Attributes and Operations (con't)
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4,3.4 Sequence Diagram Design

Conshucting Network Monitoring Tools via CGI

Usually it is good to diagram a system in a way that indicates the order in which things occur.

UML offers several ways that can be used to show the dynamics of a system. Sequence diagrams

show how the objects in a system send messages at a macro-level to one another. Currently

sequence diagrams are one of the most popular UML diagrams and are used in conjunction with

class diagrarns to caphlre most of the information about a system.

Figure 3.2 illustrates the client/server ìnteraction scenario for network monitoring. It is a

sequence diagram with emphasis on the platform objects and give details about the message trans-

missions in the CGI scenario. Based on Figure 3.2, Figure 4.3, Figure 4.5 and Figure 4.6, the

sequence diagram of the NMSI_CGI systenl was designed and is depicted in Figure 4.7. The step-

by-step explanation of it is given in the following:

( I ) Web user enters the queried machine name and clicks the query button.

(2) The applet collects the data which the user entered and forwards it to the object of ClientCGI.

(3) The object of ClientCGI (subsequently just the class name is used) constructs a socket to the

Web server and then outputs the CGI script name and queried data to it.

(4)

(s)

The Vr'eb Server parses the request from the client and then invokes the CGI program for it

The RequestHandler (invoked by the Web server gets the data via the environment variables

and Standard Input) parses the request parameters and invokes the SnrnpOpr.

The SmpOpr then contacts the SNMP agent for the local information.

The SNMP agent retums the information.

SnmpOpr forwards the result back to the RequestHandler.

- ( 12) Then RequestHandler contacts the Enterpriselnfo and Servicelayerlnfo separately to

interpret two of the values (enterprise OID and service layer).

(6)

(7)

(8)

(e)
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(13) RequestHandler then constructs a string with all requested information and returns it to the

Web Server (via Standard Output).

(14)Web Server forwards the result back to the ClientCGI.

(15) ClientCGI divides the string into the needed infonnation and retums this information to the

ClientApplet.

(16) ClientApplet displays the result in the applet window, either useful information or excep-

tions.

4.3.5 The Code Development - CGI part

This section illustrates how this system is implemented in Java. In this sectìon the code exam-

ples illustrating how to program for CGI are provided.

When a Web client clicks a link that points to a URL which locates a program on the Web

seruer side, the server will invoke the program in the URL and transfer the request parameters via

tÌte Standard Input and Envit'onment Variables to this program according to CGI protocol. After

the progranr finishes, it will retum the results via the Standard Output to the Web server and then

Web server rehrms the results to the Web client. In the above scenario, HTTP client and server use

the Intemet's MIME (Multipurpose Intemet Mail Extensions) data representations to describe

(and negotiate) the contents ofmessages [Borenstein 93].

According to the HTTP protocoi fBerners-Lee 96], the HTTP client and server must negotiate

their data representations each time a connection is made. A typical HTTP request consists of the

three par1s, their syntax are shown below:

(l) the request line: <method> <resource identifier> <HTTP version><crff>

. method is a HTTP method, such as GET or POST

. resource identifier specifies the name of the target resource
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. HTTP version specifies which version the client uses, such as HTTP/I .0

. <crlÞ stands for carriage+ehu'n/line-feed

(2) the request header fields: <Header>: <va7ue><cr7f>

. Header stands for a header name, and next is its value, followed a <crlþ

. with multiple use of these lines, the last one should be ended wiÍh rwo <crlþs

(3) the entity body

. thìs parl is used by clients to pass bulk information to the server

HTTP GET is used to retrieve the specified URL and ¡etums the data to the client. POST is

similar to GET, the difference is that they operate differently. You can not send data that is longer

than 256 characters (or 1024 characters, system dependent) to the HTTP server via the GET

method, so the use of the POST method is recommended [Orfali 97]. In this application, the

POST method was used in the CGI program. The Figure 4.8 shows the code of ClientCGljava. It

uses the Java Socket class to construct a connection between the client and server. Referring to the

explanation ofHTTP request above, the important parts in the code are highlighted.
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import j ava - lang. * 
;

import java.utiL.";
import j ava. net. *;
import java.io.*;

class ClientCGI {

Socket socke! = nulf;
private String[J msg = 1" "", "", ""i;
private booleân MSc = false, ERR = false;
privabe Stríng script = " / cgí-bírL/ jízodgl 6ûrpceC n ;
private string line = '"'

public cfientccl (string str) {

SLring data = ne!Ì Stringr ( " hos bname ' + str);
cry {

socket = new socket ( "home. ee. u¡ranitoba, ca", 80);
DaLaOu tputstream ostrea¡ = new Dataoutputstream ( aockeÈ. getoucputsStsrea¡n( )

Datalnputstrrea.rn istrea.n = ne!Ì Datalnputstream ( socket. getlnl)uts¿reå.ú ( ) ) ;

ostream.writeBytes("PosT " + EcriltÈ + " HTTP/1.0\r\ni'
+ " content -t.tT>ê: apÞlication/ocleE- slream\r\n"
+ ncontenÈ-lenglh¡ " + data.lengeh() + "\r\n\r\n");

os Lream. wri teBybes (daea) ;

os treâ.:n. cfose ( ) ;

l ine = istreâm. readl-ine ( ) ;

if(Iine.equals ("Warnìng! " )) {

// do something
J else if {Iine.equèls('Message:")) i

// do sone thing
)
istrream. close O ;

) catch (Exception e) (

// do something
)

]

'l

Figure 4.8 The Part of ClientoGl.java with Usage of Java Socket

'We 
can also take the advantage of the URI and URlConnection classes in java.net. With the

use of URL and URlCon¡ection classes, the program looks simple. Figure 4.9 shows the part of

the code ClientCGljava using URL and URlConnection. You can see that there is no need for

6l
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you to send your request with the HTTP header fields but rather directly send your request to the

seryer via the URL connection. In this way things are clear and easy.

Compared to the program ClientCGljava, the server side CGI program looks simple. It simply

takes the request from the Standard Input and retums the result via the Standard Output. Figure

4. 10 illustrates this simplicity by showing the part of RequestHandlerjava.

public clientccl (str.ing str) {
try {

URL srunpserver = new URL("http://home.ee.umanitoba.cal" +

" cgi -bin/ j i zong /snmpGet " ) ;

IrRlcon$ecCion connection = srunpserver. opencon¡ecÈion ( ) i
con-nect.ion. seÈDoouÈpuÈ ( lrue ) ;

Printstream ostream = ner,¡ Printstrea$ (con¡¡ectior¡. geCoutputstreârû ( ) ) ;

osf ream.prinEln {srr) ;

os t-ream. close O ;

BufferedReadei isbream = new BufferedReader (

new InputstrearReader (connecÈion. get lnÞutsÈrea¡n ( ) ));

Iine = istream. readline O ;

)

)

Figure 4.9 Part of the ClienlCGl.java Utilizing of the Java URL Class
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class RequestHandler (

public sbatic void main(StrinStl args) i
Sbring, line = null, error = null, rdaha;
RequestHandler request_handLer = new Reques tHandler ( ) ;

try (

BufferedReader istreê.n = new BufferedReade¡ (new Inputstreê.rìReader ( System. i
line = istrea.n.readline( ) ;

if(line != null ) (

...ì // it\voke the method to query data, assign the data to rdata
Sy6Èe¡¡t. out.prinÈln (,'ConÈen!-Tl.pe: t'ext /ÞIain\n\nMegEage I \¡¡" + rdat.a);

) else i
Sygtseln. ouc. println ( "Cont.ent.-TjGre: Cêrct /frlain\n\nvlarning ! \n + error");

)

is treãî - close O ;
) cãtch (Exception e) {

sysÈem, out'. Þrirrtln ( "ConèenË-T]rlrê: tèxe/p1ain\n\nwarning ! \n,' + e);
l

System.exit(0),
)

- . . // nebhods for querrying Lhe machine in the neclvork
Ì

Figure 4.10 Server-side CGI Program - Part of Code: FìequestHandler.java

4.3.6 The Code Development - SNMP part

Based on the AdventNet SNMP package (see 4.2.1 - 4.2.3 for more information) and Figure

4.6 (listing the attributes and operations of SnmpOpr class), SnmpOprjava was developed which

is responsible for the SNMP operations in my application.

First consider the constructor of SnmpOpr. According to AdventNet SNMP package, any

application that uses this package should instantiate and start the SnmpAPI class in the beginning.

After that, the application should load the MIB modules in order to retrieve the expected values in

the SNMP agent, and then instantiate and open a SnmpSession instance to be able to use it to

communicate with an SNMP agent. According to [AdventNet], you can have as many sessions as

you like, but be awa¡e that each session is a tkead, and you may not want to keep opening ses-
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sions unless you need them. Figure 4. I 1 shows these concepts combined with the attributes (vari-

ables) of the class.

class Snmpopr {
private MibModule ¡nodule = nul1;
pri \ ace SnrpOTD oid;
private SnmpPDU pdu = nu11, rejdu = nul1;
private SnmpvarBind varbind = nuff;
private Srunpvar wa¡ = nu11;
private srmpsession session = null;
private SnnpÄPf api = null;
pr ivate byEe command;
private String errMsg = '^ -

private boolean estat = fafse;

public Snmpopr (String host, Strinq conùnuûity) {

// Inslantiate and start SnnpAPI
apL = new snîpAPL();
api. s tart O ;

coÍùûand = api.GET_REQ Msc; // change this for diff. operation

/ / La¿.d L]rre MIB Module
try (

module = nerv MibModule("rfc1213-MIB", api, api.DEBUG) ;
1

c¿cch ( ExcepL jon e) (

errMsg = "Excepbion: Reading/Parsing MIB URL: " + e;
return;

)

' Instênt ì aEe Snmpsession
session = nev¡ srBlpsession{api);
sess ion. peêrnêre = host;
sess ion. community = comnunity;
sess ior. remoteJort = 161;
session.timeôut = 15000; // 15 seconds
session. retries = 0;

opeûsess ion ( ) ;

j // e¡d of snnpopr o

Figure 4.11 The Constructor for Snmpopr.java

The constructor ìnvokes the openSession0 method which is a simple method that takes care of

opening a SNMP session and catching the exceptions. Figrtre 4.12 illustrates this.
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// open sess ion
private voìd opensession( ) {

t¡y {

session.openO;
) catch (Exception e) {

errMsg = "Unable !o open S¡ìmpsession: " + e.qetMessage0;

)

)

Figve 4.12 The opensession Method of Snmpopr.java

Now we need to see how to build a SNMP PDU and use it to send the request to the remote

SNMP agent. We should first instantiate it and associate a command with it. This is illustrated in

buildPDU_l in Figure 4.13. The command constants are defined in the SnmpAPI class in byte

format, such as GET_REQ_MSG, SET_REQ_MSG, etc. which respectively correspond to SNMP

GET and SET operations.

After that, we need to add the specified OIDs to the PDU which will be sent. Referring to

Chapler 2, all SNMP variables or objects are named according to the type OBJECT IDENTIFIER

of ASN.I . Correspondingl¡ there is SnmpOID class ìn AdventNet SNMP package which is used

to create and interpret Object IDs and relate SNMP variables to MIB data. The method

buildPDU_2 in Figure 4. 13 shows this pichrre.
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// build srunpPDU
private void buildPDU-1(byte cnLd) (

pdu = new SrmpPDU (api ) ;
pdu - comrnand = cmd;

)

private void buildPDU-2 (String poid) {

SnmpoID oid = new s¡mpoID(poid, api);
pdu. addrvull (oid) ;

)

/ /send SnmpPDU synchronously
privabe snmpPDU sendPDU O (

SruìpPDU responselcdu = null;

try (

responsejdu = session.slmcsend(pdu) ;

) catch (s¡!ûìpException e) (

errMsg: "Sending PDU: " + e.gecMessageO;

)

if (responseJdu == nul1) {

) else {
return responsejdu;

)

Figure 4.13 The buildPDU-1 , buildPDU-2 and sendPDU Methods in SnmpOpr.java

After we have opened an SNMP session and built a PDU, it is time for us to send it via the

opened session. There are two '¡r'ays to send the PDU, one is for sending and receiving PDU (mes-

sages) synchronously and the other asynchronously. My application applies sending and receiving

PDU synchronousiy. In this case, it fi¡st sends the PDU via the opened session and waits until a

response is received or a time out occurs. The method sendPDU in Figure 4. 13 illustrates this sce-

nario.

For more information, please refer to AdventNet SNMP Package Documentation [AdventNet].
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4.3.7 Putting the system to work

Constrttcling Network Monitoring Tbols via CGI

After developing and debugging the codes, it is tine now to put them to work. Refer to Chap-

ter 3, the Web-based network monitoring is an application which will be used in 3-tiered clienl

server architecture. So first there should be an HTML file which can be downloaded by the Web

client. A simple one is depicted in Figure 4.14 which embeds with the Java applet class and JAR

file.

<HTML>

<HEAD><TITLE>SYSTÈM MONITORTNG< /TITLE>< /HEÀD>

<BODY> <CENTER>

<APPLET CODEBÀSE=" (give your code path here) ". CODE="ClientÄppIe!-c1ass"
archive=clien tÂppletJê¡. j ar width=s10 height=360>

<B>Sorry, your web browser should suppor! ¡Iava1.1.</B> </ÀPPLET>
< /CENIER>
</BODY>
< /IJTMT,>

Figure 4.14 The Simple Code of NMSl_CGl.html

JAR stands for Java ARchive which is used to archive multiple files (such as Java class files)

into a single JAR file. In this case, the browser only needs to make one connection to the Web

server to download the JAR file for running the Java applet. Using JAR saves download time. In

my application, I use JAR to archive all the class flles of the client side to a single Jar file for

downloading, and put this Jar file and HTML file into a folder which can be accessed by the Web

client.

Next the following are placed in the cgi-bin folder, which can be located by the Web server for

CGI applications,

(l) the server side class files, such as RequestHandlexclass, SnmpOprclass, etc.

6'7
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(2) the AdventNet SNMP package

(3) a shell script file named snmpcet with one line of code:

/ wsr / bín / j ava RequestHandler

Next, nrake sure the elements which will be managed by The NMS l_CG1 are capable of run-

ning an SNMP agent. In our ee-network, the machines which are running Solaris 2.6 are automat-

ically running an SNMP daemon, îamed snmpd. For PCs which are running Window NT and

connected to our ee-network, we can install and start the SNMP service from the Service Package

J.

Figure 4. l5 shows the ClientApplet in the Web browser. Since cider is a workstation in our ee-

network, there is no need to add the full domain name to it. We can also use the IP address instead.

If there is something wrong while querying, the waming line will show a waming message.
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Figure 4.15 The Graph lnterface of NMSI_CG| in Web Browser
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4.4 Constructing Network Monitoring System II Using CGI

After the long process of constructing NMSI_CGI, the construction of a more complicated

monìtoring system was undertaken, named Network Monitoring System II (denoted NMS2_CGI

for short). The following are the basic requi¡ements for it.

4,4,1 Basic Requirements for Monitoring System II

(1) The user can use a Web browser (such as Netscape, Explorer, etc.) to monitor the specified

system in the netwo¡k, same as NMSI_CGL

(2) The user can enter either the machine name or its IP address for checking, same as

NMSl-CGI.

(3) Ifuser clicks the Help button, this should activates a pop-up window with the usage informa-

tion for this monitoring tool.

(4) Ifuser chooses an item fiom the choice list, this should activates an pop-up window with the

description for that item according to RFC 1213.

(5) Ifuser wants to get the information related to interface group and ip group, helshe can click

"Get Text" to get the text information first and then click "Get Graph" to get two real time

graphs about the total bytes in and out, IP packets in and out of the machine.

(6) While in the "Get Graph" operation, the system should open a pop-up window to provide the

text information for the graph values such as total bltes in and out, IP packets in and out of

the machine.

(7) While in "Get Graph" operation, there is a 15 seconds interval between each polling.

(8) While in "Get Graph" operation, user can click button "Terminate" to stop drawing the graph.

(9) There is a field to show the average poll time of 100 pollings for the "Get Graph" operation.

This will be used for performance comparison of CGI and CORBA implementation.
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(10)Ifan exception happens while monitoring, there should be an pop-up window to show the

warning messages.

(11) The popup window can be closed by clicking the "Close" button.

(12)The time for each check is 15 seconds. lf there is no result after this time, the system will

show a time-out message in the waming popup window.

4.4.2 Class Diagram Design

Based on the above requírements, the class diagram of NMS2-CGI was desìgned and is

depicted in Figure 4. i 6.

The system NMS2-CGI is composed of eight classes which represent the type of objects

involved in the system design. They are ClientApplel, Popupllln, IøinTitle, GrapltCanvas,

GraphThread, ClientCGI, RequestHandler and SnmpOpr. Some of them are similar as the ones in

NMSI CGL Their functions are detailed below.

ClientApplet is a Java applet which provides the main wìndow in the Web browser for the Web

client to interact with. The window is composed of TextFields (for host name, community name

and average poll time), TextAreas (giving text information for queried OIDs), Choices (the choice

for a list of oIDs), Buttons and canvases (for drawing the real time graphs). According to the dif-

ferent actions performed by the client, the object of this class will provide "Heip", "Get Text",

"Get Graph", "Terminate" and "Choice" (provide a description for an item selected from the

choice list) operations. Among them, "Get Graph" is more complicated because it will start a

th¡ead to contact the Requestúandler separately and draw the figures according to what values it

receives. This operation can be stopped by clicking "Termìnate". This window is also responsible

to open the pop-up windows for giving help information, text information for graph values, OIDs

description and system wamings (if an exception happens while processing).
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Figure 4.16 Class Diagram of the NMS2_CGl

WnTitle is a class responsible for construction of the window title bar. You can construct a

window title by ìnputting the title name, font, background colour, etc. It is same as the one for

NMSl-CGI.

PopupWn is a class for constructing a pop-up window to give more information. It is inherited

fiom java.awt.Frame and composed of a label, text-area, close-button, etc. It has four child

objects: HelpWin, InfoIlln, DescrWn and WarnWin which are wed by ClîentApplet to provide

help, text infonnatìon about graph values, descriptions about OIDs and waming messages respec-

label
font_bold
font_char
_color
üt-area
close_button

win_t¡tle
text_area
_choice
host_name
popup-win
graph_thread
¡f_canvas
ip_canvas
cl¡ent_cgÌ

getTextO
getGraph0
getChoice0
getHelp0
lerm¡nate0
showWarn¡ng0
showlnfoO

peeÍname
errorMsg.
snmp_apr
snmp-sessron
snmp_module
snmp_pdu
snmp_varbind
snmp_va

opensession0
bu¡ldPDU_10
bu¡ldPDU,20
sendPDU0
getwarning0
gelDescrìption0
getvalue0
getText0

getTexo
getvalue0
getDescription0
getwarning0



Chapter 4 Constructing Network Monitoring Tools via CGI

tively.

GraphCanvas is a class for building the canvas in the applet to draw the graphics. It is invoked

by GraphTlread to add points (the points values) on the canvas in order to get the ¡eal time

graphs. It is also used by Clientþplet to construct the canvas in the applet.

GraphThread is a class for creating a thread to draw the graphics in an object of GraphCanvas.

It is started by the object of ClientApplet corresponding to the actions taken by the client, and

contacts the RequestHandler via ClientCGl itself to get the data values such as total bfes in and

out ofan interface or IP packets in and out of the queried machine.

ClientCGI is the class responsible for interfacing the client application to the server side pro-

gram via the CGI protocol. It creates an URL which points to the CGI script in the Web server

side and then constnÌcts the URlConnection to this script. In this way it can output the data to the

server and input the data fiom the server.

RequestHandler" is the class which is responsible for handling the query from the Web client,

instantìating an object of SnmpOpr to contact the SNMP agent to complete the SNMP operation.

It is also the server side CGI interface responsible for interfacing the server to the client

SrunpOpr is the class responsible for SNMP operations such as building the SNMP

GetRequest PDU and sending it to the remote managed node. It is the class providing the inter-

face to the SNMP agent.

4.4.3 Sequence Diagram Design

As mentioned before, UML provides sequence diagrams to show the dynamics of a system at a

macro-level, which focuses on how the objects in a system send messages to one another. Based

on the above development, the sequence diagrams of the system according to dìfferent actions

taken by an actor (Web client) were designed and they are illustrated in Figure 4.17,4.18, 4.19.
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Figure 4.17 shows the sequence diagram for "Get Text" operation of the NMS2_CGL The step-

by-step explanation ofit is given below.

(l) The Web user enters the queried machine name and clicks the "Get Text" button.

(2) The applet collects the data which the user enters and forwards it to the object of ClientCCI.

(3) The object of ClientCGI (subsequently just the class name will be used) transfers the queried

data to the Web server.

(4) The Web Serwer parses the request and then invokes the CGI script for it.

(5) The RequestHandler (invoked by the Web server gets the data via the environment variables

and Standard Input) parses the request pararneters and invokes the SnmpOpr.

(6) The SnmpOpr then contacts the SNMP agent for the local information.

(7) SNMP agent retums the information.

(8) SnmpOpr forwards the ¡esult back to the RequestHandler.

(9) RequestHandler then constructs a string of the result and retums it to the Web Server.

( l0) Web Server forwards the result back to the ClientCGI.

( I I ) ClientCGI forwards the result to the ClientApplet.

(12.1)If the result ìs an exception, ClientApplet invokes WamWin (Waming Popup Window) and

forwards this waming message to ìt.

(l 3.1 )WarnWin displays the warnings.

(12.2)If the result is not an exception, ClientApplet displays the information in its text area.
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Figure 4.l8 shows the sequence diagram for "Get Graph" operation of the NMS2_CGL This

operation should be done after "Get Text" operation. This is because that the system should pro-

vide the text information first and then the graph information. The step-by-step explanation is

given below.

(l) Web user clicks the "Get Graph" button.

(2) The applet starts an object of GraphThread.

(3) The object of GraphThread invokes an object of ClientCGI.

(4) - (11) Similar as the steps of(3) - (10) of"Get Text" operation.

(12) ClientCGI forwards the result to the GraphThread.

(13.1)lfthe result is an exception, GraphThread forwards this exception message to ClientApplet

(14.1)ClientApplet invokes WarnWin and forwards this waming message to it.

( I 5. l)WamWin displays the wamings.

(13.2)If the result is not an exception, GraphThread interprets it to the desired data.

( 14.2)GraphThread forwards the data in text format to ClientApplet.

( I 5.2)ClientApplet invokes InfoWin and forwards the data to it.

(16.2)InfoWin displays the information in the text area.

( I 7.2)GraphThread forwards the data value to GraphCanvas.

( i 8.2)GraphCanvas draws the graphs according to the data values.

( 19.2)GraphThread sleeps for a while (such as 5 seconds).

(20.2)GraphThread then invokes an object of ClientCGI again for "Get Graph" operation.

The later steps are similar to the ones either from (4) - (15.1) or @) - (20.2).
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Figure 4.19 shows the sequence diagram for selection operation of the NMS2_CGI. This oper-

ation can be done either before or after "Get Text" operation, and also it can be done during the

"Get Graph" operation. The step-by-step explanation is given below

( 1) The Web user selects an item in the choice list.

(2) - (5) Similar to the steps of (2) - (5) for the "Get Text" operation.

(6) SnmpOpr checks the MIB file (here it is RFC 1213) and gets the descriptions for the queried

OIDs. At this time there is no need for SnmpOpr to contact the Snmp Agent.

(7) - (10) Similar to the steps of (8) - (l l) for the "Get Text" operation.

(ll.l)If the result is not an exception, the ClientApplet invokes DescrWin (Description Popup

Window) and forwards the message to it.

(12.1)DescrWin displays the queried OID's description.

(11.2)lf the result is an exception, ClientApplet invokes WamWin (Waming Popup Window) and

forwards this waming message to it.

(l 1.2)WamWin displays the wamings.
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4.4.4 How the system works

Consttacting Network Monitoring Tools via CGI

Similar to NMSI _CGI, after developing and debugging the codes of NMS2_CGI, an HTML

file and a Jar file are provided for the Web client to download. JAR is used to archive all the class

files of the client side to a single Jar file and placed in a folder which can be accessed by the Web

client. The HTML file is also placed in a folder which can be accessed by the Web client.

Next the server side class files and a shell script file named snmpGet2 are placed in a new sub-

folder of the cgi-bin folder. The Unix command /¡¡ is used to make a link between the AdventNet

SNMP package and this new folder. In this way there is no need to copy the whole AdventNet

SNMP package to this new folder which saves disk space. The contents of snmpGet2 is only one

line of code:

/usr /brn/ jawa RequestHandler

Now we can run this system via the Web browser. Figure 4.20 illustrates the ClientApplet in

the Web browser. Figure 4.21 shows the Information Popup Window during the "Get Graph"

operation and Figtxe 4.22 shows the Description Popup Window for the selection operation (ipln-

Delivers). Figure 4.23 illustrates Help Window

4.5 Summary of Chapter 4

Chapter 4 outlined the design and development process ofbuilding network monitoring tools

using Web technolog¡ Java, AdventNet's SNMP API and CGI.
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F¡gwe 4.21 The lnformation Popup Window of NMS2_CG|

Flgwe 4.22 The Description Popup W¡ndow of NMS2_CG|
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Figure 4.23 The Help Popup Window of NMS2-CGI



CHAPTER 5

Constructing Network Monitoring Tools Using CORBA

In this chapter, I will introduce the construction ofa Web-based network monitoring tool using

Java, SNMP and CORBA. Also I will introduce VisiBroker from Inprise Corp. (one of the leading

CORBA products) and how to use it in this application.

5.1 VisiBrokerOverview

As mentioned in Chapter 3, CORBA is one of the most important middleware tech¡ologies in

our industry. It is a set of specifications defined by the OMG to provide a common architectu¡al

f¡amework for object-oriented applications. If we want to use CORBA for our applications, we

need a software product which can provide a development and application environment. VisiBro-

ker is one of the leading products which supports the development, deployment, and management

ofdistributed object applications across a variety ofhardware platforms and operating systems. It

is a complete CORBA2.0 compatible ORB product.

There a¡e two main packages in VisiBroker, one is tr4siBroker þr Java and the other is tr4s¡Bro-

ker for C++. I chose I4siBn¡ker for Java (version 3.3) as my CORBA applications developing

tool. The ORB of WsiBroker for Java is written totally in Java which makes it a downloadable

ORBlet. Netscape includes tr/isiBroker for -Iava (cunently version 2.5) in a1l its browsers and serv-

ers which makes the CORBA IIOP available over the intemet. The objects built with WsiBroker

for Java are easily accessed by Web-based applications which communicate using IiOP.

There are th¡ee other components packaged with VisiBroker for Java, they are: Naming Sew-

ice, Event Service and GateKeeper [VBJ33].
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Namìng Service allows you to associate one or more logical names with an object implementa-

tion and store those names in a namespace. Event Service provìdes a facility that decouples the

communication between objects so that multiple objects can send data asynchronously to multiple

consumer objects through an event channel. These were not used in this application.

Gatekeeper runs on a web server and enables client programs to locate and use objects that do

not reside on the web serwer and to receive callbacks, even when firewalls are being used. It is a

very important component for the Web-based applications as illustrated in Figure 3.6 for a 3-

tiered client/server model.

VisiBroker þr -/ava provides several runtime support services, one of them is Smarl Agent

(osagent) whìch is used by applications to locate the objects they wish to use. It is a process that

must be started on at least one host in the local network for the objects using the VisiBroker ORB.

For others, such as Location Service, Object Activation Daemon and Interface Repository please

refer to [VBJ33].

I1siBroker for Java also provìdes development tools such as: idl2i¡ idl2java, java2iiop and

java2idl. Arnong them idl2java is a very basic tool used for developing the Java programs which

using VisiBroker ORB. It is a precompiler used to generate Java stubs (for the client side) and

skeletons (for the server objects) from an IDL file.

WsiBroker for Java provides very powerful features for developing applications in the

CORBA domain, especially for Web-based appiications. According to [OC!, VisiBroker outper-

forms Orbix from Iona (a leading provider of CORBA technology) in many features. So VisiBro-

ker was chosen for my applications.
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5.2 Developing applications with VisiBroker

Figure 5. 1 shows a picture illustrating the steps for developing a CORBA application using the

VisiBroker ORB. Refening to Chapter 3, we need to use IDL first to define the objects services

which will be available to the clients. This includes the definitions of types of the objects, their

attributes, the rrethods they export, and the method parameters. After that, running this IDL file

through the VisiB¡oker idl2java precompiler will generate a bundle of class files which include

stub code for the client program and skeleton code for the object implementation. These class files

are contained in the package which we named module in the IDL frle.

wr¡tten by programmer

(3)

c

I

SNM P
Object
Defìn¡t¡ons
in IDL

Frgure 5.1 Developing SNMP Network Monitoring Tooi Us¡ng VisiBroker
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Next the SNMP client application code and server code are written. For the server code we can

develop it according to a file named _example_*java (* represents the interface name we defined

in IDL file) in the package generated by idl2java.

After the above steps are completed, we should use the Java compiler to compile them to pro-

duce Java class files and run them for the network monitoring application.

5.3 Constructing Network Monitoring System I Using CORBA

The design of the Network Monitoring System I using CORBA (denoted NMSI_COfuBA for

short), which queries the basic information of Systerr group in MIBII, is described here. Refe¡-

ring to 4.3 of Chapter 4, everything is similar except that we use different middlewa¡e: CORBA.

5.3.1 Class D¡agram Design of NMSI_CORBA

The class diagram of NMSI_CORBA is illustrated in Figure 5.2. Comparing to Figure 4.5, the

objects ¡/M,S1-,9r¿r b, NMS|_Skeleton, Oprhttedace are added and ClíentCGI is removed because

we don't use CGI here. A brief description about them is provided below:

ClientOrb4pplet I is a Java applet which provides the main window in the Web browser for the

Web client to interact with. It is simìlar to ClientApplet in Figure 4.5 except that it uses CORBA

now (has the attributes: orb, an object of org.omg.CORBA.ORB and op-interface, an object of

Oprlnterface).

St'unpServer ìs a server implementation which is responsible for handling the query from the

Web client, instantiating an object of Snmpopr to contact the SNMP agent to complete the SNMP

operation.

OptløCffuee is an interface that provides the snmpcet operation which is visible to the client

side. This operation retums the data ofstrut type. The interface only provides the operation signa-
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ture, not the implementation

Constructing Network Monitoring Tools via CORBA

----+ aggregation ----Q interface support - - - > dependency

---þ weak inher¡tance

I

V,
lNlr¡sl_Stuol

tCl,--llorbAppi"tl
t----------------!
I orb I

I op_interface I

I win title I

I query_button 
II namefiel.J I

t-----------l----------_^-

I

I winnr" 
I

Figure 5.2 The Class D¡agram of NMSl_CORBA

NMSI Stub contains the stub code for lhe Oprlnterface object on the client side.

NMSI Skclcton contains the skeleton code for the Oprlnterface object on the server side. The

stub code and the skeleton code are autornatically generated when compiling the IDL frle.

Others, like WnTitle, ServiceLayerlnfo, Enterprísel4fo and SnmpOpr are same as the objects

used ]n NMSI_CGI.

5.3.2 The Code Development - CORBA part

To realize NMSI_CORBA in the CORBA domain, we need first to develop the IDL fiIes

according to the system requirements. F¡om the class diagram design, we see that we need to

define an interface Oprlnterface which embeds a method snmpcet that retums the struct data.

I-.-l-'lì*'J*"tt I
-l Oprlnterface I

I snmpcet0: data 
I

Snmpserver l.
orb
boa
snmp_opr
service_iayer
enterpr_¡nfo SnmpOpr

ServiceLayerlnfol I enterpriselnfo
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Figure 5.3 gives the code for the NMSl.idl

Constructing Network Monitoring Tools via CORBA

Figure 5.3 The Code of NMSl.idl F¡le

Referring to 3.2.3 of Chapter 3, the ke).word module provides a namespace to group a set of

interfaces and data types for a common purpose. It is similar to the Java package and íntroduces

an additional level ofhierarchy in the IDL namespace.

In NMSl.idl the module name, struct data type, exceptìon name and one interface named

Oprhtetface which provides snrzpGet) operation are designed. According to Figure 5.1, we pass

it to idl2java of VisiBroker and this generates a number of Java files. These files are stored in a

generated sub-directory named SnrupJys, which is the module name I specified in NMSl.idl.

Some of these files are listed below:

. Oprlnterface.jâva - The Oprlnterface interface declaration.

. OprlnterfaceHelper.java - Declares the OprlnterfaceHelper class. This class defjnes helpful utility

funct¡ons such as bind, read, write, ¡nsert, etc.

modulè Snmpsys (
struct sysData {

cF,; ñd c ñô.^,.

string s_Oid;
string s_Time;
string s_Con;
string s_Nême;
string s_Locat;
strinq s_serv;
sL¡inq error;

Tì

exceÞtion OprException {
sfring reason;

)ì

intserface Oprlnterface {
sysData snmpceL(in string host) raises

);
(OprException )
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. OprlnterfaceHolder. java - Declares the OprlnterfaceHolder class, which provides a holder for pass-

ing parameters.

. OprException.java - Declares lhe OprExcept¡on class, an object of this class is used to carry the

specified informat¡on via the ORB.

. SysData..java - The class file used to construct an object of SysData, which is used to transfer the

spec¡f ied data via lhe ORB.

. ,st-Oprlnterface.java - The stub code for the Oprlntedace object on the cl¡ent side.

. _OprlnterfacelmplBase - The skeleton code for the Oprlnterface object on the server side.

Now according to Figure 5.1, we should write the client side code fo'r NMSI_CORBA. Refer-

ring to Figure 5.2, WinTitle is the same as one of the NMSI_CGI, hence we only need to rewrite

the applet code. Figure 5.4 illustrates the part ofcode ClientOrbApplet I java.It is similar to the

applet code of NMSI_CGI, but here we need to initialize the ORB and use Oprlnterface-

Heþer.bind to create an object of Oprlnterface, and then invoke the method snmpGet via this

object.

The ORB class provides functionalities used by both client and server. To initialize the Visi-

broker ORB, the method init) wlll be called. In my applicatioî init) is called with the argument:

this applet.In this way the ORB in client side will establish a connection to an instance of Visi-

Broker's Gatekeeper first, which is expected to be running on the machine where the applet has

been downloaded from. Gatekeeper helps the client locate and use objects that do not reside on

the web server and to ¡eceive callbacks which are impossible due to applet sandboxing*.

Web browsers impose two types of secur¡ty restr¡ctions on Java applets (also called Java sandbox

security):

. They allow applets to only connect back to the host from which the applet was downloaded.

. They allow applets to only accept incomìng connections from the host from which the applet

was downloaded.
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To obtain a reference to the remote object: Oprhterfqce, we use lhe bind method in Oprlnter-

faceHelper. When the applet calls the bind method, the ORB will contact the Smart Agent to

locate an appropriate server which is offering the requested interface: Oprlnterface. Then the

ORB tries to establish a connection between the applet and this server. If the ORB cannot locate

or connect to the server which implements this interface, lhe bind merhod will raise a CORBA

system exception.

// clientorbAppletl. j ava

import java,awt.*;
imporC j ava. ant. even!. * 

;

public class C L ientorbÀppLetl extends .Àpp1et inplernenbs .Acbion],istener {
private Snmpsys.oprlnterface op_interface;

n"ol.': '.tu init ( ) t

// ll:'íLialíze the oRB.
org.omg.COR.BA.ORB orb = org. omg. CORBÀ. ORB. init ( this, nul1) ;

// Laca|e an Snmp Operation.
op_inberface = Srrmpsys . oprlncerfaceHelper. bind (orb. "system operabion");

)

// latet use op_interface. snmpcet eo get the queried information
)

Figure 5.4 The Part of Code ClientorbAppletl .java

Next we need to develop the server side code. Referring to Figure 5.2, we have already had

Oprlntetface.java which is automatically generated by idl2java and sto¡ed in the.lnrpSys pack-

age. Ser-viceLayerlnfo, Enterpriselnfo and SnmpOpr are same as the ones in NMSI-CGL So now

we only need to write the code for the server implementation. To realize thìs, we partition the

functions of it into the two class fi1es. One is named SnmpServexjava which is responsible for
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handling the requests from the client and the other is Oprlntetfacehnpljava which is responsible

for irnplementation of Op rlnterfac e.

Figure 5.5 gives the code of SnmpServer.java. First the ORB and BOA must be initialized

before any CORBA objects are created. BOA stands for Basic Object Adapter and is used by

object irnplementations to activate and deactivate the objects they offer to clients. Ifyou use the

BOA_init) method with no arguments, you accept the default thread policy which is thread pool-

ing. For more ìnfomation, please refer to [VBJ33].

// srunpserver. java

public class sÌrmpserver (

public static void main(Stringtl args) (

brv (

// ÍniLraLrze the oRB.
org, omg. CORBÀ,,ORB o¡b = orgr. omg. CORBA. ORB. init ( args, nu11 ) ;
// Initial ize the BOÀ.

org.omg.CORBÀ.BOÄ boa = orb.BOA_init O ;

// Crea:e the Srunp operation object.
snnpsys . oprlnterface opi =

new Oprlni:erfacelmpl ("System OperaLion') ;

// Exr)orL the ne\'¡fy created object.
boa. obj_is_reaily (opi ) ;

System,out.príntln(opi + " is ready. ");
/ / WaiL for incoming requests
boa, imt'l_ig*reetly( ) ;

) catch (Exception e) {
// so¡rìething fai led. ..
Sys tem. out . println (e ) ;

)

)
ì

F¡gure 5.5 The Code of Snmpserver.java

Then the Oprhterface object is created by instantiating the class Oprlnterfacelmpl. Next it is

registered with the BOA through the obj_is-¡eady) method and this makes the object implemen-
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tation visible to clients on the network
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Finally the impl-is_r"eady0 method is called on the BOA which puts the server in an infinite

loop waiting for incoming calls and refers them to the appropriate objects.

Figure 5.6 shows the part of code Oprlnterfacelmpljava, which extends the skeleton

(*Oprhttet facelmplBase) and is responsible for implementation of Oprhterfac¿. So we should

give the definition ofthe operation snmpGet0 within this code.

imporL j ava. io. * 
;

import j ava. net. * 
;

import j ava - uti1. *;

public class OprlnterfaceTmpl extends Snmpsys . _OprlnÈerfacelmplBaae {

/** consLruct a persistently named object. */
public Oprlnterfacelmpf (Strinqr ûame) (

super (rame ) ;
)

/** Construct a transient object. */
plrblic Oprlnterfacelnlpl O i

super ( ) ;

)

public sri¡nÞsys. BygDaca snmpcets (String host)
throws Snmpsys . opc Except i on (

Snmpsys. sysDaea re_data;
slring warning;

cry {

Snnpopr sn'npopr = new SÍmpopr(host, "pubfic");
... // ð,o Lhe implementation

return re_data;

) catch (ExcepLíon e) (

System.out.println(" System Exception in snmpcet I \n' + e);

)

)
)

Figure 5.6 The Part of Code Oprlnterfacelmpl..java
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5.3.3 Putting the NMSl_CORBA system to work

Since this application uses VisiBrokerfor Java 3..3, we need to install it on one of the machines

in our local network. For my case I installed it on the one of the Unix workstations. During the

installation, we should set or accept the default values for the OSAGENT_PORT and

VBROKER_ADM environment variables. These variables will be used by Smart Agent and other

serwices.

After we finish developing the codes, we send them to javac complier to get the bytecodes.

Since this ìs a Web-based application, we need to have a HTML file. Figure 5.7 illustrates the file

of NMSl_CORBA.html which embeds the Clientjar and vbjorb jar files for downloadìng. The

file vbjorbjar provides the VisiBroker ORB which is used on the client side. As I mentioned, Net-

scape has already embedded the VisiBroker ORB (cunently l4siBroker for Java 2.5) in itself so

we don't need to download the vbjorb jar if we use lìsiBroker for Java 2.5 . Since I use WsiBroker

for Java 3.3, the vbjorbjar needs to be downloaded. This also makes other Web browsers such as

Explorer capable of being used fo¡ the client side.

There are two parameters in NMSl_CORBA.html file. The fi¡st one specifies tse of WsiBroker

þr Javø -3.-1 instead of Communicator embedded WsiBroker for Java 2.5. The second one speci-

fies the URL which is associated with the IOR file generated by the Gatekeeper. The ORB on the

client side uses this value to locate Gatekeeper's IOR file. In this case the Gatekeeper is running

on the Web server (vermouth) at port 15000. We can do this by entering the following command

in vermouth:

prompt> gatekeeper &

which runs Gatekeeper at the default port 15000. Also we can use Gatekeeper Configuration

Manager to set the exterior-port of Gatekeeper.
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<htm1>
<head>

<tit1e>Loca1 Network Moni toring< / ti Lfe>
< /head>

<body bgcolor="#c5c5c5">
<center>

<applet
code= " clientorbAppletl. c1ass " ÀRCHIVE= "client. j ar, vbj orb. j a¡ "
width=510 height=3 6 0>

<paran nêrne=org. ong. CORBA. ORBClass vafue=com. vis igenic . vbroker. orb. ORB>

<parè¡ name=ORBgÀLekeeperIOR
value=http: //vermouth-ee.umaniboba.ca: 15000/gatekeeper. ior>

<B>Sorry, your web brovtser should support ,lava1.1 </B>
< '/ aPPl e i:>

< / center>
< /body>

< /htmÌ >

F¡gure 5.7 The File of N[,4S1-CORBA.html

Next the Smart Agent is started on one machine of the local network by typing:

prompt> osagent &

The SNMP server is started by using VisiBroker's vói command. The vbj command invokes

the Java viíual rnachine and offers other special features for n¡nning a CORBA application. For

more information, please refer to [VBJ33]. Now we can start oul server by entering:

prompt> vbj Snnpserver &

And then you will get the following information from the Terminal window:

prompt> Snmpoptlmpl I Server , oid=Persistentld I repld=IDL : SnmpJava

/Snmpopt:1.0, obj ectNane=Snmp Operationl I is ready.

This server can be started either on the Web server (vermouth in our case) or any other machine in

our local network. Thìs is one of the big advantages ofusing CORBA. Furthe¡ discussion will be

given in next chapter.
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Now the system is ready to provide the network monitonng service to the Web clients. The

graphic user interface of NMSI-CORBA is the same as for NMSI-CG\ and is illustrated in Figure

4.15.

5.4 Constructing Network Monitoring System II Using CORBA

The Network Monitoring System II using CORBA (denoted NMS2_CORBA for short) is very

similar to NMS2_CGI except that we use different middleware: CORBA.

5.4.1 Class Diagram Design of NMS2_CORBA

Referring to section 4.4 of Chapter 4, the class diagram of NMS2_COfuBA is designed and it is

illustrated in Figure 5.8. As CGI is not used, ClientCGI is removed. But the objects NMS2-_.)Stub,

NMS2_Skeleton and interface Oprhterface2 are added now for using CORBA. A brief descrip-

tion about them follows:.

Oprhtet:face2 is the interface which defines the methods (service) that the SNMP server pro-

vides for clients. Here are some important ones:

. describe) returns a string wh¡ch describes the ìtem in the choice list

. getEtltt))0 returns dala of struct type which gives the information of the ìnterface group and the ¡p

group for the queried machine according to lvlB-z

. getGraph) returns data of struct type wh¡ch gives the value of the total number of bytes in and out

of alì the interÍaces and lP packets ¡n and out of the queried mach¡ne

. getWarns0 returns a string which indicates except¡ons happened while processing

ClientOrbApplet2 is similar lo Clientþplet in Figure 4. l6 except that it uses CORBA. So it

needs to instantiate an object of org.omg.CORBA.OkB and then get an object of Oprlnterface2

with the help of the ORB. After that it can invoke the methods: describe), getEntry) and get-
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Wants0 via this interface.

GrapJtTlread is also similar to the one in NMS2_CGI except that it does not need to contact

ClientCGI .Instead it needs to have an object of Oprhtterface2. In this way it can invoke the meth-

ods of getGraph) and getWarns) via this interface.

----+ aggregatìon --Q interface support -- - > dependency

'- - þ weak inheritance

Figure 5.8 The Class Diagram of NMS2-CORBA

Snmpset-ver2 is similar to RequestHandler in NMS2-CG| which is responsible for handling the

queries from the Web client. Here it uses CORBA not CGI, so it should have some CORBA

V
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orb
op_interface
win_title
ten_area
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host_name
popup_win
graph_thread
¡f_canvas
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hosl_name
operation
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items, such as the object of org.omg.CORBA.ORB arÅ the object of org. zwq.CORBA.BOA.

NMS2 Stub contains the stub code for the Oprlnterface2 objecf on the client side.

NMS2 Skeleton contains the skeleton code for the Oprhterface2 object on the server side. The

stub code and the skeleton code are automatically gene¡ated when compiling the IDL file.

Others such as llinTitle, PoouoW, GranhCanvas and SnmpOpr are same as the objects used

in NMS2-CGI, as are HelpWLl, Infol in, Descrllin and ll'arnWn.

5.4.2 The Code Development - CORBA part

Consider the IDL frle of NMS2-CORBA. From the class diagram design above, we see that we

need to define an interface Oprlnterface2 whìch embeds several methods that retum the desired

data. Figure 5.9 gives the code for the NMS2.idl.

In NMS2.idl the module SnmpJava is defined which will be interpreted to a Java package by

using idl2java. Also there are struct data type and sequence data type. The sequence of stmct type

ofdata is similar to the vector data type in Java. Here it is used for the retumed data type.

There is one ìnterface named Oprlnterface2 in NMS2.idl which provides several operations.

Two operations are defined for the SNMP operation initializatìon, one with arguments for query-

ing the machines in the network and one without arguments for choosing the item description

operation. vtntpClose) is for terminating the "Get Graph" operation. Other operations have

already been described in 5.4.1 .
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module SnmpJava {

struct entsLruct {

stringr oidrnd;
string oidDes;
s tring oidT\),Ip;
string oidMtu;
stringr oidspd;
string oidÀd.n;
string oidopr;

);
tl¡pedef Eequence < entstrucL > entryseq;

sequence < long > oprseq;

valstruct {

for19 vaf ue;

Êequerrce < valst¡uct > vaÌSeq;

int.erface Opllnterface2 {
void snnplnit_1( ) ;

void s npfnit-2 (in string host, in string conununitv);
void snmpc lose O ;

string describe(in st¡ing item_oid) ;

entryseq qe tEntry ( ) ;

va.Lseq geLGraph( in oprseq upArr);
sLring g'eLwarns O ;

Ì;

scruc È

longr
fongr

);
t]4)edef

Figure 5.9 The Code of NMS2.idl File

According to the process illust¡ated in Figure 5.1, we pass NMS2.idl to idl2java of VisiBroker

which generates a number of Java files which are located in a sub-directory named SnmpJava.

They include:

. Oprlnterface2.java - The Oprlnlerface2 interface declaration.

. Oprlnterface2Helper.java - Declares the Oprlnterface2Helper class which provides the b¡nd

method.

. Oprlnterface2Holder.java - Declares the OprlnterfacezHolder class for passing parameters.
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. _Oprlnteriace2lmplBase.java - The skeleton code for the Oprlnterface2 object on the server side.

. _st_Oprlnterface2.java - The stub code for the Oprlnterface2 object on the client side.

There are also others class files such as entsttactjava and valStructjava which a¡e used for

constructing the data types in order to transfer the data via the ORB. Also some Helper and

Holder class files which are used to assist to achieve this purpose, such as entSttttctHelperjava,

enîS h'uctHo ldet"j ava, efc.

Now let's see how to develop the codes for both client side and server side. On client side we

have ClientOrbApplet2, IlinTitle, PopupIl/in, GraphThread and GraphCanvas classes. Among

then, trlinTitlejava, PopupIl/in.java and GraphCanvas java are same as the ones of NMSI_CGL

For ClientOrbApplet2 java, similar to ClientOrbAppletl, lines of code are added to initialize the

Visibroker ORB, to get an object of Oprhtterface2 (by invoking the bind method of

Oprlnterface2Helper). The methods defined in Oprhúerface2 can be invoked for the service.

GraphThreadjava here is very sirnilar to the peer one of NMS2_CGI, the difference is that it

uses CORBA now As I mentioned in 5.4.1, GraphThread should have an objeú of Oprlnterface2

for invoking the methods of getGraph) and getWarns). This is done by passing that object fiom

ClientOrbApp let2 to it.

On the server side, the class SnmpServer2 is split to two classes. One is SnmpServerjava

which is similar to the one of NM,S1_CORBA for initializing the ORB, BOA and so on. The other

ts Oprlnterfoce2lmpl java which is responsible for implementatìon of Oprlnterfoce interface.

SnmpOpr is the same as the one in NMS| _COfuBA.

5.4.3 How the system works

Similar to what we have done to NMSI_CORBA, first we finish developíng and debugging the

codes of NMS2 CORBA, and then we need an HTML file and Ja¡ files for the Web clìent to down-
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load. Next the Smart Agent, Gatekeeper and SnmpServer2 are started. Rernember that Gatekeeper

should be running on Web server and SnmpServer2 can be run on either Web server or other

machine in the local network.

And now the system is ready to run. The figures showing this system are same as the ones in

NMS2_CGI illustrated ffom Figure 4.20 to Figure 4.23. Please note the values in average polling

time freld of Figve 4.20 which are much different for NMS2-CGI and NMS2_COfuBA implemen-

tations. The discussion of this will be included in the next chapter.

l0r



CHAPTER 6

Experimental Results and Discussion

In this chapter, I will give the experimental results for network monitoring via CGI and

CORBA and then discuss their performance.

6.1 Experimental Results and Discuss¡on

(1) All the systems (NMS1_CGI, NMS2_CGI, NMSI_CORBA and NMS2_CORBA) were tested

using Web browsers (Netscape 4.5 or later version, Explore 4.0 or later version) on Unix

workstations, PCs and Macintoshes. In all cases the browser behaved as expected.

(2) The network monitoring system I (use -À/MS1 for short) displays the following basic informa-

tion as shown in Figure 6.1:

Figure 6.1 Basic lnformation about cider Machine from NMSI

The System Description shows that cide¡ is a SPARC 5 workstation, running the Sun oper-

ating system and the Sun SNMP agent (snmpQ (this is because snmpd ts embedded in
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Solaris 2.6 and later versions)

System Object ID shows that network management subsystem is the Sun Microsys-

tems.2.l .1

. Time Re-initialized shows how much time (41 days,22 hours, l2 minutes, 52 seconds)

has passed since cider was ¡e-initialized

. Contact Person shows that the system administrator should be contacted for cider's main-

tenance

. Assigned name gives the administratively-assigled name: cider for this machine

. Location shows that cider is located in system administrators office

. Service on layers shows that cider provides transport and application services according to

OSI seven layer architecture

(3) The network monitoring system 2 (use NMS2 for short) dísplays both text information and

real time graphs of the queried system (cìder) (see Figure 6.2, 6.3 & 6.4):

Fìgure 6.2 Text lnformation about the lnterface Group of cider

. findex shows that cider has seven interfaces, numbered fiom 1 to 7

. i./Descr gives information about the interfaces of cider. Here "1o0" represents a software
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loopback interface. "fa0" represents a Fore IP emulation interface and "qaaO" a classical

IP emulation interface, where "faO" and "qaaO" both utilize the Fore ATM card. .,hmeO"

stands for the fast ethemet interface. The "qaal" to "qaa3" interfaces are not used and

hence they are defined "down" in ifAdminStatus and ifOperStatus. All of these parameters

are set automatically by the installation of Sun's operation system (Solaris) or the Fore

interface card's software.

iJþpe shows the inte¡face types of cider according to its physical/link layer(s). Yalue 24

stands for "softwareloopback" which is used to transfer data between processes in the

same system. Value 14 stands for "hyperchannel" but it is not known as to why the system

set this value to the interfaces here. As there is no corresponding types for those interfaces

in interface group of MIB-ll, so they should be set to value 1 that denotes none of the val-

ues from 2 to 54 can be used to represent these interfaces.

iJMtu gives the size of the largest protocol data unit (in bytes) which can be received or

sent on each interface, so here the largest size of PDU can be received and sent on loop-

back interface is 8232 by1es, and Ethemet interface 9188 bytes, and so on.

ifspeed shows the values of current bandwidth for each interface ofcider, such as 10 Mbps

for loopback interface, 96 Mbps for Ethemet interface and so on.

i,fAdminStatus shows which interface of cider ìs up (l), down (2) or testing (3). So we can

see the first four interfaces of cider are up and the rest three are down.

ifOperStatus also shows that first four interfaces ofcider are up and the rest ofthree down.

Figure 6.3 shows total number of bytes received and transmitted on all up interfaces

dynamically in real time. From Figure 6.2 we see that cider has total seven interfaces, the

first four interfaces are up, so NMS2 venfr,ed this and showed the input and output bytes/



Chapter 6 Experiment Results and Discussion

sec on those four interfaces.

. Figure 6.4 shows IP packets statistics for cider in a real time graph. The red line represents

"iplnDelivers" which is defined as the total number ofinput datagrams successfully deliv-

ered to lP 1ayer. And the green line represents "ipOutRequests" which indicates the total

number of IP datagrams supplied to the local IP layer for transmission. From Figure 6.4

we see these two parameters were the same or close within the tested time. This means

that there was no traffic congestion in cider machine.

(4) The systems (NMS1-CORBA and NMS2_CORBA) were tested in the following ways respec-

tively and both ofthem worked fine.

. Snmp sewer was stafted on the Web server (casel)

. Snrnp server was started on another machine (Unix workstation) in the local net-

work(case2)

(5) The average poll time data (shown in the applet of NMS2, see Figure 4.20) was collected and

is used for performance evaluation of CORBA and CGI implementation. For the CORBA

application, this data was collected respectively for two cases as mentioned above. For each

case, "Get Graph" was started and an average poll time was calculated after 100 polls. After

that, "Get Graph" was sta¡ted with the CGI approach and another average poll time was cal-

culated. NMS2 was tested 20 times for casel, 20 times for case2 and 40 times for the CGI

approach. The data is depicted in Figure 6.5 and 6.6. From them we can see:

. CGI application is much slower than the CORBA peer (both casel and case2).

. In CORBA approach, casel is somewhat faster than case2. This is because that Gate-

keeper and Snmp Server are ruming on the same machine (Web server). The trade-off is

that it increases the load of the Web server.
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From both Figure 6.5 and 6.6 we can see that the mean of poll time (20 tests for each fig-

ure) for CGI approach is not same but they a¡e close (one is 13.4 sec. and the other 14.0

sec.). From the statistical view, these two values will approach to the same value in the

long run.

Figure 6.7 gives much more information about the exact time taken for each poll for the

"Get Graph" operation in casel. Frorn the flgure we can see that it usually takes around 90

msec for each poll but sometimes it takes much longer than that. It is difficult to say what

causes this. The working environment of the client, Web server and managed entities

(machines) can cause this to happen.
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F¡gure 6.7 The lnformation Popup Window ¡n CORBA Applicat¡on (SNMP

Server Running on the Web Server)
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CHAPTER 7

Conclusions and Future Work

7.1 Conclusions

. This thesis reviewed SNMP technology and realized Web-based network monitoring using

this technology. The basic information ofSystem Group, Interface Group and Ip Group under

MIB-ll can be retrieved and both text and real time graphs can be displayed in the client's

Web browser. With my implementations, SNMP is a very good protocol for network monitor-

ing. It is simple and effective. Due to its popularity, we can easily get suppoft by vendors,

stch as snmpd flom Sun's Solaris 2.6 and snmp.exe fiom Microsoft Window NT. If we want

to monito¡ or control some specific parameters, we can design our MIB and SNMP agent our-

selves based on ASN.l, RFC 1155andRFC lI57,etc.

. This thesis ¡eviewed some concepts and methodologies of the OO approach and implemented

them in UML. UML is now a standard notation adopted by OMG for objecloriented design.

In my application, I:

. Investigated and defined the requirements for the system.

. Identified the potential classes that compose the system.

. Mapped the system requirements to class attributes and operations.

. Created class diagrams and sequence diagrams to capture most of the information about

the system in order to help the system design.

. Most of programs developed in my applications are written in Java. The implementation

shows that Java is very good for network programming, interface constructing and Web-
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embedding (using Java applets). It is simple and object oriented. Also due to its platform

independence, the program developed can be running on any machine.

CGI and CORBA technologies were reviewed and realized in the Web-based network moni-

toring applications. From the programming view, CORBA's local/remote transparency bene-

fits the programmer considerably. Wïile programming for the client, the programmer does

not have to be concemed with transport, server location, object activation, b1.te ordering,

rather just simply invokes the methods of services on the server side as if they are located in

the same environment/directory. Using CGI, this becomes clumsy and difficult because we

need to specifr the location of the server either in an URL or socket, interpret all the message

and data either to a string for transmission or fiom a string for information. From the imple-

mentation view, we can see that applications via CGI are much slower than the CORBA peer.

Also when the SNMP server is running on the Web server, the CORBA applications are even

faster. Furthermore, since the Snmp Server in the CORBA application can be running on any

machine, the load on the Web server can be decreased.

All of the systems (¡r'M,S.1-CGI, NMS2-CGI, NMSI*CORBA and NMS2-COfuBA) werc

tested and they work smoothly. Each of them can be accessed by Web clients and realize the

desired functions. They were tested on Unix workstations, PCs and Macintoshes and both

Netscape (version 4.5 or later) and Explorer (version 4.0 or later).

The applications developed in this thesis only show part of the parameters defined in MIBII.

They are easily extended to monitor other parameters defined in MIB-II based on the require-

ments by adding a graphical interface fo¡ the OIDs in the queries.

Nowadays there are many SNMP packages, one of them is AdventNet SNMP API. Besides

this kit, there is anothe¡ one named AdventNet NetN4onitor (also developed by Advent Inc.),

lll
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which is a graphical applet builder tool to be used to build Java applets that monitor and con-

trol the machines (wìth SNMP support) in the network. The problem is that it is difficult to

add your components when you use this tool to build a graphical user interface. Also there

are other limitations, such as you can only monitor the two interfaces for total data in and out

of the queried machine. In my application, we can dynamically monitor all up interfaces of

the queried machine for total data in and out.

7.2 Future Work

Because of lìmited time and access rights on our network, there is more work that can be done

within this area in the future. For reference, several of them are listed below:

. The applications developed in this project only realize the monitoring part because of access

rights to our local network. It is easily extended to the controlling part if we have the write

access to the configuration files of the system (set pdu.command - SET_REQ-MSG, see

[AdventNet]).

. My applications only touched the basic SNMP set: R¡C 1155, RFC 1213 and RFC 1157. For

further requirements, \¡,/e can try the Web-based network management by exploring RMON,

SNMP v2 or SNMP v3. Furthermore, \rye can design our MIBs and SNMP agents for some

special usages.

. For CORBA applications in my thesis, I have only applied static method ìnvocations. Fo¡

mo¡e advanced usage, we can try dynamic method invocations.

. With CORBA involved, we can get the SNMP trap message in the client's browser by using

the CORBA's callback via iIOP. Callback is a call from the server to a client and in this way

we can make the client aware what is happening on the server side.

. In my applications I only designed the CORBA objects using Java. Since CORBA provides
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high leveì language bindings, we can design some objects in C++ with the help of WsiBroker

for C++ and then make the Java objects invoke those methods and vice versa.

in my application, the Snmp Server needs to contact the SNMP agents to get the information

according to the client's request. In the future we can try the following: three servers on the

server side, one responsible for periodically contacting SNMP agents of the managed nodes

for all the information defined in the MIB and write this information to a database with the

help of a database serve¡, a third server would be responsible for taking care of the client's

requests and reading the queried information from the database.

In this thesis I explored my applications with both cGI and coRBA implementations. There

is another popular kit named servlet which was introduced by JavaSoft to extend the Web

server's sewice for handling client requests [Servlet]. It is widely used now to replace the

CGI scripts. We may apply the servlets in our Web-based network management applications

and compare the perfomance of it with CORBA and CGI.
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